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Chapter 1
Introduction

This document provides guidelines for installing Content Server on JBoss Application
Server 4.2.0 and JBoss Portal 2.6.1, connecting to a supported database of your choice.

Note

Anyone using this guide is expected to have experience installing and
configuring databases, web servers, and application servers. Selected
information regarding the configuration of third-party productsisgivenin
this guide. For detailed information about a particul ar third-party product,
refer to that product’s documentation.

This chapter provides information that will help you prepare for the Content Server
installation. It contains the following sections:

e About This Guide
* Installation Quick Reference
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About This Guide

About This Guide

This guide covers the install ation, configuration, and maintenance of JBoss Application
Server and JBoss Portal, as required to support Content Server. Thisincludesthe
configuration of one or more JBoss instances, clustering, SSL, and backend databases.

How This Guide Is Organized

The content of this guide is organized by function rather than the order in which
installation steps are completed. For example, afunction such as application deployment
is associated with the application server. It is presented in Part |1 (which covers the
application server), even though it is performed later, when Content Server isinstalled
(Part 1V). Each major component of the Content Server installation is covered in itsown
part. A summary of the installation stepsin the required order is given at the end of this
chapter (see the section, ““Installation Quick Reference,” on page 7).

Terms and Acronyms

<jboss_install dir>

Path to the JBoss installation directory.

<cs_install dirs>

Path to the Content Server installation
directory.

Graphics in This Guide

Many steps in this guide include screen captures of dialog boxes and similar windows that
you interact with in order to compl ete the steps. These screen captures are presented to
help you follow the installation process. They are not intended to be sources of specific
information, such as parameter values, options to select, or product version number.

SOFTWARE
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Installation Quick Reference

Installation Quick Reference

SOFTWARE

After you install and configure the J2EE components that support Content Server, you will
run the Content Server installer, which will guide you through the installation process.
You will run the installer on each development, delivery, and management system on
which you plan to use Content Server. During the Content Server installation, you will
have the option to install sample sites and sample content.

Note

The names of the systems in your Content Server environment might differ from the
names used in this document. Typically, the management system is also called
“staging,” and the delivery system is also called “production.”

The following steps summarize the install ation and configuration of Content Server and its
supporting software. Keep the steps handy as a quick reference to the installation
procedure and to the chapters that provide more detailed instructions.

I. Set Up the Database

Install, create, and configure your choice of supported databases. For instructions on
creating and configuring the database, see Configuring Third-Party Software.

Il. Set Up the Application Server

Set up JBoss Application Server, as shown in Chapter 3, “Installing JBoss Application
Server and JBoss Portal.” The steps you will complete are the following:

1. Installing JBoss (page 18).

2. Setting Up the Environment (page 20). This means creating a directory for Content
Server, creating a JBoss instance, and testing the JBoss instance.

Notes

If you plan to install avertical cluster, you will repeat this step to create a
JBossinstance for each cluster member. Before creating multiple JBoss
instances, however, it is best to first create one instance (as done in this
guide), install Content Server, and verify that it is functional.

If you are installing the JBoss portal, you must install and configure a
supported LDAP server (OpenLDAP in this guide). You can do so in the
current step, or after the first instance of Content Server isinstalled (as
done in this guide). Instructions for installing and configuring LDAP
servers are given in Configuring Third-Party Software.

3. If you are already running one or more instances of JBoss on your system (regardless
of the application they are serving), or if you are planning to set up a Content Server
cluster, ensure that each JBoss instance runs on a unigue port number.

For instructions, see “ Setting Up Multiple I nstances of JBossto Run Simultaneously,”
on page 24.
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Installation Quick Reference

lll. Set Up the Web Server
This step isrequired if:
* You wish to use Apache web server

* You are creating avertical cluster that will be load balanced through Apache web
server

* You are planning to configure JBoss to run over SSL through Apache Web Server
To set up the web server, compl ete the following steps (in Chapter 4):
1. Integrating JBoss with Apache 2.0.x (page 28).

2. For SSL support, also complete the stepsin “ Configuring JBoss for SSL through
Apache 2.0.x,” on page 29.

Note

For single-server installations, installing aweb server is optional. You can
install the web server at any time prior to or following the Content Server
installation.

IV. Install and Configure Content Server

In this step, you will first make sure that the listed pre-requisites for installing Content
Server are satisfied. You will theninstall Content Server, verify the installation, and
complete any additional post-installation steps that apply to your system (for example, set
up avertical cluster or configure the JBoss portal).

1. Beforeinstalling Content Server, do the following:
a. Start the JBoss instance.

b. Create avalid directory into which you will install Content Server. A valid
directory is one that does not contain spaces in its name and has write
permissions.

c. For clustered installations, create a shared file system directory that all cluster
members can read from and write to; the directory name and path cannot contain
spaces. Note the following:

- For delivery systems, the default location of the shared file system directory is
the directory containing the directory in which Content Server isinstalled.

- For content management and development systems, the default location of the
shared file system directory isinside the directory in which Content Server is
installed.

2. Install and deploy Content Server by running the supplied installer. The installer
provides online help at each screen, should you need guidance. For more information,
see “Installing Content Server,” on page 36.

If you are using an Oracle database and will require text attributes greater than 2000
characters, you will havetothe cc.bigtext property to cLoB after the CS
application is deployed half-way through the installation. For instructions, see step - in
“Running the Installer,” on page 36.
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Installation Quick Reference

Complete the Content Server installation by performing the following steps:

a.

If you installed Content Server on Unix, set the permissions for Content Server
binaries by following the stepsin “ Setting File Permissions (Unix Only),” on
page 37.

Verify the Content Server installation by logging in as the administrator. For
instructions, see “Verifying the Installation,” on page 37.

If you need to perform LDAP integration, follow the stepsin “ Integrating with
LDAP (Required for Portal Installations),” on page 43. LDAP integration is
mandatory for portal installations, and optional for web installations.

If you are creating a portal installation, set up the JBoss portal by following the
stepsin “Configuring JBoss Portal for Content Server (Required for Portal
Installations),” on page 44.

If you are creating avertically clustered system, follow instructionsin “ Setting Up
a Content Server Cluster (Optional),” on page 57.

Oncetheentireinstallation is completed and verified, set up Content Server for its
business purpose. For instructions, see the Content Server Administrator’s Guide
and the Content Server Developer’s Guide.
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Part 1
Database

This part contains a short chapter summarizing the databases that Content Server uses.
Instructions on creating and configuring the databases are given in Configuring Third-
Party Software.

This part contains the following chapter:

e Chapter 2, “Setting Up a Database”
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Chapter 2
Setting Up a Database

Content Server requires access to a database that is specifically configured for Content
Server. The list of supported databases (as well as other third-party components) is given
in the Supported Platform Document, accessible from:

http://e-docs.fatwire.com/CS

(Click the Content Server version number, and on the Content Server page, click the
Supported Platform Document link.)

Before installing any other of Content Server’s supporting software, you must complete
the following steps:

1. Install the database management system.
For instructions, refer to the product vendor’s documentation.

2. Create and configure a database for Content Server.
For instructions, consult our guide Configuring Third-Party Software. Note that
database configuration isidentical across different application servers. Refer to the
correct chapter to create and configure the database of your choice.
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Part 2
Application Server

This part contains information about installing and configuring JBoss A pplication Server.
This part contains the following chapter:

e Chapter 3, “Installing JBoss Application Server and JBoss Portal”
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Chapter 3

Installing JBoss Application Server and
JBoss Portal
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This chapter providesingtructionsfor installing JBoss A pplication Server and JBoss Portal
so far as needed to ingtall and run Content Server as a single instance or in avertical

cluster. For more information about the JBoss installation process, see the documentation
that comes with JBoss.

This chapter contains the following sections:

e Start/Stop Commands

e Stepl. Installing JBoss

e Step Il. Setting Up the Environment

o Step I1. Setting Up Multiple Instances of JBoss to Run Simultaneously
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Start/Stop Commands

Start/Stop Commands

Note

All commands are based on the assumption that JAvA HOME is set to the proper
directory.

e To start the JBoss instance:

For JBoss 4.0.5:
<jboss install dir>/bin/run.sh -c <instance name>
For JBoss 4.2.0 and JBoss Portal:

<jboss install dir>/bin/run.sh -c <instance name>
-b <hostname>

e To shut down the JBoss instance;

<jboss install dir>/bin/shutdown.sh -s jnp://<hostname>:

<jnp port>:

Table 1: Port Configurations and Numbers

ports-default 8080 1099
ports-01 8180 1199
ports-02 8280 1299
ports-03 8380 1399

Step I. Installing JBoss

To install JBoss Application Server and JBoss Portal

1. Create aJBossinstallation directory.

2. Decompress JBoss into the JBoss installation directory. Follow the examples bel ow,
but replace the file names with names that correspond to your version of JBoss:

For JBoss Application Server, decompressthe jboss-4.2.0GA.tar.gz file
into the JBoss installation directory asfollows:

1) gzip -d jboss-4.2.0GA.tar.gz
2) tar -xvf jboss-4.2.0GA.tar

For JBoss Portal, decompressthe jboss-4.2.0GA.tar.gz and
jboss-portal-2.6.1.zip filesinto the JBossinstallation directory as follows:

1) gzip -d jboss-4.2.0GA.tar.gz
2) tar -xvf jboss-4.2.0GA.tar
3) jar -xvf jboss-portal-2.6.1.zip

Installing Content Server 7.0.1 with JBoss Application Server and JBoss Portal
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Step I. Installing JBoss

If you are creating a portal installation, follow the instructions below (otherwise, skip
to step 4):

a. Movethe jboss-portal.sar directory from jboss-portal-2.6.1 tothe
jboss-4.2.0.GA/server/default/deploy directory.

b. Copytheprortal-dbType-ds.xml filefrom jboss-portal-2.6.1/setup
tojboss-4.2.0.GA/server/default/deploy (Where dbType isthe type of
database you are using).

Set JAvVA HOME to the jdk folder of the version of Javathat will be used. The Java
version must be 1.5 or higher.

Ex: export JAVA HOME=/opt/jdkl.5.0 06

If you are creating a portal installation, create a database that JBoss Portal will useto
store its data. For instructions on creating a database, see our guide, Configuring
Third-Party Software. When creating the database, follow these steps:

a. Usethe same permissions as for the Content Server database.

b. When you have created the database, edit the Portal-dbType-ds.xml fileto
point to it. For instructions, see step 4 on page 22.

Start the application server:

<jboss install dir>/bin/run.sh -b <hostname>
This will start the default JBoss instance on port 8080.

Test your JBoss installation:

a. Point your browser to the following URL to test whether JBoss Application
Server is running:

http://<hostname>:8080/

b. When the default “JBoss Application Server” home pageisdisplayed, click JBoss
Web Console to display the JBoss Management Console.

c. If you arecreating aportal installation, point your browser to the following URL
to test whether JBoss Portal is running:

http://<hostname>:8080/portal

When JBoss s successfully installed, continue with “ Step 1. Setting Up the
Environment,” on page 20.
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Step Il. Setting Up the Environment

Step Il. Setting Up the Environment

In this section, you will create adirectory for Content Server, create a new JBoss instance,
and test the new instance.

Note

If you areinstalling a cluster, complete the steps below for each cluster member.
The cluster must be vertical.

1. Create adirectory for Content Server (for example cs701):
mkdir CS701

2. Create anew JBossinstance:
cd <jboss install dir>/server/

Asthis instance has all the properties of a JBoss all instance, copy the all instance
folder:

cp -R all fatwire

In this guide, we will call the new instance fatwire. However, you may name the
instance as you wish.

3. InTable 2, on page 21, find the data source information for the database you will be
using, and place the required filesin:

<jboss install dirs>/server/<instance name>/lib

Installing Content Server 7.0.1 with JBoss Application Server and JBoss Portal
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Step Il. Setting Up the Environment

Table 2: Data Source Information

JTDS (third-party DriverClass net.sourceforge.jtds.jdbcx.
driver) JtdsDataSource

Required .jar files jtds-1.2.jar

URL jdbc:jtds:sqglserver://
<servers:<dbport>/<dbname>

EX: jdbc:jtds:sqglserver://
10.120.14.22:1433/CS70

DB2 DriverClass com.ibm.db2.jcc.DB2Driver
Required .jar files db2jcc.jar, db2cc license cu.jar
URL jdbc:db2://<hostnames:<dbports>/
<dbname>

EXx: jdbc:db2://10.120.16.30:50001/
CS70

Oracle DriverClass oracle.jdbc.driver.OracleDriver

Required .jar files ojdbcl4d.jar

URL jdbc:oracle:thin:@//
<hostname>:1521/<dbname>

EX: jdbc:oracle:thin:@//
godzilla.fatwire.com:1521/CS70

Note

If you are using an Oracle database and require text attributes greater than 2000
characters, you will have to set cc.bigtext to CLOB. TO support CLOB, Use
Oracle database 9.2.0.6 (or a higher supported version). Also use Oracle 10g
drivers. (cLoB is not supported for lower database versions and for Oracle drivers
Ox [thin, type 4].)

You will set cc.bigtext to cL.OB when you run the Content Server installer (as
explained in “Running the Installer,” on page 36.)
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Step Il. Setting Up the Environment

4. Create anew data sourcefile;

a. Create anew data source filenamed <database type>-ds.xml in
<jboss install dirs>/server/<instance name>/deploy

b. Pasteinthe XML code shown below:

<?xml version="1.0" encoding="UTF-8"?>
<datasources>
<local-tx-datasources>
<jndi-name>jdbc/csDataSource</jndi-name>
<connection-url><URL> </connection-urls>
<driver-class><Driver Class></driver-class>
<user-name><User></user-name>
<password><Password></passwords>
</local-tx-datasource>
</datasources>

c. Replacethe <urL> and the <Driver Class> text fragmentswith the URL and
driver class selected from Table 2, on page 21.

d. Replacethe <User> and <Passwords> text fragments with the user information
that you connect to your database with.

5. Do onethe following, depending on your configuration:
- For JBoss4.0.5:

1) Openthefile <server names>\deploy\jbossweb-tomcat55.sar)\
conf\web.xml in atext editor.

2) Uncomment the following section (that is, delete the two comment lines
shown in bold type below):

<!-- Uncomment to use jdkl.5 features in jsp pages
<init-param>
<param-name>compilerSourceVM</param-name>
<param-value>1l.5</param-value>
</init-params>
-->

- For JBoss4.2.0 and JBoss Portal:

1) Openthefile <server names>\deploy\
jboss-web.deployer\conf\web.xml in atext editor.

2) Addthecodein bold to the JSP page compiler and execution servlet
parameters:

<servlets>
<servlet-name>jsp</servliet-name>
<servlet-classs>
org.apache.jasper.servlet.JspServlet

</servlet-class>

<init-param>
<param-name>compilerSourceVM</param-name>
<param-value>l.5</param-value>

</init-param>

<init-param>
<param-name>compilerTargetVM</param-name>
<param-value>l.5</param-value>

</init-param>
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Step Il. Setting Up the Environment

3) Addthecodein bold to the common context parameters section:

<!-- JBossInjectionProvider provides resource
injection for managed beans. -->
<!-- See JSF 1.2 spec section 5.4 for details. -->
<context-param>
<param-name>
org.jboss.jbossfaces.WAR BUNDLES JSF_ IMPL
</param-name>
<param-value>true</param-value>
</context-param>

(JBoss 4.2.0 only) Edit the run . sh script located in <jboss _install dirs>/bin
by adding the following line at the beginning of the file (after the comments section):

JAVA OPTS="-
Dorg.apache.catalina.STRICT SERVLET COMPLIANCE=false
SJAVA OPTS"

Test the new instance by starting it and connecting to the “ JBoss M anagement
Console.” Do the following:

a. Ensurethat the default instance is shut down before trying to start the new one.
Theinstance needs to be shut down if you canview http://<hostnames/web-
console/ inyour browser. Use the following command to shut down the default
instance:

<jboss install dir>/bin/shutdown.sh -s jnp://<hostname>:1099
b. Start the new instance with the following command:
<jboss install dir>/bin/run.sh -c fatwire -b <hostname>

c. Accessthe “JBoss Management Console’ using aweb browser to confirm that
JBossisrunning:

http://<hostname>:8080/web-console/

(Optional) If you wish to run multiple instances of JBoss simultaneously, continue
with “Step I11. Setting Up Multiple Instances of JBoss to Run Simultaneously,” on

page 24.
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Step lll. Setting Up Multiple Instances of JBoss to Run Simultaneously

lll. Setting Up Multiple Instances of JBoss to

Run Simultaneously
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Note

If multiple JBoss instances will be run simultaneously, you must ensure that no
two instances are using the same port. Compl ete the steps below for all JBoss
instances that must run simultaneously—r egar dless of the applicationsthey
serve.

Shut down all JBoss instances:
<jboss install dir>/bin/shutdown.sh -s jnp://<hostname>:1099
No two JBoss instances can use the same ports. Change the ports as follows:
a. Changetothe /conf directory of your instance:
cd <jboss install dir>/server/<instance name>/conf

b. Openthejboss-service.xml filein atext editor and find the “ Service
Binding” section. Look for the following xmML code:

<mbean

code="org.jboss.services.binding.ServiceBindingManager"
name="jboss.system:service=ServiceBindingManager">
<attribute name="ServerName"s>ports-0l</attributes>
<attribute name="StoreURL">${jboss.home.url}/docs/

examples/binding-manager/sample-bindings.xml</attribute>
<attribute name="StoreFactoryClassName">

org.jboss.services.binding.XMLServicesStoreFactory
</attribute>

</mbean>

The storeURL attribute holds the path to a file, which by default contains four

different port configurations. These configurations are named ports-default,

ports-01, ports-02, and ports-03.

- To access these configurations, uncomment the code above (by deleting the
“close comment” tag (-->) at the end of the code and inserting it above the
opening <mbean tag).

- TheserverName attribute holds the value of the port configuration that this

instance will be using. To use a configuration other than ports-01, change
the value according to the table in Table 1, on page 18.

- Toview which ports each configuration uses, view the
<jboss install dir>/docs/examples/binding-manager/sample-
binding.xml file

If the instances are not already running, start them with the command:
<jboss install dir>/bin/run.sh -c <instance name> -b <hostname>

Test that two instances can be run simultaneously by connecting your browser to
http://<hostnames>:<new instance ports>/web-console/ to display the
“JBoss Management Console.” If the ports-01 configuration is being used, the port
will be 8180.
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Part 3
Web Server

This part shows you how to integrate A pache Web Server with JBoss, arequirement if you
are creating a clustered installation or using SSL.

This part contains the following chapter:
e Chapter 4, “Installing and Configuring A pache Web Server”
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Chapter 4

Installing and Configuring Apache Web
Server

SOFTWARE

This chapter contains information about integrating JBoss with Apache 2.0.x and
configuring JBoss to run over SSL through Apache Web Server. It contains the following
sections:

* Integrating JBoss with Apache 2.0.x
e Configuring JBoss for SSL through Apache 2.0.x

Note

The steps in this chapter are required only if you are creating a clustered
installation or you are planning to use SSL through Apache Web Server.
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Integrating JBoss with Apache 2.0.x

Integrating JBoss with Apache 2.0.x

SOFTWARE

This section shows you how to configure Apache 2.0.x to integrate with JBoss.

Note

Complete this section if you are setting up a Content Server cluster or using SSL
through Apache Web Server.

e For clustered installations, this section is a pre-requisite for the load balancing
procedure you will perform (“Balancing Load with mod_jk,” on page 58).

e For SSL, this section is also a pre-requisite for the next section, “ Configuring
JBoss for SSL through Apache 2.0.x,” on page 29.

Install Apache 2.0.x.

Set SAPACHE2 HOME to the directory in which Apache was installed.
Download and compile the newest release of mod_jk.

a. After downloading mod_jk, untar it using the commands:

gunzip jakarta-tomcat-connectors-1.2.14.1l-src.tar.gz
tar -xvf jakarta-tomcat-connectors-1.2.14.1l-src.tar

b. Gotothedirectory jakarta-tomcat-connectors-<version>-src/jk/
native:

cd jakarata-tomcat-connectors-1.2.14.1-src/jk/native
c. Configure and compilethemod jk.so file:

./configure --with-apxs=$APACHE2 HOME/bin/apxs

make

cd apache-2.0

$APACHE2 HOME/bin/apxs -n jk -i mod jk.so

The last command will automatically place the mod jk.so file into your

$APACHE2 HOME/modules directory.

Create workers.properties in SAPACHE2 HOME/conf with the following
contents:

ps=/
worker.list=jboss

worker.jboss.port=<ajp port>
worker. jboss.host=<hostname>
worker.jboss.type=ajpl3
worker.jboss.lbfactor=1

(The gp port can befound in <jboss _install dirs>/server/<instance
name>/deploy/jbossweb-tomcat55.sar/server.xml under AJP 1.3
Connector. The default valueis 8009.)

Edit $APACHE2 HOME/conf/httpd.conf by adding the following to the
L oadM odul es section:

LoadModule jk module modules/mod_ jk.so
Before Section 3:
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#
# Mod jk settings
#

JkWorkersFile "conf/workers.properties"
JkLogFile "logs/mod jk.log"

JkLogLevel info

JkMount /cs/* jboss

# End of mod jk settings
6. Testhttpd.conf withthefollowing:

cd $APACHE2 HOME/bin
apachectl configtest

You will see awarning message and then “syntax OK”. Ignore the warning.
7. Start JBoss:

<jboss install dir>/bin/run.sh -c <instance name> -b <hostname>
8. Start Apache:

$APACHE2 HOME/bin/apachectl start
9. Loadhttp://<hostnames>/cs/ toverify thatthe /cs directory is displayed.

Configuring JBoss for SSL through Apache 2.0.x

1. Generate aself-signed certificate:
a. Edit openssl.cnf (usualy in /etc/ss1/) by adding the following line:
dir = S$APACHE2 HOME/demoCA
b. Set up the environment for the certificate authority certificate:

cd $APACHE2 HOME
mkdir demoCA

cd demoCA

mkdir certs

mkdir crl

touch index.txt
mkdir newcerts
echo “01” > serial
mkdir private

cd .

c. Generatethe certificate authority key (must be done only the first time the
certificate is created):

openssl genrsa -out ca.key 1024
d. Create aself-signed certificate authority certificate:

1) Enter the command:
openssl req -new -x509 -key ca.key -out demoCA/cacert.pem

2) You will be prompted to fill in the following fields:

Country Name (2 letter code):
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State or Province Name (full name):

Locality Name (eg, city):

Organization Name (eg, company):

Organizational Unit Name (eg, section):

Common Name (eg, your name or your server’s hostname):
Email Address:

e. Createthekeystore by entering the following commands (shown in bold type) and
filling in the fields (in quotes) with the information you used in the previous step:
keytool -genkey -alias serverapp -dname "cn=<common names,
ou=<organizational unit>, o=<organizations>, L=<localitys>,

S=<state>, C=<country>" -storepass fatwire -keypass fatwire
-keystore newcerts

f. Export the keys for the keystore:

keytool -keystore newcerts -certreq -alias serverapp
-keypass fatwire -storepass fatwire -file serverapp.crs

g. Signthe exported key:
1) Enter the command:

openssl ca -in serverapp.crs -out serverapp.pem -keyfile
ca.key

2) When prompted to confirm the information you entered in the previous steps,
enter “y” in the following fields:

Sign the certificate?
1 out of 1 certificate requests certified, commit?

h. Convert the keysto DER format:

openssl x509 -in serverapp.pem -out serverapp.der -outform
DER

i. Import the certificate authority certificate and the keys into the keystore:
1) Enter the command:

keytool -keystore newcerts -alias fatwirecs -keypass
fatwire -storepass fatwire -import -file demoCa/
cacert.pem

2) Thecertificateisdisplayed. Typeyes nextto “Trust this

certificate?”

Valid from: Mon Apr 11 04:58:46 PDT 2005 until: Wed May
11 04:58:46 PDT 2005

Certificate fingerprints:

MD5 : 80:B1:67:7A:46:17:3A:31:4D:23:38:57:47:19:2B:C5
SHA1:C7:AB:55:B3:9D:8F:DF:4A:BE:C2:48:11:8D:51:F8:17:
35:2E:4C:B3

Trust this certificate?:
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Configuring JBoss for SSL through Apache 2.0.x

2. Editthe ssl.conf file (located in $SAPACHE2 HOME/conf/ssl.conf) asshown

o 0 AW

below:
a. Fill inthefollowing fields:

Note

By default, the SSL portis 443. If this server runs simultaneously with
another Apache or Apache 2 server, the SSL port will need to be changed
from 443, to some other unused port.

Listen <SSL_ports>

<VirtualHost _default :<SSL port>
ServerName <hostname>:<SSL_ports>
ServerAdmin you@example.com

b. Edit the following lines to point to the certificate and key files:

SSLCertificateFile <$APACHE2 HOME>/demoCA/cacert.pem
SSLCertificateKeyFile <$APACHE2 HOME>/ca.key

Restart Apache.
Accessthe following URL: http://<hostnames>:<SSL_ports>/web-console/
When prompted, accept the certificate.

Once you accept the certificate, the “ JBoss Management Console” is displayed,
confirming that JBoss is running over SSL.
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Configuring JBoss for SSL through Apache 2.0.x
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Part 4
Content Server

This part shows you how to install Content Server, verify the ingtallation, and complete

any other post-installation stepsthat apply to your system. This part containsthe following
chapter:

e Chapter 5, “Installing and Configuring Content Server”
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Chapter 5

Installing and Configuring Content Server

This chapter explains how to install and test Content Server on JBoss Application Server
asasingle-server or aclustered ingtallation. This chapter contains the following sections:
* Installing Content Server

e Post-Installation Steps
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Installing Content Server

Installing Content Server

After completing Steps | —1V.1 in the “Installation Quick Reference,” on page 7, you
install Content Server using the provided installer. The installation process consists of two
stages.

In the first stage, the installer gathers necessary configuration information, installs thefile
structure, and deploys the CS application. At the end of the first stage, the installer
displays an “Installation Actions” window describing the steps you must perform before
proceeding to the second stage of the installation.

If you are using an Oracle database and require text attributes greater than 2000
characters, you must set the cc.bigtext property to cLoB after the CS applicationis
deployed. (For instructions, see step 5 in the next section.)

If the first stage fails, the installer allows you to go back and modify your configuration
options (except the database type), and retry the installation.

Note

If you need to change the type of database you have specified during the installation,
you must delete the installed CSfile structure and restart the installation.

In the second stage, the installer populates the database with the tables and data required
for Content Server to function. If the second stage fails, the file structure and database
tables must be deleted and the installation restarted from the beginning.

Running the Installer
To install Content Server

1. Make sure you have performed Steps| —1V .1 in the “Installation Quick Reference,”
onpage’.

2. Extract the Content Server installer archive into atemporary directory.
Change to the temporary directory containing the installer files.
Execute the ingtaller script:

- OnWindows: csInstall.bat
- OnUnix: csInstall.sh

Theinstaller provides online help at each screen. Read the online help for detailed
explanations of the optionsin each screen. If you encounter problems during the
installation process, consult the online help for possible causes and solutions.

5. Whentheinstaller displaysthe“Installation Actions’ pop-up window, do one or more
of the following, depending on your configuration:

- If you areinstalling on JBoss 4.2, do the following:

1) Delete commons-logging.jar from
<jboss install dirs>/server/<instance name>/lib/

2) Move commons-logging-1.1.jar from <jboss install dirs/
server/<instance names/deploy/cs.war/WEB-INF/1lib {0
<jboss install dirs>/server/<instance name>/lib
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- If you are using an Oracle database and require text attributes greater than 2000
characters, you must set the cc.bigtext property to cLoB asfollows:

1) Open the Property Editor by clicking the Property Editor button.
2) Inthe Property Editor, open the futuretense. ini file.

3) Click the Database tab.

4) Locatethe cc.bigtext property and set its value to CLOB.

5) Save your changes and close the Property Editor.

6. When theinstallation completes successfully, perform the post-installation stepsin the
next section as required for your installation.

Post-Installation Steps

When the installation process compl etes successfully, perform the steps in this section, as
required for your configuration:

A. Setting File Permissions (Unix Only)

B. Verifying the Installation

C. Integrating with LDAP (Required for Portal | nstallations)

D. Configuring JBoss Portal for Content Server (Required for Portal | nstallations)
E. Setting Up a Content Server Cluster (Optional)

F. Setting Up Content Server for Its Business Purpose

A. Setting File Permissions (Unix Only)

If you installed Content Server on Unix, you must grant the “ executable” permission to all
filesinthe <cs install dirs/bin directory. To do so, perform the following steps:

1. Changetothe<cs install dirs>/bin directory.
2. Run thefollowing command: chmod +x *
3. Redtart JBoss.

B. Verifying the Installation

SOFTWARE

Verify the ingtallation by logging in to Content Server as the administrator. This section
covers the following types of installations:

* Web Installations
» Portal Installations

Web Installations

Logging in to the Advanced Interface
1. Point your browser to the following URL:
http://<hostnames:<port>/<context>/Xcelerate/LoginPage.html
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Content Server displays the Advanced interface login form:

FatWire ‘ Content Server 7

User Mame:

| togin [Nl Reset |

Installed Products:

Login: advanced
n I Forgot your password?  content Server 7.0.1
Dont have an account? CS_Engage F041

Commerce Connector 7.0.1

2. Enter the following credentias:
- User name: fwadmin
- Password: xceladmin
3. Click Login.
Depending on whether you installed sample sites, one of the following happens:

- If you did not install any sample sites, you are logged in to the built in Content
Server management site. Only system administration functionality is available.

dmin | Help | Logout I

FatWire | Content Server 7

advanced | dash J|_insite || analytics |
] =
%éNew QSearch EMyWork C%Workﬂow —E Site Plan &Puhlishing Options |~ == Management Site
CAIT Site Admin | Workflow My Work
@[ Sites My Assignments
---Enj AssetMaker
"'Eﬂj Flex Farrily Maker Mo assets have been assigned to: fwadmin,
---Enj Assek Types

W Show my completed assignments still pending

Publishing

- & Sources

P User Profiles My Checkouts
(- Roles .
:. There are no assets checked out by fwadmin

[#-5p WorkFlow Actions

a Timed Action Event

& Emai My Active List

% Functions

& Start Menu Type Name Description Date Added Remove?
E] Tree

4] Clear Assignments

---4-';'1 Clear Checkouts

Mo items in your Active List

3 @ Content Server Management Tools
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- If you installed one sample site, you are logged in to that site.

FatWire | Content Server 7

dmin | Help | Logout

advanced | dash || insite || analytics |

1.
Eftew QAsearch Cmywork A workflow -[EHSite Plan <Z>-Publishing | Options - A FirstSitell |
Arbwork [ Docurments [ Visitars MV Work

Site Design | Products | Conkent

Ackive List | Query | Design | Marketing My Assignments
Site Plan | Admin | Site Admin | Workflow

______ [ Firstsitel Site Mo assets have been assigned to: fwadmin,

[ Placed Pages
- Unplaced Pages

W Show my completed assignments still pending

My Checkouts

There are no assets checked out by fwadmin

My Active List

Type MName Description Date Added Remove?

Mo items in your Active List

(Remove)

5 I

- If you installed more than one sample site, Content Server displays the “ Select
Site” screen. In such case, select the sample site you wish to log in to.

You have logged in as fwadmin
Select a site that you want to wark an:

Description Assigned Role

BurlingtonFinancial  Burlington Financial  Generaladmin, ArtworkEditor, Approver, ContentEditor,
workflowadmin, Analyst, Pricer, Marketer, SiteAadmin, Checker,
MarketingAuthor, MarketingEditor, Author, Editor, Contentauthor,
Expert, Productauthor, ProductEditor, Documentauthor,
DocurnentEditor, Designer, ArtworkAuthor

FirstSitell FirstSite Mark II ArtworkEditor, Generaladmin, Approver, ContentEditor,
workflowadmin, Analyst, Pricer, Marketer, Siteadmin, Checker,
MarketingAuthor, MarketingEditor, Author, Editor, Contentauthor,
Expert, Productauthor, ProductEditor, Documentauthor,
ArtworkAuthor, Designer, DocurmnentEditor

GE Lighting GE Lighting Designer, SiteAdmin, Warkflowadmin, Generaladdmin

[Log in again]
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When you select a site, you are logged in to that site.

FatWire | Content Server 7
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advanced | dash J|_insite || analytics |

dmin | Help | Logout I

EIFN&W QSearch EMyWork &Wﬂrkﬂow —ESi'tePIan @Puhlishing Options -

=14 BurlingtonFinancial

Arbwork [ Documents [ Wisitors [ Product My Work

Site Design | Products | Conkent
Active List_____l__ Ogg_r_r | Design | IMarketing My Assignments

Site Plan £ Admin | site Admin | wWorkFlow

-5 sites Mo assets have been assigned to: fwadmin,

W Show my completed assignments still pending

E“E Asset Types My Checkouts

& Sources There are no assets checked out by fwadmin

BB User Profiles

@ Roles

= WorkFlow Actions My Active List

a Timed Action Event

& Email Type MName Description Date Added Remove?

% Functions Mo items in your Active List

@ Start Menu
| (Remore)
4] Clear Assignments
47 Clear Checkouts

@ Content Server Management Tools

@ Locale

o 1

Logging in to the Dash Interface
1. Point your browser to the following URL:
http://<hostnames>:<port>/<contexts>

Content Server displays the Dash interface login page.

FatWire ‘ Content Server 7
| Select a Site... [H)

| Rermember rmy

2. Enter the following credentias:
- User name: fwadmin
- Password: xceladmin

re Installing Content Server 7.0.1 with JBoss Application Server and JBoss Portal

40



Chapter 5. Installing and Configuring Content Server

3. Click Login.
Depending on whether you installed sample sites, one of the following happens:

If you did not install any sample sites, Content Server displays a message
notifying you of that fact. You will not be ableto log in to the Dash interface until
at least one site exists on your system.

FatWire | Content Server 7

Post-Installation Steps

If you installed one sample site, you are logged in to that site.

=ri fwadmin | Help | Logout

| advanced || dash || insite || analytics |

I Search Criteria...

FatWire Currently
SOFTWARE

Firstsite Mark 11 ]

Logged In To:

ICreate Mew...

@ 4 user
@ Top Priority

B campaign zon7

@ my List

[% Back Burner
o] @ Systern

@ Histary
[g My Checkouts

@ My Assignments

'@ Site Plan

';9 Asset Tree

Click on an icon to put content to work.

dash

© O O

New Content Parent New Content New Document Parent
Quick Info
My Roles Wiew
Assignments 4
Checkouts o

Last Itern Edited
Tasks I have Assigned
Last Time Logged In

FSIIHome / May 21,2007 13:50 PM

a

May 21,2007 15:02 PM

[Enter Search Text Here | m

[ 20|

Create content?

Edit content?

Preview content?

Approve content?

Finish an assignment?
Check out content?

Search content?

Access advanced features?
Add content to 2 tag?
Rename a tag?

Create atag?

Run a tag?

Remove content from a tag?
Delete a tag?

| | [@ New [ @ can ]

Support

Training
ContentServer Manuals
Products

MNews

User Groups
Developeriet
Aanalytics

If you installed more than one sample site, Content Server displays the “ Select
Site” screen. In such case, select the sample site you wish to log in to.

You are currently logged in as ‘fwadmin’
Select a site that yvou want to work on:

Select | Mame

Description

Roles

C | FirstSitell

& BurlingtonFinancial
| 3E Lighting
C | HelloAssetiarld

GE Lighting

FirstSite Mark II

Burlington Financial

Hello Asset world

Generalddmin

Warkflowadmin, Generalddmin

Warkflowadmin, SiteAdmin, Generaladmin

Designer, Workflawadmin, Siteddmin, Generaladdmin

[ Log in again ]

Ea+\W/ir
FatWire
SOFTWARE
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When you select a site, you are logged in to that site.

FatWire | Content Server 7

| advanced J dash. | _insite || analytics. J

Us adrnin | Help | Le

| Search Criteria...

IEnter Search Text Here | @

Currently Logged In To:

eurington Financial =)

£
>
-

|Create MNew...

2 4 user
Top Priarity
Carmpaign 2007
[c] @ System
History
My Checkouts

My &ssignrments

dash

Click on an icon to put content to work.

FatWire | Content Server

Quick Info

My Rales Wiew

Assignments a

Checkouts a

‘ e e e ‘iiiiiiiii
. = L bout FatWi

Tasks I have Assigned 1] B s sne A

Last Time Logged In Support
Training
ContentServer Manuals
Products
Mews

Create content?
Edit content?

Preview content?

Apprave content?

Finish an assignment?
Check out content?

Search contsnt?

Access advanced features?
Add content to & tag?
Rename a tag?

Create a tag?

Run a tag?

Remove content from a tag?
Delete & tag?

User Groups
Developerhet
Analytics

Content Server is now ready for configuration. Follow the stepsin the rest of this chapter,
starting with “C. Integrating with LDAP (Required for Portal Installations),” on page 43.
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Portal Installations
Verify the installation by accessing the portal interface in a browser:

http://<hostnames:<port>/portal

JBossPortal

| Greetings! = &

=

Download. Accessorize.

This is a basic installation of JBoss Portal 2.6.0-GA.

You may log in at any time, using the Login link at the
top-right of this page, with the following credentials:

r admi dmi ; : g

M€/ S rDT e thviin A d iy JBoss Portal provides an open source platform for hosting and serving a portal Web interface,

If you are in need of guidance with regards to ® ms publishing and managing its content, and customizing its experience. While most packaged Portal
navigating, configuring, or operating the portal, please frameworks help enterprises launch Portals more quickly, only JBoss Portal delivers the benefits

view our online documentation. [ ] . a dvision of Red Hat of a zero-cost open source license combined with a flexible and scalable underling platform.
User portlet = & |
fou are currently not logged in. Support Services PortletSwap Project Information
You can create an account. JBoss Inc. offers various support Portletswap.com is an open community Learn more about the JBoss Portal project,
services tailored to fit your needs. sponsored by JBoss, Inc, to facilitate the on-going development, open issues, and
Explore support and service options for exchange of portlets and layouts for use in JBoss our user and developer communities,
JBoss Portal. Portal.

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we enjoy developing it!
Baci e abbracei,

The JBoss Portal Team.

Powered by JBoss Portal

Content Server isnow ready for configuration. Follow the stepsin the rest of this chapter.

C. Integrating with LDAP (Required for Portal Installations)

LDAP integration is mandatory for portal installations, and optional for web installations.
If you need to perform LDAP integration, you must do the following:

1. Setup asupported LDAP server of your choice. For instructions, see Configuring
Third-Party Software.

2. Runthe LDAP integration program included on the Content Server CD.
For more information, see the LDAP Integration Guide.
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nfiguring JBoss Portal for Content Server (Required for
| Installations)
In this section, you will complete the following steps:

1. Configuring Content Server for LDAP Authorization

2. Setting Up the JBoss Portal Pages and Portlets

Note

The examplesin this section are explicitly designed for OpenL DAP. For other
LDAP server types, they must be modified to match the type

1. Configuring Content Server for LDAP Authorization

By default JBoss Portal uses its own database to authenticate users. However, for Content
Server to work with JBoss Portal and allow for single sign-on, LDAP authorization must
be configured as afallback method. When authenticating, JBoss Portal will first refer to its
own database, and then to the LDAP database.

Note

The default portal usersare admin and 1dapuser. The password for each is the
same as the user name.

In the steps below, we assume that you will be connecting to OpenLDAP, but any LDAP
server can be configured.

1. Changeto the directory

<jboss portal homes>/server/<instance>/deploy/jboss-portal.sar/
META-INF

where <instances> isthe name of the JBoss server instance (normally default),
and <jboss portal homes iSthe directory that was created when you
decompressed the jboss-portal-2.6.1.zip archive.

2. Makeabackup copy of the jboss-service.xml file.
Edit the jboss-service.xml file and make the following changes:
a. Locate the following section (located around line 539):

<attribute name="ConfigFile"s>
conf/identity/identity-config.xml
</attribute>

and change it to the following:

<attribute name="ConfigFile"s>
conf/identity/ldap identity-config.xml
</attribute>

b. Saveand closethefile.
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4. Change to the directory,

<jboss portal homes>/server/<instance>/deploy/jboss-portal.sar/
conf/identity

where <instances> isthe name of the JBoss server instance (normally default),
and <jboss portal homes iSthe directory that was created when you
decompressed the jboss-portal-2.6.1.zip archive.

5. Makeabackup copy of the 1dap identity-config.xml file.

Note

If you are using OpsenL DAP as your LDAP server, proceed to the next step to set
up JBoss Portal for OpenLDAP. For instructions on setting up JBoss for other
LDAP servers, see the JBoss Portal 2.6.1-GA Reference Guide. When you have
set up your LDAP server, proceed to step 8 on page 49.

6. Editthe 1dap identity-config.xml file and replace its contents with the
following code:

Note

In the code below, replace the values marked in bold red as follows:
* Replace password with your LDAP password.
* Replace dc=fatwire, dc=com With your domain and domain extension.

<?xml version="1.0" encoding="UTF-8"?>

<!--

~ JBoss, a division of Red Hat

13

Copyright 2006, Red Hat Middleware, LLC, and individual

13

contributors as indicated by the @authors tag. See the

13

copyright.txt in the distribution for a full listing of

~ individual contributors.

13

This is free software; you can redistribute it and/or modify it

under the terms of the GNU Lesser General Public License as

13

13

published by the Free Software Foundation; either version 2.1 of

~ the License, or (at your option) any later version.
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~ This software is distributed in the hope that it will be useful,

~ but WITHOUT ANY WARRANTY; without even the implied warranty of

~ MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

13

13

13

13

Software Foundation, Inc.,

13

Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public

License along with this software; if not, write to the Free

51 Franklin St, Fifth Floor, Boston, MA

02110-1301 USA, or see the FSF site: http://www.fsf.org.

<!--<!DOCTYPE identity-configuration PUBLIC
"-//JBoss Portal//DTD JBoss Identity Configuration 1.0//EN"
"http://www.jboss.org/portal/dtd/identity-config 1 0.dtd">-->

<identity-configurations
<datasources>
<datasources>
<name>LDAP</name>
<configs>

<option>

<names>host</name>

<value>127.0.0.1</value>

</option>

<option>

<names>port</name>

<value>389</value>

</option>

<option>

<name>adminDN< /name>

<value>cn=Manager, dc=fatwire,dc=com</value>

</option>

<option>

<name>adminPassword</name>

<value>password</value>

</option>
</config>

</datasource>
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</datasources>
<moduless>
<modules>
<!--type used to correctly map in IdentityContext registry-->
<types>User</type>
<implementation>LDAP</implementationx>
<config/>
</module>
<modules>
<type>Role</type>
<implementation>LDAP</implementation>
<config/>
</module>
<modules>
<type>Membership</type>
<implementation>LDAP</implementations>
<config/>
</module>
<modules>
<type>UserProfile</type>
<implementation>DELEGATING</implementations>
<configs>
<option>
<name>ldapModuleJNDIName</name>
<value>java:/portal/LDAPUserProfileModule</value>
</option>
</config>
</module>
<module>
<type>DBDelegateUserProfile</types
<implementation>DB</implementation>
<config>
<options>
<name>randomSynchronizePassword</name>
<valuestrue</value>
</option>
</config>
</module>
<module>
<type>LDAPDelegateUserProfile</type>
<implementation>LDAP</implementations>
<config/>
</module>

</modules>
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<options>
<option-groups>
<group-name>common</group-name>
<option>

<name>userCtxDN</name>

<values>ou=People,dc=fatwire,dc=com</value>

</option>

<option>
<name>uidAttributeID</names>
<value>cn</value>

</option>

<option>
<name>passwordAttributeID</name>
<values>userPassword</value>

</option>

<option>

<name>roleCtxDN</name>

<values>ou=Groups, dc=fatwire,dc=com</value>

</option>

<option>
<name>ridAttributeId</name>
<values>cn</value>

</option>

<option>
<name>roleDisplayNameAttributeID</name>
<value>cn</value>

</option>

<options>
<name>membershipAttributeID</name>
<values>uniqueMember</value>

</option>

<options>
<name>membershipAttributeIsDN</name>
<values>true</value>

</option>

</option-group>

<option-groups>

<group-name>userCreateAttibutes</group-name>

<options>

<name>objectClass</name>

Post-Installation Steps

<!--This objectclasses should work with Red Hat Directory--»>

<values>top</value>
<valuesperson</value>

<values>organizationalPerson</value>
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</option>
<!--Schema requires those to have initial wvalue-->
<option>
<name>cn</name>
<values>none</value>
</option>
<option>
<name>sn</name>
<values>none</value>
</option>

</option-group>

<option-groups>
<group-name>roleCreateAttibutes</group-name>
<option>
<name>objectClass</name>
<values>top</value>
<value>groupOfUniqueNames</value>
</option>
<!--Schema requires those to have initial value-->
<option>
<name>cn</name>

<values>none</value>

</option>

<!--Some directory servers require this attribute to be valid
DN-->

<!--For safety reasons point to the admin user here-->

<options>

<names>member</name>
<values>cn=admin, ou=People,dc=fatwire,dc=com</value>
</option>
</option-group>
</optionss>

</identity-configurations>

7. Save and closethefile.

8. Create an LDIF file containing the following code, and import it into your LDAP
server.

Note

If you are using an LDAP server other than OpenL DAP, you will need to modify
the code below as required by your LDAP server before proceeding. For
instructions, see your LDAP server documentation.
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a. Createafilenamed jboss-config.1dif and paste the following codeinto it:

Note
In the code below, replace the values marked in bold red as follows:

» For each default user, replace { SSHA } password with a password of your
choice. (If you are using OpenL DAP, you can change user passwords
using the s1appasswd command.)

* Replace dc=fatwire, dc=com With your domain and domain extension.

dn: cn=admin, ou=People, dc=fatwire,dc=com
userPassword: password

objectClass: top

objectClass: organizationalPerson
objectClass: person

sn: admin

cn: admin

dn: cn=ldapuser,ou=People, dc=fatwire,dc=com
userPassword: password

description: JBoss Portal ldapuser User for test LDAP
integration password=username

objectClass: top

objectClass: organizationalPerson
objectClass: person

sn: ldapuser

cn: ldapuser

dn: cn=User,ou=Groups, dc=fatwire,dc=com

description: the JBoss Portal user group

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=1ldapuser,ou=People,dc=fatwire,dc=com

cn: User

dn: cn=Admin,ou=Groups, dc=fatwire,dc=com
description: the JBoss Portal admin group
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=admin,ou=People,dc=£fatwire,dc=com
cn: Admin

b. Saveand closethefile.

c. Import the jboss-config.ldif file into your LDAP server. For instructions, refer to
your LDAP server’s documentation.
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For example, to import the file into OpenLDAP, use the following command:

ldapadd -D 'cn=Manager,dc=fatwire,dc=com' -w <password> -f
jboss-config.1ldif

Edit thefile <jboss homes>/bin/run.conf and make the following changes:

a. Locate the following section:
if [ "x$JAVA OPTS" = "x" ]; then
JAVA OPTS="-Xms128m -Xmx512m
-Dsun.rmi.dgc.client.gcInterval=3600000
-Dsun.rmi.dgc.server.gcInterval=3600000"
fi
b. Replace the section with the following code:
if [ "x$JAVA OPTS" = "x" ]; then
JAVA OPTS="-Xms256m -Xmx512m
-Dsun.rmi.dgc.client.gcInterval=3600000
-Dsun.rmi.dgc.server.gcInterval=3600000
-XX:MaxPermSize=128m"
fi
c. Saveand closethefile.
Restart JBoss Portal.
Test your LDAP integration by logging in to the portal asthe admin and 1dapuser
users:
a. Point your browser to the following URL.:
http://<hostname>:8080/portal
b. Inthe upper right corner of the page, click L ogin to access the login page.
JBoss Portal Login
Username: l
Password: I
Login |
"'F_‘
!
-4
c. Inthe Usernamefield, enter admin.
d. Inthe Password field, enter the admin user’s password.
e. Click Login.

The default portal page appears with the Dash and Admin links now visible in the
upper right corner.

Log out of the portal and repeat steps a—efor the 1dapuser user. When youlogin
asthe 1dapuser user, you will seethe Dash link but not the Admin link in the
upper right corner of the page.
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12. Continue on to the next section, “ Setting Up the JBoss Portal Pages and Portlets,” on

SOFTWARE

page 53, to set up portal pages and portlets.

Note

In order to allow CS users to access the portal, you must add them to either the
user Or admin LDAP groups (these groups are created by the Content Server
LDAP integrator pogram). | n a staging environment, we suggest that you add the
fwadmin and firstsite userstothe admin group, and all other usersto the
user group.
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2. Setting Up the JBoss Portal Pages and Portlets

In the steps that follow, you will add pages on which to display Content Server’s portlets.
You will then enable the portlets and place them on the pages. Default pages and portlets
are named as shown in Table 3.

Figure 1: “Spark Display” page

Table 3: Default Page and Portlet Names

CS Admin ClearAssignments CS Documents ActiveDocuments
(optiona, asiit ClearCheckouts CheckedOutDocuments
duplicatesthe | ContentDefinition DocumentAssignments
CSadministrator | pyplishTarget DocumentHistory
interface) Roles MyDocuments
UserPortlet SearchDocuments
Sitelnfo
CS Content ActiveContent Spark Display SparkAds
CheckedOutContent (optional; cannot SparkDocuments
ContentAssignments becreated unless | SparkNews
ContentHistory youinstdledthe | sparkJobs
CreateContent Spark” sample
PublishConsole site)
SearchContent
Site Info
1. Logintothe portal asthe admin user:
a. Point your browser to the following URL:
http://<servers>:<port>/portal
b. Inthe upper right corner of the page, click L ogin.
2. Inthelogin screen, enter the user name and password of the admin user, then click
Login.
3. Inthe upper right corner of the page, click Admin.

SOFTWARE

Note

The next steps show you how to create a new page, how to set the page style, and
how to add portlets to the page. Our example is based on four Spark sample site
user portlets; you use the same steps to configure the admin portlets.
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4. Click thelink representing the portal you wish to edit. (We are assuming you are
editing the default portal.)

Management Portlet

Portal Objects Portlet Instances Portlet Definitions Dashboards

> Portals

Properties

Create a portal:

Portal Actions

ldapuser Security | Properties | Theme | Rename | Destroy
template Security | Properties | Theme | Destroy

W i Security | Properties | Theme | Rename | Destroy

default Security | Properties | Theme | Destroy

admin Security | Properties | Theme | Destroy

Rose Security | Properties | Theme | Rename | Destroy

Switch to wizard mode

5. Createthe“Spark Samples’ page. In the Create a page field, enter Spark Samples
and click Add.

Management Portlet

Portal Objects Portlet Instances Portlet Definitions Dashboards

> Portals > default Portal

Security | Properties | Theme | Destroy

( Create a page: I m >
Default page: I no selectior;l

Page Actions

Weather Page layout | Security | Properties | Theme | Rename | Destroy
default Page layout | Security | Properties | Theme | Rename | Destroy
News Page layout | Security | Properties | Theme | Rename | Destroy

Switch to wizard mode

The“Spark Samples’ page you just created appearsin the list.
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6. Addtherequired portletsto the “ Spark Samples’ page you just created:
a. Inthe“Spark Samples’ page row in theligt, click Page L ayout.
The following screen appears:

Management Portlet

Portal Objects Portlet Instances Portlet Definitions Dashboards

> Portals = default Portal = default Page Layout

Content Definition Page Layout

Define a name for the window of content (optional):
center Region

m CMSWindow [=]

Window Name: I

Select the type of content that will be added to the page:

Content Type: I portlet ;I

Select content that will be added to the page: |

Delete

Portlet instance associated to this window:

- left Region
ActiveContent_Instance

ActiveDocumnents_Instance m JSPPartletWindow =
UserPortletWindow

| »

AdminPortletInstance
CatalogPortletInstance

CheckedoutContent_Instance Delete

CheckedoutDocuments_Instance =

ClearAssignments_Instance
ClearCheckouts_Instance
CMSAdminPortletinstance
ContentAssignments_Instance
(ContentDefinition_Instance
(ContentHistory_Instance
(CreateContent_Instance
CashboardConfigPortletInstance
CocumentAssignments_Instance

4]

CocumentHistory Instance

b. Inthe“Portlet instance associated to thiswindow” list, select SparkAds_| nstance.
The page refreshes and the selected entry is now highlighted.
c. Inthe“Left Region” list, click Add.

Note

If you wish to deploy the portlet to another region, click the Add button next
to that region.
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d. Repeat steps a— to add the SparkDocuments | nstance, SparkNews I nstance
and SparkJobs_| nstance portlets to the page as follows:

- Addthe" SparkDocuments” and “ SparkNews” portlets to the center region.
- Add the“ SparkJobs’ portlet to the |eft region.
When you are finished, your portal should look similar to the following:

Home News Weather Spark Samples
Spark Ads Spark Documents
poes your portal need a spark? Absence Report Form

Ignite your portal content, Flexible Work Arrangement Application
2 2 Family and Medical Leave Request Form
Leave of Absence

Spark News

Spark_News Index
Investors double their money in Irelands Eircom IPO

Spark Jobs Mutritionists Give Thumbs Up to Big Mac
Thousands of Wannabe Tycoons Try Out for TV Show

Spark_Job Index -
Move Over 3G, Here Comes WiMAX

Retail Merchandiser
Manufacturing Planner
Associate Media Producer

Staff Pharmacist

Note

The exact portlets you need to add will vary depending on your installation;
for details, consult your site developers.

7. Repeat steps 5 and 6 to add and popul ate the remaining pages, as described in Table 3,
on page 53.
8. Test your configuration:
a. Logout of the portal by clicking L ogout in the upper right corner of the page.
The default portal page should now contain atab for each page you have added.

b. Click each tab to see whether you can open the corresponding page. If you cannot
open a page, check to seethat you have completed the stepsin this section

correctly.
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E. Setting Up a Content Server Cluster (Optional)
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Before beginning the steps in this section, make sure of the following:

* Youareinstalling avertical cluster (JBoss application server or portal server instances
are installed on the same machine).

* You have already installed and configured an instance of JBoss, and it isrunning a
verified Content Server system.

If the conditions above are satisfied, complete the following stepsin this section:
1. Creating Cluster Members
2. Balancing Load with mod_jk

1. Creating Cluster Members

1. Create anew JBoss instance and Content Server installation directory by completing
“Step |1. Setting Up the Environment,” on page 20.

2. Ensurethat the port settings of the new instance are unique across the cluster
members. Follow the stepsin “ Step 111, Setting Up Multiple Instances of JBossto Run
Simultaneously,” on page 24.

3. Run the Content Server installer on the newly created JBoss instance (by executing
either csInstall.bat OF csInstall.sh). Perform the steps exactly asyou
performed them when installing the first Content Server instance, but with the
following exceptions:

a. Inthe“Installation Directory and License File" screen, select the Content Server
directory that you created in step 1 of this section.

b. Inthe“Clustering” screen, select Cluster M ember.

c. Inthe“Content Server Shared File System” screen, enter the path to the shared
file system of the primary cluster member.

d. Inthe“Content Server URL Parameters’ screen, use the |P address and port that
you set in step 2 for this application server instance.

e. Inthe“Content Server Application Deployment” screen, enter the path to the
JBoss instance you created in step 1 of this section.

4. Ensurethereisausedisksync directory inthe shared directory of your primary CS
installation (the first member that was created). If usedisksync isnot aready there,
then create it with the following command:

mkdir <cs_install dir>/Shared/usedisksync

Note
To complete the next step, make sure your X-Display variable is set.

5. Tofinalize the clustering process, edit the following properties for each cluster
member using the Property Editor:

a. Run the Property Editor, propeditor.sh (Or .bat), iN <cs_install dirs.

b. Click File> Open, and open the futuretense.ini file inyour Content
Server installation directory.
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c. Click Clugter.
Three properties should be displayed on the |tems tab:
- cc.cacheNoSync: Assgnavaueof false.

- ft.sync: Assign the same value to all members of this cluster.
Ex: clusterl

- ft.usedisksync: Setitsvalueto the path to the usedisksync directory
created in step 4.

6. Verify the newly created cluster member. For instructions, see “B. Verifying the
Installation,” on page 37.

7. To create additional cluster members, repeat the stepsin this section. Once the cluster
is created, continue with the next step, “2. Balancing Load with mod_jk.”

2. Balancing Load with mod_jk

1. Open<jboss install dirs/server/<instance name>/deploy/
jbossweb-tomcat55.sar/server.xml and add the following attribute to the
Engine tag:

jvmRoute="nodel"

Note

A cluster member can be given any node name as long as the names are unique
across members.

2. Instep 4 on page 28, make sure the workers .properties in SAPACHE2 HOME/
conf has the following content:
ps=/
worker.list=nodel, node2, loadbalancer
worker.nodel.port=<ajp portls
worker.nodel.host=<hostname>
worker.nodel.type=ajpl3
worker.nodel.lbfactor=1
worker.nodel.cachesize=1

worker.node2.port=<ajp port2s
worker.node2.host=<hostnames>
worker.node2.type=ajpl3
worker.node2.lbfactor=1
worker.node2.cachesize=1
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worker.loadbalancer.type=1b
worker.loadbalancer.balanced workers=nodel,node2

/cs/*=1loadbalancer

Note

This configuration supports two cluster members and one |oad balancer. For
each additional cluster member, add the member name to the
worker.list, worker.loadbalancer.balanced workers, and add

the following lines:

worker.<member
worker.<member
worker.<member
worker.<member

name>.port=<ajp port>
name>.host=<hostname>
name>.type=ajpl3
name>.lbfactor=1

worker.nodel.cachesize=1

Use the names stored in the server . xml file mentioned in step 1 of this

section.

3. Instep 5on page 28, edit line gkMount /cs/* jboss to read:
JkMount /cs/* loadbalancer

4. Restart Apache for the changes to take effect.

F. Setting Up Content Server for Its Business Purpose

Once you have compl eted the Content Server installation, you are ready to configure it for
business use. For instructions, see the Content Server Administrator’s Guide and the
Content Server Developer’s Guide. The guides explain how to create and enable a content
management environment including the data model, content management sites, site users,
publishing functions, and client interfaces.
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