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About This Guide

This guide contains information about installing and configuring third-party software
specifically for use by Content Server. You will use the information in this guide along
with the CSinstallation guide for your platform, and, if you choose to integrate with
LDARP, the LDAP Integration Guide.

How This Guide is Organized

The guide is divided into the following parts:

e Part 1, “Creating and Configuring a Database” — shows you how to create and
configure the supported databases before you install Content Server. (Supplementsthe
Content Server installation guides.)

e Part 2, “Installing a Web Server” — shows you how to install and configure the
supported web servers, if you choose to use one. (Supplements the Content Server
installation guides.)

e Part 3, “Installing and Configuring LDAP"— shows you how to set up the supported
LDAP server for integration with Content Server. (Supplementsthe LDAP Integration
Guide.)

Who Should Use This Guide

This guide is for installation engineers who have experience installing and configuring
enterprise-level software, including databases, database drivers, application servers, portal
servers, and LDAP servers.

Graphics in This Guide

SOFTWARE

Graphicsin this guide are screen captures of dialog boxes and similar windows that you
will interact with during the installation or configuration process. These graphics are
presented to help you follow the installation and configuration processes. They are not
intended to be sources of information such as parameter val ues, options to select, and
product version numbers.

Configuring Third-Party Software: Version 7.0.1



About This Guide

Technical Support

Technical Support

Help isavailable from FatWire Technical Support at the following website:
http://www.fatwire.com/Support/contact info.html
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Part 1
Creating and Configuring a Database

Content Server requires access to a supported database that is specifically configured for
the product. Supported databases include:

» Oracle9, 10g
» Microsoft SQL Server 2000 SP3+, 2005
- DB28291

The databases listed above are not configured for production, but are set up with full
permissions. | n practice, the permissions can be curtailed for the user that Content Server
will use to access a database. However, the following rights must exist: ability to create,
modify, and delete tables and indexes.

If you need instructions on installing a supported database, refer to the product
documentation.

Instructions on creating and configuring the databases for Content Server are given in the
chapters of this guide. Because database configuration is identical across different
application servers, refer to the correct chapter to set up the database of your choice.

This part contains the following chapters:

* Chapter 1, “Creating and Configuring an Oracle 9.2.0.x Database”

e Chapter 2, “Creating and Configuring an Oracle 10g Database”

e Chapter 3, “Creating and Configuring an MS SQL Server Database”
e Chapter 4, “Creating and Configuring an IBM DB2 8.x Database”

e Chapter 5, “Creating and Configuring an IBM DB2 9.1 Database”

Configuring Third-Party Software: Version 7.0.1
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Chapter 1

Creating and Configuring an Oracle 9.2.0.x
Database

Use this chapter to set up an Oracle 9.2.0.x database for your Content Server installation.
For background information regarding database configuration and users' permissions, see
“Creating and Configuring a Database,” on page 9.

This chapter contains the following sections:
Step |. Create an Oracle 9.2.0.x Database
Step I1. Configure the Database for Content Server

Configuring Third-Party Software: Version 7.0.1
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

Step I. Create an Oracle 9.2.0.x Database

Step I. Create an Oracle 9.2.0.x Database

1.

SOFTWARE

Goto the $ORACLE9 HOME/bin directory:
cd $ORACLE9 HOME/bin

Run the Database Configuration Assistant:
dbca

In the welcome screen, click Next.

Fill in the following screens as shown below:

a.

On the “Step 1 of 8: Operations” screen, leave Create a database selected and
click Next.

On the “ Step 2 of 8: Database Templates” screen, select General Pur pose and
click Next.

E[ patabase Configuration Assistant, Step 2 of B : Database Templates

Select a template from the following list to ereate a database:

Select Template Name Includes Datafi...

[ Data Warehouse
—
Transaction Processing

[ New Database No

Show Details...
Cancel )I Help )I % Back Next =
Note

Database block size must be at least 4096 bytes. Selecting the General
Pur pose option automatically setsthe block sizeto 8192 bytes.

Configuring Third-Party Software: Version 7.0.1
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

Step I. Create an Oracle 9.2.0.x Database

c. Onthe“Step 3 of 7: Database Identification” screen, enter the database namein
the Global Database Name field. The SID will be automatically set to the first
eight characters of the Database Name. Each SID must be unique. Click Next.

31'. Database Configuration Assistant, Step 3 of 7 : Database Identification

Specify the following database information.

An Oracle9i database is uniquely identified by a Global Database Name, typically
of the form "name.domain".

Global Database Name: |Databasd

A database is referenced by at least one Oracle9i instance which is uniquely
identified from any other instance on this computer by an Oracle System Identifier

(SID).
SID: |Database

Caneel )I Help )I & Back Next 3 Finish )I

Configuring Third-Party Software: Version 7.0.1
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

SOFTWARE

Step I. Create an Oracle 9.2.0.x Database

d. Onthe"“Step 4 of 7: Database Connection Options” screen, leave Dedicated
Server mode selected and click Next.

On the “Step 5 of 7: Initialization Parameters” screen:
1) Select thetab Character Sets.

f.

2) Onthe character sets screen, select Choose from the list of character sets
and UT F8 from the drop-down menu. For the National Character Set select
UTF8 and click Next.

31'. Database Configuration Assistant, Step 5 of 7 : Initialization Parameters

Canecel )I

Help

/

Memory Character Sets DB Sizing File Locations Archive

Database Character Set

T Use the default

The default charaeter set for this database is based on the language
setting of this operating system: WESISO8859P 1.

" Use Unicode (AL32UTFS)

Setting character set to Unicode (AL32UTF8) enables you to store
multiple language groups.

@ Choose from the list of character sets

UTF8 -

National Character Set:

All Initialization Parameters...)l File Loeation Variables...

& Back Next 3 Finish )I

On the “Step 6 of 7: Database Storage” screen, click Next.
g. Onthe“Step 7 of 7: Creation Options” screen, click Finish.

Configuring Third-Party Software: Version 7.0.1
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database 15

Step Il. Configure the Database for Content Server

5. When the summary screen appears, click OK.

When the “Installation Progress Screen” appears, wait for the installation to be
compl eted.

< Database Configuration Assistant

! Copying database files
Initializing database
Creating and starting Oracle instance
Completing Database Creation

Clone database ereation in progress...

[ | 3%

Stop |

7. After theinstallation has been completed, the database information screen will appear,
listing information about how to connect to this database using the enterprise
management console. Click OK.

Step Il. Configure the Database for Content Server

1. Start Oracle Enterprise Manage Console. Click OK.

;’; Oracle Enterprise Manager Console Login

Onacie ENTERPRISE MANAGER  —rrr-m-m e

" Login to the Oracle Management Servar

Cancel | Help |

Copyight @ 1998, 2002, Oracle Corporation. All rights reserved
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database 16

Step Il. Configure the Database for Content Server

2. Expand Network > Databases. Select the database you have created.
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

Step Il. Configure the Database for Content Server

4. Expand Security > Users. Right-click and select Create.
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database
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Step Il. Configure the Database for Content Server

6. Onthe Roletab, select Connect and Resource.

Create User - 5YS@5PARKFS_FATSCORE.FATWIRE.COM

JAYALISERFRIY

Jaa_ADKMIN

Java DEPLOY
LOGSTOEY_ADMIMISTRATOR
QEM_MOMITOR

OLAP_DBA

RECOVERY CATALOG OWINER
RESOURCE
SALES_HISTORY_ROLE
SELECT_CATALOG_ROLE
WKUEER

 Admin Option Default
COMNMECT b 4 [

RESOURCE x v

a2 D 0D

re Configuring Third-Party Software: Version 7.0.1
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19
Next Step

7. Onthe System tab, choose Select Any Dictionary. Click Create.

reate User - SYS@SPARKFS_FATSCORE. FATWIRE.COM

ON COMMIT REFRESH
QUERY REWVWRITE
RESTRICTED SESSION
RESUMABLE

SELECT ANY DICTIONARY
SELECT &MY SEQUENCE
SELECT ANY TABLE
SYSDBA

SYSOPER

UNDER AMY TABLE
LUMDER AMNY TYPE

Granted:
Systam Privilege
A SELECT ANY DICTIOMNARY

[Gowe ]| coen Jorowea L ror

Database configuration is complete.

Next Step

You are now ready to create and configure the data source. For instructions, refer to your
Content Server installation guide.

re Configuring Third-Party Software: Version 7.0.1
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Next Step
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Chapter 2

Creating and Configuring an Oracle 10g
Database

Use this chapter to set up an Oracle 10g database for your Content Server installation. For
background information regarding database configuration and users’ permissions, see
Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
» Step I. Create an Oracle 10g Database
* Stepll. Create aNew User for Content Server

FatWire Configuring Third-Party Software: Version 7.0.1
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Chapter 2. Creating and Configuring an Oracle 10g Database

Step I. Create an Oracle 10g Database

Step I. Create an Oracle 10g Database

1. Executethe“Oracle Database Configuration Assistant” by doing one of the following:
- In Unix, execute the command: dbca

- InWindows, go to the “Oracle Programs’ group and select Database
Configuration Assistant.

Note

This step displays aload screen that can take some time to complete. Be
patient.

- godzilla.fatwire.com - SecureCRT - 10l x|

File Edit S~ Aebane TeancFae Sevick Taols Whindoans Wale

o) B

endctl0
endfail
endletl
endroll
enlfail
enrepdo
enrepdo
entgtct
entgtct
emntgtct
emtgtct
enutil
enutil,
enwd
enwd ,pl
Exp

expdp

expll Initializi

Database Configuration Azzisztant

Oracle, ALl ri

JLemplate

4.p1

P S
ORACLE’

BGITWRL FOWERS THE INTEANET ~

expdel = (mt=i=]
ext job rmuct tatashm
ext jokl g =1t tatshnl
ext jobo nmupmnd unu
ext jobol nnus unzip
extproc gl (IWI=18] vipca
extproc32 ocrcheck WTap
extproci20 ocrconfig wrapl
extprocd ocirounp wml
extractlib oczsd wmlog
fmputl oczzd,bin wzl
frputlhe oerr wagl
genagtsh oidadmnin M
genclntsh oidca zZip
senclntst oiderovtool
¥, /dbca
-
Ready [Telnet 35, 1 [35Rows, o6 Cols [WTi00 [ [wUm 2
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Step I. Create an Oracle 10g Database

2. Onthefirst screen that is displayed, click Next. In the following screen, click Next.

atabase Configuration Assistant : Welcome - 10l x|

Welcome to Database Configuration Assistant for Oracle databasze,

The Database Configuration Azziztant enables you to create a databaze. configure database
options in an existing database, delete a databaze, and manage databaze templates.,

Cancel J Help ,I

Configuring Third-Party Software: Version 7.0.1
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Chapter 2. Creating and Configuring an Oracle 10g Database 24

Step I. Create an Oracle 10g Database

3. Select theradio button Create a Database and click Next.

_}{"Datahase Configuration Assistant, Step 1 of 12 : Operations - |EI|£|

Select the operation that you want to perform:

® Create a Databasze
T Configure Database Options
T Telete a Databaze

" Manage Templates

Cancel J Help ,I

Configuring Third-Party Software: Version 7.0.1
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Chapter 2. Creating and Configuring an Oracle 10g Database 25

Step I. Create an Oracle 10g Database

4. Select theradio button General Purpose and click Next.

_}{"Datahase Configuration Assistant, Step 2 of 12 : Database Templates - |EI|£|

Select a template from the following list to create a database:

Select Tenplate Includes Datafiles
r Custom Database Mo
C Data Marehouse Yes
“ General Purpoze
r Tranzaction Processing ‘ez
Show Details, ..

Cancel J Help J

Note

Database block size must be at least 4096 bytes. Selecting the General
Pur pose option automatically setsthe block sizeto 8192 bytes.

Configuring Third-Party Software: Version 7.0.1
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Chapter 2. Creating and Configuring an Oracle 10g Database

26
Step I. Create an Oracle 10g Database

5. Enter aunique global database name and SID (in this example the global database
nameis contentserverdb. The SID is cspg). Click Next.

atabase Configuration Assistant, Step 3 of 12 : Database Identification - |EI|£|

An Oracle database is uniquely identified by a Global Database Mame,. typically of the
form "name,domain”,

Global Database Mame: ||

A database is referenced by at least one Oracle instance which iz uniquely identified
from any other instance on this computer by an Oracle System Identifier (SID2.

SID:

Carcel | Help | & Back | Mext & |
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Step I. Create an Oracle 10g Database

6. Do not change any options. Click Next.

%¢ Database Configuration Assistant, Step 3 of 12 ; Database Identification - 10l x|

An Oracle database is uniquely identified by a Global Database Mame,. typically of the
form "name,domain”,

Global Database Mame: |contenterverdb

A database is referenced by at least one Oracle instance which iz uniquely identified
from any other instance on this computer by an Oracle System Identifier (SID2.

SID:

Carcel | Help | & Back | Mext & |
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Step I. Create an Oracle 10g Database

7. Do not change any options. Click Next.

_}{"Datahase Configuration Assistant, Step 4 of 12 : Management Options - |EI|£|

Each Oracle databaze may be managed centrally using the Oracle Enterprize Manager Grid
Control or locally using the Oracle Enterprize Manager Databasze Control, Choose the
management option that you would like to use to manage thiz databaze,

W Configure the Dlatabase with Enterprise Manager

C llze Grid Control for Database Hanagement

Select the Hanagement Service Mo Agents Found

® ||z Tlatabase Control for Database Management

[ Enable Email Motifications

Outgoing Hail (SHTPY Server: |

Email Addreszs: |
[ Enable Daily Backup

Backup Start Time: I@ @ LT ]

05 Uzername: |

Passwards |

Cancel J Help J

8. Enter a password, re-enter the same password in the “ Confirm Password” field and
click Next.

9. For enhanced security select the radio button Use Different Passwords and enter a
unique password for each of the given users.

Configuring Third-Party Software: Version 7.0.1

SOFTWARE



Chapter 2. Creating and Configuring an Oracle 10g Database 29

Step I. Create an Oracle 10g Database

10. Do not change any options. Click Next.

‘Database Configuration Assistant, Step 6 of 12 : Storage Options - |EI|£|

Select the storage mechanism you would like to use for the databaze,

®File System
Uze the File System for Database storage,

T Automatic Storage Management (ASMY
Automatic Storage Management simplifies databaze storage adminiztration and optimizes
databaze layout for [/0 performance, To use thiz option you must either specify a zet
of disks to create an ASH disk group or specify an existing ASM disk group,

" Raw Dewices
Raw partitionz or wolumes can provide the required shared storage for Real
Application Clusters {BAC) databazes if you do not use Aukomatic Storage Management
and a Cluster File System iz not awailable, You need to have created one raw dewice
for each datafile, control file, and log file you are plabning to create in the
databaze,

[~ Specify Faw Devices Happing File Browse, , .

Cancel J Help J Finizh )
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Step I. Create an Oracle 10g Database

11. Do not change any options. Click Next.

%¢ Database Configuration Assistant, Step 7 of 12 : Database File Locations - 10l x|

Specify locationz for the Database files to be created:

® ||z¢ Jlatabase File Locations from Template

" |se Common Location For A11 Database Files

llatabaze Files Location: | Browse, ..

T Uze Oracle-Managed Files

llatabaze Areat | Browse, ..

Hultiplex Redo Logs and Control Files.,,,

e If you want to specify different locations for any databaze files. pick either of
the above options and use the Storage page to specify each location,

File Location 'u'ar‘iables”.jl

Cancel J Help J Finizh ,I

Configuring Third-Party Software: Version 7.0.1

SOFTWARE



Chapter 2. Creating and Configuring an Oracle 10g Database

31
Step I. Create an Oracle 10g Database

12. Do not change any options. Click Next.

_}{"Datahase Configuration Assistant, Step 8 of 12 : Recovery Configuration - |EI|£|

Chooze the recovery options for the database:

W Specify Flash Recovery Area

Thiz iz used as the default for all backup and recovery operations, and iz also
required for automatic backup uzing Enterprize Manager., Oracle recommends that the
databaze filez and recovery files be located on physically different disks for data
protection and performance,

Flazh Recovery Area: |{DRHELE_BHSE}HFlash_recoueru Browse, ..,
Flash Recovery Area Size: |2048 : M Bytes 7
[ Enable frchiwving Edit Archive Hode Parameters, .,

File Location '\-'ar'iables.”)

Cancel J Help J Finizh ,I
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Step I. Create an Oracle 10g Database

13. Do not change any options. Click Next.

»¢ Database Configuration Assistant, Step 9 of 12 : Database Content - 10l x|

Sample Schemaz | Custom Scripts

Sample Schemaz illustrate the use of a layered approach to complexity. and are used
by =zome demonztration programs, Installing this will give you the following schemas
in your database: Human Resources, Order Entry, Online Catalog ., Product Media,
Queued Shipping. Sales History . It will alzo create a tablespace called EXAMPLE.
The tablespace will be about 130 HE,

Specify whether or not to add the Sample Schemaz to your databaze,

[ Sample Schemas

Cancel J Help J & Back | Mext & | Finish )

Configuring Third-Party Software: Version 7.0.1

SOFTWARE



Chapter 2. Creating and Configuring an Oracle 10g Database

Step I. Create an Oracle 10g Database

14. Click the Character Setstab and do the following:

a. Select Choose from thelist of character setsand select UTF-8 from the drop-
down menu.

b. Click the National Character Set drop down-menu and select UTF8.
15. Leave all other options on the different tabs as is and click Next.

16. For database storage, no options need to be changed. However, if you wish to change
the location of the database from the default of oradata located under the Oracle
installation, you can do so on this page. Click Next.

_}{"Datahase Configuration Assistant, Step 11 of 12 : Database Storage - |EI|£|

[l controlfile Databasze Storage
Datafiles ,
From the Database Storage page, you can specify storage parameters for the database
Redo Log Groups creation, Thiz page displaysz a tree listing and summary wiew {multi-column lists) to al
to change and view the following objects:

Control files
Tablespaces
Datafiles
Rollback Segments
Redo Log Groups

ok ok

From any object type folder, dliehte to create a new object, To delete an object, selec
specific object from within the object type folder el efdck

Important: If you select a database template including data files, you will not be able
remove data files, tablespaces, or rollback segments, Selecting this type of template a
you to change the following:

+ Dlestination of the datafiles
« Control files or log groups,

Createl [lelete File Location 'u'ar‘iables,,.jl

Cancel J Help J Finizh ,I
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Step I. Create an Oracle 10g Database

17. Do not change any options. Click Finish.

atabase Configuration Assistant, Step 12 of 12 : Creation Options - |EI|£|

Select the databaze creation options:

[¥ Create Databasze

[ Save az a Database Template

Mame s contenterverdh

Description:

Cancel J Help J & Back et
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Step I. Create an Oracle 10g Database

18. Inthe “Configuration” window, review the choices that you made on the previous
screens. If you need to modify your choices, click Cancel and make the modifications.
Otherwise, click OK to continue.

»¢ Confirmation x|

The following operations will be performed:
A database called "contenterwverdd” will be created,
A template called "contenterverdh" will be generated,

Databaze Details:

|*

General Purpose

ze this databaze template to create a pre—configured databaze optimized for general
pUrpDzE UZage,

Common Options

Option ISelected
Dracle JYH true
Oracle Intermedia true
Oracle Text true
Oracle XHML DB true
Oracle OLAP true
Mracle Spatial true
Oracle Data Mining true
Oracle Ultra Search true =

(Saue as an HTHL Filmu)

i3 Cancel Help

Note

If you are planning to use internationalization, for Content Server the key
valueis: National Character Set: UTF8
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Step I. Create an Oracle 10g Database

19. Thefollowing window shows the progress of the database creation. This step can take
time to compl ete.

Database Configuration Assistant x|

“ Copying database files
Creating and starting Oracle instance

Completing Database Creation

Clone databaze creation in progress

11%

20. When database creation is completed, click Exit.

Databaze creation complete, Check the logfiles at
Aul2dappdoraclelddadmin/contenterverdb/create for details,

Databaze Information
Global Databasze Mames contenterverdo
System [dentifier{SID): CSOE
Server Parameter Filename: <u02/appforaclel(/products/10,1,0/db_1/db=/=spfileCSDE,ora

The Enterprise Manager URL iz httpi//godzillaibbil/em

MWote: ALl databaze accounts except 5YS, SYSTEM, DESHRMP, and SYSMAW are locked, Select
the Pazzword Management button to wiew a complete list of locked accounts or to manage
the databaze accountz, From the Pazsword Management window, unlock only the accounts
you will wse, Oracle Corporation strongly recommends changing the default passwords
immediately after unlocking the account,

(-Password Management, , ., )

Exit
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Step Il. Create a New User for Content Server

Step Il. Create a New User for Content Server

1. Locatethefile emoms.properties (in<oracle homes/<server
name>_<SID>/sysman/config/)

a. Findtheline: oracle.sysman.emSDK.svlt.ConsoleServerPort
b. Theport after thelinein step aisimportant. Make a note of it.

2. Runthecommand: emctl status dbconsole
The command should return an output similar to the following:

Oracle Enterprise Manager 10g Database Control Release
10.1.0.2.0

Copyright (c) 1996, 2004 Oracle Corporation. All rights
reserved.

http://godzilla:5500/em/console/aboutApplication
Oracle Enterprise Manager 10g is running.

Logs are generated in directory /u02/app/oraclel0l/product/
10.1.0/db_1/godzilla orcllOso/sysman/log

Note

If the command returns the message that the Oracle Enterprise Manager is not
running, start Oracle Enterprise Manager with the command: emctl start
dbconsole

3. Openabrowser and do the following:
a. Browsetothe URL http://<hostnames:<port>/em (from step 2).

<3 Oracle Enterprise Manager - Microsoft Internet Explorer - 1ol =l
File Edt Yew Favorites Tools Help ‘ ’,’
. . = e
@Back > B Ij @ __l\l | /,jSearch \.‘/\\/ Favorites {_‘E| =" E < _] @ ‘3
Address |@‘| http:/fgodzilla. fatwire. com: 5501 fem{console/logon/logon j Go | Links **
ORACLE Enterprise Manager 10g Hel =l

Datahase Control

lHMI"Illlllllllllllllllllllllllllllllllllllllllllllllllllllll

Login to Database:contenterverdb

= Uzer Mame ||

* Password I

Connect As INorma\ 'l I
(_Login )

Copyright & 1996, 2004, Cracle. All rights reserved.
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Step Il. Create a New User for Content Server

b. Loginto the browser, using the following field val ues:

User name sys
Password <password entered when creating the db>
Connect As SYSDBA

c. Asthisisthefirst time you are using the Oracle Enterprise Manager, alicense
pageis displayed. Click | Agree.

<3 Oracle Enterprise Manager - Microsoft Internet Explorer =101 x|

File Edt Yew Favorites Tools Help ‘ ",'

eBack - O e Iﬂ @ -L:]|;)Search *Favnr\tes @ [zf:gv L;_, E - _J @ ‘3

Address |€| http:ffgodzilla.fatwire, com: 5501 fem/console/license j Go | Links **
-

ORACLE Enterprise Manager 10g =
Datahase Control

—

Oracle Database Licensing Information 10g

Cracle Enterprise Manager 10g Database Control is designed for managing a single database, which can be either a single instance or a cluster database. The
following premium functionality contained within this release of Enterprise Manager 10g Database Control is available only with an Oracle license:

Database Diagnostics Pack

+ Performance Monitoring (Database and Host)

o ADDM (Automated Database Diagnostic Monitor)

« Autormatic Waorkload Repository

» Event MNotifications: Motification Methods, Rules and Schedules
+ Event history/metric history (Database and Host)

s Blackouts

Database Tuning Pack

* SOL Access Advisor
* S0OL Tuning Advisar
s S0OL Tuning Sets

+ Reorganize Objects

o

figuration M q t Pack

Database and Host Configuration
Deployments

Patch Database and View Patch Cache
Patch staging

Clone Database

Clone Oracle Home

Search configuration

Compare configuration

Policies

For a detailed description of this functionality and where it can be used within the product refer to the Oracle Database Licensing Information 10g document.

| acknowledge and agree that use of this premium functionality requires the purchase of an appropriate license.

(Ccancel ) (IAgree )

Copyright @1996, 2004, Oracle. All rights reserved I

@ = N T
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Step Il. Create a New User for Content Server

4. Click the Administration tab.

a Oracle Enterprise Manager (5YS) - Database: contenterverdb - Microsoft Internet Explorer - IEIIEI
File Edt Yew Favorites Tools Help ‘ ﬂ'
= n el w
- - / { ~ < )= A= - '
@ Back \) @ @ \_:] | p Search N Favarites @ | D_f_z =] E @ 3
Address IE http:/fgodzilla. fatwire. com: 5501 fem/console/databasefinstance)sitemap?event=doLoadftarget=rontenterverdbftvpe=oracle_database j G0 | Links **
ORACLE Enterprise Manager 10g Setup Preferences Help Logout =

Datahase Control

Logged in As SY5
Database: contenterverdb
Home lm AdminisHation Maintenance
i

Page Refreshed May 26, 2005 10:28:11 AM (Refresh )

Wiew DatalManually vl

General Host CPU Active Sessions
3 @ ( Shutdown ) 100% w0
Status Up
Up Since May 26, 2005 9:01:04 AM 75
Time Zone EDT B Cther I cru
Awailability (%) 100 50 H csoe Mo
(Last 24 hours) 25 W it
Instance Mame CSDB
Yersion 10.1.0.2.0 a
Read Only No
Oracle Home ful2fapp/oracle10fproduct10.1.0/db_1 Run Queue 012 Active Sessions 0ot
Listener LISTEMER_gadzilla Paging (pages per secand) 0.0 SQL Response Time (%) v 12056
Host godzilla compared to baseline
High Availability Space Usage Diagnostic Summary
Instance Recovery Time (seconds) 9 Database Size (GB) 1 Perfarmance Mo ADDM run _lLI
1| | »
@ http:figodzila.Fatwire.com:5501 fem/consale/database finstancesitemap?event=doLoad&target=contenterverdbikype=aracle_databasedp l_l_l_’_’_ 4 Internet v
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a. From the Security menu, select Users. Click the Create button.

b. Inthe“Create User” screen, fill in required fields with the values that arelisted in
the following table:

Name csuser
Enter Password <your choices
Confirm Password <same passwords

a Oracle Enterprise Manager - Create User - Microsoft Internet Explorer ;Iglil

File Edt Yew Favorites Tools Help ‘a’

@Back - o e @ @ \f_h|pSearch *Favorltes @ D}E' .;: E - I_J @ .‘3

Address IE http:,l’,igodzilla.Fatwwre.com:5501fem,l’console,l’database,l’security,l’user?event=craata&canceIURL=,iem,l’console,l’database,l’databaseObjectsSearch%SFevent°f’o3Dredisij Go | Links **

ORACLE Enterprise Manager 10g Setup Preferences Help Logout =
Datahase Control

Datahasze: contenterverdh = Users > Create User Logged in Az SY3

Create User

(ghow saL) (Cancel) (0K)

General l Roles System Privileges Object Privileges Quaotas Consurmer Groups Proxy Users

* Name Icsuser

Prafile IDEFAULT vl
Authentication IF’assword 'l

* Enter Passward quuu

= Confirm Password |---"".

[ Expire Passward now

\si

Default Tablespace I

Temparary Tablespace | E:

Status © Locked @ Unlocked

General [ Boles Systern Privileges Object Privileges Quotas Consurner Groups Proxy Users

(showsaL) (cancel) (0K)

Database | Setup | Preferences | Help | Logout LI
Wl ([ e
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Step Il. Create a New User for Content Server

5. Click the Roles tab.
a. Click the Modify button.

<3 Oracle Enterprise Manager - Create User - Microsoft Internet Explorer =l0lx|

File Edt Yew Favorites Tools Help ‘ﬂ'

@Back - O e @ @ ;h|p5&arch *Favnrites @| D}zv “I‘_\ﬁ' E - |_.J @ ﬁ

Address IE http:,l’,igudzilla.Fatwwre.cum:5501fem,l’cunsUle,l’database,l’sEcuritw’user?target=cuntenterverdb&type=Uracle_database&cancelURL=,|’ern,|’cUnsUIe,l’databasa,idatabaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup Preferences Help Logout Bl
Datahase Control

Database: contenterverdh = Users = Create User Logged in As 3Y3

Create User

(show saL) (cancel) (0K)
Q‘Muuify )

N
Generawﬂ&stem Privileges Object Privileges Quotas Consumer Groups Proxy Users

Role Admin Option I Default
CONNECT r v
General ] Roles [ System Privileges Object Privileges Quotas Consumer Groups Proxy Users

(showsaL) (cancel) (oK)

Database | Setup | Preferen&\ Help | Logout

Copyright @ 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprize Manager 10g Database Control

b. Fromthelist of “Available Roles’ (left side), select Resource and click the M ove
button.

3 Modify Roles - Microsoft Internet Explorer - 1ol =l
File Edt Yew Favorites Tools Help ‘ ﬂ'

@Back - O e @ @ ;h|p5&arch *Favnrites @| D}zv “I‘_\ﬁ' E - |_.J @ ﬁ

Address IE http:,l’,igudzilla.Fatwwre.cum:5501fem,l’cunsUle,l’database,l’sEcuritw’user?target=cuntenterverdb&type=Uracle_database&cancelURL=,|’ern,|’cUnsUIe,l’databasa,idatabaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup Preferences Help Logout Bl
Datahase Control

Database: contenterverdh = Users = Create User Logged in As 3Y3
Modify Roles
(cancel) (oK)

Available Roles Selected Roles

MGMT_USER =] 'é" CONNECT

QEM_MOMITOR hlove

OLAP_DBA =

OLAP_USER Wlowe Al

RECOVERY CATALOG OWNER -

R \CE <

SCHEDULER_ADMIN M

SELECT_CATALOG_ROLE =

WIKUSER Remaove

Wihd_ADMIN_ROLE hd| Al

(cancel) @

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprise Manager 109 Datsbase Control
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Step Il. Create a New User for Content Server

Resour ce is moved to the “ Selected Roles” list.

<3 Modify Roles - Microsoft Internet Explorer - 1ol =l

File Edt Yew Favorites Tools Help ‘ﬂ'

@Back - O e @ @ ;h|p5&arch *Favnrites @| Dif_zv D; E - J @ ﬁ

Address IE http:,l’,igudzilla.Fatwwre.cum:5501fem,l’cunsUle,l’database,l’sEcuritw’user?target=cuntenterverdb&type=Uracle_database&cancelURL=,|’ern,|’cUnsUIe,l’databasa,idatabaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup Preferences Help Logout Bl
Datahase Control

Database: contenterverdh = Users = Create User Logged in As 3Y3
Modify Roles
(cancel) (oK)

Available Roles Selected Roles

AQ_ADMIMISTRATOR_ROLE - 'é"

AQ_USER_ROLE tlowe <RESOURCE

AUTHENTICATEDUSER =

CTHAPR love Al

DBA -

DELETE_CATALOG_ROLE <)

DMUSER_ROLE Remove

DM_CATALOG_ROLE =

EJBCLIENT Remaove

EXECUTE_CATALOG_ROLE hd| All

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprise Manager 109 Datsbase Control

o
Eome N T

c. Click OK.
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Step Il. Create a New User for Content Server

6. Click the System Privileges tab.
a. Click the Modify button.

a Oracle Enterprise Manager - Create User - Microsoft Internet Explorer ;Iglll

File Edt Yew Favorites Tools Help ‘ﬂ'

@Back - O e @ @ \:_:]|pSearch *Favnr\tes @| D-’_r_év "I“_‘\j' E - J @ ﬁ

Address IE http:,l’,l’gudzwlla.Fatwire.cUm:SSUl,l’emfcunsuIefdatabasep’security,l’user?target=cUntenterverdb&type=Uracle_database&car|ce\URL=,|’emchnsUIeJ‘database;‘databaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup Preferences Help Logout B
Datahase Control

Database: contenterverdh = Users = Create User Logged in As 3Y3
Create User

(showsaL) (cancel) (oK)

General Folef | System Privileges \Ob'ect Privileges Quotas Consumer Groups Proxy Users
( Madify )

System Privilege Admin Option
Mo items found

General Roles | System Privileges [ Object Privileges GQuotas Consumer Groups Proxy Users

(showsaL) (Cancel) (0K)

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Oracle. All rights reserved.
About Oracle Enterprize Manager 10g Database Contral

b. Fromthelist of “Available System Privileges’ (left side), choose Select Any
Dictionary and click the M ove button.

3 Modify System Privileges - Microsoft Internet Explorer =0 x|

File Edt Yew Favorites Tools Help ‘ﬂ'

@Back - O e @ @ \:_:]|pSearch *Favnr\tes @| D-’_r_év "I“_‘\j' E - J @ ﬁ

Address IE http:,l’,l’gudzwlla.Fatwire.cUm:SSUl,l’emfcunsuIefdatabasep’security,l’user?target=cUntenterverdb&type=Uracle_database&car|ce\URL=,|’emchnsUIeJ‘database;‘databaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup Preferences Help Logout Bl
Datahase Control

Database: contenterverdh = Users = Create User Logged in As 3Y3

Modify System Privileges
[ Cancel ) @

Available System Privileges Selected System Privileges
REMOVE_AMY_WWORKSPACE -] >

RESTRICTED SESSION Move

RESUMABLE =]

ROLLEACK_ANY _WORKSPACE Wowa Al

SELEC , _
SELECT ANY SEQUENCE <
SELECT ANY TABLE Remove
SELECT ANY TRANSACTION “
SYSDBA S | pemove
SYSOPER B | A

(cancel) @

Database | Setup | Prefersnces | Help | Logout
Copyright @ 1996, 2004, Oracle. All rights reserved.
About Oracle Enterprise Manager 100 Database Control
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Next Step

Select Any Dictionary is moved to the “ Selected System Privileges’ list.

3 Modify System Privileges - Microsoft Internet Explorer - 1ol =l
File Edt Yew Favorites Tools Help ‘ ’,’
@ Back ~ ‘_\_) e Ij @ h | /_j Search ‘?‘:\? Favorites e} <]~ :‘ﬁ E - _J @ ‘5
Address I@ http:ngdzilla.Fatwwre.cum:5501fem,l’cunsUle,l’database,l’sEcuritw’user?target=cuntenterverdb&type=Uracle_database&cancelURL=,|’ern,|’cUnsUIe,l’databasa,idatabaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup Prefsrences Help Logout B
Datahase Control
Database: contenterverdh = Users = Create User Logged in As 3Y3
Modify System Privileges
(cancel ) -.'OKi
Available System Privileges Selected System Privileges
REMOVE_ANY _WORKSPACE ;I | é.'
RESTRICTED SESSION Wave
RESUMABLE 53
ROLLBACK_ANY _WORKSPACE MD\-’E All
SELECT ANY SEGQUENCE =
SELECT ANY TABLE <)
SELECT ANY TRANSACTION m
SYSDEA (=)
SYSOPER = | Remove
UNDER AMY TABLE LI Al
(cancel) (0K)
Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprise Manager 109 Datsbase Control
|
[&] pore l_l_l_’_’_ # Internet 4

c. (Optional) If you are creating a portal installation on WebL ogic, also add the
Create View privilege (by repeating step b).

d. Click OK.
The database is now ready for Content Server.
In the upper right-hand corner, click L ogout.

The database is ready for Content Server. You can now create and configure the data
source.

Next Step

You are now ready to create and configure the data source. For instructions, refer to your
Content Server installation guide.
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Chapter 3

Creating and Configuring an MS SQL Server
Database

SOFTWARE

Use this chapter to set up a SQL Server database for your Content Server (Spark)

installation. For background information regarding database configuration and users’
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
e Creating a Database on MS SQL Server 2000 SP3+
e Creating a Database on MS SQL Server 2005
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Creating a Database on MS SQL Server 2000 SP3+

Creating a Database on MS SQL Server 2000 SP3+

To create and configure a database on MS SQL Server 2000 SP3+

1.

Create the database login:
a. Open “Enterprise Manager.”

b. Intheleft-hand tree, select Microsoft SQL Servers> SQL Server Group >
(Local) > Security.

c. Right-click on Loginsand select New L ogin...
1) Create auser (such as csuser), and select the proper authentication method.
2) Savethisuser.

Create the database:

a. Intheleft-hand tree, select Microsoft SQL Servers> SQL Server Group >
(L ocal) > Databases.

b. Right-click on Databases and select New Database...

1) Enter aname (such as csDB), then modify the other fields as needed for your
installation.

2) Finish creating this database.
Assign account privileges:
a. Select the newly created database in the left-hand tree and click Open.
b. Right-click on Usersand select Add new Database User ...

c. Inthedrop-down list, choose the user created in step ¢ of this procedure. In the
Permit role member ship list, check the box next to db_owner.

d. Savethe new user.

Database configuration is complete. You are now ready to create and configure the data
source. For instructions, refer to your Content Server (Spark) installation guide.

Creating a Database on MS SQL Server 2005

To create and configure a database on MS SQL Server 2005

SOFTWARE

1.

Use the Windows Account Manager to create a new user account for the CS database
user (for example, csuser), and assign a password to the account.

Open SQL Server Manager Studio.

Loginto MS SQL Server:

a. Enter your user name and password (the default user nameis sa).

b. Click Connect.

Create the database:

a. Intheleft-hand tree, expand the Databases node.

b. Right-click the Databases node and select New Database from the pop-up menu.

c. Inthe“New Database” window, enter a name for your database and click OK.
Your newly created database appears under the Databases node in the tree.
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8.
9.

Creating a Database on MS SQL Server 2005

In the tree, expand the node representing your newly created database, then expand
the Security node underneath it.

Click the User s tab.

Right-click within the white space underneath the list of existing users and select
New User from the pop-up menu.

In the “ Database User - New” window, enter the user name of the CS database user
(which you created in step 1 of this procedure) into the User name and L ogin hame
fields.

In the “Owned Schemas” and “Role Members’ areas, select the db_owner check box.
Click OK.

Database configuration is complete. You are now ready to create and configure the data
source using the user name and password of the CS database user you created in step 1 of
this procedure. For instructions, refer to your Content Server (Spark) installation guide.
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Chapter 4

Creating and Configuring an IBM DB2 8.x
Database

Use this chapter to set up a supported IBM DB2 database for your Content Server
installation. For background information regarding database configuration and users’
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
e Creating and Configuring DB2 8.x for Content Server

Configuring Third-Party Software: Version 7.0.1
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Creating and Configuring DB2 8.x for Content

Server
1. Open DB Control Center (db2cc).
2. Browse to the instance under which you want to create the new database.
If you do not have an existing instance in the left-hand tree, do the following:
a. Right-click Instances and click Add...
b. Fill intheform provided (or click Discover) then click OK.
Right-click Branch Databases > Create > Database Using Wizard...
4. Inthe“Create Database Wizard,” fill inthe following screens as indicated:
a. “Database name”
Enter a unique database name (such as cspg2), then click Next.
b. “Specify how and where to store the user tables.”
L eave the default option L ow maintenance selected and click Next.
c. “Specify how and where to store the system catalog tables.”
L eave the default option L ow maintenance selected and click Next.
d. “Specify how and where to store system temporary tables.”
L eave the default option L ow maintenance selected and click Next.
e. “Tunethe performance of this database.” Click Next.
f. “Specify the locale for this database.”
Complete the following steps:
1) Inthe Code Set drop-down list, select UTF-8.
2) Under Collating Sequence, leave the default option selected.
3) Click Next.
g. Review the actions that will take place when you click Finish, then click Finish.
5. A DB2 message box appears, giving you the option to run the “Configuration
Advisor.” Click No.
A new database (with the name you provided in step 4) is now available in the
left-hand tree.
In the left-hand tree, right-click Buffer Pools > Create.
7. Inthe“Create Buffer Pool” dialog box, do the following:
a. Inthe“Buffer Pool name” field, add a unique name (such as CSBUFFER32).
b. Inthe Page size drop-down list, select 32.
c. Click OK.
In the left-hand tree, right-click Table Spaces > Create.
9. Inthe“Create Table Space Wizard,” fill in the following screens as explained below:

SOFTWARE

a. “Specify aname for your table space.”
Enter a unique name (such as csTableSpace) in the “ Table Space name” field.
Then click Next.
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b. “Specify the type of table space you want to create.”
Leave the default value and click Next.

c. “Specify a buffer pool for your new table space.”
Select the buffer pool created in step 7 of this procedure and click Next.

d. “Select the space management system that you want to use.”
L eave the default option System-managed space (low maintenance) selected
and click Next.

e. “Define containers for this table space.”
Click Add, then complete the following steps:

1) Inthe“Define Container” dialog box, enter a unique name for this container
(such ascscontainer).

2) Under “Current Directory,” select alocation for this table space (note that you
must select a physical location on a mounted disk where you want to place
this table space; if you do not have an acceptable location at this point you
should create one). Once you have selected a location, click OK.

3) Click Next in the “Define Container” dialog box.

f. “Specify the extent and prefetch sizes for this table space.”
L eave the default options selected and click Next.

g. “Select hard drive specifications.”
Select the appropriate option for your physical mediatype from thelist and click
Next.

h. “Specify the dropped table recovery option for your new table space.” Click Next.
i. Review the actions that will take place when you click Finish, then click Finish.

10. Repeat step 9 of this procedure to create a temporary table space, making the
following adjustments to the procedure:

a. When completing step 9a, indicate in the name that thisis atemporary table
space.

b. When completing step 9b, select System Temporary for the type of table space.
11. Intheleft-hand tree, select User and GroupObjectsand right-click DB Users> Add.
a. Inthe“Database’ tab, do the following:
1) Select auser from the User drop-down list.

Note

The drop-down list contains all valid system users. If there are no
valid system users, you must create one before continuing.

2) Under “Grant authorities for the Selected User,” select all the options.

Note

Thisis not recommended for a delivery system. Choose the
options that are appropriate for your delivery system)
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b. Click the Table Space tab and do the following:

1) Click Add Tablespace. In the “ Add Tablespace” dialog box, select the
tablespace created in step 9 of this procedure and click OK.

2) Inthe“Table Space’ tab, the new table space is now selected, but has a &
symbol next to it. Select Grant from the Privileges drop-down list (located
near the bottom of the tab).

c. Repeat step b for the temporary table space created in step 10.
d. Optionally, repeat step b to add the default table space USERSPACE1.

Note

The default table space was created with the database. Therefore its
location is not under your control.

e. Click OK.

12. Intheleft-hand tree, right-click the database created in step 4 of this procedure and
click Configure Parameters. In thelist that opens, make the following changes:

a. Change LOCKLIST/100 tO LOCKLIST/1024
b. Change LOCKTIMEOUT/None t0 LOCKTIMEOUT/30
C. Change APPLHEAPSZ/256 tO APPLHEAPSZ/1024

13. Database configuration is complete. You are now ready to create and configure the
data source. For instructions, refer to your Content Server installation guide.
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Chapter 5

Creating and Configuring an IBM DB2 9.1
Database

Use this chapter to set up a supported IBM DB2 database for your Content Server
installation. For background information regarding database configuration and users’
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
» Installing and Configuring DB2 9.1 for Content Server
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Installing and Configuring DB2 9.1 for Content
Server

Toinstall and configure aDB2 9.1 database, you will complete the following steps:
A. Install DB2

B. Create aNew DB2 Database

C. Create aUser for the New Database

D. Configure the Database

A. Install DB2
1. Uncompress the correct installation file for your distribution.
2. Run./db2setup
3. Inthe*Information Management Software” screen, select I nstall a Product.

X IBM DB2 Setup Launchpad =[] [%]

m Information Management Software
Wersion 9.1

DEZ Setup Launchpad

Welcome

The DBZ Setup Launchpad gives wou access to all of the information that wou
need ta install vour DB2 products and features for Linux, UNE, and Windows

operating systems.

Install a Product To access mare information about the DEZ2 products available for installation or
10 perform an installation, select from the tabs provided. You can find maore
product information by searching the Information Center,

Installation Prereguisites

Release Motes

Migration Inforrnation

Exit

Search Information Center
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4. Under “DB2 Enterprise Server Edition,” select | nstall New.

X IBM DB2 Setup Launchpad

DEZ Setup Launchpad

m Information Management Software
Wersion 9.1

Installation Prereguisites

Release Motes

Migration Inforrnation

Install a Product

Exit

Install a Product
Click Install Mew to launch the DBZ Setup wizard for the desired product.

DEZ2 Enterprise Server Edition

DEZ2 Enterprise Server Edition is designed to meet the data server needs of
mid- to large-size businesses. It can be deployved on Linux, UMK, or
Windows servers of any size, from one CPU to any number of CPUs.

DEB2 Enterprise Serwer Edition is an ideal foundation for building on demand
enterprise-wide solutions, such as large data warehouses of multiple
teralnte size or high performing 2 4x7 available high volume transaction
processing business solutions, or Web-hased saolutions. DB2 Enterprise
Server Edition incorporates a native XML data stare and delivers flexible
access to XML data using XQuerny, XPath, 5QL, and standard reporting toals.

Optional features for DBE2 Enterprise Server Edition are awailahle that
provide additional adwanced product capahilities in areas such as database
partitioning, performance, security, data federation, and database
administration. Please see http: f fwanne ibm. comyfdb2 for more information.

DE2 Client

DE2 Client is a collection of graphical and nongraphical tools and
components for administring DB2 products and deweloping applications
with DB2 products. Add-ins for Eclipse and Microsoft Wisual Studio 2005
development environments are also included.
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In the “Welcome to the DB2 Setup Wizard,” click Next.
In the “ Software License Agreement” screen, click Accept, then click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition =la] [x]

IMPORTANT: READ CAREFULLY
Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Programs
2. IBM International Program License Agreement

If wou are obtaining the Program for purposes of productive use {other than
ewaluation, testing, trial "try or buy," or demanstration): By clicking on the
"Accept" button below, You accept the |BM International Program License
Agreement, without modification.

If wou are obtaining the Program for the purpose of evaluation, testing, trial
"try or buy" or demoanstration {callectively, an "Evaluation™): By clicking on the
"Accept" button below, You accept both () the |BM International License
Agreement for Evaluation of Programs ithe "Evaluation License"), without
madification; and iy the |BM International Program License Agreement (the
"IPLATY, without moadification.

The Evaluation License will apply during the term of Your Evaluation.

The IPLA will automatically apply if You elect to retain the Program after the
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7. In“Select the Ingtallation Type,” select Typical and click Next.

DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)

'rR Configuring Third-Party Software: Version 7.0.1



Chapter 5. Creating and Configuring an IBM DB2 9.1 Database 58

Installing and Configuring DB2 9.1 for Content Server

8. In*“Select installation, response file creation, or both,” select Install DB2 Enterprise
Server Edition on this Computer and click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

SrootfdbZesersp
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9. In*“Sdect theinstallation directory,” either enter a directory or use the default and
click Next.

DE2 Setup wizard - DB2 Enterprise Server Edition

Jopt/fibm/dbz /vs. 1] el
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10. In“Set user information for the DB2 Administration Server”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.

b. Enter apassword.
c. Click Next.

DE2 Setup wizard - DB2 Enterprise Server Edition

WEETTEITIE:

dasusrl

dasadml

I ;
:
—

-~

Shomefdasusrl

_ Password (L
_—— «fou must specify a value, ‘

FEI &)

Configuring Third-Party Software: Version 7.0.1

60



Chapter 5. Creating and Configuring an IBM DB2 9.1 Database 61

Installing and Configuring DB2 9.1 for Content Server

11. In“Set up aDB2 instance,” select Create a DB2 instance and click Next.

DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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12. In*“Set up partitioning options for the DB2 instance,” select Single partition instance
and click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)

'rR Configuring Third-Party Software: Version 7.0.1

62



Chapter 5. Creating and Configuring an IBM DB2 9.1 Database 63
Installing and Configuring DB2 9.1 for Content Server

13. In “Set user information for the DB2 instance owner”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter apassword.
c. Click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

dhbzinstl

v
db2grpl

v

Password
«fou must specify a value.

homejdhb2instl

WEETRTEITTE:

FEI &)

'rR Configuring Third-Party Software: Version 7.0.1



Chapter 5. Creating and Configuring an IBM DB2 9.1 Database 64
Installing and Configuring DB2 9.1 for Content Server

14. In “Set user information for the fenced user”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter apassword.
c. Click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

dh2fencl

v
db2fgrpl

v

Password
«fou must specify a value.

homejfdb2fencl

WEETRTEITTE:

FEI &)
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15. In “Prepare the DB2 tools catalog,” select Do not preparethe DB2 tools catalog and
click Next.

DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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16. In*“Set up notifications,” do one of the following:

X DB2 Setup wizard - DB2 Enterprise Server Edition E]@ E]

localhost.localdomain

=S s

FEI &)

- If your system is aproduction server, select Set up your DB2 server to send
notifications, enter a correct address for the local host, and click Next.

- If your system is anot a production server, you can select Do not set up your
DB2 server to send notifications at thistime, and click Next.
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17. In*“Start copying files,” check that your options are correct and click Finish.

X DB2 Setup wizard - DB2 Enterprise Server Edition

Wew instances:
Instance name:

Start instance on rehoot:

FCM port range:

TCPAIP configuration:
Seryice name:
Port number:

Instance user information:
User name:
Group name:
Home directory:

Fenced user information:
User name:
Group name:
Home directory:

DB2 Administration server:
Instance user information:
User name:
Group name:
Home directory:

18. Allow the installation to proceed.

-8 X

db2instl
fes
GO000-50003

dh2c_dh2instl
50000

db2instl
dbZarpl
Shomesdh2instl

dh2fencl
db2fgrpl
ShomedhZfencl

dasusrl
dasadml
Shomesdasusrl
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19. In “Setup has completed successfully,” read the notes, check the log tab, and click
Finish.

Setup Complete -2

AT T
administered.

Install DB2 Deweloper Workbench. The DBZ Dewveloper Workbench replaces the Dewvelopment Center
from DB2 UDE Yersion 8 on Windows. It is on a separate CD inwour DB2 package. The Deweloper
Warkbench is a comprehensive dewvelopment emvironment far creating, editing, debugging,
deploving, and testing DB2 stored procedures and user-defined functions. You can alsa use this toal
to create, edit and run 50L statements and XML queries, and dewvelop SQL) applications.

20. Theinstalation of DB2 9.1 is now complete.

B. Create a New DB2 Database
1. Loginasdb2instl (Or your instance user created during the installation, step 13).
2. Navigateto: ./sgllib/bin and run db2cc
3. Inthe“Control Center View” screen, select Advanced.

- Control Center View @ E]
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4. Inthe“Control Center,” open the application for creating a database:
a. Click the plus sign next to the tree option All Systems.

Control Center ¢

n Contral Center
ED All Systems

7 All Databases

Actions: Select an object from the list abowve to display more
op Create Mew Database

b. Click on the expanded branch All Databases. (If you have not created a database
previoudly, this branch is empty.)

c. Right-click on the branch All Databases and select Create Database >
Sandard.
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5. In*“Specify anamefor your new database”:
a. Enter aname for this database.
b. Select the check box Enable database for XML.

c. Inthedrop-down “Default bufferpool and table space page size,” select 32 and
click Next.

Shomefdb2instl

FE &)
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6. In"“Specify where to store your data,” click Next (avalue is unnecessary, as we kept
the default option of Let DB2 manage my storage (automatic storage), on the
previous page).

RETTIAE:
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7. In*Specify thelocale for this database,” ensure that the drop-down “Code set”
displays UTF-8 and click Next.

"8 Create Database Wizard —
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8. In*“Review the actions that will take place when you click finish,” confirm that
everything looks correct and click Finish.

9. Allow the “Progress’ window to complete creating the database. The window will
close automatically when the database has been created.
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10. The database has now been created and is displayed in the control center.

The figure below shows that a single database named vmdb291 is present in the
control center

{f5 Control Center [=l3) [x]

z: Control Center

." (@ I Systems _ l—lilil—l—

DVMDBEQl LOCALH... dbZinstl  Local  YMDB231  jhom...

) ;
&+ [ wMDB291

£3 All Databases (@) Help x
Actions: Select an object from the list abowe 1o display more

oo Create Mew Database

-_

C. Create a User for the New Database

1. Gotothe command line. Asthe system user, create a new user named csuser that
will be used to access the database from your FatWire product.

Example of how to create auser named csuser on Linux:

useradd -d /home/csuser -m -p demo4l1l32 csuser
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2. Go back to the“ Control Center” and add the user:

a. Expand the newly created database in the tree by clicking the plus sign, then
expanding the branch User and Group Objects.

b. Click DB Usersto open the right-hand panel.
c. Right-click on the branch DB Users and select the Add option.

- Control Center

c Contral Center

."EI All Systems

=k 7 Al Databases

=k 3 vmpB291

|— ] Takles

— 7 Wiews

- 7 Aliases

— 7 Micknarmes

&+ 7 Cache Objects

[— 7 Triggers

|- ] Schemas

— ] Indexes

— ] Tahle Spaces

— T Event Monitors

|- 7 Buffer Pools

"EI Application Objects

=k 7 User and Group Ohbjects
[BSd 05 Users
(7 DB Groups

(7 Federated Database Ohjects

(77 ¥ML Schema Repository (XSR)

& DB2INSTL

1 DB Users

Actions: Select an object from the list abowve to display more
op Add Mew User
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3. Inthe*Add User” application:
a. Select the user that was created in step C on page 74.
b. Under “Authorities,” select all check boxes.
c. Click OK.

¥ Add User =) [x]
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D. Configure the Database

1. Right-click on the database that you created (listed in the branch that displays the
database icon) and select Configure Parameters.

2. In*Database Configuration”:

a. Scroll through the list of options and replace the values of the following
parameters with the values shown here:

LOCKTIMEOUT 30
APP_CTL_HEAP_SZ 1024
APPHEAPSZ 1024
b. Click OK.
- Database Configuration - VYMDB291 o] [x]

= Applications

AV G_APPLS AUTOMATIC(1)

DLCHKTIME 10000

LOCKTIMEOUT MNaone

MAXAPPLS AUTOMATIC(40)

MAXFILOP 64

MAXLOCKS AUTOMATIC(G0)
< Environment

ALT_COLLATE

CODEPACE
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3. Right-click on the database that you created (listed in the branch that displays the
database icon) and select Restart.

A status window flashes. This does not mean that the operation has been completed.
Typically, you will need to wait 2 to 3 minutes for the system to restart.

4. Stop the instance:

a. Expand thefollowing “Control Center” tree branch: All Systems >
LOCALHOST > Instances > name_of_your_instance

b. Right-click on the instance.
c. Select Sop.

T~ Control Center

n Contral Center
: 7 Al Systems
Shef LocALHosT
..'EI Instances
Q2 dhzinst
..'EI Databases
| =1 Al Databases
=k 3 vmpB291
[— 1 Tables
— 7 Wiews
- 7 Aliases
— 7 Micknarmes
#k ] Cache Objects
[— 7 Triggers
|- ] Schemas
— ] Indexes
— ] Tahle Spaces
— T Event Monitors
|- 7 Buffer Pools
"EI Application Objects
FD lUser and Group Objects
L .

& DB2INSTL
% CSUSER

1 DB Users @ Help %

Actions: Select an object from the list abowve to display more
op Add Mew User

d. Inthe*Confirm stop” dialog box, click OK.
e. Wait for the message that the instance has been stopped.
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5. Start the instance:

a. Expand thefollowing “Control Center” tree branch: All Systems >
LOCALHOST > Instances > name_of_your_ instance

b. Right-click on the instance.
c. Select Start.

- Control Center

n Contral Center
: 7 Al Systems
Shef LocALHosT
..'EI Instances
Q2 dhzinst
..'EI Databases
| =1 Al Databases
=k 3 vmpB291
|— ] Takles
— 7 Wiews
- 7 Aliases
— 7 Micknarmes
#k ] Cache Objects
|- 7 Triggers
|- ] Schemas
— ] Indexes
— ] Tahle Spaces
— T Event Monitors
|- 7 Buffer Pools
"EI Application Objects
FD lUser and Group Objects
L .

6. Wait for the message that the instance has been started. This does not mean that the
operation has been completed. Typically, you will need to wait 2 to 3 minutes for the
system to restart.

Your database is now ready for use with your FatWire software product.

& DB2INSTL
% CSUSER

1 DB Users @ Help %

Actions: Select an object from the list abowve to display more
op Add Mew User
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Part 2
Installing a Web Server

This part describes how to install aweb server. It contains the following chapters:

Chapter 6, “Worksheets for Documenting the Web Server Installation”
Chapter 7, “Installing I1S on Windows”

Chapter 8, “Installing Apache on Solaris and Linux”
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allation

This chapter contains worksheets listing the web server parameters that you need to track.

Print this chapter. Then, as you install software, fill in the blank fields in these worksheets
with the values of the specified parameters. You will save considerable time by doing this.
Additionally, if something fails during theinstallation, the information in these worksheets
will be valuable while you are troubleshooting. Use a separate set of worksheets for each
installation so that each installation is fully documented.

The worksheets are constructed as tables that are divided into the following categories:
» Key to Sample Values
*  Web Server Parameters
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Key to Sample Values

The installation worksheets list parameters along with their sample values. Each sample
valueis classified as one of the following:

Default: the value is automatically created at the time of the installation.

Nor mal: the value represents the normal configuration for a simple installation. Do
not use a different value unless your system requires it.

Option: the value must be chosen from a preset list of options.
Suggested: the value is recommended for the parameter.

Note

A Suggested account name has an Example password value. We strongly
recommend that you select a password for this account that is appropriate for
the security of your system.

Example: the value isonly an example that must be replaced by the value that is

appropriate for your installation. The example value is not likely to be valid in your
environment.

Web Server Parameters

Table 1: IS Web Server Parameters

Web Version WebVersion Example:
Apache 1.3.37
Web Host Name WebHost Example:
jeeves
Web Host IP Address WebIP Example:
104.222.111.155
Web Server Port WebPort Default:
80
[1SOnly: FilterName Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/apache

SOFTWARE
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Web Server Parameters

Table 2: Apache Web Server Parameters

Web Version WebVersion Example:
Apache 1.3.37
Web Host Name WebHost Example:
jeeves
Web Host IP Address WebIP Example:
104.222.111.155
Web Server Port WebPort Default:
80
1S Only: FilterName Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/apache
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Web Server Parameters
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Chapter 7
Installing 1S on Windows

This chapter explains how to install and test Microsoft’s Internet I nformation Services
(11S). It contains the following sections:

o Stepl.Instal lIS
e Step 1. Document Your IS Installation
o Step l1I. Verify the Installation

* Next Step
Note
Typically, [1Sis either partially or fully installed on most Windows 2000
machines.

e |If lISisonly partially installed or not installed, start with the first
section, “Step I. Install 11S,” on page 88.

If [I1Sisfully installed, start with the section “ Step 1. Document Your
IS Installation,” on page 88.

FatWire Configuring Third-Party Software: Version 7.0.1



Chapter 7. Installing 11S on Windows

Step I. Install 1IS

Step I. Install 1I1S

If [ISisnotinstalled or isonly partially installed, follow Microsoft’s instruction for
installing I1S on a Windows 2000 system.

As aconvenience, here is a quick synopsis of the instructions.

1.
2.
3.

Select Sart > Settings > Control Panel.

Select Add/Remove Programes.

Select the Add/Remove Windows Componentstab on the | eft.
The Add/Remove Windows Components Wizard appears.

Select Internet Information Services (11S) and then follow the instructions for
installing it.

Step Il. Document Your IIS Installation

We strongly recommend that you document the details of your 1IS ingallation in Table 3,
“11S Parameters.”

Table 3: IS Parameters

Web Version The version number of the l1S
(WebVersion) software that you install ed.
Web Host Name The name by which the
(WebHost) installation machine is known

on the network.

Web Host IP Address | The numeric Internet Protocol

address assigned to the web
(WebIP) server host machine.
Web Server Port The port number assigned for
(WebPort) web server communications.

By default, it has the value so.

Step llIl. Verify the Installation

After you have installed 1S, you start it and then browse to it in aweb browser to
determine whether it is serving pages as it should.

A. Start IIS

You can start the various | IS services in various ways. To be sure that all the necessary
services are running, start 11S from the Services node.

SOFTWARE

To start IIS services

1.

Right-click on the My Computer icon.
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4.
5.
6.

Next Step

Select M anage from the right-mouse menu.

Inthe Computer Management dialog box, expand the Services and Applications
node in the tree.

Select Services.
Inthe list of services on theright, right click I1SAdmin Service.
Select Sart from the right mouse menu.

To start or stop the default web site only

1.
2.
3.

Right-click on the MyComputer icon.
Select M anage from the right mouse menu.

Inthe Computer Management window, expand the Services and Applications.
node in the tree.

Expand the I nter net I nfor mation Services node.
Right-click on Default Web Site.
Select Sart or Stop, as appropriate, from the right mouse menu.

B. Verify that IIS is Serving Pages

To verify that IS can serve pages, test it from both the server that is hosting it and from
another browser on the network.

To verify that IS can serve pages

1.
2.

Start a browser on the host on which 1S isrunning.
From the browser, go to the following URL.:
http://WebHost : WebPort

Do one of the following:

- If the browser displaysthe IS home page, then IISisinstalled and running
properly. Continue to step 4.

- |If the browser returns an error, consult Microsoft's documentation, determine
what went wrong, and fix it before you continue.

Start a browser on another machine on your network (a host other than the machine
hosting 11S).

From the browser, go to the following URL.:
http://WebHost : WebPort

If the browser displaysthe 1S “Under Construction” page, then [ISisinstalled and
running and the network naming service appears to be working properly.

Next Step

Configure the web server to run with WebL ogic and Content Server. For instructions, refer
to the installation guide for your configuration.

SOFTWARE
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Next Step
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Installing Apache on Solaris and Linux

SOFTWARE

This chapter describes how to install and configure Apache HTTP Server on Solaris and
Linux systems. As previously mentioned, you can install Apache on the same machine

that will host WebL ogic and Content Server, or you can install and use it on a separate
host.

This chapter contains the following sections:

Step |. Install Apache
Step |1. Document Your Apache Parameters
Step I11. Verify that Apache Contains the Correct Module

Step |V. Verify that Apache Runs Properly
Next Step
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Step I. Install Apache

Step I. Install Apache

1. Apache HTTP Server can be pre-installed on Solaris 8, Solaris 9, Linux RedHat, and
Linux SuSE systems. Determine whether Apacheisinstalled on the environment(s) on
which you planto runiit.

2. Do one of the following:

- If Apacheisalready installed, continue with “ Step |1. Document Your Apache
Parameters,” on page 92.

- If Apacheisnot aready installed, you can do one of the following:
e Install it from your source medium.
» Download it from the Internet.

» Buildit from source; that is, select the modules and compile the Apache executable
yourself. If you want to build it from source, refer to the information that the Apache
Foundation makes available at
http://www.apache.org/ and follow their instructions.

Step Il. Document Your Apache Parameters

SOFTWARE

We strongly recommend that you document the details of your Apache installation in
Table 4, “ Apache Parameters.”

Table 4: Apache Parameters

Web Server Version The version of Apache that the
host is running. Note that you

(Webversion) must use aversion that Content
Server supports.

Web Host Name The name by which the Apache
host machine is known on the

(webHost) network.

Web Host IP Address The numeric Internet Protocol

address assigned to the Apache
(Web1P) host machine.
Web Server Port The port number assigned for
(WebPort) Apache communications. By

default, it has the value 80.

Apache Root Directory The top-level directory in
(apacheRoot) which Apache is installed.

Immediate subdirectories of
ApacheRoot include bin and
conf.
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Step lll. Verify that Apache Contains the Correct Module

Step lll. Verify that Apache Contains the Correct
Module

Note
This section applies only to Apache version 1.3x.

Apache is modular software, built from a set of modules. WebL ogic Server requires that
themod so.c module be present on the machine that is hosting the A pache web server.
Please verify that your Apache server contains this module by using the command ht tpd
with the -1 option and search for mod_so in the output.

For example:

$ ApacheRoot/bin/httpd -1 | grep ‘mod so’
mod_so.c

Examine the output and do one of the following:

» If the output from the preceding command contains mod_ so . ¢, then your version of
Apache contains the correct module. Proceed to “ Step | V. Verify that Apache Runs
Properly,” on page 93.

» If the output from the preceding command does not contain mod_so. ¢, you must
rebuild and reinstall Apache. For guidelines, see “Step |. Install Apache,” on page 92.

Step IV. Verify that Apache Runs Properly

In this step, you will start Apache and verify that it is running properly. For verification
instructions, see the Apache web site (givenin “Step |. Install Apache,” on page 92).

Next Step

Configure Apache to run with WebL ogic and Content Server. For instructions, refer to the
installation guide for your configuration.
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Next Step
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Part 3
Installing and Configuring LDAP

If you choseto use LDAP, Content Server requires accessto a supported LDAP server that
is specifically configured for the product. This part describes how to install and configure
a supported LDAP server for integration with Content Server.

Note
You must set up a supported LDAP server before you run the CS LDAP integrator.

This part contains the following chapters:

e Chapter 9, “Setting Up Sun Access Manager 7.0”

e Chapter 10, “Setting Up Sun Directory Server 6.0”

e Chapter 11, “ Setting Up OpenLDAP 2.3.X"

e Chapter 12, “Setting Up the WebL ogic 9.x Embedded LDAP Server”
» Chapter 13, “Setting Up Oracle Directory Server 10.x"

e Chapter 14, “Setting Up MS Active Directory Server 2003”
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Chapter 9
Setting Up Sun Access Manager 7.0

This chapter provides instructions for setting up the currently supported Sun Access
Manager for use with Content Server.

Note

Sun Access Manager isinstalled as part of Sun Portal Server 7, which means that
either Sun Access Manager and Sun Directory Server were installed locally on
your portal server, or you elected to configure Sun Access M anager to connect to a
remote instance of Sun Java Systems Directory Server. In either case, you already
have Sun Access Manager installed and configured for your application server and
portal server.

Note that you must set up Sun Access Manager before you run the CSLDAP
integrator.

This chapter contains the following sections:
e Start/Stop Commands
e Creating CS Usersin Sun Access Manager
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Start/Stop Commands

Start/Stop Commands

This section lists commands for starting and stopping Sun Access M anager.
To start Sun Access Manager:
e  On Solaris:
./usr/sbin/amserver start
*  OnUnix (except Solaris):
<sun portal home>/identity/bin/amserver start
e OnWindows:

Sart --> Programs--> Sun Microsystems--> Sun One I dentity --> Start Sun One
I dentity Servers--> Sart

To stop Sun Access Manager:
* On Solaris:
./usr/sbin/amserver stop
*  OnUnix (except Solaris):
<sun portal home>/identity/bin/amserver stop
*  On Windows:

Sart --> Programs --> Sun Microsystems --> Sun One | dentity --> Stop Sun One
Identity Servers--> Sop

Creating CS Users in Sun Access Manager

In this section, you will use the Sun Access Manager console to create Content Server
users in the backend LDAP server that is associated with Sun Access Manager.

To create Content Server users in Sun Access Manager

1. Accessthefollowing URL:

http://<app_server addresss>:<ports>/amconsole

Sun Java™ System Access Manager

This server uses LDAP Authentication

User Name: ||

Password: I
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Creating CS Users in Sun Access Manager

2. Loginusing the user name (typically amadmin) and password that was selected
during the installation of Sun Access Manager.

3. Whenlogged in, you will seetwo large frames. The left-hand frame has a hierarchy
that can be navigated. The right-hand frame has details for the item selected on the | eft.

Search | Logout | Help

0 Sun. Welcome
e Sun Java~ System Access Manager SIS i

Identity Management Bl T el T [T LT Federation Management

D

vm | vm
View: | Organizations j View: IGeneraI j
Organizations (3 items) General Properties
New... || Delete E Search Domain I
Name:
i = OrganizaticnIAdi\.re =
[~ DeveloperSample ¥ Status: J
[ EnterpriseSample I -
Organization [syseg3portal7a.vm.fatwire.com 3
Aliases: vm -
DNS Alias <]
Names: @
- | G

In the left-hand frame, click the link Developer Sample (or the portal site which you

4.
used when installing Content Serve).
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Creating CS Users in Sun Access Manager

5. Click the View drop-down menu. From here you may select Roles, Groups, or Users.
Asyou will be adding a new user, select Users.

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management BTN oL T[T Federation Management
ym > DeveloperSample I DeveloperSample
View: [Generl 3

General Properties

|»

Groups
Users

Services
Roles

Domain Name: I

Organization Status: | Active j

Organization Aliases: DeveloperSample F

DNS Alias Names:

I+

6. A listof all known usersisdisplayed in theleft frame. Click New.

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management B[N T TR TG Federation Management

vm > DeveloperSample | fwadmin =

View: IUsers j View: IGeneraI j

*Indicates required field

e item)
[N [pese] [OERE [Serm] | Fisthame: |
Advanced Search...

UserID Full Name * Last Name: Idefault
[~ fwadmin 2

* Full Name: Ifwadmin

Password: Change...

Email Address: I

Employee I
Number:

Telephone I
Number:

Home Address: I

* User Status: IAclive -
Account I @

Expiration Date: Earmat- mm/ddhnnans hh'mm
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Creating CS Users in Sun Access Manager

7. Select the following services from the list in the right-hand frame:
- Mobile Address Book
- Mobile Calendar
- Mobile Mail
- Portal Desktop
- Portal Subscriptions
- SSO Adapter
Click Next.

Identity Management Bl 0o TRV Federation Management

View: I Users j Select the services to be assigned to the user.

Users (1 item) Available Services

New... || Delete Ifwadmin Search

Advanced Search... Access List

UserID Full Name Authentication Configuration
[~ fwadmin fwadmin

Mobile Address Book
Mobile Calendar
Mobile Mail

NetFile

Netlet

portal1 Desktop
portal1 Subscriptions
Proxylet

S50 Adapter

[0 1 1 [ i S IS 1A T T

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin
vm >DeveloperSample | New User - Step 1 of 2
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Creating CS Users in Sun Access Manager

8. Inthe“New User” form, fill out the required fields (marked by ared *). Ensure that
“User Status’ is set to Active. Click Finish.

Search | Logout | Help

0 Sun Welcome
s Sun Java~ System Access Manager .

Identity Management BTN oL T[T Federation Management

vm > DeveloperSample | New User - Step 2 of 2

View: I Users j Enter Required User Attributes

Users (1 item) * |ndicates required field

New... || Delete lfwadmin Search User

Advanced Search...

UserID Full Name *UserID: Idemcuser
fwadmin fwadmin ¥ .
I" fwadmin_fwadmin First Name: I

* Last Name: Idemc
*Full Name: Iuser
* Password: I""""

* password (confirm): quuu

* User Status: Active j
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9. Assign Groups to the user:
a. Locatethe newly created user (the fastest way isto use the Search function).

Creating CS Users in Sun Access Manager

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management Bl TEN el T TE 1Ty Federation Management

vm > DeveloperSample |
View: [Users R

Users (1 item)

New... || Delete I‘user Search

Advanced Search...

( I demouser 3

demouser

View: | General j

First Name:

* Last Name:

*Full Name:
Password:

Email Address:

Employee
Mumber:

Telephone
Number:

Home Address:

* User Status:

Account

Expiration Date:

*Indicates required field

Ide mo

Iuser

Change...

!
Active  ~|

Earmat- mmiddhann hh-mm

re Configuring Third-Party Software: Version 7.0.1

103



Chapter 9. Setting Up Sun Access Manager 7.0

104
Creating CS Users in Sun Access Manager

b. Intheright-hand frame, select Groups from the “View" drop-down menu.

Search | Logout | Help

0 7 Welcome
: Sun Java~ System Access Manager amAdmin

Identity Management Bl =01 FTELTT Federation Management

vm > DeveloperSample | B

View: I Users j View: I Groups j)

The Selected list contains the groups associated with this user.
Users (10 items) Use Search to find a specific group.

New... || Delete Iuser‘ Search |¢ Search
Advanced Search...
User ID Full Name
[~ demouser 2
[~ user_analyst user_analyst b
[~ user_approver user_approver b
[~ user_author  user_author F

Available:

PageEditor B
GE Lighting-General Admin

BurlingtonFinancial-Designer

GE Lighting-WorkflowAdmin

FirstSitell-ProductEditor

[~ user_checker user_checker F GE Lighting-Designer

I” user_designer user designer b BurlingtonFinancial-Checker

I” user_editor  user_editor b FirstSitell-ProductAuthor @
[~ user_expert  user_expert

[ user_marketer user_marketer B ‘ Add w ||Add All & | |Remove & || Remove All ﬁ|

[~ user_pricer user_pricer b

Selected:
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Creating CS Users in Sun Access Manager

c. Inthe*Available’ list box, select al Groups that you wish this user to have. In this
example, three groups were assigned to the user: Spark-SiteAdmin, Spark-
SparkContentUser, Spark-GeneralAdmin (listed in the “ Selected” list box).
For more detailed information about available groups, see the Content Server
Administrator’s Guide.

d. Click Add.
e. Click Save

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management BTNl T VG 1L Federation Management

Use Search to find a specific group. []

vm > DeveloperSample |

View: I Users j I‘ Search

Available:
Users (10 items) CPSEEQEE:ilt'm G Admi B
ighting-General Admin
[ New... |[ Delete | Iuser“ [ Search | BurlinglonlginanciaI—Designer
Advanced Search... GE Lighting-WorkflowAdmin
FirstSll-ProductEdior
I~ demouser user | GE Lighting-Designer
I~ user_analyst user_analyst b B_urlinglonFinanciaI-Checker @
[~ user_approver user_approver b FirstSitell-ProductAuthor
I" user_author  user_author I | Add ¢ HAdd All ‘9| |Remove AHRemova All &
[~ user_checker user_checker b
[~ user_designer user_designer F Selected:
[~ user_editor user_editor b Spark-SiteAdmin 2
[~ user_expert  user_expert b Spark-SparkContentUser
[~ user_marketer user_marketer F Spark-GeneralAdmin
[~ user_pricer user_pricer b

EnETs

-

10. (Optional) Test your new user by logging in to the portal (must be the organization
under which the user was created and Content Server was installed; for example,
Devel operSample Organization).
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Creating CS Users in Sun Access Manager

Configuring Third-Party Software: Version 7.0.1

SOFTWARE



107

Chapter 10
Setting Up Sun Directory Server 6.0

SOFTWARE

This chapter shows you how to set up Sun Directory Server 6.0 for use with Content
Server running on Sun Portal Server 7.

Note
You must set up Sun Directory Serve before you run the CS LDAP integrator.

This chapter contains the following sections:

e Start/Stop Commands

» Installing Sun Directory Server

» Post-Installation Steps

e Completing and Verifying the LDAP Configuration
* Modifying User Passwords
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Start/Stop Commands

Start/Stop Commands

This section contains commands for starting and stopping Sun Directory Server and the
Sun Java Web Console.

Sun Directory Server
 Todtart:

/opt/sun/ds6/bin/dsadm start <instance dir>
* Tostop:
/opt/sun/ds6/bin/dsadm stop <instance dir>

Sun Java Web Console
e To start:

/opt/sun/webconsole/bin/smcwebserver start
* Tostop:

/opt/sun/webconsole/bin/smcwebserver stop

Configuring Third-Party Software: Version 7.0.1
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Installing Sun Directory Server

Installing Sun Directory Server

This section shows you how to install Sun Directory Server 6.
1. Download the Directory Server 6 package from the Sun website.
2. Decompressthefileinto atemporary directory and change to that directory.

3. Within the temporary directory, change to the directory corresponding to your
operating system and launch the installer.

4. Inthe“Welcome” screen, click Next.

Welcome

2>

il

]a\.-ra' Welcome to the Sun JavaiTM) Enterprise System; serious software made simple.

J‘-i\.-‘-_}'\- Befare wou begin, please refer to the Kelease Netes and Installation Guide, available at
R http: ffdocs. sun.com/prodientsys. 5.

Enterprise
System You can install amy or all of the Enterprise Network Services provided by the |ava

Enterprise System.

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

5. Inthe“Software License Agreement” screen, read the license agreement and click
Yes, Accept License.

Software License Agreement

]d\h] Before wou can install this product, you must read and accept the agreement under which
this product is licensed for use.

Java™ Sun Microsystems, Inc. ('sun”) SOFTWARE LICENSE AGREEMENT ('SLA" and
Enterprise| |ENTITLEMENT for SOFTWARE

System

mD

A EMTITLEMENT for SOFTWARE. Capitalized terms nat defined in this Entitlement
hawve the meanings ascribed to them in the 5LA {attached below as Section B).
These terms will supersede any inconsistent or canflicting terms in the SLA
Licensee {"fou"y: The entity receiving the Software from Sun.

Effective Date: Date You receive the Software.

Software: Sun Software Portfolio, which may include the fallowing:

Salaris 10, Sun Java System Access Manager, Sun Java System Directony Server
Enterprise Edition, 5un Java Directary Proxy Server, Sun Java System |dentit -

Hawe wou read, and do wou accept, all of the terms of the preceding Software License
Agreement? If wou Click Decline, the installer will exit without installing any products.

€ Back | | Yes, Accept License 3
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Installing Sun Directory Server

6. Inthe“Choose Software Components’ screen, do the following:

a. Select Directory Server Enterprise Edition 6.0.

b. Expand the node and make sure that Directory Service Control Center islisted
and selected.

c. Click Next.

Java™
Enterprise
System

Choose Software Components

| selectan | Deselect an

Rescan System

Component Mame

| staus | Details|

o Service Registry 3.1
Directory & ldentity Services
o Afcess Manager 7.1
o v Directary Server Enterprise Edition &.0
Availability Services

High Awailability Session Stare 4.4
Shared Services

All Shared Campanents

e T

-

H

Sun JavaiThy System Message Queue is an enterprise messaging system that provides
reliahle, asynchronous messaging based on the JavaiTh) Message Service

-
-

Install multilingual package(s) for all selected components

| € Back || Next 3 |

7. Inthe“Specify Installation Directories’ screen, do the following:
a. Enter thetarget installation directory for the Directory Preparation Tool.

b. Enter thetarget installation directory for Sun Directory Server. (This directory
will bereferred to as <dirserv_homes in the remainder of this chapter.)

Java™
Enterprise
System

Specify Installation Directories

Enter the name of the target installation directory for each component product.

Directory Preparation Toal: |’twareIApps,fsun,fcomms,fdssetup|| Browse...

Directory Server:

|,fu01,fsoftware,prps,fsun

|| Browse. ..

SOFTWARE
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Installing Sun Directory Server

8. Inthe“Verify System Requirements’ screen, wait until the status of all itemsreads
“OK,” then click Next. If any of the items fail the verification, you must remedy the
problem and restart the installation.

Yerify System Requirements

Awailable disk space... QR
javar Installed oK
. nstalled mermory...
Enterprise v
System Installed Swap space... QK
Qperating system patches. .. QR
Qperating system resources... QR

System Ready for Installation.

TR

9. Inthe“Choose a Configuration Type" screen, select Configure Now and click Next.

Choose a Configuration Type

® Configure Mow (Enahles wou to configure components as part of installation.)

Java™ Configure Later (Installs components,but does not configure therm. You must
]
Enterprise canfigure components after completing installation).

System

craa | [ ey
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Installing Sun Directory Server

10. Inthe“ Specify Common Server Settings’ screen, enter the required information, then
click Next.

Note

The host name and | P address of the machine running Directory Server must have
avalid DNS entry on your network.

(‘- Specify Common Server Settings
—
Ja_jé- The fallowing settings will be the default walues for all installed caomponent products as
needed. The values can be overridden when wou configure the products.
Java™ . Host Name: [rho Low |
Enterprise

System DM Dormain Mame: |\fm.fatwire.c0m |
Host IP Address: |10.120.19.45 |
Administrator User |D: |admin |
Administrator Passward; [T | At least & characters long
Retype Password: [prwn |
System User: [root |
Systerm Grougp: [root |

The walues wou enter abowe will appear as default walues on the pages that fallow. Fields
that include these default values will be marked with this note: *Shared default value

o | [was |

11. Inthe“Create Directory Instance” screen, select Yes and click Next.

Directory Server: Create Directory Instance

]ava'“ Directory Server Console requires Directary Server, but does not reguire

Enterprise
System

a directory instance.

Although not a requirement, »wou can create a directory instance now
during installation.

Create a directary instance {in addition to installing Directary Servery
@ Yes
2 Mo

craa | [ ey
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Installing Sun Directory Server

12. Inthe “ Specify Instance Creation Information” screen, do the following:

a. Specify the directory in which the new Directory Server instance will reside.
(Thisdirectory will be referred to as <instance dirs inthe remainder of this
chapter.)

b. Specify the values for the System User and System Group fields.
Specify a Directory Manager password.

Specify the value for the Suffix field. (This value will be the DN value used to
connect to this Directory Server instance; you will need it in step 4 on page 115.)

e. Click Next.

Directory Server: Specify Instance Creation Information

e Instance Directory |,fu01,fsoftwarejApps,fsun,fdsins1|

JE‘:':;:r.prise Directory Instance Port: 289

System Directory Instance S50 Part: ’6367
Directory Manager DM: |cn=Direct0rv Manager |
Systern User: [rot |
Systerm Grougp: [rot |
Directory Manager Password: |‘"""""""' | At least & character
Retype Password: |‘"""""""' |
Suffix: |dc=\.m,dc=fatwire,dc=c0m |

o | [was |

13. Inthe “Ready to Install” screen, click Install and wait for the installation to complete.

Ready to Install

jaua' Product: Java Enterprize System S
Uninstall Location: fvarfsadm/fprodfsun-entsyss
Space Reguired: 209 44 ME

Java™
i sun JavaiThy System Directory Preparation Tool

Enterprlse Sun JavaiTM) System Directory Server Enterprise Edition €.0

System Sun JavaiTMy System Directory Server Enterprise Edition & Command-Line Utilities

Jawa Enterprise System Directory Server & Care Server

Jawa Enterprise Swstem Directory Service Contral Center

Jawa Enterprise System Directory Proxy Senver & Core Server

<raac | [man
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14. Inthe “Installation Complete” screen, click Close.

Installation Complete

Java

Java™
Enterprise
System Click the following buttons to wiew installation and configuration summaries or the
installation log.

The installer stares the summary and log files in this location:
Svarfoptfsunfinstallflogs/

Yiew Summary | | Yiew Install Log

documented in the "Postinstallation” chapter of the 3un Java(TM:
Enterprise System Installation Guide at http: fjdocs.sun.com/fdocf819-4891,

O Automatically display the Sun Java(TM Enterprise System Installation Guide
after the installer clases {requires an internet connection)

Your next step is to perfarm the postinstallation configuration and verification tasks

15. Continue to the next section, “ Post-Installation Steps,” to complete the installation.

Post-Installation Steps

Complete your Directory Server installation by performing the stepsin this section. You
must perform these steps before you run the Content Server LDAP integration program.

1. Start your new Directory Server instance:
/opt/sun/ds6/bin/dsadm start <instance dir>

2. Create an LDIF file named cs1dap.1dif with the following contents:

dn: dc=vm,dc=fatwire,dc=com

objectClass: dcObject

objectClass: organization

dc: vm

description: Directory Server 1ldif file

o: Fatwire Software

dn: ou=People,dc=vm,dc=fatwire,dc=com

objectClass:
objectClass:
ou: People

organizationalUnit
top

dn: ou=Groups,dc=vm,dc=fatwire,dc=com

objectClass:
objectClass:
ou: Groups

organizationalUnit
top

3. Changetothe <dirserv_home>/ds6/bin directory.
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4. Import the LDIF file you created in step 2 on page 114 using the following command:
./dsconf import <1ldif file> <dn>
where:

- <1dif filesisthefull pathtothecsldap.1dif fileyou created in step 2 on
page 114, including the filename, and

- <dn> isthe value you entered in the Suffix field in step 12 on page 113.
For example:
./dsconf import /u0l/csldap.ldif dc=vm,dc=fatwire,dc=com

When you run the command, accept the certificate by answering Yes at the first
prompt. At the second prompt, enter the Directory Manager password (you created
this password in step 12 on page 113.)

Completing and Verifying the LDAP Configuration
This section shows you how to complete and verify your LDAP configuration using the
Directory Service Control Center (used to manage Sun Directory Server.)

1. Start the Sun Java Web Console:
/opt/sun/webconsole/bin/smcwebserver start

2. Initialize the Directory Service Control Center:
a. Changetothe <dirserv_homes/dscc6/bin directory.
b. Executethefollowing command: . /dsccsetup initialize

3. Loginto the Sun Java Web Consol e as the system user you used to install Sun
Directory Server, viathe following URL:

https://<server>:6789/

Java” Web Console

Server Name:  rhol Owlym fatwire.com

User Name: Iroot
Password: I"*‘*"‘*
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4. Inthe“Services’ section, click Directory Service Control Center (DSCC).

APPLICATIONS | WERSION LOG OUT | HELF
User: root rhott O -
&

Java™ Web Console

jaa

Sun™ Micrasystems, Inc.

[ startEach Application in a Mew Window

Systems Desktop Applications
Mo applications availahle Mo applications availahle
Storage Other

Mo applications availahle Mo applications availahle
Services

( Directary Service Control Center (DSCC) )

5. Inthe“Directory Service Manager Authentication” screen, login asthe admin user,
using the Directory Manager password. (You created this password in step 12 on
page 113.)

APFPLICATIONS WERSION LOG OUT HELF

oot trh com

Java™ System Directory Service Control Center

Jav

Sun™ Micrasystems, Inc.

Directory Service Manager Authentication
To manage directary servers and directory proxy servers, enter the Directory Service Manager user name and passwoard.

Directory Service Manager: |admin

Password: |“*‘*‘*‘*

6. If you see apop-up error message informing you that the DSCC registry is not
running, click Start DSCC Registry.

APFPLICATIONS WERSION LOG OUT HELF

oot & T rho L com

Java™ System Directory Service Control Center

Sun™ Micrasystems, Inc.

/\ DSCC Registry Not Running

The DECC Registry, which contains configuration data needed by the Directory Service
Contral Center, is nat running. Click Start DSCC Registry to continue.

Start DSCC Registry

When the DSCC registry has started successfully, a confirmation message appears.
Click Closeto close the pop-up window.
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7. Inthe console, click the Directory Servers tab.

APPLICATIONS WERSION REFRESH LOG OUT

107 O T fatwire. 1

Java™ System Directory Service Control Center

Settings |

J Common Tast Directory Servers |)Pro.w5ervers | Server Groups |

Common Tasks

Directory Server Administration Directory Entry Management

N Manags Registersd Directory Servers ) L‘J N Criate Mew Entry )
N ey Replication Topologies ) L‘J N Search Directory Data )
N ey Suffiz Replication Status ) Ll.l N Briovwese Directory Data )
R “iewy Directory Server Logs )

Deployment

Proxy Server Administration || Creste Mesw Dirsctory Server )
I Manage Registered Proxy Servers ) L‘J I Copy Configuration Settings from One Directory Server to Cher Servers ) L‘.I

“iewy Proxy Server Logs Cresate News Proxy Server
Copy Configuration Settings from One Proxy Server to Other Servers
Documentation
Creste Mewe Suffix or Replication Topolocy
Browyze Directory Service Contral Center Online Help -

EEIE|

Copy Configuration Settings from One Suffix to Cther Suffixes
Browyze Directory Server Enterprize Edition Documentstion on docs sun.com -

8. Inthe“More Server Actions’ drop-down list, select Register Existing Server.

APFPLICATIONS WERSION REFRESH LOG OUT

ser: root e 0l arm

Java™ System Directory Service Control Center

Common Tasks Directory Servers | Proxy Servers | Server Groups | Settings |

J Servers | Suffixes | Renplication Agreements |

Directory Servers

To manage a server, click a server name. If @ server does not appear in the list below, select Register Existing Server fram the drop-down menu. == ore on
this tahle

Directory Servers |

| Mew Servar... || Start... || Stap... |E--M0re Server Actions-- F | FiIter:lAII ltermns w

--hore Server Actions-- .
Server | Secure Port Copy Server Configuration... | Server Group | Description | Instance Path |
Mo registered Directory Servers

Restart...

Backup...

Restore...

Unregister Existing Server...

Delete...
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9. Inthe pop-up window that appears, enter the full path to the directory holding the
target Directory Server instance (<instance dirs) and click Next.

Java™ System Directory Service Control Center

Register Existing Directory Server

Steps Help

Step 1:Enter Host and Server Information

= 1. Enter Host and Server
Information

2. Provide Authentication
Information

3. Summary

Ifyou have an existing server that does not appear in DSCC, use this wizard to register
the server. This will enable you to manage and maonitor the server using DSCC.

* Indicates required field

* Host: @ Kknown Host: | rho 1 Dl wrn fatwire. com (s
O Mew Host: |

* mstance Path: |IuD1Isoﬂwaremppsfsunrdsinm

DSCC Agent Port: @ Default (111623
O other: |

Description: |

A \yhen this wizard completes, the server will be started, or restarted ifitis already
running.

10. Inthe “Review Server Certificate” screen, select the Accept the Certificate check

box and click Next.

Java™ System Directory Service Control Center

Register Existing Directory Server

Steps Help

Step 1.1:Review Server Certificate

1. Enter Host and Server
Information

= 1.1 Review Server
Certificate

2. Provide Authentication
Information

3. Summary

SOFTWARE

The server is presenting a cedificate that has not been signed by a known Cedificate
Authority. Infarmation about this cedificate is shown below. In order to register the
server, yoll must accept the cerificate from the server.

Issued To:  Ch=rhol Owlym fatwire.com_agent

Issued By:  Ch=rhaol 0wl vm fatwire.caom_ca

Valid From:  3r26/07 10:13 A

Expires On: 326027 10013 AW

Show Details

ccept the cedificate
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11. Inthe “Provide Authentication Information” screen, enter the Directory Manager
password into the Password field and click Next.

Java™ System Directory Service Control Center

Register Existing Directory Server

Steps Help

Step 2:Provide Authentication Information

1. Enter Host and Server
Information

1.1 Review Server
Certificate

= 2. Provide Authentication
Information

3. Summary

To enable the Directary Service Control Center to modify the server canfiguration, you
must provide an Administrative User DM with the appropriate permissions an the
server, and the passward for the User DML

* Indicates required field

Host: rhol Dl v fatwire.com
Instance Path: fulifsoftwarefpps/sunidsinst
Server LDAP Port: 389

Server LDAP Secure Port: 636

* Administration DN: |cn=Direct0ry Manager

*password: | B

12. Inthe“Summary” screen, click Finish and wait for the instance to restart.

Java™ System Directory Service Control Center

Register Existing Directory Server

SOFTWARE

-
Steps Help Step 3:Summary =
1. Enter Host and Server Review your settings. If they are not correct, go back to previous steps and modify
Information the settings. Ifthe settings are correct, click Finish.
1.1 Review Server s )
Certificate /1\ server Will Be Restarted
When yau click Finish, the newly registerad server will he restarted.
2. Provide Authentication
Information Your Settings:
Host: rhol Dl v fatwire.com
= 3. Summary
Instance path: fulifsoftwarefApps/sunidsinst
Administration DMN: cn=Directary Manager
DECC Agent port: 11162
Description: = )
Server Details {Discovered):
Server Owner User D roat{roat)
Server LDAP Secure Port: 389 v

Frevious Cancel

When the instance has restarted successfully, a confirmation message appears.
Click Closeto close the pop-up window.
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13. Inthelist of directory servers, click the Directory Server instance you just registered.

APPLICATIONS VERSION REFRESH LOG OUT

[ tho . re.cam

Java™ System Directory Service Control Center

Common Tasks Directory Servers | Proxy Servers | Server Groups Settings

J Servers ‘ Sufiixes | Replication Agreements |

Directory Servers

To manage a server, click a server name. If a server does nat appear in the list below, select Register Existing Server fram the drop-down menu. == hiare on this table

Directory Servers (1)

| New Server... || Start... H Stop... ||——M0reServerActions—— v | FiIter:lAIIItems v | |O+m
- |Server A|Secure Port A|0|)erational Status v|Server Group A|Descri|)tion N | Instance Path A|
O rhol Dwl.vm fatwire.com: 3849 636 Started ful1fzoftwareidppsizunidsins
[ |O=&

14. Inthe instance summary screen, click the Entry M anagement tab.

APFPLICATIONS WERSION REFRESH LOG OUT

[ oot Server: rhot Ol .y B.com

Java™ System Directory Service Control Center

Directary Servers = rhod Owlym fatwire.com: 389

J Server Operation | Sumxes( Entry Management |)Schema | Security | Server Configuration

4

J Main | Errar Logs | Access Logs | Audit Logs | Resource Usage | Suffix Usage |

rho10wl.vm.fatwire.com:389

| Start || Stop... || Restart... |--M0re Server Actions-- v
General
Name: rhol vl v fatwire. com: 389

Description:

Instance Path: Maroptisunidsinst/

Location:

Servers with the same Location are grouped together when viewing replication topology
Run Modes and Status

Operational Status:  Started

ReadWrite Mode:  Readitirite
==hlore on readiwrite mode

Referral Mode: Disabled
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15. Examine the displayed LDAP directory datato make sureit isvalid.

APFPLICATIONS WERSION REFRESH LOG OUT

Us oot m

Java™ System Directory Service Control Center

Directary Servers = rhod Owlym fatwire.com: 389

‘ Server Operation ‘ Suffixes ‘ Entry Management ‘ Schema ‘ Security ‘ Server Configuration

J Browse | Search | Access Control | FPassword Paolicies |

rho10wl.vm.fatwire.com:389 - Browse Data

You can browse LDAP data on this tab. To browse down the Directary Information Tree (DIT), click +. To browse up the DIT, use the View DM drop-down list. To
hide the upper levels ofthe DIT, select a DM and =et it as the View DM by clicking Use Selected Entry. To filter entries, use the Yiew Options settings.

View DN: | de=vm,de=fatwire,dc=com (3689 Entries) » Use Selected Entry

-
L1 cn=ContainerDefauliTemplateRole ¥ Selected Ently)
L] ch=Deny Write Access | Edit Entry | | Delate Entry... | | Mew Entry... | | Search... |
[*] en=SunMobileAppABSenice dr; de=vrn, de=fatwire,de=corm
[+] ch=SunMaobileAppCalendarService ACls: 37
+] cn=3unhiobilefApphailService )
H cn:SunPortaIpopnpaH DesktopServce Object Class: sunlSManagedOrganization, sunMameSpace, tap, sunManagedOrganization,
[+] cn=SunPartalportall SubscriptionsService ) _ organization, domain
[+] en=5unSS0AdapterService Children: 30
L1 cn=Top-level Admin Rale
[ ] cn=Top-level Help Desk Admin Role

L] cn=Top-level Palicy Admin Rale View Options

L1 cn=iPlanetabAuthConfiguration .

[+] cr=iPlanetamUserService Fiiter: [ Full Mame (cr) v |

[ cn=out=Feople_dci=vin_doi=fatwire_dci=com Erter a string to be matched or an LOAP fiter.

[+] ch=srapGatewayAccessSarvice
[+] ch=srapMetFileService Display: |2 Levels

+] cn=srapMetletService
H cn:sraEProxyletService Show Leaf Entries {Jowest-level entries)

[+] o=CommunitySample [ show Configuration Sufiixes
[+] o=CeveloperSample -

[+] o=EnterpriseSample Refresh View

[] o=Internet

[+] au=ClientData

[+] au=DSAME Users

[] ou=Groups

[+] au=Feople

[+] au="WERFProducersportal
[+] au=agents

[+] au=services

| €
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Modifying User Passwords

This section shows you how to modify user passwords in Sun Directory Server.
1. Start the Sun Java Web Console:

/opt/sun/webconsole/bin/smcwebserver start

2. Loginto the Sun Java Web Console as the system user you used to install Sun
Directory Server, viathe following URL:

https://<server>:6789/

Java” Web Console

Server Name:  rhol Owlym fatwire.com

User Name: Iroot
Password: I"*‘*"‘*

3. Inthe“Services’ section, click Directory Service Control Center (DSCC).

Java™ Web Console

Sun™ Micrasystems, Inc.

[ startEach Application in a Mew Window

Systems Desktop Applications
Mo applications availahle Mo applications availahle
Storage Other

Mo applications availahle Mo applications availahle
Services

Directary Service Control Center (DSCC})
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4. Inthe“Directory Service Manager Authentication” screen, log in asthe admin user,
using the Directory Manager password. (You created this password in step 12 on

page 113.)

APFPLICATIONS WERSION LOG OUT HELF

root r:thal0 fatwire.com

Java™ System Directory Service Control Center

Directory Service Manager Authentication
To manage directary servers and directory proxy servers, enter the Directory Service Manager user name and passwoard.

Directory Service Manager: |admin

Password: |“*‘*‘*‘*

5. If you see a pop-up error message informing you that the DSCC Registry is not
running, click Sart DSCC Registry.

APFPLICATIONS WERSION LOG OUT HELF

Java

oo Im

Java™ System Directory Service Control Center

Sun™ Micrasystems, Inc.

/\ DSCC Registry Not Running

The DECC Registry, which contains configuration data needed by the Directory Service
Contral Center, is nat running. Click Start DSCC Registry to continue.

Start DSCC Registry

When the DSCC Registry has started successfully, a confirmation message appears.
Click Closeto close the pop-up window.
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6. Inthe console, click the Directory Servers tab.

APPLICATIONS WERSION REFRESH LOG OUT

107 O T fatwire. 1

Java™ System Directory Service Control Center

J Common Tast Directory Servers |)Pro.w5ervers Server Groups | Settings |

Common Tasks

Directory Server Administration Directory Entry Management
Manags Registersd Directory Servers LlJ Criate Mew Entry
ey Replication Topologies LlJ Search Directory Data
ey Suffiz Replication Status LlJ Briovwese Directory Data

“iewy Directory Server Logs
Deployment

Proxy Server Administration Create Mew Directory Server
Manage Registered Proxy Servers LlJ Copy Configuration Settings from One Directory Server to Cher Servers Ll.'
“iewy Proxy Server Logs Cresate News Proxy Server

Copy Configuration Settings from One Proxy Server to Other Servers
Documentation
Creste Mewe Suffix or Replication Topolocy
Browyze Directory Service Contral Center Online Help

GGG

Copy Configuration Settings from One Suffix to Cther Suffixes
Browyze Directory Server Enterprize Edition Documentstion on docs sun.com

7. Inthelist of directory servers, click the desired Directory Server instance.

APPLICATIONS VERSION REFRESH LOG OUT

oot hotl Tl

Java™ System Directory Service Control Center

Common Tasks Directory Servers | Proxy Servers | Server Groups | Settings |

J Servers ‘ Sufiixes | Replication Agreements |

Directory Servers

To manage a server, click a server name. Ifa server does not appear in the list below, select Register Existing Server from the drop-down menu. == hiore on this table

Directory Servers (1)

| Mew Server... || Start... H Stop... ||--M0reServerAcli0ns-- v | FiIter:|AIIItems v | |05
v,LSmr—KLSecure Port A|0|)erational Status v|Server Group A|Descri|)tion A|Instance Path A|
|:|( rhiol Dl vrm fatedire corm: 389 )336 Started u0tisoftwarefdppsisunidsins
N 7
[ |O*&
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8. Intheinstance summary screen, click the Entry Management tab.

APFPLICATIONS WERSION REFRESH LOG OUT

tha m.fatwire.com

Java™ System Directory Service Control Center

Directory Servers = rhod Owlym fatwire.com: 389

J Server Operation | Sumxes(| Entry Management |) Schema | Security | Server Configuration
AN

/

J Main | Errar Logs | Access Logs | Audit Logs | Resource Usage | Suffix Usage |

rho10wl.vm.fatwire.com:389

| Start || Stap... || Restart... ||--ru10re Server Actions-- w
General
Name: rhol vl v fatwire. com: 389

Description:

Instance Path: Maroptisunidsinst/

Location:

Servers with the same Location are grouped together when viewing replication topology
Run Modes and Status

Operational Status:  Started

ReadWrite Mode:  Readitirite
==hlore on readiwrite mode

Referral Mode: Disabled
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9. Inthelist of directory entries, navigate to and double-click the ou=People node.

APFPLICATIONS WERSION REFRESH LOG OUT

L root thol0 1z -arm

Java™ System Directory Service Control Center

Sun™ Microsys

Directary Servers = rhod Owlym fatwire.com: 389

‘ Server Operation ‘ Suffixes ‘ Entry Management ‘ Schema ‘ Security ‘ Server Configuration

J Browse | Search | Access Control | FPassword Paolicies |

rho10wl.vm.fatwire.com:389 - Browse Data

You can browse LDAP data on this tab. To browse down the Directary Information Tree (DIT), click +. To browse up the DIT, use the View DM drop-down list. To
hide the upper levels ofthe DIT, select a DM and =et it as the View DM by clicking Use Selected Entry. To filter entries, use the Yiew Options settings.

View DN: | de=vm,de=fatwire,dc=com (3689 Entries) » Use Selected Entry

L] ch=Deny Write Access ~
[+] ch=SunMaobileAppsBService Selected Entry
[+] ch=SunMaobileAppCalendarService | Edit Entry || Delate Entry... || Mew Entry... || Search... |

[*] en=SunMabileAppMailSenice dn: ou=People,de=vm,de=fatwire,de=com

[+] cn=SunPortalportall DesktopService ACls: 0

[+] cn=SunPartalportall SubscriptionsService o A o .

[+] en=SunSE0AdapterSenice Object Class: top, organizationalunit, iplanet-am-managed-people-container
L] ch=Taop-level Admin Role Children: 3
[ ] cn=Top-level Help Desk Admin Role

L] cn=Top-level Palicy Admin Rale

L1 cn=iPlanetabAuthConfiguration View Options

[+] ch=iPlanetabUserService .

L] ch=out=People_dei=yvm_dci=fatwire_doi=corm Filter: IFU” Marne (cn) v I

[+] ch=srapGatewayAccessSarvice Erter & string to be matched or an LDAP fitter .

[+] ch==rapketFileService
[+] ch=srapMetletSerice Display: I 2 levels W

+] cn=srapProxyletService
H D:CDmpmun)?t;Sample Show Leaf Entries {Jowest-level entries)

[+] o=DeweloperSarmple [ show Configuration Sufiixes

[+] o=EnterpriseSample -
[] o=Internet Refresh View

[+] au=ClientData
[+] au=DSAME Users

[+] au="WERFProducersportal

[+] au=agents

[+] au=services

[+] sunPortaladminPaortalDomainlD=defaultDomain

v
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10. Under the ou=People node, select the user whose password you want to modify. then
click Edit Entry in the “ Selected Entry” area.

APFPLICATIONS WERSION REFRESH LOG OUT

1 Ol wrm 1

Java™ System Directory Service Control Center

Directary Servers = rhod Owlym fatwire.com: 389

‘ Server Operation ‘ Suffixes ‘ Entry Management ‘ Schema ‘ Security ‘ Server Configuration

J Browse | Search | Access Control | FPassword Paolicies |

rho10wl.vm.fatwire.com:389 - Browse Data

You can browse LDAP data on this tab. To browse down the Directary Information Tree (DIT), click +. To browse up the DIT, use the View DM drop-down list. To
hide the upper levels ofthe DIT, select a DM and =et it as the View DM by clicking Use Selected Entry. To filter entries, use the Yiew Options settings.

View DN: | ou=Feaple w Use Selected Entry

[+] au=FPeople

L] Uid=anonymous
[ ] vid=authles=anonymaous

| Edit Entry |”De|ete Entry... || Mew Entry... || Search... |

. uid=amAdmin,ou=Feaple,dc=vm, di=fatwire de=cam

ACls: ]

Object Class: iplanetam-user-service, iplanet-am-managed-persan, top, inetadmin,
organizationalperson, person, sunamauthaccountlockout, inetuser,
sunssoadapterperson, iplanetam-session-service, sunportalnetletservice,
iplanetpreferences, sunportalportall desktopperson, sunpaoralproxyletzervice,

inetorgperson, sunpartalgat yacce enice, sunpartalnetfileserice
Children: ]
View Options
Filter: |Fu|| Marne (cr " |

Erter & string to be matched or an LDAP fiter.
Display: I 2 levels W
Show Leaf Entries {Jowest-level entries)

O show Configuration Suffixes

Refresh View
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11. Enter the new password into the Passwor d and Confirm Password fields, then click
OK.

APFPLICATIONS WERSION REFRESH LOG OUT

User root Server: rhol0 faty arm

Java™ System Directory Service Control Center

Sun™ Micrasystems, Inc.

Directory Servers = rhol Owlym fatwire.com: 389 Data Browse = amAdmin Properies

J Entry Overview | Text View |

rho10wl.vm fatwire.com:389 - amAdmin - Entry Overview

Required Aftributes * Other
Allowed Attributes

* Indicates required field

Required Attributes

*Full Name {cn):  [amAdmin

2« Backto top

Allowed Attributes

First Name (givenname): |

User ID {uid): amAdmin

Password (userPassword): |*-m*m

Confirm Password: Ia—a—a—a—a—a—a—a—

E-mail {mail): |

Telepl Number {telepl Number):

Fax Number {facsimileTelephoneNumber):

Locality {l):

Organizational Unit {ou):

aci:

adminRole:

|
|
|
Organization {o): |
|
|
|
I

audio:

12. Repeat steps 10 an 11 for each additional user whose password you want to modify.
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This chapter explains how to set up OpenLDAP for use with Content Server.

Note
You must set OpenLDAP befor e you run the CS LDAP integrator.

It contains the following sections:

OpenLDAP Commands

Installing OpenLDAP

Configuring OpenLDAP

Adding Content Server Schemato OpenLDAP
Modifying User Passwords
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OpenLDAP Commands

This section contains the most commonly used OpenL DA P commands. Useit asa
reference when configuring OpenLDAP for use with Content Server.

Starting OpenLDAP

Note

This section assumes that the s1apd daemonislocated in /usr/local/libexec.
Depending on your installation, the daemon might be located el sewhere. In such
cases, substitute the correct path in the commands listed in this section.

To start OpenLDAP normally, use the following command:
/usr/local/libexec/slapd

To start OpenLDAP with full debugging (useful when diagnosing configuration issues
and installing Content Server), use the following command:
/usr/local/libexec/slapd -h 'ldap:///' -4 0x5001

Searching an OpenLDAP Server
To search an OpenLDAP Server, do the following:

SOFTWARE

1.

Execute the following command:

ldapsearch -x -D "cn=Manager,dc=<domain>,dc=<extension>" -W
-b ''" -s base ' (objectClass=*)' namingContexts

where <domain> and <extensions arethe values you specified in step aon
page 136.

When prompted for a password, enter the Root DN user password you specified in
step d on page 137.

A typical response from the 1dapsearch command looks as follows:
Enter LDAP Password:

# extended LDIF

#

LDAPvV3

base <> with scope baseObject

filter: (objectClass=*)

requesting: namingContexts

H+ H HF= H H*

#
dn:

namingContexts: dc=fatwire,dc=com
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# search result
search: 2

result: 0 Success

# numResponses: 2

# numEntries: 1

Adding an LDIF File to an OpenLDAP Server

To add awell-formed LDIF file to your OpenLDAP Server, use the 1dapadd command:
ldapadd -D 'cn=Manager,dc=<domain>,dc=<extension>'

-w <root dn password> -f <LDIF file name>
where:

<domain> and <extension> arethe values you specified in step a on page 136.

* <root dn passwords iSthe Root DN user password you specified in step d on
page 137.

<LDIF file name> iSthe name of the LDIF file you are adding.
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Installing OpenLDAP

This section explains how to install OpenLDAP.

Note

OpenLDAP is bundled with most Linux distributions. If OpenLDAP is aready
installed on your system, skip this section.

To install Open LDAP
1. Download the OpenLDAP tgz archive from the OpenLDAP web site:
http://www.openldap.org/
For example: openldap-stable-20070110.tgz
2. Decompressthe archive:
- If you are using GNU, use the following command:
tar-xvzf openldap-stable-20070110.tgz
- If you are not using GNU, use the following command:

gzip -d openldap-stable-20070110.tgz ; tar -xvf openldap-
stable-20070110.tar

Session Edit View Bookmarks Settings Help

egandt@linux—gandt:~/shared/openldap> tar -xzf openldap-stable-zZ0070110.tgz -
egandtBlinux-gandt:~/shared/openldap> ls

openldap-2.3.32 openldap-stable-20070110.tgz
egandtPlinux-gandt: ™/ shared/openldap? cd openldap-Z.3.32/
egandtPlinux-gandt:~/shared/openldap/openldap-2.3.32> ls

aclocal .m4 CHAMGES configure.in doc libraries README
ANMMOUMCEMENT  clients contrib include LICENSE SETVErS
build configure COPYRIGHT IMNSTALL Makefile.in tests

egandtBlinux-gandt:~/shared/openldap/openldap-2.3.32> . /configure [

o | . Shel
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3. Change to the directory containing the OpenLDAP source. For example:
cd openldap-2.3.32

Session Edit View Bookmarks Settings Help

egandtBlinux-gandt: ™/ shared/openldap?> ls

openldap-2.3.32 openldap-stable-z20070110 . .tg=z
egandtPlinux-gandt:~/shared/openldap> cd openldap-Z.3.32/
egandtPlinux-gandt: ™/ shared/openldap/openldap-2.3.32> ls

aclocal .m4 CHANGES configure.in doc libraries README
AMMOUMCEMEMT  clients contrib include LICENSE SETVETS
build configure COPYRIGHT INSTALL Makefile.in tests

egandt@linux-gandt:~/shared/openldap/openldap-2.3.32> . configzure [J

egandt@linux-gandt:™/shared/openldap? tar -xzf openldap-stable-zZ0070110.tgz

o | - She

4. Configure the OpenLDAP source as follows:
./configure --enable-crypt --with-tls

Session Edit View Bookmarks Settings Help

conflg.status: creatlng servers/slapd/back-sgl/Makefile
config.status: creatlng servers/slapd/shell-backends/Makefile
config.status: creating servers/slapds/slapisMakefile
config.status: creating servers/slapd/overlays/Makefile
config.status: creating servers/slurpd/Makefile
conflg.status: creatling tests/Makefile
config.status: creatlng testssrun
config.status: creatlng tests/progs/Makefile
config.status: creating includesportable.h
config.status: creating includesldap_features.h
confilg.status: creating include/lber_tupes.h
confilg.status: executing depfilles commands
config.status: executing default commands
Making servers/slapd/backends.c

Add config

Add 1dif

Add bdb

Add hdb

Add monitor

Add relay ...
Making servers/slapd/overlays/statover.c

Add syncprowv .
Flease run "make depend" to build dependencies
egandtBlinux-gandt:~/shared/openldap/openldap-2.3.32> make deg[]

o | - She

The suggested options are:
- --enable-crypt — enables password encryption
- --with-tls — enables TLS/SSL support

Note

If you want to customize OpenL DAP for your system, run
./configure --help for acompletelist of configuration options.
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5. Compile OpenLDAP dependencies: make depend
6. Compile OpenLDAP: make
7. Install OpenLDAP: make install

Note
By default, OpenLDAP isinstalled in /usr/local.

Configuring OpenLDAP

This section shows you how to configure your OpenLDAP installation.
1. Editthe 1dap.conf file asfollows:

Note

If you installed OpenLDAP manually by following the stepsin the previous
section, ldap.conf islocatedin /usr/local/etc

a. Specify your Base DN. Locate the following line (or createit if it does not exist):

BASE dc=<domain>,dc=<extension>

where <domain> and <extensions are, respectively, the domain and TLD of
your LDAP server.

The Base DN for OpenLDAP should always betwo dc’'sin length. For example, if
your full domainisvm. fatwire.com, your Base DN would be fatwire.com,
and your BaAsE line would look as follows:

BASE dc=fatwire,dc=com
b. Specify your URI(s). Locate the following line (or create it if it does not exist):
URI ldap://<hostanme or IP> ldap://<hostanme or IP>

Enter the host names and/or | P addresses on which on which OpenLDAP isto
listen for connections. Separate the entries with spaces. For example:

URI ldap://127.0.0.1 ldap://localhost 1ldap://172.19.1.2

2. Editthe s1dapd.conf file asfollows:

Note

If you installed OpenLDAP manually by following the stepsin the previous
section, sldapd.conf islocatedin /usr/local/etc

a. Locate the following section:

access to *
by self write
by users read

and replace it with:
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access to *
by dn="cn=Manager,dc=<domains>,dc=<extension>" write
by self write
by users read
by anonymous auth

where <domain> and <extensions are the values you specified in step la
b. Specify your suffix. Locate the following line (or create it if it does not exist):

suffix dc=<domains>,dc=<extensions>

where <domain> and <extensions> are the values you specified in step la

c. Specify your Root DN user. (The Root DN user is used to access the LDAP
Server.) Locate the following line (or createit if it does not exist):

rootdn cn=<user name>,dc=<domains>,dc=<domains>

Enter Manager asthe user name and replace <domain> and <extensions with
the values you specified in step la.

d. Specify apassword for the Root DN user. Locate the following line (or create it if
it does not exist):

rootpw<passwords>

Note

The password can be either encrypted or unencrypted. (Encrypted passwords
start with {ssHA}). If you wish to use an encrypted password, do the
following:

1. Generate an encrypted password (hash) using the s1appasswd command.
The command generates avalid encrypted password (hash) and printsit to
the terminal.

2. Perform step e below.

e. (Optional) If you chose to use an encrypted password in the previous step, set the
password typeto SHA. Locate the following line (or create it if it does not exist):

password-hash {SSHA}
This sets the password type to SHA (the default). You can set other password
types; see the OpenL DAP documentation for more information.

3. Edit the core. schema file asfollows:

Note

If you installed OpenLDAP manually by following the stepsin the previous
section, core.schema islocated in /usr/local/etc/schema.

a. Locate the following section:

objectclass ( 2.5.6.17 NAME 'groupOfUniqueNames'

DESC 'RFC2256: a group of unique names (DN and Unique
Identifier)!

SUP top STRUCTURAL
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MAY ( businessCategory $ seeAlso $ owner $ ou $ O
$ description $ uniqueMember) )

MUST ( uniqueMember $ cn )
Comment the section out by placing a # character at the beginning of each line.
Then insert the following modified section after it:

objectclass ( 2.5.6.17 NAME 'groupOfUniqueNames'

DESC 'RFC2256: a group of unique names (DN and Unique
Identifier)!

SUP top STRUCTURAL

MAY ( businessCategory $ seeAlso $ owner $ ou $ O
$ description $ uniqueMember) )

MUST ( cn )

The difference between the original and modified sectionsisthelast line:
MUST ( uniqueMember $ cn ) becomes MUST ( cn )

OpenLDAP is now configured.
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Adding Content Server Schema to OpenLDAP

This section shows you how to add Content Server schemato your OpenLDAP server.

SOFTWARE

To configure OpenLDAP for Content Server

1.

Create an LDIF filenamed pre cs openldap.1dif with the following contents:

version: 1

dn: dc=<domain>,dc=<extensions
objectClass: dcObject

objectClass: organization

dc: fatwire

description: OpenLDAP pre cs_setup
o: Fatwire Software

# LDAP Manager Role
dn: cn=Manager,dc=<domain>,dc=<extension>
objectclass: organizationalRole

cn: Manager

# add the organizational Unit People

dn: ou=People,dc=<domain>,dc=<extension>
objectClass: organizationalUnit
objectClass: top

ou: People

# add the organizational Unit Group

dn: ou=Groups,dc=<domains>,dc=<extension>

objectClass: organizationalUnit

objectClass: top

ou: Groups

where <domain> and <extensions arethe values you specified in step aon
page 136.

Thefile will create a new organization (fatwire) containing two sub-organizations
(Groups and People) and the Manager user. The Manager user will be used to
access the LDAP server.

Addthepre cs openldap.1dif filetoyour OpenLDAP server. Execute the
following command:

ldapadd -D 'cn=Manager,dc=<domain>,dc=<extension>'
-w <root dn password> -f pre cs openldap.ldif

where:
- <domain> and <extension> arethe valuesyou specified in step a on page 136.

- <root_dn passwords isthe Root DN user password you specified in step d on
page 137.
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3. Test your OpenLDAP server. Execute the following command:

ldapsearch -x -b 'ou=Groups,dc=<domain>,dc=<extension>'
' (objectclass=*)"

where <domain> and <extension> arethe values you specified in step aon
page 136.

An example response from the 1dapsearch command looks as follows:
extended LDIF

#
#
# LDAPv3

# base <ou=Groups,dc=fatwire,dc=com> with scope subtree
# filter: (objectclass=*)

# requesting: ALL

#

# search result
search: 2
result: 0 Success

# numResponses: 1

If thepre cs openldap.1dif file was successfully inserted into the LDAP server,
the result: lineindicates success, at which point you are ready to run the Content
Server LDAP integrator. For instructions, see the LDAP Integration Guide.
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Modifying User Passwords

When you ran the Content Server LDAP integrator, all Content Server users (except
fwadmin, ContentServer, and DefaultReader) Were assigned the password which
you entered in the “ Content Server Configuration” screen. For security reasons, you might
want to manually assign unique passwords to those users.

Note

If you chose to use encrypted passwords when you configured OpenLDAP, you
must change the passwords for all users on your CS system, or your Content
Server ingtallation will not function properly. Thisis because the CSLDAP
integrator writes user passwords into OpenL DAP as plaintext, but OpenLDAP
expects password hashes.

The following table shows the passwords you must assign to your Content Server users:

DefaultReader SomeReader
ContentServer The password you supplied during CSinstallation
fwadmin The password you supplied during CSinstallation

All other users on your CS The password you supplied during CS LDAP integration
system

This section covers the following methods for changing passwords in OpenLDAP:
* Modifying User Passwords Using an LDAP Browser
* Modifying User Passwords Using the Idapmodify Command

Modifying User Passwords Using an LDAP Browser
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This section shows you how to modify user passwords using the free LDAP Browser/
Editor program available at http://www-unix.mcs.anl.gov/~gawor/ldap/.

To modify user passwords in OpenLDAP using an LDAP browser

1. Download and install the LDAP browser.
2. Startthe LDAP browser: . /1be.sh
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3. Click the Quick Connect tab.

J. ¢ Connect

[ session List(| Quick Connect
Connection |

Host Info
Host | | Port | | Version: ET
Base DN: -
Fetch DNs []ssL Anonymous hind

User Info
User DN: [] append base DM

Password:

| Connect || Cancel |

4. Fill out the fields as follows:

Hostname The host name of your OpenLDAP server.

Port 389

Version 3

Base DN The Base DN you specified in step a on page 136.

Anonymousbind | Yes (select check box)

User DN cn=Manager

Append base DN | Yes (select check box)

Password The Root DN user password you specified in step d on
page 137.

5. Click Connect.
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6. Intheleft-hand tree, expand the ou=People node.

g . LDAP Browser|Editor v2.8.2 - [Idap:f127.0.0.1/dc=fatwire dc=com] -.!:','a

File Edit Yiew LDIF Help
¢[@8|[n]x%[o][»| 7] s8]
[ cie =fatwire, de=com [ astribute [alue |
o [ cn=Manager g userP_ass_word BINARY (&)
¢ [ ou=People s|description |Boss Portal ldapuser User for test LD
- |j objectClass top
= EEIIEEr §§ objectClass arganizationalPerson
o [ ou=Croups ‘lobjectClass person
HE Idapuser
ilen Icfapuser
K I D
Ready. [u

Double-click the user whose password you want to change and press Ctrl-E.

8. The plaintext password written by the CS LDAP integrator appearsin the
user Password field. Click Set.

- _ Edit - [en=ldapuser, ou=People, dc=fatwire,dc=com] -..r:,'}
File Edit

objectClass: [top

objectClass: |organizationalPerson

objectClass: |person

userPassword: |IESImE || Yerify || Set || Save as || Insert from

description: ||Boss Portal Idapuser User far test LDAP integration
sn: |ldapuser

cn: (ldapuser

9. Inthe pop-up window, enter the user’s password and click Set.

3 . Generate Passwurd_.,‘:’_-‘-';}

Enter password: |

The password appearsin its encrypted form.
10. Click Apply to save the new password.

Edit - [cn=ldapuser, ou=People, dc=fatwire dc=com] -,r:',}

File Edit

objectClass: |top
objectClass: |organizationalPerson
objectClass: |person

userPassword: |{SHA}Or?xoUzOzSDWzoksngqSthRsl| Yerify ” Set ” Save as ” Insert from

description: [|Boss Portal Idapuser User for test LDAP integration

sn: |ldapuser

o |ldapuser
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11. Repeat steps 710 for each user whose password you want to change. When you are
finished, test your integration by logging in to Content Server.

Modifying User Passwords Using the Idapmodify Command

SOFTWARE

The 1dapmodi £y command provides you with an interface in which you can enter valid
LDIF statements to make changes to the configuration of your OpenLDAP server. This
section shows you how to use the 1dapmodi £y and sldappasswd commands to change
the passwords of LDAP users.

To modify user passwords in OpenLDAP using the 1dapmodify command

1. Generate an encrypted password for each user. Run the s1dappasswd command and
enter the plaintext password which you want to encrypt. The command outputs the
encrypted password (hash) to the terminal. For example:

{SSHA}ydUT5RCpBAUSOPOPW8gaHnsmYmL1mUL8

Note

If you are generating hashes for a large number of users, it isagood ideato store
the hashesin afile, so that you can easily retrieve them in step 3. When you finish
this procedure, make sure that you destroy the file in which the hashes are stored.

2. Executethe 1dapmodify command as follows:

ldapmodify -D 'cn=Manager,dc=<domain>,dc=<extension>'
-w <root dn password>

where:
- <domain> and <extension> arethe valuesyou specified in step a on page 136.

- <root_dn passwords isthe Root DN user password you specified in step d on
page 137.

When the command returns a blank line, you are ready to input LDIF statements.
3. Change the user’s password. Issue the following commands:
a. dn:cn=<user name>,ou=People,dc=<domain>,dc=<extension>

where user name isthe user name of the user whose password you want to
change, and <domain> and <extensions> are the values you specified in step a
on page 136.

b. changetype:modify
replace:userPassword
d. userpassword:<password hash>

where <password_hash> isthe hash generated by the s1dappasswd command
in step 1 of this procedure.

e. PressCtrl+D.

f. Repeat steps a—e for each user whose password you want to change. When you are
finished, press Ctrl+C to terminate the 1dapmodi £y command.
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Chapter 12

Setting Up the WebLogic 9.x Embedded
LDAP Server

This chapter provides instructions on setting up the currently supported WebL ogic
Embedded LDAP Server for use with Content Server.

Note
You must set up WebL ogic LDAP before you run the CS LDAP integrator.

This chapter contains the following sections:
» Enabling the WebL ogic Embedded LDAP Server
* Modifying User Passwords
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Enabling the WebLogic Embedded LDAP Server

Enabling the WebLogic Embedded LDAP Server

This section explains how to enable the Webl ogic Embedded LDAP Server.

To enable the WebLogic Embedded LDAP Server

1. Logintothe WebL ogic Server Administration Console.

2. Inthe“Domain Structure’ tree at the left, click your WebL ogic portal domain.

3. Set the Embedded LDAP password:
a. Intheworkspace, select the Security tab, then select the Embedded L DAP sub-tab.
b. Inthe“Change Center” panein the upper left, click Lock & Edit.

c. IntheCredential field, enter the desired Embedded LDAP password. Reenter the
password in the Confirm Credential field for verification.

d. Click Save
=  WEBLOGIC SERVER

o
5'hea ADMINISTRATION CONSOLE

Change Center Welcome, weblogic Connected to: portalDomain firtHome | Log Out | Preferences | Help | AskBEA

. Home > portalDomain
Wiew changes and restarts e

Click the Lock & Edit button to Settings for portalDomain
modify, add or delete items in
this dormain.

Configuration  Monitoring  Control | Security | Wweb Service Security  Motes

General | Filer  Unlock User | Embedded LDAP | Roles | Policies

Click the Lock & £dit button in the Change Center to modify the settings on this page.

Domain Structure

portalDamain This page allows you to configure the embedded LDAP server for this Weblogic Server domain,

F-Environment

eployments
ervices A3 Credential: l:l The credential (usually a password) used to connect to the embedded LDAP server. More
ecurity Realms T3
nteroper ability
+-Diagnostics
&5 confirm Credential: l:l Enter the credential again, More Info...
How do I... ]
8 Configure the embedded LDAP &5 Backup Hour: The hour at which the embedded LDAP server should be backed up, More Info...
sErver
& Configure Authentication and & Backup Minute: The minute at which the embedded LDAP server should be backed up. Maore Infa...
Identity Assertion providers
System Status &l &5 Backup Copies: The maximum number of backup copies that should be made for the embedded LDAP

server, More Info...

Health of Running Servers

&5 |- Icache Enabled Specifies whether a cache is used with the embedded LDAR server, Mare Info,.,

| Failed (@)

. &5 Cache Size: The size of the cache (in kilobytes) that is used with the ermbedded LDAP server, Maore
| Critical (0% Irfo...
Crverloaded (0)

&3 cache TTL: The time-to-live of the cache {in seconds) that is used with the embedded LDAP server.

[ Wwarn (0) More Info...

_ 0K (1) @g Refresh Replica At Startup Specifies whether a Managed Server should refresh all replicated data at boot time. (This

iz useful if you have made a large armount of changes when the Managed Server was not
active, and you want to download the entire replica instead of having the Administration
Server push each change to the Managed Server.) More Info...

&5 | |Master First Specifies whether a Managed Server should always connect to the master LDAP server
{contained in the Administration Server’, instead of connecting to the local replicated
LDAP server (contained in the Managed Server), Mare Info..,
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4. Create an Embedded LDAP authentication provider:
a. Inthe“Domain Structure” tree, click Security Realms.
b. Intheworkspace, click myrealm and select the Provider stab.

WEBLOGIC SERVER

4 .
hea ADMINISTRATION CONSOLE

Change Center Welcome, weblogic Connected to: portalDomain Log Out | Preferences | Help | AskBEA

View changes and restarts Home = portalDomain = Summary of Security Realms = myrealm = Providers

Pending changes exist. They Settings for myrealm
rmust be activated to take effect.

Configuration  Users and Groups  Roles and Policies  Credential Mappings | Providers | Migration
Undo &ll Chanigss Authentication | suthorization | adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores

Domain Structure An Authentication provider allows WeblLogic Server to establish trust by validating a user. You rust have one Authentication provider in a security realm,
. and you can configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to access different
portalDamain data stores, such as LDAP servers or DBMS, You can also configure a Realm adapter Authentication provider that allows you to work with users and

groups from previous releases of Wweblogic Server.

[ Customize this table

Authentication Providers

Hi dol...
A E Hews | Showing 1 -5 of 5 Previous | Next

@ Configure Authentication and ] | Name Description Wrerttam
Identity Assertion providers
8 Manage security providers [ | soLauthenticator Provider that performs DBMS authentication 1.0
& Set the 1445 control flag [ | WeRPIdentity asserter WSRP 8.1 Compatibility, Identity Asserter Provider 10
® Re-order Authentication providers [] | Defaultidentity sssertar ‘Wieblogic Identity Assertion provider 1.0
[ | samLIdentityAssertar ‘Wieblogic SAML Identity Assertion Provider. Supports Security Assertion Markup Language v1.1, 2.0
System Status If‘
[ | saMLAUthenticator ‘Weblogic SAML Authentication Pravider, 1.0
Health of Running Servers
Mew | Showing 1-Sof S Previous | Next
[ Failed ()
[ Critiral (Y
c. Click New.

d. Inthe Namefield, enter aname for the authentication provider.

e. Inthe“Type" drop-down list, select DefaultAuthenticator.

f. Click OK. The new authentication provider appears in the provider list.
5. Inthe“Change Center,” Click Activate Changes.
6. Stop the admin server.
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Modifying User Passwords

This section shows you how to modify user passwords in WebL ogic LDAP Server.

To modify user passwords in WebLogic LDAP Server

1. Logintothe WebL ogic Server Administration Console.
2. Inthe“Domain Structure” tree, click Security Realms.
3. Intheworkspace, click myrealm and select the Users and Groups tab.

Change Center Welcome, weblogic Connected to: PortalDomain %y Home | Log Ou references Help AskBE
View changes and restarts Home = Summary of Security Realms = myrealm = Users and Groups = Summary of Security Realms = myrealm > Users and Groups
Click the Lock & Edit button to Settings for myrealm
modify, add or delste items in
this demain Configuration |Users and Groups | Roles and Policies  Credential Mappings Providers = Migration

Lock & Edit Users = Groups

This page displays information about each user that has been configured in this security realm.

Domain Structure

PortalDomain
[-Environment
i-Deployments Users

ervices -
Showing 1-10 of 15 Previous | Next
ecurity Realms m 9 |

 Customize this table

* Leroperability [~ | Name & Description Provider
[-Diagnostics
I~ | Arthur LDAPProvider
Howdo G I~ | Connie LDAPProvider
& Manage users and groups [~ | Conrad LDAPProvider
9 Create users |~ | ContentServer LDAPProvider
5 ’
Modify users I~ | DefaultReader LDAPProvicer
5 Delete users ) }
[~ | Desiree LDAPProvider
firstsite LDAPProvider
System Status & )
[ [fwadmin LDAPProvider
Health of Running Servers
I~ | Mark LDAPProvider L
Failed (0
| alled (0) I | Martha LDAPProvider

Critical (0)
| Showing 1 - 10 of 15 Previous | Next
Overloaded (0) l_‘m
[ [BNES

4. Click the user whose password you want to change.
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The workspace displays the “ Settings for user name” screen:

Settings for firstsite

General | Passwords  Groups

Save

Use this page to change the description for the selected user.

Name: firstsite The login name of this user. More Info...
Description: A short description of this user. For example, the user's full name. More Info...
Save

5. Select the Passwords tab and enter the new password into both fields.

Sefttings for firstsite

General | Passwords | Groups

Save

Use this page to change a user's password.

New Password: I’W*mm | The new password of this user. More Info...
Confirm New Password: I’W*mm | The confirmed new password of this user. More Info...
Save
6. Click Save.

A confirmation message appears.

Messages

[# Settings updated successfully.
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Chapter 13
Setting Up Oracle Directory Server 10.x

SOFTWARE

This chapter provides instructions for setting up the currently supported version of Oracle
Directory Server (ODS) for use with Content Server.

Note
You must set up ODS befor e you run the CS LDAP integrator.

This chapter contains the following sections:

Start/Stop Commands

Installing Oracle Directory Server

Accessing Oracle Directory Manager

Configuring ODS Password Security for Content Server
Modifying User Passwords

Deleting Users

Connecting to ODS Using an LDAP Browser
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Start/Stop Commands

This section lists commands for starting and stopping Oracle Directory Server.

* Tostart:
<oracle home>/opmn/bin/opmnctl startproc ias-component=0ID
* Tostop:

<oracle home>/opmn/bin/opmnctl stopproc ias-component=0ID

Installing Oracle Directory Server

This section shows you how to install Oracle Directory Server for use with Content Server.

A. Pre-Installation Steps

Complete these steps before installing Oracle Directory Server.
1. Download the following packages from Oracle's website:
- Oracle Identity Management Infrastructure
- Oracle ldentity Federation

2. Create atemporary directory and decompress the installation packagesto this
directory using the following command:

cpio idmv < <cpio file>
where <cpio files> isthe name of the package you want to decompress.

3. Create anew user account to run Oracle Directory Server (named oracledir in our
example).

Note

If you have previously created a user to run Oracle applications on your system,
skip this step. In such case, whenever the stepsin the remainder of this chapter
prompt you to provide the user name of your Oracle user, you must use your
existing Oracle user.

a. Create an Oracle group:
groupadd oracledir
b. Create an Oracle user:

useradd -g oracledir -m -h <user home dir> oracledir
where <user _home dirs isthe Oracle user’s home directory.

c. Setapassword for the Oracle user:

passwd oracldir

Configuring Third-Party Software: Version 7.0.1
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If you areinstalling on Linux, do the following (otherwise, skip this step):

a. Addthefollowing linesto thefile /etc/sysctl.conf:

kernel
kernel
kernel
kernel
kernel
kernel

.shmall
.shmmax = 2147483648
.shmmni = 4096
.msgmnb=65535
.msgmni=2878

.sem = 256 32000 100 142

2097152

fs.file-max=131072

net.
net.
net.
net.
net.

ipv4

core.
core.
.rmem_max=262144

core

core.

.ip_local port range

rmem default=262144
wmem_default=262144

wmem max=262144

b. Run the following command: sysctl

= 1024 65000

-p

c. Addthefollowinglinesto /etc/security/limits.con:

oracledir soft nproc 2047

oracledir hard nproc 16384
oracledir soft nofile 1024
oracledir hard nofile 65536

5. Login asthe Oracle user.
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B. Install Oracle Directory Server

1. Completethe pre-installation stepslisted in “A. Pre-Installation Steps,” on page 152 if
you have not already done so.

2. Changeto the temporary directory into which you decompressed the Oracle Directory
Server packages. Within the temporary directory, change to the bisk1 subdirectory.

Start theinstaller: . /runInstaller
In the “Welcome” screen, click Next.

Oracle Universal Installer; Welcome

Welcome

The Oracle Universal Installer guides you through the installation and configuration of
your Oracle products,

Click "Installed Products..." to see all installed products,

Deinstall Products. .. )l

Apout Qracle Universal Installer...)l

Help )l Installed Products. .. )l Back: Install Cancel
ORACLE

Note: 3a. and 3b only occur if no other Oracle Software was previoudly installed

Configuring Third-Party Software: Version 7.0.1

SOFTWARE



Chapter 13. Setting Up Oracle Directory Server 10.x

155
Installing Oracle Directory Server

5. If no Oracle products have been installed on this machine, do the following
(otherwise, skip this step):

a. Inthe“Specify Inventory Directory and Credentials’ screen, specify the location

of the Oracle inventory directory and specify the system group of your Oracle
user, then Click Next.

racle Universal Installer: Specify Inventory directory and credenti

Specify Inventory directory and credentials

¥ou are starting wour first installation on this host. As part of this install, wou need ta specify a
directory for installer files. This is called the "inventory directon. Within the inventory directory, the
installer automatically sets up subdirectories for each product to contain inventory data and will
cansume typically 150 Kilobwtes per product.

Enter the full path of the inventory directony

|,fhome,foracledir,foraln\rentorv

Browse. ..

¥ou can specify an Operating System group that has write permission to the abowve inventory directons
You can leawe the field blank if wouswant to perfarm the abowe operations as a SUperuser.

Specify Operating Sstem group name:
oracledir

Help )l Installed Products. .. )l

Install Cancel
ORACLE

b. When the following pop-up dialog appears, run the requested script as the root
user, then click Continue.

Oracle Universal Installer,

Certain actions need to be perfarmed with roat privileges
before the install can continue. These actions are stored in a
shell script named
fhomeforacledirfaralmventoryforainstRoot. sh.

Please execute the
ShomeforacledirfaralnventoryforainstRoot. sh script now
fraom anather window, then click "Cantinue" to continue the
install.

Help)l Continue gancel)l
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6. Inthe“Specify File Locations’ screen, confirm the path and name of the destination
directory, then click Next.

Specify File Locations

Source

Enter the full path of the file representing the product{s) wou want ta install:
Path: |qu1,fDownIoads;Diskljstage;products.xml Browse...

Destination

Enter or select a name for the installation and the full path where wou want to install the product.
Marme:

Path: | Ju0l/softwarefAppsfOracle10/dirsery Browse. ..

Apout Qracle Universal Installer...)l

Help )l Installed Products. .. )l Back | Mext )l Install Cancel
ORACLE

7. Inthe“Select aProduct to Install” screen, select the Oracle Application Server
Infrastructure radio button and click Next

Oracle Universal Installer: Select a Product to Install

Select a Product to Install

T Oracle ldentity Faderation 10g

Oracle Identity Federation is a standalone, standards-based federated identity management solution enabling
enterprizes to form trusted relationships across disparate security domains quickly and securely.

® Oracle Application Server Infrastructure 10g

This option installs ldentity Management services and Metadata Repository for Oracle Application Server
Middle-Tier Servers. Thiz selection includes an option to create a new Oracle Internet Directory. Included
components are Oracle Database, Oracle Internet Directory, Oracle Application Server Single Sign-Cn, Oracle
Application Server Certificate Authority and others.

Product Languages...

Help )l Installed Products. .. )l Back | Mext )l Install Cancel
ORACLE
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Inthe “ Select Installation Type” screen, select the | dentity Management and
Metadata Repository radio button and click Next.

Oracle Universal Installer: Select Installation Type

Select Installation Type
Oracle Application Server Infrastructure 10g 10.1.4.0.1

YWhat type of installation do wou want?
& |dentity Management and Metadata Repositary (4.01CE)

Thisz option installs and configures ldentity Management services {(Oracle Internet Directory, Single Sign-on,
Delegated Administration Service, Directory Integration Platform, and Certificate Authority) and an Qracle
10.1.0.5.0 databasze containing the Oracle Application Server Metadata Repository. (Requires 1024 MEB RAM
configured on your machine)

T ldentity Management (1.26CE)

This option installs and configures ldentity Management services (see abowve for component list). To
configure Oracle Internet Directory or Certificate Authority, you need an existing Oracle Application Server
Metadata Repository. {Requires 1024 MEB RAM configured on your machine)

T Matadata Repository (4.01CE)

This option installs a new Oracle 10.1.0.5.0 database containing the Cracle Application Server Metadata
Repository. This Repository can be used by Qracle Application Server instances and/for ldentity Management
services. (Requires 1024 MEB RAM configured on your machine)

Help )l Installed Products. .. )l Install Cancel
ORACLE
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In the next screen, alow the prerequisite check to complete. If any checksfail, resolve
the issue before continuing. When all checks report as successful, click Next.

Note

If you see adialog warning you that port 1521 isin use by an Oracle 10.x
component, click OK. If the dial og reports that an application other than an Oracle
10.x component is using port 1521, you must remedy the situation by following
the instructions shown in the dial og before continuing.

The installer will now werify that the system meets all the minimum requirements for installing and
canfiguring the chosen product. You are required to manually verify and confirm the items that are
flagged as warnings or manual checks. For details on perfarming those checks, click on the item and
see the details at the bottom.

Check Type Status

Checking operating system certification Automatic . B In progress. ..
Checking security kernel parameters Automatic [T Pending...
Checking recommended operating system packages Automatic [T Pending...
Checking glibc installed an the system Automatic [T Pending... N
\::lxlidminn NRACIE RASE lncatinn (if cath Aurtnrnatic (I Pnnrﬁnnl > =

REetry| Stop

[ 0%

Checking operating system certification

|»

Help Installed Eroducts. .. Back: [t Install Cancel

ORACLE'
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10. Inthe “Confirm Pre-Installation Requirements’ screen, select the check boxes for all
itemsin thelist, then click Next.

11. Inthe“Select Configuration Options” screen, click Next without making any changes.

SOFTWARE

Oracle Universal Installer: Confirm Pre-Installation Requirements

Confirm Pre-Installation Requirements

If wour camputer does not meet the minimum reguirements, wou will get errars later in the installation
or when vau run Oracle Application Server Infrastructure.

YWerify that wou hawe met all of the minimum pre-installation requirements listed below, and then select
all of the checkboxes. Far details on perfarming these checks, click the Help button.

Fequirement

Description

1

Help ) Installed Products. .. ) Back.

] Mext ) [rstall ) Cancel )

ORACLE'

Oracle Universal Installer: Select Configuration Options

Select Configuration Options

Select the camponents that vou would like to configure and automatically start at the end of the
installation.

Oracle Application Server Metadata Repository is always configured.

If wou want 1o use an existing Oracle Internet Directory, then do not select it below. The installer will
then prompt wou to enter the location of the existing Oracle Internet Diractony

Ayailable Components:

Description

7

Cracle Application Server Metadata Repository

Configures Oracle Application Server Metadat

7

Oracle HTTP Server

Serves static and dynamic Web content.

7

COracle Application Server Containers for J2EE

Funs Enterprise Java applications.

v

Oracle Internet Directony

Configures an LDAP server far identity and se ::

|»

v

Oracle Application Server Single Sign-0On

Configures a directory-enahled single sign-o

v

Oracle Application Server Delegated Administr...

Provides web-based identity and security ad

v

Oracle Directory Integration Platform

Enahles directory synchronization and user a

-

Oracle Application Server Certificate Authority (..

Creates and manages security certificates.

1

Help ) Installed Products. .. )

[rstall ) Cancel )

ORACLE'

Configuring Third-Party Software: Version 7.0.1

159



Chapter 13. Setting Up Oracle Directory Server 10.x

160
Installing Oracle Directory Server

12. Inthe “ Specify Port Configuration Options’ screen, select Automatic and click Next.

Oracle Universal Installer; Specify Port Configuration Options

Specify Port Configuration Options

Select the method which wou want to use to configure the ports for Oracle Application Server 10g. If
wiou decide to manually configure the ports, then wou must specify the port numkbers for each port in
a text file and enter the filename below.

Configure Parts

W Autormatic

" Manual:

|,fu0 1fsoftware fAppsfOracle 10 fdirsery staticports. ini Browse

Help )l Installed Products. .. )l

: Install Cancel
ORACLE

13. Inthe “ Specify Namespace in Internet Directory” screen, select the Suggested
Namespace radio button and make arecord of the corresponding field value. Click
Next.

Specify Namespace in Internet Directory

Specify a location, or namespace, in Oracle Internet Directory to contain users, groups, and ldentity
Management palicies. This namespace will be the default |dentity Management Realm.

W Suggested Mamespace: |dc=orac|e|inux,dc=c0m

" Custom Marmespace: |

Example: dc=acme,dc=cam

Help )l Installed Products. .. )l

: Install Cancel
ORACLE
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14. In the “ Specify Database Configuration Options” screen, enter the required database
information, then click Next. Make arecord of the values you enter.

Note

If an Oracle database server resides on this machine, the installer will populate the
fieldsin this screen automatically. However, FatWire strongly suggests that you
you do not use these existing values and instead specify a new, unique SID and

database storage (oradata) directory.

Specify Database Configuration Options

Database Maming
A Global Database Name, typically of the farm "name.damain”, unigquely identifies an Oracle

database. In addition, each database is referenced by at least one Oracle System dentifier (5107,
Specify the Global Database Mame and 51D for this database.

Global Database Mame:  |orcllocalhost. localdomain) SID: arcl

Database Character Set
The number of language groups to be stored determine which database character set to use. See

"Help" for the definition of language groups. For the Unicode database character set, select "Unicode
Standard UTF-8 AL22UTF8"

Select Database Character set: Unicode standard UTF-8 ALZ2UTFE -

Database File Location
Use the file system for database storage. For best database organization and performance, Oracle
recommends installing database files and Oracle software on separate disks.

Specify Database File Location: |,fu01jsoftware,prps,fOracle10,forada1 Browse. ..

Help )l Installed Products. .. )l Back | Mext )l Install Cancel
ORACLE
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screen, select the Use the same

password for all accounts radio button, then and enter and re-enter the desired

16. Inthe “Specify Instance Name and ias_admin password” screen, enter aunigque
instance name and a unique password. Re-enter the password and make arecord of all
valuesin this screen, including the administrator user name (ias_admin). When you

SOFTWARE

password. Make a record of this password, then click Next.

Oracle Universal Installer; Specify Database Schema Passwords

Specify Database Schema Passwords

The Starter Database contains pre-loaded schemas, most of which have passwords that will expire
and he locked at the end of installation. After the installation is camplete, swou must unlock and set new
passwards for those accounts vou wish to use. Schemas used for the database management and paost-
install functions are left unlocked, and passwords for these accounts will not expire. Specify the
passwards for these accaounts.

" Use different passwords for these accounts

lser Mame Enter Password Canfirm Fassword

— e
SYSTEM

SYSMARN

DESHMP

® |lse the same password for all the accounts
Enter Password: |******** Confirm Password:

|wtwtwtwt|

Help )l Installed Products. .. )l Back | Mext )l Install Cancel

ORACLE'

are finished, click Next.

le Universal Installer: Specify Instance Name and ias_admin Past

Specify Instance Name and ias_admin Password
All Oracle Application Server Infrastructure instances installed on a host must have unigque names. The
haostname and domain name of the host are appended to the instance name.

Each Oracle Application Server Infrastructure instance has its own passward, regardless of which user
performed the installation. Passwoards are not shared across instances, even if the instances were
installed by the same user.

The password must have a minimum of 5 alphanumeric characters, maximum 20 characters, and at
least one of the characters must be a number.

Administrator Username: jas_admin

Instance Mame: |oracidir

ias_admin Password: |mmmm"

Confirm Passward: |mmr""|

Help )l Installed Products. .. )l Back | Mext )l Install Cancel

ORACLE'
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click Next.

18. Inthe“Summary” screen, review the configuration choices you have made, then click

SOFTWARE

Installing Oracle Directory Server

Privileged Operating System Groups

SYSDBA and SYSOPER privileges are required to create a database using operating system (05)
authentication. These are granted through membership in the UNEX groups O5DBA and OSOPER,
respectively, and the dba group is usually used far this purpose. You are not a member of this group,
s0 enter the names of the UM groups of which vou are a member, to be used for OSDEA and OSOPER.

Database Administrator (OSDEA) Group |0rac|edir

Database Operator (OSOPER) Group |0rac|edir

Help )l Installed Products. .. )l Install Cancel

ORACLE'

Install. Wait until the installation completes successfully.

Oracle Universal Installer: Summary.

Summary
Oracle Application Server Infrastructure 10g 10.1.4.0.1

[.[»

=-Global Settings
Source: fudl/Downloads/Disklfstage/products. xml
Oracle Home: fuQlfsoftwarefappsfOraclelofdirseny {oracleas 1)
Installation Tywpe: Identity Management and Metadata Repositony
=-Product Languages
L English
CFSpace Requirements
|—,f Required 2.97CE {includes 1327MEB temporand © &wvailable 16 23CE
G-Mew Installations (308 products)
ADF Business Components Config Assistant 10.1.2.0.2
ADF Business Components Config Assistant for agent 10.1.2.0.2
ADF Business Components Runtime Library 10.1.2.0.2
ADF Business Components Runtime for Oracless 10.1.2.0.2

Advanced Queueing (A API 10.1.0.2.0 =

Help )l Installed Products. .. )l Back | [t Cancel

ORACLE'
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19. When the following dialog appears, run the requested script as the root user, then
click OK.

i A configuration script needs to be run as root befare

installation can proceed. Leaving this window open,
open another window and run
fudlfsoftwarefAppsfOracle 10/ID_managementfroot.
sh' as root, then return ta this window and click Ok to
continue.

20. Inthe “Configuration Assistants’ screen, allow all configuration steps to compl ete.
If any of the stepsfail, correct the indicated problem, then re-run the configuration
process. When the configuration process completes successfully, click Next.

Specify Inventory directory and credentials

¥ou are starting wour first installation on this host. As part of this install, wou need ta specify a
directory for installer files. This is called the "inventory directon. Within the inventory directory, the
installer automatically sets up subdirectories for each product to contain inventory data and will
cansume typically 150 Kilobwtes per product.

Enter the full path of the inventory directony

|,fhome,foracledir,foraln\rentorv Browse. ..

¥ou can specify an Operating System group that has write permission to the abowve inventory directons
You can leawe the field blank if wouswant to perfarm the abowe operations as a SUperuser.

Specify Operating Sstem group name:
oracledir

Help )l Installed Products. .. )l

Install Cancel
ORACLE

21. Allow the database configuration to compl ete.
22. Inthe“End of Installation” screen, click Exit.

Note

Make arecord of the information displayed in the “ Please Remember” dialog box
(by copying and pasting it into atext file, for example) for future reference.
Additional configuration information for your installation can be found in thefile,
<ora_home>/config./ias.properties. Specificaly, look for the string,
OIDport. Thisisthe port on which Oracle Directory Server islistening for LDAP
connections.
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C. Post-Installation Steps

Complete these steps to test your Oracle Directory Server installation.
1. Test the management server:
a. Logintothe Management Application using the following credentials:

Note

By default, the URL ishttp://localhost.localdomain:1158/. The
URL for your system is also part of the text file you created in step 22 on
page 164.

User name: ias_admin

Password: <ias admin passwords (you created this password in step 16
on page 162)

b. Login to the Database Management A pplication using the following credentials:

Note

By default, the URL ishttp://localhost.localdomain:5500/em.
The URL for your system is also part of the text file you created in step 22 on
page 164.

Usar name: sys

Password: <db schema passwords> (you created this password in step 15 on
page 162)
Connect As: SYSDBA

2. Testthe LDAP server:
a. Changetothe <oracle homes/bin directory.
b. Run the following command:

./1ldapbind -h localhost -p <OIDport>
where <0IDport > iSthe port number you obtained in step 22 on page 164.
Example output:

bind successful
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Accessing Oracle Directory Manager

1. Changetothe <oracle homes/bin directory:
2. Run thefollowing command: . /oidadmin
3. Inthe“Directory Server Connection” dialog box, click OK.

To use this tool wou must first cannect to a Server.
Click on the OK Button to select a Server...

% ancel| gpplv| Bever‘t)l

4. Add aconnection entry for your Directory Server instance.
a. Inthe“Directory Server Name Manager” screen, click Add.

I:ISer\rer Part Ayailable
Addd
Edlit
Remmye
Help % ancel| gpplv| Bever‘t)l

b. Inthe“Directory Server Connection” pop-up dialog, enter the following val ues,
then click OK.

- Server: localhost
- Port: <o1Dport > (the port number you obtained in step 22 on page 164)

Help | 0K Cancel
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5. Inthe“Directory Server Name Manager” screen, select the new connection entry and
click OK.

Directory Server Name Manager. E]@@

Server Part Ayailable

Add

Edit
Eemowe

Help g] Cancel| Apply| Reven |

6. Inthe Credentialstab of the “Oracle Directory Manager Connect” screen, enter the
following values:

- User: cn=orcladmin

- Password: <db_schema passwords (you created this password in step 15 on
page 162)

Oracle Directory Manager Connect
E, Credentials |

User: || M

Password: |

%a C I e Server: [Iocalhost ] Eﬁ;}
St Fort:

[z89

Inte et Directory ™ SSL Enabed
—

Help Lagin ] Cancel )

Copyright (C) 1998, 2006, Oracle. All rights reserved.
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7. Click Login. Oracle Directory Manager loads.
Oracle Directo : (=)(=])(x]

“ 9 a7 MT

G‘-EiOracle Internet Directory Servers
©B, cn=orcladmin@lacalhost: 289
Arcess Control Management

E?,5'?;l,d\ttrit:|ute Unigueness Manageme
f|Audit Log Managerment
Change Log Management
®-Z|Entry Management

-3 Carbage Collection Management
£ Passwurd Policy Management

-5 Password Werifier Management
85 Plug-in Managernent

£ Replication Management
s‘Schema Management

€Ser\rer Management

£ QSer\rer Chaining Management

Configuring Third-Party Software: Version 7.0.1




Chapter 13. Setting Up Oracle Directory Server 10.x

Configuring ODS Password Security for Content Server

Configuring ODS Password Security for Content
Server
This section show you how to configure password security in Oracle Directory Server to
meet Content Server’s security requirements.

1. Loginto Oracle Directory Manager as cn=orcladmin. For instructions, see
“Accessing Oracle Directory Manager,” on page 166.

2. Inthetree ontheleft, expand the Passwor d Policy M anagement node, then the node
containing your DN (that is, the namespace you selected in step 13 on page 160):

Oracle Directory Manager,

¢ Operation Help

ORACLE

Policies,cn=Cammon,cn=F

HigorclodipAgentiame = IplanetExport
Hiorclodipagemiame =1difimport
Hi#orclodipagentlame=TaggedImpaort
HigorclodipAgentMame = eDirectordmp
HigorclodipAgentMame = eDirectoryExp
HiEorclodipagentName = OpenlDARImport
Hi#orclReferenceMame =orcl. localhost. localdomain
i arclapplicationCommoniame = DASApp
E>Attribute Uniqueness Management

Hi| Audit Log Managerment

E>Change Log Management

E@Entr\x Management

E>—E?:,?Garbage Collection Management

(—)—@Passwurd Policy Management

&= Password Policy for Realm dc

i}

Z L@Password Palicy for Realm dc=araclelinuy, dc=com
] cn=pwdPalicies, cn=Camman, cn=Products,cn=0racleCantext

L= e =default

@G5 Password Yerifier Management

EPIug—in Management

E@Replication Management

—ﬁ%Schema Management

@ server Management

aEEmEEmmE 00000 D

rd Palicy Entries

3. Under the node containing your DN, select the Password Policy for Realm... node.
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4. Increase the password expiration time from 120 daysto 5 years.

In the General tab in the main pane, locate the “Password Expire Time” property. The
default value of this property, expressed in seconds, is10368000 (120 days). Change
thisvalueto 155520000 (5 years).

Oracle Directory Manager

[ IR | a8 [ ORACLE

m Ohjects

Hi#orclodipAgentiame = |plane
Hi# orclodipAgentiame = |difimg
Hi# orclodipsgentlame =Tagge
Hi# orclodipsgentdame =eDired
HiorclodipAgenthlame = eDireg [ Must Supply Old Passward when Madifyir
Hi# orclodipAgentiame=0pen W User Password Rewversilble Encryation
HiforcIReferenceMarme =orcl.lo
i orclapplicationCammonia
E>Anribute Unigueness Manage
—ﬁAud\t Log Management
E>Change Log Management
E@Entr\x Management
E@Garbage Collection Manageme
. Password Paolicy Management

{13 cn=pwdPolicies,cn=Camm - )
L@ - Minimum Age for Password Self-Modify |

~— I Enahle OID Password Policy

[" Reset Password upon Mext Login

™ 0ld Password can be Mew Password

[ Allow Hash Comparisan

Grace Lagin Constraint: [Number of Grace Logins after Password Ex

Mumber of Grace Logins after Password Expiration:

Period for Crace Logins after Passwoard Expiration:

Password Expiry Time:

(15 ch=pweiPalicies, ch= Camm Passwaord Expiration Warning: |604800

L en=default

Display Marne: |Passwurd Palicy for Realm do=araclelinu, ¢

o Schema Management
iServer Management

5. Select the Password Syntax tab.
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6. Configure password syntax constraints as follows:

a. Enablealpha-only passwords (that is, passwords that contain letters, but do not
contain digits). You do this by setting the number of required numeric characters
to none.

Note

Default Content Server passwords are alpha-only. If you are using these
default passwords on your installation, you must enable al pha-only passwords
in Oracle Directory Server.

L ocate the property named Number of Numeric Charactersand changeitsvalue
from 1 (default) to o.

b. Reduce the minimum password length to four characters. L ocate the property
named Minium Number of Charactersfor Passwor d and change its value from
5 (default) to 4.

c. Click Apply to saveyour changes.

Oracle Directory Manager.

ORACLE

=] Passward Syntax

Hi# orclodipagenthame =Iplane
i orclodipagentiarne =Idifimg W Check Password Syntax
Hig orclodipsgentlame=Tagge Mumber of Mumeric Characters:
Hig orclodipsgentiame =eDireq
Hig orclodipagentName =eDireq
Hi#orclodipAgentMame =0pen
Hi#orclReferenceMame=orcllo
L orclApplicationCommanial
E>Attribute Unigueness Manage
Hi| Audit Log Managerment
E>Change Log Management
E@Entr\/hﬂanagement
E@Garbage Callection Manageme

Mumber of Passwords in Histonys |

llegal Password Yalues:

Minimum Mumber of Characters for Password: |5

Minimum NMumber of Alphabetic Characters:

Minimum Mumber of Special Characters

Minimum Mumber of Uppercase Characters:

> Password Palicy Management

Minimum Mumber of Lowercase Characters:

Maximum Mumber of Repeated Characters:

W#} cn=pwdPolicies,cn

LeSlen = default

o Schema Managerment

e
E-ijixServer Management
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Modifying User Passwords

1. Loginto Oracle Directory Manager as cn=orcladmin. For instructions, see
“Accessing Oracle Directory Manager,” on page 166.

2. Inthetree ontheleft, expand the Passwor d Policy M anagement node, then the node
containing your DN (that is, the namespace you selected in step 13 on page 160).

3. Under the node representing your DN, expand the cn=User s node and select the user
whose password you want to modify.

4. Select the Propertiestab.

In the user Password field, enter the new password.

Oracle Directory Manager

File Edit Yiew Operation Help

ORACLE

...fcn=orclad agementfdc=cam/dc=oraclelir n=IJsersfcn=1estuser

Sstem Objects

G-L;fﬁOracle Internet Directony Servers
é—&,cn=0rc\admin@|0ca\hosl:389

G- Access Control Management

> Attribute Unigueness Manage|

allAudit Log Management

Change Log Management

(I3 Properties (3 (3

Wiew Properties: ® Only Mon-null Yalues O All © Advanced

creatorsnarme:

cn=orcladmin

description: test user

#Z|Entry Management
@3 cn=0racleContext

- cn=0OracleSchemaversion
@3 ch=Server Configurations :
gHE de=com
é‘-tﬂ dc=oraclelinux
& cn=Calendar Server
E-(E cn=Croups
@13 cn=0racleContext

dr: |cn=testuser,cn=Users,dc=0rac|e|inux,dc=c0m

modifiersnarme: |cn=grc|admin

modifytimestarmp: |March 24, 2007 5:03:47 AM UTC

objectclass: top
person

-l cn=lsers
%Qﬂ ch=orcladmin testuser
(I3 cn=FUBLIC
Wil o= SEr

E@Garbage Collection Manageme
(—)—@Password Paolicy Management
-3 cn=pwdPalicies,cn=Cornm
I—EEPassword Policy for Rea

- rn = owdPolicies ch=Camim

userPassward:

6. Click Apply to save your changes.
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Deleting Users

This section shows you how to delete a user in Oracle Directory Server.

1. Loginto Oracle Directory Manager as cn=orcladmin. For instructions, see
“Accessing Oracle Directory Manager,” on page 166.

2. Inthetree ontheleft, expand the Passwor d Policy M anagement node, then the node
containing your DN (that is, the namespace you selected in step 13 on page 160).

3. Under the node representing your DN, expand the cn=User s node and select the user
you want to delete.

4. Right-click the selected user and select Delete from the context menu.

Oracle Directory Manager.

File Edit

& 9 e 8 oAl BE QYD ORACLE

System Objects

Operation Help

Yy ... fen=orcladmin alht Y gementfdc=com/dc=oraclelir

G—EﬁOracle Internet Directory Servers
é—&,cn=0rc|admin@|0calhost:389

G Access Control Management

Attribute Unigueness Manage

al[Audit Log Management

Change Log Management

(15 Properties ([ (5

Wiew Properties: ® Onlky Mon-null Walues © All © Adwvanced

cn:

testuser

Z|Entry Management
@3 cn=0racleContext .
@-(3 cn=0racleSchemayersian
-3 cn=5erver Configurations

Createtimestarnp: lMarch 24, 2007 5:02:47 AM UTC

creatorsnarme: |cn=orc|admin

tion:
S8 de=com cri=testuser test user

é—ﬂﬂ dc=oraclelin Add Object Classes
@13 cn=Caler| Create
@ cn=Crouy Sreate Lke

[+ Uﬂ cn=0racl |cn=testuser,cn=Users,dc=0rac|e|lnux,dc=com

Refresh Entry

o3 cn=Users rsnarme: = i
G Refresh SubTree Entries |cn eI
gm th=o Canfigure Search Filter irmestarm: |March 24, 2007 30347 AM UTC
Tear-0ff ass: 0
1%} P

@2 Carbage Co geme
E)@Password Policy Management
- cn=pwdPolicies,cn=Camm
I—EEPassword Palicy for Rea

-8 o= owdPalicies cn= Caomm

5. Inthe confirmation pop-up dialog that appears, click OK.
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Connecting to ODS Using an LDAP Browser

This section shows you how to connect to Oracle Directory Server using an LDAP
browser.

Note
You cannot add groups, set passwords, or activate accounts using an LDAP browser.

Open the LDAP browser.

Select the Quick Connect tab.

Enter the following information:

- Host: 1ocalhost (if connecting remotely, enter the actual host name)
- BaseDN: leave blank

- Anonymous bind: unchecked

- User DN: cn=orcladmin
- Append base DN: unchecked

- Password: <dbschema passwords> (you created this password in step 15 on
page 162)

[ Connection | Options |

Host Info
Host: |I0calhost| | Port: |389 | Yersion: ET
Base DN: -
Fetch DNs []ssL [[] Anonymous bind

User Info
User DN: |cn=0rcladmin | [] append base DN
Password; [rrrerres |

| Connect || Cancel |
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4. Click Connect to start your session.

LDAP Browser|Editor v2.8.2 - [Idap://localhost{]
File Edit Yiew LDIF Help

82|28 /%o~ 7allsal
[ Root DSE 4| At |Value
o= 9 cn=0racleSchemay'ersian k
o= [ cn=Server Configurations
o= [J cn=0racleCantext
¢ dc=com

¢ 3 dc=araclelinux
o= [J cn=0racleCantext
o= [ cn=Calendar Server
o= [Jen=Users
o= 9 cn=Croups

| Ready. 4 entries returned. [u

5. Navigateto your DN (that is, the namespace you selected in step 13 on page 160).
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Connecting to ODS Using an LDAP Browser
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This chapter provides instructions for setting up the currently supported Microsoft Active
Directory Server (ADS) for use with Content Server.

Note
You must set up ADS befor e you run the CS LDAP integrator.

This chapter contains the following sections:

» Installing MS Active Directory Server

e Accessing the “Active Directory Users and Computers’ Console
* Modifying User Passwords

e Deleting Users

e Configuring ADS Password Security for Content Server

e Connecting to ADS Using an LDAP Browser
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Installing MS Active Directory Server

This section shows you how to install MS Active Directory Server 2003 for use with
Content Server.

The procedure consists of the following steps:
A. Install the Operating System

B. Set the Machine’s Name and Suffix

C. Configure the Machine's Network Settings
D. Install the Local DNS Server

E. Configure the Local DNS Server

F. Install MS Active Directory Server 2003

A. Install the Operating System

On the target machine, install Windows Server 2003 (any flavor except Web will do).

When the installation is complete, leave the installation disc in the drive —you will need it
to complete the installation of ADS.

B. Set the Machine’s Name and Suffix
1. Open the“System Properties’ dialog.

This can be done in several ways. The fastest way isto right-click the My Computer
icon on the desktop and select Properties from the context menu.

Select the Computer Nametab.
3. Click Change.

System Properties 2=l
Advanced | Automatic Updates I Femote I
General Camputer Hame | Hardware
) Windows uses the following information to identify your computer
3 on the network.

Computer description:

For example: "115 Production Server'' or
“Accounting Server''.

Full computer name: winZk 3activedir. vm.fatwire. com

‘workgroup: WMEATWIRE

Ta rename this computer or join a domain, click Change.

@ Changes will take effect after you restart this computer.

QK Cancel Lpply
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4. Inthe pop-up window that appears, do the following:
a. Enter the desired name for this machine. Make a record of this name.
b. Select the Workgroup radio button and enter a unique workgroup name. Make a
record of this name.

Computer Name Changes 2=l

*f'ou can change the name and the membership of this
computer. Changes may affect access to network, resources.

LComputer name:

winzk 3activedi

Full computer name:
winzk3activedir. vm. fatwire. com

Member of
" Domain:

& Workgroup:
IVMFATWIF!E

()8 Cancel

c. Click More.

d. Inthe second pop-up window that appears, enter the DNS suffix for this machine.
Make arecord of this suffix.

DNs Suffix and NetBIOS Computer Name 2=l

FErimary DMS suffix of this computer:

™ Change primary DNS suffix when domain membership changes

MetBIOS computer name:
IWIN2K3AETIVEDIF|

Thiz name is uzed for interoperability with older computers and services.

)8 | Cancel |

e. Makesurethe Change primary DNS suffix when domain member ship
changes check box is not checked.

f. Click OK to close the “DNS Suffix and NetBIOS Computer Name” pop-up
window.

Click OK to close the “Computer Name Changes’ pop-up window.

In the “ System Properties’ dialog box, click OK.
7. Redart the machine.
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C. Configure the Machine’s Network Settings

Configure the machine's network settings as follows:

1.
2.
3.

Set the IP address to an unused static | P address.
Set the preferred DNS server to the machine's | P address.

Make sure that the Append primary and connection-specific DNS suffixes check
box on the Advanced tab under DNS settings in the TCP/I P Protocol properties for
the machine’s network interface is selected.

Make sure that Append parent suffixes of the primary DNS suffix check box is
selected.

For instructions on configuring your machine’s network settings, see the Windows Server
2003 documentation.

D. Install the Local DNS Server

SOFTWARE

1.
2.
3.

Open the “Control Panel” and double-click Add and Remove Programes.
Click Add/Remove Windows Components.

In the “Windows Components Wizard” pop-up window, select the Networking
Servicesitem (not its check box) and click Details.

Windows Components Wizard

Windows Components
“Y'ou can add o remove components of ‘Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click
Details.

LComponents:

:é Internet Explorer Enhanced Security Configuration 0.0ME ;I
8.7 MB
W ZoNe ing 3 4.4 MB
O Eﬂ Other Netwark File and Print Services 0.1 MB
1 /™ Remate Installatinn Services ANMRE T

Description:  Containg a variety of specialized, network-related services and protocals.

Total disk space required: 11.7 ME
Space available on digk: 21188.3 MB
< Back Mest » Cancel Help

Configuring Third-Party Software: Version 7.0.1

180



Chapter 14.

Setting Up MS Active Directory Server 2003

SOFTWARE

Installing MS Active Directory Server

In the pop-up window that appears, select the check box next to Domain Name
System (DNS) and click OK. The pop-up window closes.

Networking Services =

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

S

O Dynamic Host Configuration Protocal [DHCF) 0.0ME

O Intemet Authentication Service 0.0 MB

O Remate Access Quaranting Service 0.1 MB
RPC over HTTP Prosy 0.1 ME

O Simple TCPAP Services 0.0ME

O W'indows Internet Mame Service MINS) 1.5ME LI

Description:  Setz up a DMS server that answers query and update requests for DS
names.

Total disk space required: 14.4 ME Dietails... |
Space available on digk: 21188.3 MB
()8 I Cancel |

In the “Windows Component Wizard” screen, click Next.
When the installation completes successfully, click Finished.

Windows Components Wizard

Completing the Windows
Components Wizard

Y'ou have successiully completed the Windows
Components YWizard.

To close this wizard, click Finizh.

|

< Back

Help |
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E. Configure the Local DNS Server

1. Inthe“Control Pandl,” double-click the Administrative Tools icon.
2. Double-click the DNSicon.

3. Inthe“dnsmgmt console,” select the machine name you entered in step 4 on
page 179.

4. Right-click the machine name and select Configure this DNS Server from the
context menu.

5. Inthe“Configure a DNS Server Wizard” pop-up window that appears, click Next.

Welcome to the Configure a DNS
Server Wizard

This wizard helps you configure a DS server by creating
forward and reverse lookup zones and by specifying root
hints and forwarders,

Before continuing, review the DNS checklists,

Far more information about configuring DNS, click Help,

To continue, click Mext,

< Back | Mext = | Cancel | Help |

6. Inthe"“Seect Configuration Action” screen, select the Create forward and reverse
lookup zones radio button and click Next.

Configure a DNS Server Wizard =

Select Configuration Action Q
‘fou can choose the lookup zone bypes that are appropriate to your network .

size, Advanced administrators can configure root hints,

Select the action you would like this wizard to perform:

" Create a forward lookup zone (recommended For small networks)
This server is authoritative For the DNS names of local resources but forwards all
other queries ko an ISP or other DNS servers, The wizard will configure the root
hints but not create a reverse lookup zone,

¢ Lreate Forward and reverse lookup zones (recommended For large netwaorks):
This server can be authoritative for forward and reverse lookup zones, It can be
configured to perform recursive resolution, Forward queries o other DNS servers,
or both, The wizard will configure the root hints,

" Configure root hints only (recommended For advanced users only)
The wizard will configure the root hinks only, ou can later configure Forward and
reverse lookup zones and forwarders,

< Back I Mext = I Cancel Help
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7. Inthe“Forward Lookup Zone" screen, select the Yes, create a forward lookup zone
(recommended) radio button and click Next.

Configure a DNS Server Wizard =

Forward Lookup Zone Q
‘fou can create a forward lookup zone now or create one later by running the .
Mew Zone Wizard in the DNS console,

A Forward lookup zone translates DNS names to IP addresses and network services,
This is an essential function for most DS servers,

Do you wantk to create a forward lookup zone now?

¥ ¥es, create a Forward lookup zone now (recommended);

" Mo, don't create a forward lookup zone now

For more information about Forward lookup zones, click Help.

< Back. I Mext = I Cancel | Help |

8. Inthe“Zone Type” screen, select the Primary Zone radio button and click Next.

Zone Type Q
The DNS server supports various bypes of zones and storage, .

Select the bype of zone you want to create:

py of a zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Autharity
(504}, and possibly glue Host (A} records, & server containing a stub zone is not
autharitative for that zone,

™| Stare the zome i Aetive: Directory (avaiatle anly iF BHS server is & domain controller)

< Back I Mext = I Cancel Help
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9. Inthe“Zone Name’ screen, enter the name of the zone you are creating. The zone
name is the domain suffix you entered in step d on page 179. Click Next.

Zone Name Q
Wwhat is the name of the new zone? .

The zone name specifies the portion of the DNS namespace For which this server is
authoritative, It might be your organization's domain name {for example, microsoft.com)
or a portion of the domain name {for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

ZONE Narme:

v, Fatwire, com

For more information about zone names, click Help,

< Back. I Mext = I Cancel | Help |

10. Inthe“Zone File" screen, keep the default zone file name and click Next.

New Zone Wizard =

Zone File Q
‘fou can create a new zone file or use a file copied from another DMNS server, .

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

& Create a new file with this file narne:!

I wn.Fatwire, com,dns

" Use this existing File:

To use this existing file, ensure that it has been copied to the Folder
“eSystemRoot%isystem32idns on this server, and then click Mext,

< Back I Mext = I Cancel Help
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11. Inthe “Dynamic Update” screen, select the Allow both nonsecure and secure
dynamic updates radio button and click Next.

New Zone Wizard =

Dynamic Update Q
‘fou can specify that this DNS zone accepts secure, nonsecure, of no dynamic .
updates,

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the bype of dynamic updates you want to allow:

€ allovs only secure dynamic updates (recommended For Active Directary )
This option is available only for Active Directory-integrated zones,

o Bllaws bath nansecure and secure dynamic updates:
Drynamic updates of resource records are accepted from any client.,

& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

" Do nat allow dynamic updates

Dyynamic updates of resource records are not accepted by this zone, You must update
these records manually,

< Back. I Mext = I Cancel | Help |

12. Inthe “Reverse Lookup Zone" screen, select the Yes, create rever se lookup zone
now radio button and click Next.

Configure a DNS Server Wizard =

Reverse Lookup Zone Q
‘fou can create a reverse lookup zone now or create one later by running the .

Mew Zone Wizard in the DNS console,

A reverse lookup zone translates IP addresses to DMS names. Reverse lookup zones
are usually necessary only if programs require this information,

Do you wank to create a reverse lookup zone now?

(¥ ¥es, create a reverse lookup zone now

" Mo, don't create a reverse lookup zone now

For more information about reverse lookup zones, click Help,

< Back I Mext = I Cancel Help
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New Zone Wizard

Zone Type Q
The DNS server supports various bypes of zones and storage, .

Installing MS Active Directory Server

13. Inthe“Zone Type” screen, select the Primary Zone radio button and click Next.

x|

Select the bype of zone you want to create:

Creates a copy of a zone that can be updated directly on this server.,

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault kolerance.

" Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Autharity
(504}, and possibly glue Host (A} records, & server containing a stub zone is not
autharitative for that zone,

™| Stare the zome i Aetive: Directory (avaiatle anly iF BHS server is & domain controller)

< Back I Mext = I Cancel | Help

14. Inthe “Reverse Lookup Zone Name” screen, select the Network 1D radio button and

enter thefirst three octets of the machine’s |P address (you set this addressin step 1 on

page 180), then click Next.

New Zone Wizard

Reverse Lookup Zone Name Q
A reverse lookup zone translates IP addresses into DNS names, .

Xl

Ta identify the reverse lookup zone, type the network ID or the name of the zone.
& Metwork ID:
172 19 3

The network ID is the portion of the IP addresses that belongs to this zone. Enter the

network ID in its normal {not reversed) order,

IF yvou use a zera in the network ID, it will appear in the zone name. For example,

network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create

zone 0, 10.in-addr. arpa.
" Reverse lookup zone name:
3.19.172.in-addr . arpa

For more information on creating a reverse lookup zone, dlick Help,

< Back I Mext = I Cancel Help
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15. Inthe“Zone File” screen, keep the default zone file name and click Next.

New Zone Wizard =

Zone File Q
‘fou can create a new zone file or use a file copied from another DMNS server, .

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

& Create a new file with this file narne:!

I 3.19.172.in-addr . arpa.dns

" Use this existing File:

To use this existing file, ensure that it has been copied to the Folder
“eSystemRoot%isystem32idns on this server, and then click Mext,

< Back. I Mext = I Cancel | Help |

16. Inthe “Dynamic Update” screen, select the Allow both nonsecure and secure
dynamic updates radio button and click Next.

New Zone Wizard =

Dynamic Update Q
‘fou can specify that this DNS zone accepts secure, nonsecure, of no dynamic .
updates,

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the bype of dynamic updates you want to allow:

€ allovs only secure dynamic updates (recommended For Active Directary )
This option is available only for Active Directory-integrated zones,

o Bllaws bath nansecure and secure dynamic updates:
Drynamic updates of resource records are accepted from any client.,

& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

" Do nat allow dynamic updates

Dyynamic updates of resource records are not accepted by this zone, You must update
these records manually,

< Back I Mext = I Cancel Help
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17. Inthe“Forwarders’ screen, select the No, it should not forwar d queriesradio button

and click Next.

Configure a DNS Server Wizard =
Forwarders Q
Forwarders are DNS servers to which this server sends queries that it cannat .

answer,

Should this DNS server Forward queries?

" ¥es, it should Forward queties ko DNS servers with the following IP addresses:

I - - - {optional)

% o, it should not Forward queries!

If this server is not configured to use Forwarders, it can still resolve names using
rook name servers,

For more information about Forwarders, click Help.

< Back I Mext = I Cancel | Help

18. Inthe “Completing the Configure a DNS Server Wizard” screen, click Finish.

Configure a DNS Server Wizard

Completing the Configure a DNS
Server Wizard

‘Wizard, When you click Finish, the Following settings will be
saved.

Settings:

‘fou have successfully completed the Configure a DS Server

DNS server ko configure: WINZK3ACTIVEDIR
Forward lookup zone to create: vm.Fatwire, com
Reverse lookup zone to create: 3,19,172.in-addr. arpa

Configure the hosts that will use this DMS server to point to
this DMS server for name resolution, and then verify name
resolution using nslookup, IF vou added a new primary zone,
add resource records ko it For the hosts whose names need
to be resolved by this DNS server,

Ta close this wizard, click Finish,

x|

Cancel | Help

< Back

19. Close or minimize the DNS server window.
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F. Install MS Active Directory Server 2003

1. Click Start, then Run, and enter decpromo inthe “Run” dialog box.
2. Inthe“Welcometo the Active Directory Installation Wizard” screen, click Next.

Welcome to the Active Directory
% Installation Wizard

Thiz wizard helpz pou install Active Directory services on this
server, making the server a domain controller.

If thiz iz the first time you have installed Active Directory, it iz
recommended that you first read the overview in Active
Directory Help.

To continue, click Next.

< Back Cancel |

3. Inthe“Operating System Compatibility” screen, click Next.

Active Directory Installation Wizard

Operating System Compatibility /
Improved security settings in \Windows Server 2003 affect older versions of
indows.

Domain controllers running 'Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
IECUTE Way.

Some older versions of Windows, including ‘Windows 95 and Windows NT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, some non-windows systems, including
Apple Mac 05 % and SAMBA clients, might not meet these requirements.

Far mare infarmation, see Compatibility Help.

< Back Cancel
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4. Inthe“Domain Controller Type” screen, select the Domain controller for a new
domain radio button and click Next.

Active Directory Installation Wizard

Domain Controller Type /
Specify the role you want thiz server to have,

Do you want this gerver to become a domain controller for & new domain or an
additional domain controller for an existing domain?

& Diomain controller for & new domairs

Select thiz option ta create a new child domain, new domain tree, or new farest.
This server will become the first domain contraller in the new domain.

" gdditional domain contraller for an existing domain
@ Froceeding with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encypted data, such as EFS-enciypted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

5. “Inthe“Createa New Domain” screen, select the Domain in a new forest radio
button and click Next.

6. Inthe“New Domain Name” screen, enter the DNS name you entered in step 9 on
page 184, then click Next.

Active Directory Installation Wizard

New Domain Name
Specify a name for the new domain,

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com).

Full DMS name for new domair:

wn.fabwire. com

< Back I Mest » I Cancel
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7. Inthe“NetBIOS Domain Name” screen, keep the default value and click Next. Make
arecord of thisvalue.

Active Directory Installation Wizard

NetBIOS Domain Mame
Specify a MetBIOS name for the new domain,

Thiz iz the name that ugers of earlier versions of Windows will uze to identify the new
domain. Click Mext to accept the name shown, or type a new name.

Domain MetBl0S name: W

< Back I Mest » I Cancel |

8. Inthe“Database and Log Folders’ screen, click Next.

Active Directory Installation Wizard

Database and Log Folders /
Specify the folders to contain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard digks.

‘where do you want to store the Active Directory database?

Databaze fold

Browse... |

‘where do you want to store the Active Directory log?

Log falder:

CAWINDOWSYNTDS Browse... |

< Back I Mest » I Cancel
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9. Inthe“Shared System Volume’ screen, click Next.

Active Directory Installation Wizard

Shared System Yolume /
Specify the folder to be shared as the system volume,

The 5%SYOL folder stores the server's copy of the domain's public files. The contents
of the SY'SVOL folder are replicated to all domain controllers in the domain.

The 5vSWOL folder must be located on an MTFS wolume.
Enter a location for the SvS%OL folder.

Folder location:

Browse... |

< Back I Mest » I Cancel |

10. Inthe “Diagnostic Results’ screen, make sure that the diagnostic has compl eted
successfully, then click Next. If the diagnostic fails, correct the indicated problem,
click Back and then Next to rerun the diagnostic.

Active Directory Installation Wizard =
DHS Registration Diagnostics /
Werify DNS support, or install DNS on this computer.

Diagnostic Results

The registration diagnostic has been mn 1 time.

DM registration support for this domain controller has been verified. To continue, click.
Mext.

Details

The primary DMS server tested waz: win2k 3activedir. vm.fatwire.com [172.19.3.4]
The zone was: vm.fatwire. com

The test for dynamic DMS update support returned:
"The operation completed successfully."

< Back I Mest » I Cancel
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11. Inthe“Permissions’ screen, select the Per missions compatible only with Windows
2000 and Windows 2003 oper ating systems and click Next.

12. Inthe “Directory Services Restore Mode Administrator Password” screen, enter a
password and click Next. Make a record of this password.

SOFTWARE

Active Directory Installation Wizard

Installing MS Active Directory Server

Permissions

Select default permissions for uzer and group objects. %

x|

Some server programs, such as Windows NT Remate Access Service, read information
stored on domain controllers.

" Pemissions compatible with pre-wWindows 2000 server operating systems

Select this option if you run server programs on prewindows 2000 server operating
syztems or on ‘Windows 2000 or Windows Server 2003 operating spstems that are
members of preswindows 2000 domains.

@ Anonymous users can read information on thiz domain.

* Permissions compatible anly with Windows 2000 ar Windows Server 2003
inperating systems £
Select this option if you run zerver pragrams only on ‘Windows 2000 or ‘Windows
Server 2003 operating spstems that are members of Active Directory domaing. Only
authenticated users can read information on this domain.

< Back I Mest » I Cancel |

Active Directory Installation Wizard

Di

tory Services Rest Mode Ad P d /
Thiz password iz uzed when you start the computer in Directory Services Restore
Mode.

x|

Type and confirm the password you want to assign to the Administrator account used
when thiz server iz started in Directory Services Restore Mode.

The restare mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, o be sure to remember
bath.

Fiestore Mode Password: quuu

LConfirm pazsword: |"""u|

For mare information about Directory Services Restore Mode, see Active Directory Help.

< Back I Mest » I Cancel
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13. Inthe“Summary” screen, click Next.

Active Directory Installation Wizard

Summary /
Feview and confirm the options you selected,

Installing MS Active Directory Server

rou choze to:
Configure this gerver as the first domain contraller in a new forest of domain trees. ;I

The new domain name is vm.fatwire.com. This is also the name of the new forest.
The MetBIOS name of the domair iz Y

D atabase folder: C:iwINDOWSYNTDS

Log file folder: C:WINDOWSANTDS

SSVOL folder: C:AWINDOWSASYSWOL

The password of the new domain administrator will be the zame az the password of
the administrator of this computer |
E

To change an option, click Back. Tao begin the operation, click Mext.

< Back I Mest » I Cancel |

Active Directory Installation Wizard

Completing the Active Directory
% Installation Wizard

Wctive Directory iz now installed on this computer for the ;I
dormain v, fatwire. com.

Thiz domain controller iz azsigned to the site
Default-First-Site-Mame. Sites are managed with the
Wctive Directory Sites and Services administrative tool.

To close this wizard, click Finizh.

14. Inthe “Completing the Active Directory Installation Wizard” screen, click Next.

x|

< Back I Finizh I Cancel

Active Directory Installation Wizard =

Windows must be restarted before the changes made by the Active
Diirectory Installation wizard take effect.

Bestart Mow Don't Restart Mow |

Configuring Third-Party Software: Version 7.0.1
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Accessing the “Active Directory Users and
Computers” Console

You use the “ Active Directory Users and Computers” console to manage your Active
Directory Server configuration. To access the console, perform the following steps:

1. Click Start, then Run to bring up the “Run” dialog box.
2. Inthe“Run” dialog box, enter dsa.msc.
3. Click OK.

The “Active Directory Users and Computers’ console loads.

-.? Active Directory Users and Computers

=]
@ File  Action Yiew ‘Window Help | - |ﬁ'|1|
= . o R I
«= | BE B EFRHNRE 2 eEETLD
@ Active Directory Users and Computer | wm.fatwire.com 5 objects
D Saved Q.ueries Marne | Type | Description |
=9 v Fatwire, com (Buikin builtinDomain
g Buitin [:IComputers Container Default container For upar...
Comp.uters Domain Cont,..  Organizational ... Defaulk container For dom..,
[-{&3] Domain Controllers . . N
H X . DForagnSecur. .. Container Default container For secu, ..
D ForeignSecurityPrincipals DU Contai Default Fainer F
Ce] Users sers ontainer efault container for upar...
KN — 2
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Configuring ADS Password Security for Content

Configuring ADS Password Security for Content Server

Server

SOFTWARE

This section shows you how to configure password security in Active Directory Server to

meet Content Server’s reguirements.

1.
2.

Open the “ Active Directory Users and Computers’ console.
In the tree on the left, right-click the desired domain and select Properties from the

context menu.

In the dialog that appears, select the Group Policy tab.

vym.fatwire.com Properties 2=l

Generall Managed By Group Palicy |

i
Current Group Policy Object Links for vm
L—

Group Policy Object Links Mo Overnide | Disabled
=

L=3 D efault Domain Policy

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2k3activedir. vm. fatwire. com

Mew | agd. | Edt | Up

Optiong... | Delete. .. | Froperties | [own

" Block Policy inheritance

QK I Cancel | Lpply
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4. The Group Policy Object Editor appears, showing the group policy you selected.

SOFTWARE

"fi Group Policy Object Editor

Configuring ADS Password Security for Content Server

File  Action Yiew Help

o |mER @

Computer Configuration
(2] Software Settings
[ Windows Settings
[-[Z7] Administrative Templates
E@ User Configuration

D Software Settings
D Windows Settings
D Administrative Templates

Select an item to view its description,

It Domain Poli Cl & Default Domain Policy [WINZK3ACTIVEDIR.¥M.FATWIRE.COM] Policy

Mame

Computer Configuration
@User Configuration

K R | Extended A4 Standard 7

5.

8. Double-click the Password must meet complexity requirements item.
In the pop-up window that appears, select the Disabled radio button and click OK.

9.

In the tree on the left, expand Computer Configuration > Windows Settings >
Secur ity Settings > Account Policies and select Password Policy.

In the main pane, double-click the Minimum password length item.
In the pop-up dialog that appears, enter 4 as the value and click OK.

Minimum password length Properties 2=l

Security Policy Setting |

¥ Define thiz policy setting

Minimum pazsword length

Password must be at least:

|5 _,::' characters

QK I Cancel | Apply |

10. From the File menu, select Exit, then click OK.
11. Bring up the “Run” dialog, enter gpudate, and click OK.
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Modifying User Passwords

This section shows you how to modify a user’s password in Active Directory Server.

1.

ok~ 0D

Open the “ Active Directory Users and Computers’ console.

In the tree on the | eft, select Users.

In the main pane, select the user whose password you want to modify.

Right-click the desired user name and select Reset Passwor d from the context menu.
In the dialog that appears, enter and re-enter the new password, then click OK.

Deleting Users

SOFTWARE

This section shows you how to delete a user in Active Directory Server.

1.

ok~ 0D

Open the “ Active Directory Users and Computers’ console.

In the tree on the | eft, select Users.

In the main pane, select the user whose password you want to modify.
Right-click the desired user name and select Delete from the context menu.
In the pop-up dialog that appears, click Yes.
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Connecting to ADS Using an LDAP Browser

This section shows you how to connect to Active Directory Server using an LDAP

browser.

Note

You cannot add groups, set passwords, or activate accounts using an LDAP browser.

Open the LDAP browser.
Select the Quick Connect tab.
Fill out the following information:

- Host: 1ocalhost (if connecting remotely, enter the actual host name)
- BaseDN: <DNs_suffixs (the part of the DNS name after the host name)

- Anonymousbind: uncheck
- User DN: administrator@<DNS_suffix>
- Append base DN: uncheck

- Password: <ADS password> (you created this password in step 12 on page 193)

Quick Connect |

[ Connection | Options |

Host Info

Host: |I0calhost|

| Port: |389 | Version: E

Base DN:

-
-

Fetch DNs []ssL [] Anonymous bind
User Info
User DN: |cn=0rcladmin | [] append base DN
Password; [rrrerres |
| Connect || Cancel |

4. Click Connect.
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