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About This Guide

This guide contains information about installing and configuring third-party software
specifically for use by Content Server. Instructions in this guide supplement the
instructions in the Content Server installation guides. The steps you will follow show you
how to create and configure the supported databases, install supported web servers, and
integrate Content Server with LDAP servers.

Who Should Use This Guide

Thisguide is for installation engineers who have experience installing and configuring
enterprise-level software, including databases, database drivers, application servers, portal
servers, and LDAP servers.

Graphics in This Guide

Graphicsin this guide are screen captures of dialog boxes and similar windows that you
will interact with during the installation or configuration process. These graphics are
presented to help you follow the installation and configuration processes. They are not
intended to be sources of information such as parameter values, options to select, and
product version numbers.

Technical Support

SOFTWARE

Help isavailable from FatWire Technical Support at the following website:
http://www.fatwire.com/Support/contact info.html
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Part 1
Creating and Configuring a Database

Content Server requires access to a supported database that is specifically configured for
the product. Supported databases include:

¢ Oracle9, 10g
* Microsoft SQL Server 2000 SP3+, 2005
« DB2829.1

The databases listed above are not configured for production, but are set up with full
permissions. In practice, the permissions can be curtailed for the user that Content Server
will use to access a database. However, the following rights must exist: ability to create,
modify, and delete tables and indexes.

If you need instructions on installing a supported database, refer to the product
documentation.

Instructions on creating and configuring the databases for Content Server are given in the
chapters of this guide. Because database configuration is identical across different
application servers, refer to the correct chapter to set up the database of your choice.

This part contains the following chapters:

» Chapter 1, “Creating and Configuring an Oracle 9.2.0.x Database”

» Chapter 2, “Creating and Configuring an Oracle 10g Database”

» Chapter 3, “Creating and Configuring an MS SQL Server Database”
e Chapter 4, “Creating and Configuring an IBM DB2 8.x Database’

e Chapter 5, “Creating and Configuring an IBM DB2 9.1 Database’

Configuring Third-Party Software: V7.0



SOFTWARE

Configuring Third-Party Software: V7.0

10



Chapter 1

Creating and Configuring an Oracle 9.2.0.x
Database

Use this chapter to set up an Oracle 9.2.0.x database for your Content Server installation.
For background information regarding database configuration and users’ permissions, see
“Creating and Configuring a Database,” on page 9.

This chapter contains the following sections:
Step |. Create an Oracle 9.2.0.x Database
Step 1. Configure the Database for Content Server

Configuring Third-Party Software: V7.0
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

Step I. Create an Oracle 9.2.0.x Database

Step I. Create an Oracle 9.2.0.x Database

SOFTWARE

1.

Go to the $ORACLE9 HOME/bin directory:

cd $ORACLE9 HOME/bin

Run the Database Configuration Assistant:
dbca

In the welcome screen, click Next.

Fill in the following screens as shown below:

a.

Onthe“Step 1 of 8: Operations’ screen, leave Create a database selected and
click Next.

On the“ Step 2 of 8: Database Templates’ screen, select General Purpose and
click Next.

E[ patabase Configuration Assistant, Step 2 of B : Database Templates

Select a template from the following list to ereate a database:
Select Template Name Includes Datafi...
C Data Warehouse Yes
[ Transaction Processing Yes
C New Database No
Show Details...
Cancel )I Help )I % Back Next =

Configuring Third-Party Software: V7.0

12



Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

Step I. Create an Oracle 9.2.0.x Database

c. Onthe“Step 3 of 7: Database Identification” screen, enter the database namein
the Global Database Name field. The SID will be automatically set to the first
eight characters of the Database Name. Each SID must be unique. Click Next.

31'. Database Configuration Assistant, Step 3 of 7 : Database Identification

Specify the following database information.

An Oracle9i database is uniquely identified by a Global Database Name, typically
of the form "name.domain".

Global Database Name: |Databasd

A database is referenced by at least one Oracle9i instance which is uniquely
identified from any other instance on this computer by an Oracle System Identifier

(SID).
SID: |Database

Caneel )I Help )I & Back Next 3 Finish )I

Configuring Third-Party Software: V7.0
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

SOFTWARE

Step I. Create an Oracle 9.2.0.x Database

d. Onthe*“Step 4 of 7: Database Connection Options’ screen, leave Dedicated
Server mode selected and click Next.

f.

Onthe“Step 5 of 7: Initialization Parameters” screen:
1) Sedlect thetab Character Sets.

2) On the character sets screen, select Choose from thelist of character sets
and UTF8 from the drop-down menu. For the National Character Set select
UTF8 and click Next.

31'. Database Configuration Assistant, Step 5 of 7 : Initialization Parameters

Canecel )I

Help

/

Memory Character Sets DB Sizing File Locations Archive

Database Character Set

T Use the default

The default charaeter set for this database is based on the language
setting of this operating system: WESISO8859P 1.

" Use Unicode (AL32UTFS)

Setting character set to Unicode (AL32UTF8) enables you to store
multiple language groups.

@ Choose from the list of character sets

UTF8 -

National Character Set:

All Initialization Parameters...)l File Loeation Variables...

& Back Next 3 Finish )I

Onthe“Step 6 of 7: Database Storage” screen, click Next.
g. Onthe“Step 7 of 7: Creation Options’ screen, click Finish.

Configuring Third-Party Software: V7.0
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database 15

Step Il. Configure the Database for Content Server

When the summary screen appears, click OK.

When the “Installation Progress Screen” appears, wait for the installation to be
completed.

¥ Database Co nfiguration Assistant

! Copying database files
Initializing database
Creating and starting Oracle instance
Completing Database Creation

Clone database ereation in progress...

[ | 3%

Stop |

7. After theinstallation has been completed, the database information screen will appear,
listing information about how to connect to this database using the enterprise
management console. Click OK.

Step Il. Configure the Database for Content Server
1. Start Oracle Enterprise Manage Console. Click OK.

E%Oracle Enterprise Manager Console Login

OnacLe ENTERFRISE MANAGER

" Login to the Oracle Management Servar

Cancel | Help |

M Copyright® 1998, 2002, Oracle Corporaftion. All rights reserved
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

Step Il. Configure the Database for Content Server

2. Expand Network > Databases. Select the database you have created.

3.
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

Step Il. Configure the Database for Content Server

4. Expand Security > Users. Right-click and select Create.
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

18
Step Il. Configure the Database for Content Server

6. Onthe Roletab, select Connect and Resour ce.

Create User - SYS@SPARKFS_FATSCORE. FATWIRE.COM

Awailable:

JAYAUSERPRIV

JaA_ADNIN

JAVA_DEPLOY
LOGESTDBY_ADMINISTRATOR
QEM_MONITOR

OLAP_DBA
RECOVERY_CATALOG_OWYMER
RESOURCE
SALES_HISTORY_ROLE
SELECT_CATALOG_ROLE
WIKUSER

' Admin Opfion Default
COMMECT b 4 "4

RESOURCE x v

(e || ceren Jorowao [ v,
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Chapter 1. Creating and Configuring an Oracle 9.2.0.x Database

Next Step

7. Onthe System tab, choose Select Any Dictionary. Click Create.

Create User - SYS@5PARKFS_FATSCORE.FATW IRE.COM

OM COMMIT REFRESH

QUERY REWRITE

RESTRICTED SESSION

RESLMABLE

SELECT ANY DICTIOMNARY

SELECT ANy SEGQUENCE

SELECT AMY TABLE

SYSDBA

SYSOPER

UMNDER ANY TABLE d
UMDER ANY TYPE E

Granted:
Systemn Privilege Adrmin Option
A SELECT ANY DICTIOMARY N

s J )

Database configuration is complete.

Next Step

You are now ready to create and configure the data source. For instructions, refer to your
Content Server installation guide.

’rR Configuring Third-Party Software: V7.0
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Next Step
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Chapter 2

Creating and Configuring an Oracle 10g
Database

Use this chapter to set up an Oracle 10g database for your Content Server installation. For

background information regarding database configuration and users' permissions, see
Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
* Stepl. Create an Oracle 10g Database
* Stepll. Create aNew User for Content Server

FatWire Configuring Third-Party Software: V7.0
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Chapter 2. Creating and Configuring an Oracle 10g Database

Step I. Create an Oracle 10g Database

Step I. Create an Oracle 10g Database

1. Executethe”Oracle Database Configuration Assistant” by doing one of the following:
- InUnix, execute the command: dbca

- In Windows, go to the “ Oracle Programs’ group and select Database
Configuration Assistant.

Note

This step displays aload screen that can take some time to complete. Be
patient.

=101 x|
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o B
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emutil
emutil,
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Exp
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Vi oy -
ORACLE’

SETWRR FOVRERS. TR INTERNET *
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Ready
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Chapter 2. Creating and Configuring an Oracle 10g Database

23
Step I. Create an Oracle 10g Database

2. Onthefirst screen that is displayed, click Next. In the following screen, click Next.

tabase Configuration Assistant : Welcome - |EI|£|

Welcome to Databaze Configuration Assistant for Oracle databaze,

The Databaze Configuration Assistant enables you to create a database, configure database
options in an existing database, delete a databaze, and manage databaze templates,

Cancel jl Help )I

Configuring Third-Party Software: V7.0
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Chapter 2. Creating and Configuring an Oracle 10g Database 24

Step I. Create an Oracle 10g Database

3. Select theradio button Create a Database and click Next.

tabase Configuration Assistant, Step 1 of 12 : Operations - |EI|£|

Select the operation that you want to perform:
® [reate a Datahase
" Configure Database Options
" Delete a Database

" Manage Templates

Cancel )I Help )I ¢  Back

Configuring Third-Party Software: V7.0
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Chapter 2. Creating and Configuring an Oracle 10g Database

25
Step I. Create an Oracle 10g Database

4. Select theradio button General Purpose and click Next.

atabase Configuration Assistant, Step 2 of 12 : Database Templates - |EI|£|

Select a template from the following list to create a databaze:

Select Template Includes Datafiles
. Custom Database Na
o Data Marehouse Yes
“ General Purpose
r Transaction Processing Yes
Show Details, .,

Cancel )I Help J.I «  Back

Configuring Third-Party Software: V7.0
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Chapter 2. Creating and Configuring an Oracle 10g Database

26
Step I. Create an Oracle 10g Database

5. Enter aunique global database name and SID (in this example the global database
nameis contentserverdb. The SID is cspB). Click Next.

atabase Configuration Assistant, Step 3 of 12 : Database Identification - |EI|£|

An Oracle databaze iz wniquely identified by a Global Database Mame, typically of the
form "name,domain”,

Global Database Mame: ||

A databaze iz referenced by at least one Oracle instance which iz uniquely identified
from any other instance on this computer by an Oracle System Identifier (5ID3,

SID:

Cancel )I Help )I ¢  Back | Mext 5 )

Configuring Third-Party Software: V7.0
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27
Step I. Create an Oracle 10g Database

6. Do not change any options. Click Next.

tabase Configuration Assistant, Step 3 of 12 : Database Identification - |EI|£|

An Oracle databaze iz wniquely identified by a Global Database Mame, typically of the
form "name,domain”,

Global Database Mame: |contenterverdb

A databaze iz referenced by at least one Oracle instance which iz uniquely identified
from any other instance on this computer by an Oracle System Identifier (5ID3,

SID:

Cancel )I Help )I ¢  Back | Mext 5 )

Configuring Third-Party Software: V7.0
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Chapter 2. Creating and Configuring an Oracle 10g Database o8

Step I. Create an Oracle 10g Database

7. Do not change any options. Click Next.

atabase Configuration Assistant, Step 4 of 12 : Management Options - |EI|£|

Each Oracle databaze may be managed centrally using the Oracle Enterprize Manager Grid
Contral or locally wzing the Oracle Enterprize Manager Databaze Control, Choose the
management option that you would like to use to manage thiz database,

W Configure the Dlatabase with Enterprise Hanager

C llze Grid Control for Database Hanagement

Select the Management Serwice |Wo Agents Found

® ||z Jlatabase Control for Database Hanagement

[ Enable Email Motifications

Outgoing Hail (SHTPY Server: |

Email Address: |
[ Enable Daily Backup
Backup Start Time: @ @ & gy C P

05 Uzername: |

Passwards |

Cancel )I Help )I

8. Enter apassword, re-enter the same password in the “ Confirm Password” field and
click Next.

9. For enhanced security select the radio button Use Different Passwords and enter a
unique password for each of the given users.
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Step I. Create an Oracle 10g Database

10. Do not change any options. Click Next.

Database Configuration Assistant, Step 6 of 12 : Storage Options - |EI|£|

Select the storage mechanizm you would like to uze for the databaze,

®File Systenm

Uze the File System for Database storage,

T futomatic Storage Management CASHD
Automatic Storage Management simplifies database storage administration and optimizes
databaze layout for IA0 performance, To use this option you must either specify a set
of disks to create an ASM diszk group or specify an existing ASH dizk group.

" Raw Devices
Raw partitionz or wolumes can provide the required shared storage for Real
Application Clusters {RACY databazes if you do not use Automatic Storage Management
and a Cluster File System is not awailable, You need to have created one raw device
for each datafile, control file, and log file you are planning to create in the
databaze,

[~ Specify Faw Devices Happing File BroWse, + »

Cancel ) Help )
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Step I. Create an Oracle 10g Database

11. Do not change any options. Click Next.

tabase Configuration Assistant, Step T of 12 : Database File Locations - |EI|£|

Specify locationz for the Database files to be created:

® ||z Dlatabase File Locations from Template

" lUze Common Location for A1l Database Files

llatabaze Files Location: | Brouse, , .

" Usze Oracle-Hanaged Files

llatabasze Areat | Brousze, ..

Hultiplex Redo Logs and Control Files,,.

6 If you want to specify different locations for any database files, pick either of
the above options and use the Storage page to zpecify each location.

File Location 'u'ar‘iables,”)

Cancel )I Help )I
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Step I. Create an Oracle 10g Database

12. Do not change any options. Click Next.

tabase Configuration Assistant, Step 8 of 12 : Recovery Configuration - |EI|£|

Chooze the recovery options for the databaze:

¥ Specify Flash Recovery Area

Thiz is uszed az the default for all backup and recovery operations, and iz also
required for automatic backup uzing Enterprize Manager, Oracle recommends that the
databaze files and recovery files be located on physically different disks for data
protection and performance,

Flash Recovery Area: |{DRHELE_BHSE}KFlash_r‘ecouer‘g Brouse, ..
Flash Recovery Area Size: |2043 ~ M Bytes -
[ Enable Archiving Edit Archive Hode Parameters. ..

File Location 'v'ar‘iables”.jl

Cancel )I Help )I
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Step I. Create an Oracle 10g Database

13. Do not change any options. Click Next.

tabase Configuration Assistant, Step 9 of 12 : Database Content - |EI|£|

Sample Schemaz | Custom Scripts

Sample Schemaz illustrate the uze of a layered approach to complexity, and are uzed
by =zome demonztration programs, Installing this will give you the following schemas
in your database: Human Besources, Order Entry, Online Catalog , Product Media,
(ueued Shipping. Sales History . It will also create a tablespace called EXAMPLE,
The tablespace will be about 130 HE,

Specify whether or not to add the Sample Schemas to your databasze,

[ Sample Schemas

Cancel )I Help )I ¢  Back | Mext 5 ) Finish )I
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Step I. Create an Oracle 10g Database

14. Click the Character Setstab and do the following:

a. Select Choose from thelist of character setsand select UTF-8 from the drop-
down menu.

b. Click the National Character Set drop down-menu and select UTF8.
15. Leave all other options on the different tabs asis and click Next.

16. For database storage, no options need to be changed. However, if you wish to change
the location of the database from the default of oradata located under the Oracle
installation, you can do so on this page. Click Next.

}{'Database Configuration Assistant, Step 11 of 12 : Database Storage - |EI|£|

fil]Controlfile Databasze Storage

Tatafil
arariies From the Dlatabase Storage page. you can specify storage parameters for the database

Redo Log Groupz creation, This page displays a tree listing and summary wiew {multi-column lists} to al
to change and wiew the following objects:

Control files
Tablespaces
Datafiles
Rollback Segments
Redo Log Groups

From any object type folder, dlielte to creaste a new object, To delete an object. selec
specific object from within the object tupe Ffolder dtellefldck

Important: If you select a databaze template including data files, you will not be able
remove data files, tablespaces. or rollback segmentz, Selecting this type of template a
you to change the following:

« Destination of the datafiles
« Lontrol files or log groups,

Create| Delete File Location 'v'ar*iables...)l

Cancel /I Help JI Einizh /I
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Step I. Create an Oracle 10g Database

17. Do not change any options. Click Finish.

tabase Configuration Assistant, Step 12 of 12 : Creation Options - |EI|£|

Select the databaze creation options:

¥ Create Database

["Save as a Databaze Template

Mame 3 contenterverdh

Descriptions

Cancel jl Help )I & Back Next
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Step I. Create an Oracle 10g Database

18. In the “Configuration” window, review the choices that you made on the previous
screens. If you need to modify your choices, click Cancel and make the modifications.
Otherwise, click OK to continue.

¥ Confirmation

The following operations will be performed:
A database called "contenterwerdb” will be created,
A template called “"contenterverdb™ will be generated,

Databasze Details:

Uz this databasze template to create a pre-configured databaze optimized for general

Common Options

General Purposze

PUrROSE USage,

Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

Option
WM
Intermedia
Text
XML DB
OLAP
Spatial
Data Mining

Ultra Search

Ok Cancel

kelected

true
true
true
trus
true
true
true

true

Help

|»

(Saue as an HTML file,.. )

Note

If you are planning to use internationalization, for Content Server the key

valueis: National Character Set:
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Step I. Create an Oracle 10g Database

19. Thefollowing window shows the progress of the database creation. This step can take
time to complete.

Database Configuration Assistant |

“ Lopying database files
Creating and starting Oracle inztance

Completing Database Creation

Clone database creation in progress

a 11

20. When database creation is completed, click Exit.

tabase Configur i |

Database creation complete, Check the logfiles at
Aul2/appdoracleld/admindcontenterverdbscreate for details,

Databaze Information:
Global Databaze Mamei contenterverdb
System Identifier{SING: CSDE
Serwer Parameter Filename: Aul2dappdoraclelds/products/10,1,0/db_1/dbsspfileC50B, ora

The Enterprize Manager URL iz http:d/godzillaiBholdem

Mote: All databaze accounts except SYS. SYSTEW, DBSHMP. and SYSHAM atre locked, Select
the Password Management button to wiew a complete list of locked accounts or to manage
the databaze accounts, From the Password Management window, unlock only the accounts
you will uze, Oracle Corporation strongly recommends changing the default passwords
immediately after unlocking the account,

(-Password Management, , , )

Exit
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Step Il. Create a New User for Content Server

Step Il. Create a New User for Content Server

1. Locatethefile emoms.properties (iNn<oracle homes/<server
name>_<SID>/sysman/config/)

a. Findtheline oracle.sysman.emSDK.svlt.ConsoleServerPort
b. The port after the linein step aisimportant. Make a note of it.

2. Runthecommand: emctl status dbconsole
The command should return an output similar to the following:

Oracle Enterprise Manager 10g Database Control Release
10.1.0.2.0

Copyright (c) 1996, 2004 Oracle Corporation. All rights
reserved.

http://godzilla:5500/em/console/aboutApplication
Oracle Enterprise Manager 10g is running.

Logs are generated in directory /u02/app/oraclell/product/
10.1.0/db_1/godzilla orcllOso/sysman/log

Note

If the command returns the message that the Oracle Enterprise Manager is not
running, start Oracle Enterprise Manager with the command: emctl start
dbconsole

3. Open abrowser and do the following:
a. BrowsetotheURL http://<hostnames:<ports/em (from step 2).

3 Oracle Enterprise Manager - Microsoft Internet Explorer ;IEIEI
File Edit Yew Favaorites Tools Help | l';'
. Y. A -3 L, ; A 3. 0 = o. oY
G Back ~ () |ﬂ @ Tl | - search ¢ Favorites {_‘3 ‘ iz _I @ _‘j
Address I@ http:/igodzila. Fatwire . com:5501 fermfcansaleflaganflogon j Go | Links **
ORACLE Enterprise Manager 10g Help =l

Database Control

|IH@I'.IlllllllllllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Login to Database:contenterverdb

= User Marme ||

* Password I

Connect As INurmaI A I
| Login )

Copryright € 1996, 2004, Oracle. &l rights reserved.
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Step Il. Create a New User for Content Server

b. Loginto the browser, using the following field values:

User name sys
Password <password entered when creating the db>
Connect As SYSDBA

c. Asthisisthefirst timeyou are using the Oracle Enterprise Manager, alicense
pageisdisplayed. Click | Agree.

7} Oracle Enterprise Manager - Microsoft Internet Explorer = | Ellﬁl
File Edit Vew Favorites Tools Help | '5"
iy G I ’ 5 < RN - a4
- - / < - -
Qi - © - 1) &) (D] P Ygrow @3- o B+ D B
Address @http:Hgodzilla.Fatwwre.com:SSDIJ'em,I’console,l’Iicense j Go |Links 2y

ORACLE Enterprise Manager 10g
Datahase Control

—

Oracle Database Licensing Information 10g

Oracle Enterprise Manager 10g Database Control is designed for managing a single database, which can be either a single instance or a cluster database. The
fallowing premiurm functionality contained within this release of Enterprise Manager 10g Database Contral is available only with an Oracle license

Database Diagnostics Pack

e Performance Monitoring (Database and Host)

e ADDM (Automated Database Diagnostic Monitor)

s Automatic Waorkload Repository

s Event Notifications: Motification Methods, Rules and Schedules
e Event history/metric history (Database and Host)

s Blackouts

Database Tuning Pack

o S0L Access Advisor
e S0OL Tuning Advisar
e S0L Tuning Sets

s Reorganize Objects

Configuration Manag t Pack

Database and Host Configuration
Deployments

Patch Database and Yiew Patch Cache
Patch staging

Clone Database

Clone Cracle Home

Search configuration

Compare configuration

Policies

For a detailed description of this functionality and where it can be used within the product refer to the Oracle Database Licensing Information 10g document.

| acknowledge and agree that use of this premium functionality requires the purchase of an appropriate license.

(cancel) (1 agree)

Copyright @ 1996, 2004, Cracle. All rights reserved.

L«

[&l [ T T T 4 meemet v

hN
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Step Il. Create a New User for Content Server

4. Click the Administration tab.

; Oracle Enterprise Manager (5Y5) - Database: contenterverdb - Microsoft Internet Explorer

File Edit Wiew Favorites

Tools  Help

=0l x|
| &

@Back - \) - @ @ ;h|pSaarch *Favorites @| E:,zv :;, E - |_.J @ ‘3

Address IE http:/fgodzila. fatwire, com: 5501 /em/console/database finstancesitemap?event=doLoad&t arget=contenterverdb®rype=oracle_database

T Bee ks »

Database Control

ORACLE Enterprise Manager 10g

Database: contenterverdb

Setup  Preferences Help Logout —

Logged in As SYS

Home l Performance Admlmsl.éatlon Waintenance
p!

Page Refreshed May 26, 2005 10:28:11 AM ( Refresh )

Wiew DatalManually vl

General Host CPU Active Sessions
3 @ (Shutdown ) 100% w0
Status Up
Up Since May 26, 2005 9:01:04 AM TS
Time Zane EDT B Cther W CPU
Availability (%) 100 50 W Csob | iy
[Last 24 hours) 35 B Wait
Instance Mame CSDB
Yersion 10.1.0.2.0 a
Read Only No
Cracle Home /ulZ/appsoraclelfproduct10.1.0/db_1 Run Queue 012 Artive Sessions 0ot
Listener LISTEMER godzilla Paging (pages per second) 0.0 SOL Response Time (%)« 120.56
Host godzilla compared to baseling
High Availability Space Usage Diagnostic Summary
Instance Recovery Time (seconds) 3 Database Size (GB) 1 Patformance MNo ADDM run _ILI
4 | »
@ http: /{godzilla. Fatwire.com:5501 fem/consolefdatabase finstance/sitemap?event=doLoad&target=contenterverdbfkype=oracle_databasedp l_l_l_’_’_ # Internest 4
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Step Il. Create a New User for Content Server

a. From the Security menu, select Users. Click the Create button.
b. Inthe“Create User” screen, fill in required fieldswith the values that arelisted in

the following table:

Name csuser

Enter Password <your choice>

Confirm Password <same passwords
-loix
File Edit ‘iew Favorites Tools  Help |a.

@Eackva @ @ :h|pSearch *Favorites @|B':\ﬁ E '\_J@ ‘3

Address IE http:,l’,igodzﬂla.FatW|re.com:55E|1,iem)’conso\e)’database,l’securlty,l’user?event=create&cancelURL=,|’em,l’consoIe,l’database,idatabaseOb]ectsSearch°f03Fevent°.-’o3Dred|splj Go ‘ Links **

ORACLE Enterprise Manager 10g Setup  Preferences Help Logout =
Datahase Control

Database: contenterverdb = Users = Create User Logged in As 5Y3
Create User

(showsal ) (cancel) (oK)

General l Roles Systemn Privileges Object Privleges Quotas Consumer Groups Proxy Users

* Mame |csuser

Prafile IDEFAULT vl
Authentication IF'assword 'l

= Enter Passward |unu..

* Confirm Password |-uuu.

[ Expire Passward now

Default Tablespace I :,,S?

Tempaorary Tablespace | ,,,5?

Statug © Locked @ Unlocked

General[m System Privileges Object Privileges Quotas Consumer Groups Proxy Users

(showsaL) (Cancel) (OK) —

) ) Database | Setup | Prefersnces | Help | Logout LI
& 2 T Y S
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Step Il. Create a New User for Content Server

5. Click the Rolestab.
a. Click the Modify button.

3 Oracle Enterprise Manager - Create User - Microsoft Internet Explorer ;Iglil

File Edit Vew Favorites Tools Help |zl

&« ( o ) Nz E
@Eack - \) - @ @ \'_h | psaarch ‘ZJ'\{FBVDI’IEES @| Er_z' = E - J @ .ﬁ
Address @http:,l’,igndzilla.Fatwire.com:SSDl,iem;’conso\e;’database,l’security,l’user?target=contenterverdb&typa=oracle_databasa&canceIURL=,iem;’consolefdatabase;’databaseotj Go ‘ Links *

E

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Datahase Control

Datahase: contenterverdh > Users > Create User Logged in As Y3

Create User
(showsal ) (Cancel) (0K)
&(mmw)

N
Genera@i;&stem Privileges Object Privileges Cuotas Consumer Groups Proxy Users

Role Admin Option | Default
CONNECT - 2
General } Roles [ Systern Privileges Object Privileges Quotas Consurner Groups Proxy Users

(ShowsaL) (Cancel) (OK)

Database | Setup | F‘referen&l Help | Logout
Copyright @1936, 2004, Cracle. All rights reserved
About Qracle ise hianager 109 Database Contral

b. Fromthelist of “Available Roles’ (left side), select Resource and click the M ove

button.
3 Modify Roles - Microsoft Internet Explorer =] |
File Edit Vew Favorites Tools Help | zl

@Eack - O e @ @ ;h|psaarch ‘Z{\\?Fa\furites @| Dzr_zv :;,. E - J @ .ﬁ

Address @ http:,l’,igndzilla.Fatwire.com:SSDl,iem;’conso\e;’database,l’security,l’user?target=contenterverdb&typa=oracle_databasa&canceIURL=,iem;’consolefdatabase;’databaseotj Go ‘ Links *

ORACLE Enterprise Manager 10g Setup Preferences Help Logout =
Datahase Control

Datahase: contenterverdh > Users > Create User Logged in As Y3
Modify Roles
(cancel) (0K)

Available Roles Selected Roles

MGMT_USER | > COMMECT

OEM_MONITOR Ilave

OLAP_DBA 55

OLAP_USER MUVEIAII

RECOVERY CATALOG OWNER o~

R ICE <)

SCHEDULER_ADMIN Remove

SELECT_CATALOG_ROLE ..:::_'.

WWIKUSER Remove

Whd_ADMIM_ROLE hd| Al

(_Cancel ) @

Database | Setup | Prefersnces | Help | Logout
Copyright @1936, 2004, Cracle. All rights reserved
About Qracle ise hianager 109 Database Contral

Configuring Third-Party Software: V7.0

SOFTWARE

41



Chapter 2. Creating and Configuring an Oracle 10g Database

Step Il. Create a New User for Content Server

Resour ceis moved to the “ Selected Roles’ list.

3} Modify Roles - Microsoft Internet Explorer -0l

File Edit WView Favorites Tools Help | "'I

@Eack - O - @ @ ;h|;)Search *Favorites @ [:,2- :\?,, E - _J @ ‘3

Address IEI http:,l’,igodzﬂla.FatW|re.com:55E|1,iem)’conso\e)’database,l’securlty,l’user?target=c0ntenterverdb&type=0racle_database&canceIURL=,iemJ’consoleIdatabase;’databaseOtj Go ‘ Links **

ORACLE Enterprise Manager 10g Setup  Preferences Help Logout ;I
Datahase Control

Database: contenterverdb = Users = Create User Logged in As 5Y3
Modify Roles
Available Roles Selected Roles
AG_ADMIMISTRATOR_RCOLE - \ L:'"
AQ_USER_ROLE Iave < RESOURCE
AUTHENTICATEDUSER =
CTRAPR Move Al
DBA —
DELETE_CATALOG_ROLE <)
DMUSER_ROLE Remave
OM_CATALOG_ROLE <)
EJBCLIENT Ramove
EXECUTE_CATALOG_ROLE | All

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracls. All rights reserved.

About Oracle Ent ise hanager 10g Database Control
=
@Dune l_l_l_’_’_ # Internest v
c. Click OK.
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Step Il. Create a New User for Content Server

6. Click the System Privileges tab.
a. Click the Modify button.

3 Oracle Enterprise Manager - Create User - Microsoft Internet Explorer ;Iglil

File Edit Yiew Favorites Tools Help |zl

@Back - O - @ @ ;h|psaarch *Favorites @| Eir_zv ; ﬁ e |_.J @ .‘ﬂ

Address I@ http:J‘,l’godzi\la.Fatwire.com:SSDl,l’em,l’consoIe,l’databasa,isecuritw’user?target=contenterverdb&type=0racle_database&cancelURL=,|’am,iconsDIeJ‘database;’databaseotj Go ‘ Links *

ORACLE Enterprise Manager 10g Setup Preferences Help Logout LI
Database Control
Database: contenterverdh > Users > Create User Logged in As Y3
Create User
(showsal ) (Cancel) (0K)
General Rol System Privileges \Ob'ect Privileges Quotas Consumer Groups Proxy Users
| Modify )
System Privilege Admin Option
Mo items found
General Roles | System Privileges [ Object Privileges Quotas Consumer Groups Proxy Users
(showsaL) (cancel) (oK)
Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Oracle. All rights reserved.
About Oracle Enterprise Manager 10g Database Contral
b. Fromthelist of “Available System Privileges’ (Ieft side), choose Select Any
Dictionary and click the M ove button.
3 Modify System Privileges - Microsoft Internet Explorer = IEllil
File Edit Yiew Favorites Tools Help | z’

@Back - O - @ @ ;h|psaarch *Favorites @| Eir_zv ; ﬁ e |_.J @ .‘ﬂ

Address I@ http:J‘,l’godzi\la.Fatwire.com:SSDl,l’em,l’consoIe,l’databasa,isecuritw’user?target=contenterverdb&type=0racle_database&cancelURL=,|’am,iconsDIeJ‘database;’databaseotj Go ‘ Links *

ORACLE Enterprise Manager 10g Setup Preferences Help Logout =
Database Control

Database: contenterverdh > Users > Create User Logged in As Y3

Modify System Privileges
(cancel) @

Available System Privileges Selected System Privileges
REMOWE_ANY_WORKSFACE | >

RESTRICTED SESSION Iove

RESUMABLE =

ROLLBACK ANY WORKSPACE Move Al

SELECT ANY SEQUENCE <)
SELECT ANY TABLE Remove
SELECT ANY TRANSACTION =)
SYSDBA — | Remove
SYSOPER 4 T

(_Cancel ) @

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Oracle. Al rights reserved
About Oracle ize hlanager10g Database Contral
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Next Step

Select Any Dictionary ismoved to the “ Selected System Privileges” list.

3 Muodify System Privileges - Microsoft Internet Explorer - |E||1|

File Edit WView Favorites Tools Help | .#

eEack - \_) & Ij Ig _;j | /-__j Search \f‘\'( Favorites €3| - :?_ E - _J @ ‘5

Address IE:I http:,l’,igodzﬂla.FatW|re.com:55E|1,iem)’conso\e)’database,l’securlty,l’user?target=c0ntenterverdb&type=0racle_database&canceIURL=,iemJ’consoleIdatabase;’databaseOtj Go ‘ Links **

ORACLE Enterprise Manager 10g Setup  Preferences Help Logout
Datahase Control

Database: contenterverdb = Users = Create User Logged in As 5Y3

Modify System Privileges
(cancer) (oK)

Available System Privileges Selected System Privileges

REMOVE_ANY WORKSPACE =5 @
RESTRICTED SESSION Move
RESUMAELE )
ROLLEACK_ANY WORKSPACE lowe Al
SELECT ANY SEQUENCE —
SELECT ANY TABLE <
SELECT ANY TRANSACTION Bemove
SYSDBA @
SYSOPER = | Remove
UNDER ANY TABLE = T

(cancel ) @

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracls. All rights reserved.

About Oracle Ent ise hanager 10g Database Control
=
[&] pone l_ l_ l_ l_ l_ # Internest v

c. (Optional) If you are creating a portal installation on WebL ogic, also add the
Create View privilege (by repeating step b).

d. Click OK.
The database is now ready for Content Server.
In the upper right-hand corner, click L ogout.

The database is ready for Content Server. You can now create and configure the data
source.

Next Step

You are now ready to create and configure the data source. For instructions, refer to your
Content Server installation guide.
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Chapter 3

Creating and Configuring an MS SQL Server
Database

SOFTWARE

Use this chapter to set up a SQL Server database for your Content Server (Spark)
installation. For background information regarding database configuration and users
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
» Creating a Database on M'S SQL Server 2000 SP3+
» Creating a Database on MS SQL Server 2005
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Creating a Database on MS SQL Server 2000 SP3+

Creating a Database on MS SQL Server 2000 SP3+

To create and configure a database on MS SQL Server 2000 SP3+
1. Create the database login:

a.
b.

Open “Enterprise Manager.”

In the left-hand tree, select Microsoft SQL Servers> SQL Server Group >
(Local) > Security.

Right-click on L ogins and select New L ogin...
1) Create auser (such as csuser), and select the proper authentication method.
2) Savethisuser.

2. Create the database:

a.

In the left-hand tree, select Microsoft SQL Servers> SQL Server Group >
(Local) > Databases.

Right-click on Databases and select New Database...

1) Enter aname (such as csDB), then modify the other fields as needed for your
installation.

2) Finish creating this database.

3. Assign account privileges:

a.
b.
c.

d.

Select the newly created database in the left-hand tree and click Open.
Right-click on Users and select Add new Database User ...

In the drop-down list, choose the user created in step c of this procedure. In the
Permit role member ship list, check the box next to db_owner.

Save the new user.

Database configuration is complete. You are now ready to create and configure the data
source. For instructions, refer to your Content Server (Spark) installation guide.

Creating a Database on MS SQL Server 2005

To create and configure a database on MS SQL Server 2005

SOFTWARE

1.

Use the Windows A ccount Manager to create a new user account for the CS database
user (for example, csuser), and assign a password to the account.

Open SQL Server Manager Studio.
Loginto MS SQL Server:

a. Enter your user name and password (the default user nameis sa).

b. Click Connect.

Create the database:

a. Intheleft-hand tree, expand the Databases node.

b. Right-click the Databases node and select New Database from the pop-up menu.
c. Inthe“New Database” window, enter aname for your database and click OK.

Your newly created database appears under the Databases node in the tree.
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8.
9.

Creating a Database on MS SQL Server 2005

In the tree, expand the node representing your newly created database, then expand
the Security node underneath it.

Click the User s tab.

Right-click within the white space underneath the list of existing users and select
New User from the pop-up menu.

In the “ Database User - New” window, enter the user name of the CS database user
(which you created in step 1 of this procedure) into the User name and L ogin hame
fields.

In the “Owned Schemas” and “Role Members’ areas, select the db_owner check box.
Click OK.

Database configuration is complete. You are now ready to create and configure the data
source using the user name and password of the CS database user you created in step 1 of
this procedure. For instructions, refer to your Content Server (Spark) installation guide.
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Chapter 4
Creating and Configuring an IBM DB2 8.x
Database

Use this chapter to set up a supported IBM DB2 database for your Content Server
installation. For background information regarding database configuration and users
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
» Creating and Configuring DB2 8.x for Content Server
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Creating and Configuring DB2 8.x for Content
Server

SOFTWARE

Open DB Contral Center (db2cc).

Browse to the instance under which you want to create the new database.

If you do not have an existing instance in the left-hand tree, do the following:
a. Right-click Instances and click Add...

b. Fill intheform provided (or click Discover) then click OK.

Right-click Branch Databases > Create > Database Using Wizard...

In the “ Create Database Wizard,” fill in the following screens as indicated:

a. “Database name”
Enter a unique database name (such as cspB2), then click Next.

b. “Specify how and whereto store the user tables.”
L eave the default option L ow maintenance selected and click Next.

c. “Specify how and where to store the system catalog tables.”
L eave the default option L ow maintenance selected and click Next.

d. “Specify how and where to store system temporary tables.”
L eave the default option L ow maintenance selected and click Next.

e. “Tunethe performance of this database.” Click Next.

f. “Specify the locale for this database.”
Complete the following steps.

1) Inthe Code Set drop-down list, select UTF-8.
2) Under Collating Sequence, leave the default option selected.
3) Click Next.
g. Review the actionsthat will take place when you click Finish, then click Finish.

A DB2 message box appears, giving you the option to run the “Configuration
Advisor.” Click No.

A new database (with the name you provided in step 4) is now available in the
left-hand tree.

In the left-hand tree, right-click Buffer Pools > Create.

In the “ Create Buffer Pool” dialog box, do the following:

a. Inthe“Buffer Pool name” field, add a unique name (such as CSBUFFER32).

b. Inthe Page size drop-down list, select 32.

c. Click OK.

In the left-hand tree, right-click Table Spaces > Create.

In the “ Create Table Space Wizard,” fill in the following screens as explained bel ow:

a. “Specify aname for your table space.”
Enter a unique name (such as csTableSpace) in the “ Table Space name” field.
Then click Next.

Configuring Third-Party Software: V7.0

50



Chapter 4. Creating and Configuring an IBM DB2 8.x Database 51

Creating and Configuring DB2 8.x for Content Server

b. “Specify the type of table space you want to create.”
L eave the default value and click Next.

c. “Specify abuffer pool for your new table space.”
Select the buffer pool created in step 7 of this procedure and click Next.

d. “Select the space management system that you want to use.”
L eave the default option System-managed space (low maintenance) selected
and click Next.

e. “Define containers for this table space.”
Click Add, then complete the following steps:

1) Inthe“Define Container” dialog box, enter a unique name for this container
(such as cscontainer).

2) Under “Current Directory,” select alocation for thistable space (note that you
must select aphysical location on a mounted disk where you want to place
this table space; if you do not have an acceptable location at this point you
should create one). Once you have selected alocation, click OK.

3) Click Next in the “Define Container” dialog box.

f. “Specify the extent and prefetch sizes for this table space.”
L eave the default options selected and click Next.

g. “Select hard drive specifications.”
Select the appropriate option for your physical mediatype from the list and click
Next.

h. “Specify the dropped table recovery option for your new table space.” Click Next.
i. Review the actions that will take place when you click Finish, then click Finish.

10. Repeat step 9 of this procedure to create atemporary table space, making the
following adjustments to the procedure:

a.  When completing step 9a, indicate in the name that thisis atemporary table
space.

b. When completing step 9b, select System Temporary for the type of table space.
11. Intheleft-hand tree, select User and GroupObjects and right-click DB Users> Add.
a. Inthe“Database’ tab, do the following:
1) Select auser from the User drop-down list.

Note

The drop-down list contains all valid system users. If there are no
valid system users, you must create one before continuing.

2) Under “Grant authorities for the Selected User,” select all the options.

Note

Thisis not recommended for adelivery system. Choose the
options that are appropriate for your delivery system)
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b. Click the Table Space tab and do the following:

1) Click Add Tablespace. In the “Add Tablespace” dialog box, select the
tablespace created in step 9 of this procedure and click OK.

2) Inthe “Table Space” tab, the new table spaceis now selected, but has a &
symbol next to it. Select Grant from the Privileges drop-down list (located
near the bottom of the tab).

Repeat step b for the temporary table space created in step 10.
d. Optionaly, repeat step b to add the default table space USERSPACE1.

Note

The default table space was created with the database. Therefore its
location is not under your control.

e. Click OK.

12. Inthe left-hand tree, right-click the database created in step 4 of this procedure and
click Configure Parameters. In the list that opens, make the following changes:

a. Change LOCKLIST/100 t0 LOCKLIST/1024
b. Change LOCKTIMEOUT/None tO LOCKTIMEOUT/30
c. Change APPLHEAPSZ/256 tO APPLHEAPSZ/1024

13. Database configuration is complete. You are now ready to create and configure the
data source. For instructions, refer to your Content Server installation guide.
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Chapter 5
Creating and Configuring an IBM DB2 9.1
Database

Use this chapter to set up a supported IBM DB2 database for your Content Server
installation. For background information regarding database configuration and users
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:

» Installing and Configuring DB2 9.1 for Content Server
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Installing and Configuring DB2 9.1 for Content
Server

To install and configure aDB2 9.1 database, you will complete the following steps:
A. Instal DB2

B. Create aNew DB2 Database

C. Create aUser for the New Database

D. Configurethe Database

A. Install DB2

1. Uncompress the correct installation file for your distribution.
2. Run./db2setup
3. Inthe“Information Management Software” screen, select Install a Product.

X 1BM DB2 Setup Launchpad (=)o) [x]
m Information Management Software
Wersion 2.1
DEZ Setup Launchpad
= Welcome

R et PETSEMEES The DBZ Setup Launchpad gives wou access 1o all of the information that wou

Eelease Motes need ta install wour DB2 products and features for Linuk, UNEE, and Windows
; ; ; E operating systems.
Migration Information R g9.2v2
Install a Product To access more information about the DB2 products awailakle for installation or
10 perform an installation, select from the tabs provided. You can find mare

Exit product information by searching the Infarmation Center.

Search Information Center
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4. Under “DB2 Enterprise Server Edition,” select | nstall New.

X IBM DB2 Setup Launchpad

m Information Management Software
Wersion 9.1

DB2 Setup Launchpad

Installation Prereguisites

FEelease Motes

Migration Infarmation

Install a Product

Exit

Install a Product
Click Install Mew to launch the DBZ Setup wizard for the desired product.

DE2 Enterprise Server Edition

DEB2 Enterprise Server Edition is desighed to meet the data server neads af
mid- to large-size businesses. It can be deployved on Linux, UNEX, or
Windows servers of any size, from one CPU to any number of CPUs.

DEZ Enterprise Server Edition is an ideal foundation for building on demand
enterprise-wice solutions, such as large data warehouses of multiple
teralnte size or high performing 24x7 available high wolume transaction
processing business solutions, or Web-based solutions. DB2 Enterprise
Server Edition incorparates a native XML data store and delivers flexible
access to XML data using XQuery, XPath, 50L, and standard reporting tools,

Qptional features for DE2 Enterprise Server Edition are availahle that
provide additional advanced product capabilities in areas such as database
partitioning, performance, security, data federation, and database
administration. Please see hitp: ffwww ibm.com/db2 for maore information.

DEZ Client

DEB2 Client iz a collection of graphical and nongraphical toals and
components for administring DBZ products and developing applications
with DB2 products. Add-ins for Eclipse and Microsoft Yisual Studio 2005
dewelopment emvironments are also included.
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In the “Welcome to the DB2 Setup Wizard,” click Next.
In the “ Software License Agreement” screen, click Accept, then click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition =la] [x]

IMPORTANT: READ CAREFULLY
Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Programs
2. IBM International Program License Agreement

If wou are obtaining the Program for purposes of productive use {other than
ewaluation, testing, trial "try or buy," or demanstration): By clicking on the
"Accept" button below, You accept the |BM International Program License
Agreement, without modification.

If wou are obtaining the Program for the purpose of evaluation, testing, trial
"try or buy" or demoanstration {callectively, an "Evaluation™): By clicking on the
"Accept" button below, You accept both () the |BM International License
Agreement for Evaluation of Programs ithe "Evaluation License"), without
madification; and iy the |BM International Program License Agreement (the
"IPLATY, without moadification.

The Evaluation License will apply during the term of Your Evaluation.

The IPLA will automatically apply if You elect to retain the Program after the
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7. In*“Sdect the Installation Type,” select Typical and click Next.

DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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8. In“Select instalation, response file creation, or both,” select Install DB2 Enterprise
Server Edition on this Computer and click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

SrootfdbZesersp

FEI &)
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9. In“Sdect theinstallation directory,” either enter a directory or use the default and
click Next.

DE2 Setup wizard - DBE2 Enterprise Server Edition _

Joptfibm/di2 9.1 e
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10. In“Set user information for the DB2 Administration Server”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter apassword.
c. Click Next.

DE2 Setup wizard - DBE2 Enterprise Server Edition _

dasusrl

dasadml

i
Password [__ _III
«fou must specify a value. ‘

| 1

homejdasusrl

WEETTEITE:

FEITE)
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11. In“Set up aDB2 instance,” select Create a DB2 instance and click Next.

DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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12. In*“Set up partitioning optionsfor the DB2 instance,” select Single partition instance
and click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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13. In“Set user information for the DB2 instance owner”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter apassword.
c. Click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

dhbzinstl
v

v
Password
«fou must specify a value.

Shomefdb2instl

FEI &)
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14. In * Set user information for the fenced user”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter apassword.
c. Click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

dh2fencl

v
db2fgrpl

v

Password
«fou must specify a value.

Shomefdb2fencl

WEETRTEITTE:

FEI &)
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15. In“Prepare the DB2 tools catalog,” select Do not preparethe DB2 tools catalog and
click Next.

DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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16. In“Set up natifications,” do one of the following:

X DB2 Setup wizard - DB2 Enterprise Server Edition E]@ E]

localhost.localdomain

=S s

FEI &)

- If your system is aproduction server, select Set up your DB2 server to send
notifications, enter a correct address for the local host, and click Next.

- If your system is anot a production server, you can select Do not set up your
DB2 server to send notifications at thistime, and click Next.
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17. In“Start copying files,” check that your options are correct and click Finish.

X DB2 Setup wizard - DB2 Enterprise Server Edition

Wew instances:
Instance name:
Start instance on rehoot:
FCM port range:
TCPAIP configuration:
Seryice name:
Port number:

Instance user information:

User name:

Group name:

Home directory:
Fenced user information:

User name:

Group name:

Home directory:

DB2 Administration server:
Instance user information:
User name:
Group name:
Home directory:

18. Allow theinstallation to proceed.

-8 X

db2instl
fes
GO000-50003

dh2c_dh2instl
50000

db2instl
dbZarpl
Shomesdh2instl

dh2fencl
db2fgrpl
ShomedhZfencl

dasusrl
dasadml
Shomesdasusrl

X Installing DB2 Enterprise Server Edition
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19. In “Setup has completed successfully,” read the notes, check the log tab, and click
Finish.

Setup Complete

AT T
administered.

Install DB2 Deweloper Workbench. The DBZ Dewveloper Waorkbench replaces the Dewvelopment Center
from DB2 UDE Yersion 8 on Windows. It is on a separate CD inwour DB2 package. The Deweloper
Warkbench is a comprehensive dewvelopment emvironment far creating, editing, debugging,
deploving, and testing DB2 stored procedures and user-defined functions. You can alsa use this toal
to create, edit and run 50L statements and XML queries, and develop SQL) applications.

20. Theinstalation of DB2 9.1 is now complete.

B. Create a New DB2 Database
1. Loginasdb2insti (or your instance user created during the installation, step 13).
2. Navigateto: ./sqllib/bin and run db2cc
3. Inthe“Control Center View” screen, select Advanced.

- Control Center View @ E]
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4. Inthe"“Control Center,” open the application for creating a database:
a. Click the plus sign next to the tree option All Systems.

ontrol Center

u Contral Center
ED All Systems

7 All Databases

Actions: Select an object from the list abowe to display more
op Create Mew Database

b. Click on the expanded branch All Databases. (If you have not created a database
previoudy, this branch is empty.)

c. Right-click on the branch All Databases and select Create Database >
Sandard.

Configuring Third-Party Software: V7.0



Chapter 5. Creating and Configuring an IBM DB2 9.1 Database

70
Installing and Configuring DB2 9.1 for Content Server

5. In*“Specify aname for your new database”:
a. Enter aname for this database.
b. Select the check box Enable databasefor XML.

c. Inthedrop-down “Default bufferpool and table space page size,” select 32 and
click Next.

7 Create Database Wizard " 1%

—
promejmwanar 1]

I
I
4k |4

FEITTE)
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6. In*“Specify whereto store your data,” click Next (avalue is unnecessary, as we kept
the default option of L et DB2 manage my storage (automatic storage), on the
previous page).

- Create Database Wizard
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7. In*“Specify the locale for this database,” ensure that the drop-down “ Code set”
displays UTF-8 and click Next.

[ Create Database Wizard ©)
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8. In*“Review the actions that will take place when you click finish,” confirm that
everything looks correct and click Finish.

7 Create Database Wizard o (X}

9. Allow the “Progress’ window to complete creating the database. The window will
close automatically when the database has been created.
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10. The database has now been created and is displayed in the control center.

The figure below shows that a single database named vmdb291 is present in the
control center

T~ Control Center

23 Contral Center
"EI All Systems

nVMDB291 LOCALH... dbZinstl  Local  WMDBZ21  fhom...

&+ [ vMDB291

[ All Databases

Actions: Select an object from the list abowve to display more

oo Create Mew Database

_—

C. Create a User for the New Database

1. Gotothe command line. Asthe system user, create a new user named csuser that
will be used to access the database from your FatWire product.

Example of how to create a user named csuser on Linux:

useradd -d /home/csuser -m -p demo4132 csuser
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2. Go back to the “Control Center” and add the user:

a. Expand the newly created database in the tree by clicking the plus sign, then
expanding the branch User and Group Objects.

b. Click DB Usersto open the right-hand panel.

c. Right-click on the branch DB User s and select the Add option.

- Control Center

u Contral Center
."EI All Systems
=k 7 Al Databases

=k 3 vmpe291

|— ] Takles

— T Wiews

- 7 Aliases

— 7 Micknames
#kF ] Cache Ohjects
[— 7 Triggers

|- 7 Schermas

— 7 Indexes

— ] Tahle Spaces

% DB2INSTL

1 DB Users

— ] Ewvent Monitors

|- 7 Buffer Pools
"EI Application Objects
=k 7 User and Group Ohbjects
[BSd 05 Users
(-3 DB Groups
(7 Federated Database Ohjects
(O3 ¥ML Schema Repository (XSR)

Actions:
op Add Mew User
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3. Inthe“Add User” application:
a. Select the user that was created in step C on page 74.
b. Under “Authorities,” select all check boxes.
c. Click OK.

T Add User =) [x]
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D. Configure the Database

1. Right-click on the database that you created (listed in the branch that displays the
database icon) and select Configure Parameters.

2. In*“Database Configuration”:

a. Scroll through the list of options and replace the values of the following
parameters with the values shown here:

LOCKTIMEOUT 30
APP_CTL_HEAP SZ 1024
APPHEAPSZ 1024
b. Click OK.
- Database Configuration - VYMDB291 o] [x]

= Applications
AV G_APPLS AUTOMATIC(1)
DLCHKTIME 10000
LOCKTIMEOUT MNaone
MAXAPPLS AUTOMATIC(40)
MAXFILOP 64
MAXLOCKS AUTOMATIC(G0)
< Environment
ALT_COLLATE
CODEPACE
CODESET

AT A CE
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3. Right-click on the database that you created (listed in the branch that displays the
database icon) and select Restart.

A status window flashes. This does not mean that the operation has been completed.
Typically, you will need to wait 2 to 3 minutes for the system to restart.

4. Stop theinstance:

a. Expand thefollowing “Control Center” tree branch: All Systems >
LOCALHOST > Instances > name_of _your__instance

b. Right-click on the instance.
c. Select Sop.

T~ Control Center

u Contral Center

: 7 Al Systems

EHef LocaLHosT

..'EI Instances

S dnzinst
..'EI Databases

|=F 1 Al Databases

=k 3 vmpe291

|— ] Takles

— T Wiews

- 7 Aliases

— 7 Micknames

#kF ] Cache Ohjects

|- 7 Triggers

|- 7 Schermas

— 7 Indexes

— ] Tahle Spaces

— ] Ewvent Monitors

|- 7 Buffer Pools

"EI Application Objects

(3 User and Group Objects
L .

% DB2INSTL
& CSUSER

1 DB Users

Actions: Select an object from the list abowe to display more
op Add Mew User

d. Inthe“Confirm stop” dialog box, click OK.
e. Wait for the message that the instance has been stopped.
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5. Start the instance:

a. Expand thefollowing “Control Center” tree branch: All Systems >
LOCALHOST > Instances > name_of_your_instance

b. Right-click on the instance.
c. Select Start.

- Control Center

u Contral Center
: 7 Al Systems
EHef LocaLHosT
..'EI Instances
S dnzinst
..'EI Databases
|=F 1 Al Databases
=k 3 vmpe291
|— ] Takles
— T Wiews
- 7 Aliases
— 7 Micknames
#kF ] Cache Ohjects
|- 7 Triggers
|- 7 Schermas
— 7 Indexes
— ] Tahle Spaces
— ] Ewvent Monitors
|- 7 Buffer Pools
"EI Application Objects
FD User and Group Objects
L .

% DB2INSTL
& CSUSER

1 DB Users @ Help %

Actions: Select an object from the list abowe to display more
op Add Mew User

6. Wait for the message that the instance has been started. This does not mean that the
operation has been completed. Typically, you will need to wait 2 to 3 minutes for the
system to restart.

Your database is now ready for use with your FatWire software product.
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Part 2
Installing a Web Server

This part describes how to install aweb server. It contains the following chapters:

e Chapter 6, “Worksheets for Documenting the Web Server Installation”
Chapter 7, “Installing I1S on Windows’

Chapter 8, “Installing Apache on Solaris and Linux”
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allation

This chapter contains worksheets listing the web server parameters that you need to track.

Print this chapter. Then, asyou install software, fill in the blank fields in these worksheets
with the values of the specified parameters. You will save considerable time by doing this.
Additionally, if something fails during the installation, the information in these worksheets
will be valuable while you are troubleshooting. Use a separate set of worksheets for each
installation so that each installation is fully documented.

The worksheets are constructed as tables that are divided into the following categories:
» Key to Sample Vaues
* Web Server Parameters
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Key to Sample Values

Key to Sample Values

The install ation worksheets list parameters along with their sample values. Each sample
valueis classified as one of the following:

Default: the value is automatically created at the time of the installation.

Normal: the value represents the normal configuration for asimple instalation. Do
not use a different value unless your system requiresit.

Option: the value must be chosen from a preset list of options.
Suggested: the value is recommended for the parameter.

Note

A Suggested account name has an Example password value. We strongly
recommend that you select a password for this account that is appropriate for
the security of your system.

Example: the value is only an example that must be replaced by the value that is
appropriate for your installation. The example valueis not likely to be valid in your
environment.

Web Server Parameters

Table 1: 1IS Web Server Parameters

Web Version WebVersion Example:
Apache 1.3.37
Web Host Name WebHost Example:
jeeves
Web Host IP Address WebIP Example:
104.222.111.155
Web Server Port WebPort Default:
80
[1S Only: FilterName Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/apache

SOFTWARE
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Web Server Parameters

Table 2: Apache Web Server Parameters

Web Version WebVersion Example:
Apache 1.3.37
Web Host Name WebHost Example:
jeeves
Web Host IP Address WebIP Example:
104.222.111.155
Web Server Port WebPort Default:
80
[1S Only: FilterName Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/apache
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Web Server Parameters

Configuring Third-Party Software: V7.0

SOFTWARE



Chapter 7
Installing IS on Windows

This chapter explains how to install and test Microsoft’s Internet Information Services
(11S). It contains the following sections:

e Stepl.Instal llS
e Step Il. Document Your IS Installation
o Step Ill. Verify the Installation

* Next Step
Note
Typicaly, [1Sis either partialy or fully installed on most Windows 2000
machines.

If [ISisonly partialy installed or not installed, start with the first
section, “Step I. Install 11S,” on page 88.

If 11Sisfully installed, start with the section “ Step 1. Document Your
I1S Instalation,” on page 88.
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Step I. Install IS

Step I. Install IS

If lISisnotinstaled or isonly partialy installed, follow Microsoft’s instruction for
installing I1S on a Windows 2000 system.

Asaconvenience, here is aquick synopsis of the instructions:

1. Select Sart > Settings > Control Panel.

2. Select Add/Remove Programs.

3. Sedlect the Add/Remove Windows Components tab on the left.
The Add/Remove Windows Components Wizard appears.

4, Sdect Internet Information Services (11S) and then follow the instructions for
installing it.

Step Il. Document Your IIS Installation

We strongly recommend that you document the details of your lISinstallation in Table 3,
“11S Parameters.”

Table 3: IIS Parameters

Web Version The version number of thellS

(WebVersion) software that you installed.

Web Host Name The name by which the

(WebHost) installation machine is known
on the network.

Web Host IP Address | The numeric Internet Protocol
address assigned to the web

(webIp) server host machine.

Web Server Port The port number assigned for

(WebpPort) web server communications.
By default, it hasthe value go.

Step lll. Verify the Installation

After you haveinstalled 11S, you start it and then browse to it in aweb browser to
determine whether it is serving pages asit should.

A. Start IIS

You can start the various 1S services in various ways. To be sure that all the necessary
services are running, start 11S from the Ser vices node.

To start IIS services

1. Right-click on the My Computer icon.
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Next Step

Select M anage from the right-mouse menu.

In the Computer M anagement dialog box, expand the Services and Applications
nodein the tree.

4. Select Services.

5. Inthelist of serviceson theright, right click 1S Admin Service.
6. Select Sart from the right mouse menu.

To start or stop the default web site only

1. Right-click on the MyComputer icon.

2. Select Manage from the right mouse menu.

3. Inthe Computer Management window, expand the Services and Applications.
nodein the tree.

Expand the Inter net I nfor mation Ser vices node.
Right-click on Default Web Site.
Select Sart or Stop, as appropriate, from the right mouse menu.

B. Verify that IIS is Serving Pages

To verify that |1S can serve pages, test it from both the server that is hosting it and from
another browser on the network.

To verify that IIS can serve pages

1. Start abrowser on the host on which 11Sis running.

2. From the browser, go to the following URL:
http://WebHost : WebPort

3. Do one of the following:

- If the browser displaysthe [1S home page, then IISisinstalled and running
properly. Continue to step 4.

- If the browser returns an error, consult Microsoft’s documentation, determine
what went wrong, and fix it before you continue.

4. Start abrowser on another machine on your network (a host other than the machine
hosting I1S).

5. From the browser, go to the following URL:
http://WebHost : WebPort

If the browser displaysthe 1S “Under Construction” page, then [1Sisinstalled and
running and the network naming service appears to be working properly.

Next Step

Configure the web server to run with WebL ogic and Content Server. For instructions, refer
to the installation guide for your configuration.
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Next Step
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Installing Apache on Solaris and Linux

SOFTWARE

This chapter describes how to install and configure Apache HTTP Server on Solaris and
Linux systems. As previously mentioned, you can install Apache on the same machine

that will host WebL ogic and Content Server, or you can install and use it on a separate
host.

This chapter contains the following sections:

Step I. Install Apache
Step 1. Document Your Apache Parameters
Step 111. Verify that Apache Contains the Correct Module

Step 1V. Verify that Apache Runs Properly
Next Step
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Step 1. Install Apache

Step I. Install Apache

1.

Apache HTTP Server can be pre-installed on Solaris 8, Solaris 9, Linux RedHat, and
Linux SUSE systems. Determine whether Apacheisinstalled on the environment(s) on
which you plan to runit.

Do one of the following:

- If Apacheisaready installed, continue with “ Step 1. Document Your Apache
Parameters,” on page 92.

- If Apacheisnot aready installed, you can do one of the following:
Install it from your source medium.
Download it from the Internet.

Build it from source; that is, select the modules and compile the Apache executable
yourself. If you want to build it from source, refer to the information that the Apache
Foundation makes available at

http://www.apache.org/ and follow their instructions.

Step Il. Document Your Apache Parameters

We strongly recommend that you document the details of your Apache installation in
Table 4, “ Apache Parameters.”

SOFTWARE

Table 4: Apache Parameters

Web Server Version The version of Apache that the

(WebVersion) host is running. Note that you
must use aversion that Content
Server supports.

Web Host Name The name by which the Apache
host machineis known on the

(Webiost) network.

Web Host 1P Address The numeric Internet Protocol
address assigned to the Apache

(WebIF) host machine.

Web Server Port The port number assigned for

(WebPort) Apache communications. By

default, it has the value 80.

Apache Root Directory | The top-level directory in
(ApacheRoot)

which Apacheisinstalled.
Immediate subdirectories of
ApacheRoot include bin and
conf.
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Step IlI. Verify that Apache Contains the Correct Module

Step lll. Verify that Apache Contains the Correct
Module

Note
This section applies only to Apache version 1.3x.

Apache is modular software, built from a set of modules. WebL ogic Server requires that
themod_so.c module be present on the machine that is hosting the Apache web server.
Please verify that your Apache server contains this module by using the command httpd
with the -1 option and search for mod_so in the outpuit.

For example:

$ ApacheRoot/bin/httpd -1 | grep ‘mod_so’
mod_so.c

Examine the output and do one of the following:

 If the output from the preceding command containsmod_so . ¢, then your version of
Apache contains the correct module. Proceed to “ Step V. Verify that Apache Runs
Properly,” on page 93.

 If the output from the preceding command does not contain mod_so . ¢, you must
rebuild and reinstall Apache. For guidelines, see “Step |. Install Apache,” on page 92.

Step IV. Verify that Apache Runs Properly

In this step, you will start Apache and verify that it is running properly. For verification
instructions, see the Apache web site (givenin “Step I. Install Apache,” on page 92).

Next Step

Configure Apache to run with WebL ogic and Content Server. For instructions, refer to the
installation guide for your configuration.
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Next Step
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Part 3
Install and Configuring LDAP

This part describes how to install and configure a supported LDAP server for integration
with your Content Server application.

This part contains the following chapters:
o Chapter 9, “Setting Up Sun Java Systems Access Manager 7.0”

Chapter 10, “ Setting Up Sun Java Systems Directory Server 5.2"
» Chapter 11, “ Setting Up OpenLDAP 2.3.X”

Chapter 12, “ Setting Up the WebL ogic 9.x Embedded LDAP Server”
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Chapter 9

Setting Up Sun Java Systems Access
Manager 7.0

This chapter providesinstructionsfor setting up the currently supported Sun Java Systems
Access Manager for use with Content Server.

Note

Sun Access Manager isinstalled as part of Sun Portal Server 7, which means that
either Sun Access Manager and Sun Directory Server were installed locally on
your portal server, or you elected to configure Sun A ccess Manager to connect to a
remote instance of Sun Java Systems Directory Server. In either case, you already
have Sun Access Manager installed and configured for your application server and
portal server.

This chapter contains the following sections:
o  Start/Stop Commands
» Creating CS Usersin Sun Access Manager
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Start/Stop Commands

Start/Stop Commands

This section lists commands for starting and stopping Sun Access Manager.
To start Sun Access Manager:

On Solaris:

./usr/sbin/amserver start

On Unix (except Solaris):

<sun_portal home>/identity/bin/amserver start

On Windows:

Sart --> Programs--> Sun Microsystems --> Sun One |l dentity --> Sart Sun One
Identity Servers--> Start

To stop Sun Access Manager:

On Solaris:

./usr/sbin/amserver stop

On Unix (except Solaris):

<sun_portal home>/identity/bin/amserver stop

On Windows:

Sart --> Programs--> Sun Microsystems --> Sun One I dentity --> Stop Sun One
Identity Servers--> Stop

Creating CS Users in Sun Access Manager

In this section, you will use the Sun Access Manager console to create Content Server
users in the backend LDAP server that is associated with Sun Access Manager.

To create Content Server users in Sun Access Manager
1.

Access the following URL:

http://<app_server address>:<ports>/amconsole

Sun Java™ System Access Manager

This server uses LDAP Authentication

User Name: ||

Password: I

Configuring Third-Party Software: V7.0
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Creating CS Users in Sun Access Manager

Log in using the user name (typically amadmin) and password that was selected
during the installation of Sun Access Manager.

When logged in, you will see two large frames. The left-hand frame has a hierarchy
that can be navigated. The right-hand frame has details for the item selected on the | eft.

Search | Logout = Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management B0 el T T [TV T Federation Management

vm vm =
View: [Organizations ~| View: |General k|
Organizations (3 items) General Properties
New... || Delete E Search Domain |
Name:
ommunitySample Organization [Active =
[~ DeveloperSample ) Status: 4
[ EnterpriseSample F o
Organization [g,5e93portal7a.vm.fatwire.com 3
Aliases: vm L
DNS Alias F
Names:
1] |

In the left-hand frame, click the link Developer Sample (or the portal site which you

4.
used when installing Content Server).
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Creating CS Users in Sun Access Manager

5. Click the View drop-down menu. From here you may select Roles, Groups, or Users.
Asyou will be adding a new user, select Users.

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management B=C1 U olT T [FTET L1 Federation Management
vm >DeveloperSample | DeveloperSample (=]
View: [Generl 3]

Organ Groups General Properties
Users
Services

Domain Name: I
Roles

Organization Status: | active j

Organization Aliases:

DeveloperSample -
DNS Alias Names: F

)

6. A list of al known usersisdisplayed in the left frame. Click New.

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management B=ElVTER el T iTe [FEL 1] Federation Management

vm > DeveloperSample | fwadmin =

View: |Users <] View: |General |

* Indicates required field

e item)
( Newe|Cpoee] [EEmm FirstName: |
Advanced Search...

UserID Full Name * Last Name: Idefaull
[~ fwadmin 3

*Full Name: |fwadmin

Password: Change...

Email Address: I

Employee I
Number:

Telephone I
Mumber:

Home Address: I

* User Status: IActive j
Account I @

Expiration Date: Enrmat: mmiddinnn hh'mm

'rR Configuring Third-Party Software: V7.0



Chapter 9. Setting Up Sun Java Systems Access Manager 7.0

Creating CS Users in Sun Access Manager

7. Select thefollowing services from the list in the right-hand frame:

- Maobile Address Book
- MobileCalendar

- MobileMail

- Portal Desktop

- Portal Subscriptions
- SSO Adapter

Click Next.

lcome
Sun. e
Sun Java~ System Access Manager L

Identity Management = TCN ol T T [T 1T Federation Management

View: I Users j Select the services to be assigned to the user.
Users (1 item) Available Services

New... || Delete Ifwadmin Search

Advanced Search... Access List
User ID Full Name [T Authentication Configuration

[~ fwadmin fwadmin F Mobile Address Book
Mobile Calendar
Mobile Mail
NetFile
Netlet
portal1 Desktop
portal1 Subscriptions
Proxylet
SSO Adapter

_|

[T A T [ i A IS S

vm > DeveloperSample | New User - Step 1 of 2

Search | Logout | Help

a3

ra \
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Creating CS Users in Sun Access Manager

8. Inthe“New User” form, fill out the required fields (marked by ared *). Ensure that
“User Status” is set to Active. Click Finish.

Search | Logout | Help

0 Sun Welcome
i Sun Java~ System Access Manager L

Identity Management B=C1 UL TE T Federation Management

vm > DeveloperSample | New User - Step 2 of 2

View: |Users j Enter Required User Attributes

Users (1 item)

New... || Delete Ifwadmin Search User

Advanced Search...

UserID Full Name *User ID: Idemcuser
fwadmin fwadmin § .
I fwadmin_fwadmin First Name: I

* Indicates required field

* Last Name: Idemc
*Full Name: Iuser
* Password: I“"““

* Password (confirm): quuu

* User Status: IActive R
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Creating CS Users in Sun Access Manager

9. Assign Groupsto the user:
a. Locatethe newly created user (the fastest way isto use the Search function).

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management B[N T TR TG Federation Management

Users (1 item)

vm > DeveloperSample |

View: | Users j

lHeaw Iy

™

[~ demouser

New... || Delete

EullMame

I‘user
Advanced Search...

Search

demouser

View: I General j

*Indicates required field

First Name: I

Ide mo

* Last Name:

* Full Name: Iuser

Password: Change...

Email Address: I

Employee I
MNumber:

Telephone I
Number:

Home Address: I

[Active  ~|

* User Status:

Account I

ExPlrahcn Date: Format- mm/ddhnnn hh-mm
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b. Intheright-hand frame, select Groups from the “View” drop-down menu.

Search | Logout | Help

0 7 Welcome
. Sun Java~ System Access Manager amAdmin

Identity Management =l 0el 11T LT Federation Management

vm > DeveloperSample | demouser 1=
View: [Users R View: [Groups j)
The Selected list contains the groups associated with this user.
Users (10 items) Use Search to find a specific group.
New... || Delete Iuser‘ Search I- Search
Advanced Search... )
User ID Full Name ?:allaEb:i
d 3 agscdnor .
[ demouser GE Lighting-General Admin =]

[~ user_analyst user_analyst |
[~ user_approver user_approver |
[ user_author  user_author F

BurlingtonFinancial-Designer
GE Lighting-WorkflowAdmin
FirstSitell-ProductEditor

[~ user_checker user_checker b GE Lighting-Designer

I” user_designer user_designer b BurlingtonFinancial-Checker

I” user_editor  user_editor } FirstSitell-ProductAuthor @
[~ user_expert user_expert b

[~ user_marketer user_marketer [ | Add = ||Add All & | ‘Remove AHRGI'“OW All ﬂ|

[~ user_pricer user_pricer ¥

Selected:
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Creating CS Users in Sun Access Manager

c. Inthe"Available’ list box, select all Groupsthat you wish thisuser to have. Inthis
example, three groups were assigned to the user: Spark-SiteAdmin, Spark-
SparkContentUser, Spark-GeneralAdmin (listed in the “ Selected” list box).
For more detailed information about available groups, see the Content Server
Administrator’s Guide.

d. Click Add.
e. Click Save.

Search | Logout | Help

Welcome
SSun .
Sun Java- System Access Manager amAdmin

Identity Management B[R TE LT Federation Management

Use Search to find a specific group. [a]

vm > DeveloperSample |

View: |Users = 5 Search

Available:
Users (10 items) (P;aEgE_E:it!or Cencmiadm B
ighting-General Admin
[ New... |[ Delete | Iuser" | Search | BurlinsgllcnlginanciaI—Designer
Advanced Search... GE Lighting-WorkflowAdmin
FirstSitell-ProductEditor
™ demouser user b GE Lighting-Designer
[~ user_analyst user analyst b B_urling_;lcnFinancial-Checker @
[~ user_approver user_approver b FirstSitell-ProductAuthor
I~ user_author  user_author b [ Add v |[Add All #| [Remove =|[Remove All &
[~ user_checker user_checker F
[~ user_designer user_designer I Selected:
[~ user_editor user_editor b Spark-SiteAdmin -
[~ user_expert user_expert b Spark-SparkContentUser
[~ user marketer user marketer b Spark-GeneralAdmin
[ user_pricer user_pricer b

EDETs

-

10. (Optional) Test your new user by logging in to the portal (must be the organization
under which the user was created and Content Server was installed; for example,
DeveloperSample Organization).

Configuring Third-Party Software: V7.0

SOFTWARE

105



Chapter 9. Setting Up Sun Java Systems Access Manager 7.0 106

Creating CS Users in Sun Access Manager
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Chapter 10

Setting Up Sun Java Systems Directory
Server 5.2

This chapter how to set up the currently supported Sun Java Systems Directory Server for
use with Content Server on Sun Portal Server 7. This chapter contains the following

sections:

e Start/Stop Commands

» Installing Sun Directory Server

» Verifying Your LDAP Configuration
* Modifying User Passwords
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Start/Stop Commands

Start/Stop Commands

This section contains commands for starting and stopping Sun Directory Server and its
administration interface.

Starting and Stopping Sun Directory Server
* To start:

On Solaris:

/usr/sbin/directoryserver start

On Unix (except Solaris):
<dirserv_home>/slapd-<hostname>/start-slapd

On Windows:

Start the following service: sun ONE Directory Server 5.2 <hostnames

* Tostop:

On Solaris:

/usr/sbin/directoryserver stop

On Unix (except Solaris):
<dirserv_home>/slapd-<hostname>/stop-slapd

On Windows:

Stop the following service: Sun ONE Directory Server 5.2 <hostnames

Starting and Stopping the Sun Directory Server Admin Interface
* Tostart:

SOFTWARE

On Solaris:
/usr/sbin/directoryserver start-admin
On Unix (except Solaris):

<dirserv _home>/start-admin

* Tostop:

On Solaris:
/usr/sbin/directoryserver stop-admin
On Unix (except Solaris):

<dirserv_home>/stop-admin
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Installing Sun Directory Server

11. Download the Directory Server installationfile(ds.5.2.P4.1inux. full.tar.gz)
from Sun’sweb site.

12. Decompressthe file into atemporary directory and change to that directory.
13. Start the Directory Server installer using the following command: . /setup

Session Edit View Bookmarks Settings Help

susel0lwasel ™~/ 1 # tar -xz+ .. ds.5.2.P4.1inux.full.tar.g=z [3

suselldlwasbl: ™/ 1 # ls
idsktune  IMSTALL.txt LICENSE.twxt README.txt setup setup_data

EuselOiwasEi:”Ki # .J/setup

@u’! KSSH. root@10.120.19.203 |

14. In the “Environment Check” screen, click Next.

Emvironment Check

Warning: the operating system may be missing required patches.

If wou hawve not already done so, it is recommended that wou guit the
installer and run the idsktune utility lacated in this directony

The idsktune utility provides a list of patches and tuning settings

relevant 1o yvour operating system as described in the Sun JavalTM) System
Directory Server 5.2 Installation and Tuning Guide.

If wou proceed without resalving all idskiune ERROR conditions,
installation may fail.

EN Cancel
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Installing Sun Directory Server

15. In the “Welcome” screen, click Next.

WWelcome

Welcome ta the Directory Server Installation Program. We strangly
recommend that wou exit all programs befare running this installation.

Warning: This program is protected by copyright law and international
treaties.

This product is distributed under licenses restricting its use, copywing,
distributian, and decampilation. Mo part of the product may be reproduced
in any form by any means without prior written authorization of Sun
Microsystems, Inc. and its licensors, it any. Unauthorized reproduction or
distribiution of this program, or any portion of it, may result in severe civl
and criminal penalties, and will be prosecuted to the maximum extent
poassible under law.

Back < Cancel | Help

16. In the “Software License Agreement” screen, click Yes (Accept License).

Software License Agreement

Before wou can install this product, you must read and accept the
agreement under which this product is licensed far wour use.

Bun JawaiT M) System Directory Server 5.2 formerly iPlanet{Th) Directory |
Berver)

IF ¥OU HAYE PAID IM FULL ALL CORRESPONDIMG FEES AND CHARGES IN
CONMECTION WITH A LICENSE FOR Sun Java(TM) Systern DIRECT ORY
SERWER 5.2 (ALONG WITH ALL ACCOMPANYING SOFTWARE AND
DOCUMENTATION, THE "DIRECTORY SERVER", YOUR LICENSE TO THE
DIRECT ORY SERYWER. |5 SET FORTH EMTIRELY IN SECTION B. OTHERWISE,

QUR EYALUATION LICENSE TO THE DIRECTORY SERVER 15 SET FORTH
EMTIRELY IN SECTION A The twa licenses set forth in Sections A and B are
separate and distinct legal agreements.

Hawe wou read, and do wou accept, all of the terms of the preceding
Software License Agreement? If wou choose Mo, the installation program
will end without installing the product.

Back < | wes (Accept License) I Mo | Help
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Installing Sun Directory Server

17. Inthe“Fully Qualified Computer Name” screen, ensure that the displayed DNS name
isvalid for this server and click Next.

susel01wasE1.ymlfatwire.com

Back<| Next>| Cancel | Help|

18. Inthe “Select Server or Console Installation” screen, select Sun Java(TM) System
Servers (default selection) and click Next.
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Installing Sun Directory Server

19. Inthe “Type of Installation” screen, select Typical (default selection).

Back < || Next> | Cancel | Help|

20. Inthe “Select Installation Directory” screen, enter the path and directory where you
want Directory Server installed. (This path is referred to later in this chapter as
<dirserv_homes.) Typicaly, it is safe to use the default, unless your installation
requires you to install Directory Server in a different location. Make arecord of the
path you enter here. When you are finished, click Next.

Back < || Next> |

21. Inthe pop-up dialog, click Create Directory.

= | T
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Installing Sun Directory Server

22. Inthe “ Select Components” screen, select all options and click Next.

Back<| Next>| Cancel | Help|

23. Inthe “Sun JAVA(TM) Systems Directory Server User Group” screen, enter the user
name and group under which Directory Server will run. The default values are
acceptable, but if you need to change them for security reasons, you may do so. When
you are finished, click Next.
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24, In the “Configuration Directory Server” screen, select The new instance will bethe
configuration Directory Server (default selection) and click Next.

Back < || Next> | Cancel | Help|

25. Inthe"Data Storage L ocation” screen, select Soredatain the new Directory Server
(default selection) and click Next.
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Installing Sun Directory Server

26. Inthe “Directory Server Settings’ screen, all values should be properly detected by
the installer. Confirm that they are as follows, and make changes if necessary:

- “Server Identifier” isthe Directory Server host name
- “Server Port” isthe Directory Server port. This must be set to 389.
“Suffix” isthe Directory Server domain. Thisis aso the LDAP base DN.

Directory Server Settings

Settings the new server will use for basic operation

Server ldentifier; IEs usel101wasgl

Server Port: IESE!EI

Suffix: IIdc=um, de=fatwire, dc=com

Back < Cancel | Help

Note

Make arecord of the information you enter in this screen. You will need this
information when running the Content Server LDAP integration program.

When you are finished, click Next.
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27. Inthe“Configuration Directory Server Administrator” screen, enter apassword in the
appropriate fields. Make arecord of the password you enter here. When you are
finished, click Next.

fadmin

spapspstetlehl,

*******{

Back<| Next>|

28. Inthe “Administration Domain” screen, click Next.

Trmfatwire.com
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29. Inthe"“Directory Manager Settings’ screen, enter apassword in the appropriate fields.
Make arecord of the password you enter here. When you are finished, click Next.

icn=Directory Manager

sl

*****w{

Back<| Next>| Cancel | Help|

30. Inthe “Administration Server Port Selection” screen, click Next.
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Installing Sun Directory Server

31. Inthe “Ready to Install” screen, click Install Now and wait until the installation is
complete.

Configuration of the Directory Server failed.

Error Directory Servar configuration failure

Checking connection to the Configuration Directory Server... done.
Fegistering Administration Server with Configuration Directory Server... done.
Loading Administration Server tasks... done.

Loading global Administration Server configuration... done.

Cenerating configuration files ... done.

Configuration of the Administration Server succeeded.

BunOME-WehServer-Enterprise /6 05P3 BOS /192004 05:54

arning: daemaon is running as super-user
[L5 1s1] http:ffsusel0lwase 1 v fatwire. com, port 330 ready to accept req
startup: server started successfully

Acdministration senver started properhy
Error Configuration of the server(s) failed.
Click. Mext to continue.
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33. Inthe “Installation Summary” screen, click Close.

Installation Summary

The Directory Senver installation status is shown below:

Product Status Information
Diractory Servar Fartially Installed. Details...

Click "Details..." next to product status for maore infarmation.

Verifying Your LDAP Configuration

This section shows you how to verify your LDAP configuration through the Sun JES
Server Console. You will also use the console to administer Sun Directory Server.

1. Start the JES Server Console:
- OnSolaris:
/usr/sbin/directoryserver startconsole
- OnUnix (except Solaris):
<dirserv_home>/startconsole
2. Inthe“Server Console’ dialog box, do the following:
a. IntheUser ID field, enter cn=Directory Manager.

b. Inthe Password field, enter the Directory Manager password you entered in
step 29 on page 117.
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c. Click OK.

Sun Java’

Server Console

V. 4 Sun\Java(Tiv) System Server: LE] E]

Uszer ID: |cn=Directory Manager

Pazsword: |"‘f"‘f“""”"”“”"”"r

Administration URL: Ihttp:ffsuselDlmsEl:SBD - |

QK I Cancel I Help I

3. Inthe"“System Server Console,” drill down the left-hand tree and double-click the
Directory Server node.

Console  Edit Wiew Object Help

Servers and Applications

| Default Wiew

% Directory Server (susel0Olwas61)

m\tm.fatmdre.com
® Q sysel0lwashl wm fatuire.co Server hame: Directory Server {susel0lwasal)
Q (L33 server Group Descriptian:
@ Administration Serve | Installation date: February 9, 2007 3:19:09 Ph EST
Server root: fvarfSunfmpsz2
Product hame: Sun JavalTM) System Directory Server
Wendor: Sun Microsystems, Inc.
Version: 5.Z_Patch_4
Build number: 2005.230.0415

Revizion:

Security lewel: domestic

Server status: Started
Port: 389
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In the pop-up window that appears, click the Directory tab.

Consaole  Edit Wiew Help

Sun Java™ System. Directory Server

Tasks

Start Directory Server

Stop Directory Server

Restart Directory Server

Back up Directory Server

Restore Directory Server

Manage Certificates

Log in to Directory Server as a new user

In the left-hand tree, locate the base DN for thisinstance of Directory Server. The base
DN isthe value you entered in the Suffix field in step 26 on page 115. (In the example
below, the base DN isdc=vm, dc=fatwire, dc=com.)

Consale  Edit Wiew Object Help

Sun Java™ System. Directory Server el 5.2

Directory

@ susel0lwas6lvm fatmire.com:: [y Directory Administrators
L% ([ de=vm,dc=fatwire,dc=com lg‘ Groups
lg‘ Croups lg‘ People {5 acis)
lg‘ Peaple (5 acis) lg‘ Special Users
lg‘ Special Users
Lo [ o=MetscapeRoot (3 acis)
@ ch=schema (5 acis)
Lo [ ch=monitor (5 acis)
Lo [ en=config (4 acis)
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6. Intheleft hand tree, click the People node and browse the directory in order to
confirm that the Content Server users were added correctly.

Console  Edit Wiew Object Help

Sun Java™ System. Directory Server

Directory

@suselDlwasGl.\tm.fat\mire.com:f & tuserl
L [ de=vm, dc=fatwire,dc=com | & ContentServer
lg‘ Croups & DefaultReader
lg‘ People (5 acis) & Arthur
lg‘ Special Users & fuadmin
Lo 3 o=MetscapeRoot (3 acis) & uzer_editor
@ ch=schema (5 acis) & Mapolean
Lo L3 en=mauonitor (5 acis) & Coco
Lo [ en=config (4 acis) & uszer_checker
& Desiree
& UsEr_approver
& uszer_author
& user_pricer
& user_designer
& editor
& USEr_expert
& user_analyst
& Conrad
& firstsite

& Connie

ch=Conrad,ou=People,dc=vm,dc=fatwire, dc=com

7. (Optional) If you want to change user passwords, continue on to the next section,
“Modifying User Passwords,” on page 122.

Modifying User Passwords

When you run the Content Server LDAP integrator, all Content Server users (except for
fwadmin, ContentServer, and DefaultReader) are assigned the default password
that you enter in the “ Content Server Configuration” screen of the integrator. For security
reasons, you might want to manually change the passwords for these users.

Note

User passwords can be changed from the CS interface or through the JES
Server Console. Becauseit is faster to use the Server Console, we provide the
stepsin this chapter. To change passwords though Content Server, see the
Content Server Administrator’s Guide.

To modify user passwords through the JES Server Console

1. Perform the stepsin “Verifying Your LDAP Configuration,” on page 119.
2. Inthelist of users, double-click the user whose password you want to change.
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3. Inthewindow that appears, enter the new user password into the appropriate fields,
then click OK.

Account

ok | Cameel | Hew |
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Chapter 11
Setting Up OpenLDAP 2.3.x

This chapter explains how to set up OpenLDAP for use with Content Server. It contains
the following sections:

¢ OpenLDAP Commands

» Installing OpenLDAP

» Configuring OpenLDAP

» Adding Content Server Schemato OpenLDAP
¢ Modifying User Passwords
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OpenLDAP Commands

This section contains the most commonly used OpenLDAP commands. Useit asa
reference when configuring OpenLDAP for use with Content Server.

Starting OpenLDAP

Note

This section assumes that the s1apd daemonislocated in /usr/local/libexec.
Depending on your installation, the daemon might be located el sewhere. In such
cases, substitute the correct path in the commands listed in this section.

To start OpenLDAP normally, use the following command:
/usr/local/libexec/slapd

To start OpenL DAP with full debugging (useful when diagnosing configuration issues
and installing Content Server), use the following command:

/usr/local/libexec/slapd -h ’ldap:///’ -4 0x5001

Searching an OpenLDAP Server
To search an OpenLDAP Server, do the following:

SOFTWARE

1.

Execute the following command:

ldapsearch -x -D "cn=Manager,dc=<domain>,dc=<extension>" -W
-b '’ -s base ’ (objectClass=*)’ namingContexts

where <domain> and <extension> arethe values you specified in step aon
page 130.

When prompted for a password, enter the Root DN user password you specified in
step d on page 131.

A typical response from the 1dapsearch command looks as follows;
Enter LDAP Password:
extended LDIF

LDAPv3

filter: (objectClass=%*)

#
#
#
# base <> with scope baseObject
#
# requesting: namingContexts

#

#
dn:

namingContexts: dc=fatwire,dc=com
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# search result
search: 2

result: 0 Success

# numResponses: 2

# numEntries: 1

Adding an LDIF File to an OpenLDAP Server

SOFTWARE

To add awell-formed LDIF file to your OpenLDAP Server, use the 1dapadd command:

ldapadd -D ’'cn=Manager,dc=<domain>,dc=<extension>’
-w <root dn password> -f <LDIF file name>

where:
* <domain> and <extension> are the values you specified in step aon page 130.

* <root_ dn_ passwords> iSthe Root DN user password you specified in step d on
page 131.

* <LDIF file name> iSthe name of the LDIF file you are adding.
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Installing OpenLDAP

This section explains how to install OpenLDAP.

Note

OpenLDAP is bundled with most Linux distributions. If OpenLDAP is aready

installed on your system, skip this section.

To install Open LDAP

1. Download the OpenLDAP tgz archive from the OpenLDAP web site:
http://www.openldap.org/
For example: openldap-stable-20070110.tgz

2. Decompress the archive:
- If you are using GNU, use the following command:

tar-xvzf openldap-stable-20070110.tgz
- If you are not using GNU, use the following command:

gzip -d openldap-stable-20070110.tgz ; tar -xvf openldap-

stable-20070110.tar

Session Edit View Bookmarks Settings Help

egandtBlinux—gandt :~/shared/openldap> tar -xzf openldap-stable-Z20070110.tg=
egandtflinux—gandt :~/shared/openldap> ls

openldap-2.3.32 openldap-stable-Z0070110.tg=

egandtflinux—gandt :~/shared/openldap> cd openldap-2.3.327
egandtBlinux—gandt :~/shared/openldaps/openldap-2.3.32> ls

aclocal ..m4 CHAMGES configure.in doc libraries README
ANNOUMCEMENT  clients contrihb include  LICENSE SETVErsS
build confizgure COPYRIGHT IMSTALL Makefile.in tests

egandtBlinux-gandt :~/shared/openldap/openldap-2.3.32> ./configure []

-

|| = shel
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3. Change to the directory containing the OpenL DAP source. For example:
cd openldap-2.3.32

Session Edit View Bookmarks Settings Help

egandtBlinux—gandt :”/shared/openldap> ls

openldap-2.3.32 openldap-stakble-Z0070110.tg=
egandtBlinux—gandt :~/shared/openldap> cd openldap-2.3.327
egandtflinux—gandt :~/shared/openldap/openldap-2.3.32> ls

aclocal.md CHANGES configure.in doc libraries README
AMMOUMCEMEMT  clients contrib include LICEMSE SETVETS
build configure COPYRIGHT IMSTALL Makefile.in tests

egandtBlinux-gandt :”/shared/openldapsopenldap-2.3.32> ./ confizure [J

egandtPlinux—gandt :~/shared/openldap> tar —-xzf openldap-stable-Z0070110.tgz

|| = Shell

4. Configure the OpenLDAP source as follows:

./configure --enable-crypt --with-tls

Session Edit View Bookmarks Settings Help

config.status: creating serverss/slapdsback-sgl/Makefile
config.status: creating servers/slapd/shell-backends/Makefile
config.status: creating serverssslapd/slapi/Makefile
config.status: creating serverssslapdsoverlays/Makefile
conflg.status: creating servers/slurpd/Makefile
config.status: creating tests/Makefile
config.status: creating testssrun
config.status: creating tests/progs/Makefile
config.status: creating includesportable.h
config.status: creating includesldap_features.h
config.status: creating include/lber_types.h
config.status: executing depfiles commands
config.status: executing default commands
Making serwvers/slapd/backends.c

Add config

Add 1dif

Add bdb

Add hdb

Add monitor

Add relay ...
Making serwverssslapd/overlays/statover.c

Add syncprov .
Flease run "make depend"” to bulld dependencies
egandtBlinux—gandt :~/shared/openldap/openldap-2.3.32> make dep[]

o[ = Shell

The suggested options are:
- --enable-crypt — enables password encryption
-  --with-tls — enables TLS/SSL support

Note

If you want to customize OpenL DAP for your system, run
./configure --help for acompletelist of configuration options.
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5. Compile OpenLDAP dependencies: make depend
6. Compile OpenLDAP: make
7. Instal OpenLDAP: make install

Note
By default, OpenLDAP isinstalled in /usr/local.

Configuring OpenLDAP

This section shows you how to configure your OpenLDAP installation.
1. Edittheldap.conf fileasfollows:

Note

If you installed OpenLDAP manually by following the stepsin the previous
section, ldap.conf islocatedin /usr/local/etc.

a. Specify your Base DN. Locate the following line (or create it if it does not exist):

BASE dc=<domain>,dc=<extension>

where <domain> and <extensions> are, respectively, the domain and TLD of
your LDAP server.

The Base DN for OpenLDAP should always betwo dc’sin length. For example, if
your full domainisvm. fatwire.com, your Base DN would be fatwire.com,
and your BASE line would look as follows:

BASE dc=fatwire,dc=com
b. Specify your URI(S). Locate the following line (or createit if it does not exist):
URI ldap://<hostanme or IP> ldap://<hostanme or IP>

Enter the host names and/or |P addresses on which on which OpenLDAP isto
listen for connections. Separate the entries with spaces. For example:

URI ldap://127.0.0.1 ldap://localhost ldap://172.19.1.2

2. Editthe sl1dapd.conf file asfollows:

Note

If you installed OpenLDAP manually by following the stepsin the previous
section, sldapd.conf islocated in /usr/local/etc

a. Locate the following section:

access to *
by self write
by users read

and replace it with:
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access to *
by dn="cn=Manager,dc=<domain>,dc=<extension>" write
by self write
by users read
by anonymous auth

where <domain> and <extension> are the values you specified in step la.
b. Specify your suffix. Locate the following line (or createit if it does not exist):

suffix dc=<domain>,dc=<extension>

where <domain> and <extension> are the values you specified in step la.

c. Specify your Root DN user. (The Root DN user is used to access the LDAP
Server.) Locate the following line (or create it if it does not exist):

rootdn cn=<user name>,dc=<domain>,dc=<domain>

Enter Manager asthe user name and replace <domain> and <extensions> with
the values you specified in step la.

d. Specify apassword for the Root DN user. Locate the following line (or create it if
it does not exist):

rootpw<passwords>

Note

The password can be either encrypted or unencrypted. (Encrypted passwords
start with {ssHA}). If you wish to use an encrypted password, do the
following:

1. Generate an encrypted password (hash) using the s1appasswd command.
The command generates avalid encrypted password (hash) and printsit to
the terminal.

2. Perform step e below.

e. (Optiond) If you chose to use an encrypted password in the previous step, set the
password type to SHA. Locate the following line (or create it if it does not exist):

password-hash {SSHA}

This sets the password type to SHA (the default). You can set other password
types; see the OpenL DAP documentation for more information.

3. Editthe core.schema file asfollows:

Note

If you installed OpenLDAP manually by following the stepsin the previous
section, core.schema islocated in /usr/local/etc/schema.

a. Locate the following section:

objectclass ( 2.5.6.17 NAME 'groupOfUniqueNames’

DESC 'RFC2256: a group of unique names (DN and Unique
Identifier)’

SUP top STRUCTURAL
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MAY ( businessCategory $ seeAlso $ owner $ ou $ o
$ description $ uniqueMember) )

MUST ( unigueMember $ cn )

Comment the section out by placing a# character the beginning of each line. Then
insert the following modified section after it:

objectclass ( 2.5.6.17 NAME 'groupOfUniqueNames’

DESC 'RFC2256: a group of unique names (DN and Unique
Identifier)’

SUP top STRUCTURAL

MAY ( businessCategory $ seeAlso $ owner $ ou $ o
$ description $ uniqueMember) )

MUST ( cn )

The difference between the original and modified sectionsisthe last line:
MUST ( uniqueMember $ cn ) becomes MUST ( cn )

OpenLDAP is now configured.

SOFTWARE
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Adding Content Server Schema to OpenLDAP

This section shows you how to add Content Server schema to your OpenLDAP server.

SOFTWARE

To configure OpenLDAP for Content Server

1.

Create an LDIF filenamed pre_cs_openldap.1dif with the following contents:

version: 1

dn: dc=<domain>,dc=<extension>
objectClass: dcObject

objectClass: organization

dc: fatwire

description: OpenLDAP pre cs_setup
o: Fatwire Software

# LDAP Manager Role
dn: cn=Manager,dc=<domains>,dc=<extension>
objectclass: organizationalRole

cn: Manager

# add the organizational Unit People

dn: ou=People,dc=<domain>,dc=<extension>
objectClass: organizationalUnit
objectClass: top

ou: People

# add the organizational Unit Group

dn: ou=Groups,dc=<domain>,dc=<extension>

objectClass: organizationalUnit

objectClass: top

ou: Groups

where <domain> and <extension> arethe values you specified in step aon
page 130.

The file will create anew organization (fatwire) containing two sub-organizations
(Groups and People) and the Manager user. The Manager user will be used to
accessthe LDAP server.

Addthepre cs openldap.ldif filetoyour OpenLDAP server. Execute the
following command:

ldapadd -D ’‘cn=Manager,dc=<domain>,dc=<extension>’
-w <root dn password> -f pre cs openldap.ldif

where:
- <domain> and <extension> are the values you specified in step a on page 130.

- <root dn passwords iSthe Root DN user password you specified in step d on
page 131.
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3. Test your OpenLDAP server. Execute the following command:

ldapsearch -x -b ’ou=Groups,dc=<domain>,dc=<extension>’
’ (objectclass=*) "’

where <domain> and <extension> arethe values you specified in step aon
page 130.

An example response from the 1dapsearch command looks as follows:
extended LDIF

#
#
# LDAPvV3

# base <ou=Groups,dc=fatwire,dc=com> with scope subtree
# filter: (objectclass=%*)

# requesting: ALL

#

# search result
search: 2
result: 0 Success

# numResponses: 1

If thepre cs openldap.1dif filewassuccessfully inserted into the LDAP server,
the result: lineindicates success, at which point you are ready to run the Content
Server LDAP integrator. For instructions, see the LDAP Integration Guide.
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Modifying User Passwords

When you ran the Content Server LDAP integrator, al Content Server users (except
fwadmin, ContentServer, and DefaultReader) were assigned the password which
you entered in the “ Content Server Configuration” screen. For security reasons, you might
want to manually assign unique passwords to those users.:

Note

If you chose to use encrypted passwords when you configured OpenLDAP, you
must change the passwords for al users on your CS system, or your Content
Server installation will not function properly. Thisis because the CSLDAP
integrator writes user passwords into OpenL DAP as plaintext, but OpenLDAP
expects password hashes.

The following table shows the passwords you must assign to your Content Server users:

DefaultReader SomeReader
ContentServer The password you supplied during CS installation
fwadmin The password you supplied during CS installation

All other users on your CS The password you supplied during CS LDAP integration
system

This section covers the following methods for changing passwords in OpenLDAP.:
¢ Modifying User Passwords Using an LDAP Browser
¢ Modifying User Passwords Using the Idapmodify Command

Modifying User Passwords Using an LDAP Browser
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This section shows you how to modify user passwords using the free LDAP Browser/
Editor program available at http://www-unix.mcs.anl.gov/~gawor/ldap/.

To modify user passwords in OpenLDAP using an LDAP browser

1. Download and install the LDAP browser.
2. Startthe LDAP browser: . /1be.sh
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3. Click the Quick Connect tab.

> { Connect
' Quick Connect
Connection
Host Info
Host: | | port: | | version: [3]+]
Base DN: -
Fetch DNs []ssL Anonymous bind
User Info
User DN: [] append base DN
Password:

4. Fill out the fields as follows:

Hostname The host name of your OpenLDAP server.

Port 389

Version 3

Base DN The Base DN you specified in step aon page 130.

Anonymousbind | Yes (select check box)

User DN cn=M anager

Append base DN | Yes (select check box)

Password The Root DN user password you specified in step d on
page 131.

5. Click Connect.
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6. Intheleft-hand tree, expand the ou=People node.

3 . LDAP BrowseriEditor v2.8.2 - [Idap127.0.0.1/dc=fatwire dc=com] -,':',‘4

File Edit Yiew LDIF Help
B e/8snxels sl
de=fatwire,dc=com 4| Artribute | alue
o O ch=Manager FluserPassward  BINARY (6h)
¢ 3 ou=People §§ de;crlptmn JBaoszs Portal Idapuser User for test LDA
& Ij : objectilass top
=l5ap slobjectClass arganizationalPerson
o [ ou=Groups :|abjectClass pErson
ilsn Idapuser
ilen Idapuser
| I >
Ready. u

Double-click the user whose password you want to change and press Ctrl-E.

The plaintext password written by the CS LDAP integrator appearsin the
user Password field. Click Set.

i Edit - [cn=Idapuser, ou=People, dc=fatwire,dc=com] -,'—l','l

File Edit

objectClass: |top
objectClass: |organizationalPerson
objectClass: |person
userPassword: |testme || Verify ” Set ” Save as ” Insert from
description: ||Boss Portal Idapuser User far test LDAP integration
sn: |ldapuser
o |ldapuser

9.

In the pop-up window, enter the user’s password and click Set.

3 . Generate Passwurd_.,':’_:';}

Enter password: |

The password appearsin its encrypted form.
10. Click Apply to save the new password.

k '_ Edit - [cn=Idapuser, ou=People, dc=fatwire,dc=com] 23

File Edit

objectClass:
objectClass:
objectClass:

userPassword:

description:
L1144

cn:

top
organizationalPersan

pErsON

|{SHA}0r7xDUZOZSDWZostngSIdJRsi| Verify || set || Save as || Insert from

|Boss Fortal ldapuser User far test LDAP integration

Idapuser

ldapuser
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11. Repeat steps 7-10 for each user whose password you want to change. When you are
finished, test your integration by logging in to Content Server.

Modifying User Passwords Using the Idapmodify Command

SOFTWARE

The 1dapmodi £y command provides you with an interface in which you can enter valid
LDIF statements to make changes to the configuration of your OpenLDAP server. This
section shows you how to use the 1dapmodify and s1dappasswd commands to change
the passwords of LDAP users.

To modify user passwords in OpenLDAP using the 1dapmodify command

1. Generate an encrypted password for each user. Run the s1dappasswd command and
enter the plaintext password which you want to encrypt. The command outputs the
encrypted password (hash) to the terminal. For example:

{sSHA}ydUTS5RCpBAUSOPOPW8gaHnsmYmL1mULS

Note

If you are generating hashes for alarge number of users, it isagood ideato store
the hashesin afile, so that you can easily retrieve them in step 3. When you finish
this procedure, make sure that you destroy the file in which the hashes are stored.

2. Execute the 1dapmodi fy command as follows:

ldapmodify -D ’‘cn=Manager,dc=<domain>,dc=<extension>’
-w <root dn password>

where:
- <domains> and <extension> arethe values you specified in step aon page 130.

- <root_dn passwords isthe Root DN user password you specified in step d on
page 131.

When the command returns a blank line, you are ready to input LDIF statements.
3. Changethe user’s password. Issue the following commands.
a. dn:cn=<user name>,ou=People,dc=<domain>,dc=<extension>

where user name isthe user name of the user whose password you want to
change, and <domain> and <extension> arethe values you specified in step a
on page 130.

b. changetype:modify
replace:userPassword
userpassword:<password hash>

where <password_hash> isthe hash generated by the s1dappasswd command
in step 1 of this procedure.

e. PressCtrl+D.

f. Repeat steps a—e for each user whose password you want to change. When you are
finished, press Ctrl+C to terminate the 1dapmodi £y command.
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This chapter provides instructions on setting up the currently supported WebL ogic
Embedded LDAP Server for use with Content Server.

This chapter contains the following sections:

» Enabling the WebL ogic Embedded LDAP Server
» Modifying User Passwords
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Enabling the WebLogic Embedded LDAP Server

This section explains how to enable the WebL ogic Embedded LDAP Server.

To enable the WebLogic Embedded LDAP Server

1. Logintothe WebLogic Server Administration Console.

2. Inthe“Domain Structure” tree at the left, click your WebL ogic portal domain.

3. Set the Embedded LDAP password:
a. Intheworkspace, select the Security tab, then select the Embedded L DAP sub-tab.
b. Inthe“Change Center” panein the upper left, click Lock & Edit.

c. IntheCredential field, enter the desired Embedded L DAP password. Reenter the
password in the Confirm Credential field for verification.

d. Click Save.
= WEBLOGIC SERVER

el
bea  souistration consoLe

Change Center Welcome, weblogic Connected 1o portalDomain frHome | Log Out | Preferences | Help | AskBEA |

H: = talD i
Wiew changes and restarts RSt

Click the Lock & Edit button o Settings for portalDomain
modify, add or delete items in
this domain.

Configuration  Monitoring  Control | Security | \ieb Service Security  Motes

General | Filker | Unlock User | Embedded LDAP  Roles | Policies

Click the £ock & £dit buttion in the Change Center to modify the settings on this page.

Domain Structure

portalDomain This page allows you to configure the embedded LDAP server for this WeblLogic Server dorain,

Environment
- Deployments

&5 Credential: l:l The credential {usually a password) used to connect to the embedded LDAF server. Mare
Infa...
[H-Diagnostics
&3 Confirm Credential: l:l Enter the credential again, More Info...
How doI... =
& Configurs the embeddsd LDAP A3 Backup Hour: The hour at which the ermbedded LDAP server should be backed up. More Info...
SErver
8 Canfigure Authentication and 4% Backup Minute: The rminute at which the ermbedded LDAP server should be backed up, More Info,..
Identity Assertion providers
System Status B 45 Backup Copies: The maximurn number of backup copies that should be made for the ermbedded LDAP

server, More Info..,

Health of Running Servers

&3 |-Icache Enabled Specifies whether a cache is used with the embedded LDAF server. More Info...

| Failed (0)

_ 43 cache Size: The size of the cache (in kilobytes) that is used with the embedded LDAF server. More
| Critical () Info. .
Cverloaded ()

&5 cache TTL: The time-to-live of the cache {in seconds) that is used with the embedded LDAF server.

| \arn (0% Mare Info..,

_ Ok (1) @ Refresh Replica At Startup Specifies whether a Managed Server should refresh all replicated data at boot time, (This

is usefll if you have made a large amount of changes when the Managed Server was not
active, and you want o download the entire replica instead of having the Administration
Server push each change to the Managed Server.) More Info...

&5 | |Master First Specifies whether a Managed Server should always connect to the master LDAP server
(contained in the Administration Server), instead of connecting 0 the local replicated
LD&P server (contained in the Managed Server). More Info...
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4,

Enabling the WebLogic Embedded LDAP Server

Create an Embedded L DAP authentication provider:
a. Inthe“Domain Structure” tree, click Security Realms.
b. Intheworkspace, click myrealm and select the Provider s tab.

WEBLOGIC SERVER

ADMINISTRATION CONSOLE

Change Center

Welcome, weblogic Connected to0: portalDomain Log Cut | Preferences AskBEA

Yiew changes and restarts

Pending changes exist. They
must be activated to take effect.

Activate Changes
Undo all Changes

Domain Structure

portalDomain

Diagnostics
How do I...

& Configure Authentication and
Identity Assertion providers

8 Manage security providers

8 Set the JaaS control flag

8 Re-order Authentication providers

System Status &
Health of Running Servers
[ Failed (0}
I Critical (M
5.
6.

SOFTWARE

Home = portalbomain = Summary of Security Realms = myrealm = Providers

Settings for myrealm

Configuration Users and Groups  Roles and Policies  Credential Mappings | Providers | Migration

Authentication = aAuthorization | Adjudication | Role Mapping | Auditing = Credential Mapping  Certification Path | Keystores

An Authentication provider allows VWeblogic Server to establish trust by validating a user. You must have one Authentication provider in & security realm,
and you can configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to access different
data stores, such as LDAP servers or DBMS, You can also configure 3 Realm Adapter Authentication provider that allows you 1o work with users and
groups from previous releases of weblLogic Server.

 Customize this table

Authentication Providers

M | Showing 1-Sof 5 Previous | Next
[1| Name Description Yersion
[ | soLauthenticator Provider that performs DBMS authentication 1.0

[ | WSRPIdentitysserter WSRP 8.1 Compatibility, Identity Asserter Provider 1.0

[ | DefaultidentityAssertar Weblogic Identity Assertion provider 1.0

[ | semLIdentityasserter Weblogic SAML Identity Assertion Provider. Supports Security Assertion Markup Language v1.1. 20

[ | saMLAUthenticator Weblogic SAML Authentication Provider. 1.0

M | Showing 1-Sof 5 Previous | Next

c. Click New.

d. Inthe Namefield, enter aname for the authentication provider.

e. Inthe“Type” drop-down list, select DefaultAuthenticator.

f. Click OK. The new authentication provider appearsin the provider list.
In the “ Change Center,” Click Activate Changes.

Stop the admin server.
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Modifying User Passwords

Modifying User Passwords

This section shows you how to modify user passwords in WebLogic LDAP Server.

To modify user passwords in WebLogic LDAP Server

1. Logintothe WebLogic Server Administration Console.

2. Inthe“Domain Structure” tree, click Security Realms.

3. Intheworkspace, click myrealm and select the Users and Groups tab.

WE
1}
Change Center Welcome, weblogic Connected to: PortalDomain & Home Log Out Preferences Help AskBEA
View changes and restarts Home = Summary of Security Realms > myrealm = Users and Groups = Summary of Security Realms = myrealm = Users and Groups
Click the Lock & Edit button to Seftings for myrealm
modify, add or delete items in
this domain Configuration |Users and Groups | Roles and Policies = Credential Mappings Providers = Migration

Leck & Edit Users Groups

This page displays information about each user that has been configured in this security realm.

Domain Structure

PortalDomai o
:O ? Iomam [ Customize this table
#-Environment

i-Deployments Users

H-Services . .
...Security Realms Showing 1 -10 of 15 Previous | Next

&-Interoperability

* [~ | Name & Description Provider
=-Diagnestics
[~ | Arthur LDAPProvider
=LA B I~ | Connie LDAPProvider
& Manage users and groups [~ | Conrad LDAPProvider
9 Create users [~ | ContentSenver LDAPProvider
= )
Modiy users I | DefaultReader LDAPProvider
9 Delete users
[~ | Desiree LDAPProvider
— = firstsite ) LDAPProvider
ystem us
[ | fwadmin LDAPProvider
Health of Running Servers
™ [Mark LDAPProvider L
Failed (0
| ailed () ™ [Martha LDAPProvider

Critical (0)
| Showing 1 - 10 of 15 Previous | Next
Overloaded (0) l_‘lz‘
[e] [

4, Click the user whose password you want to change.

Configuring Third-Party Software: V7.0

SOFTWARE



Chapter 12. Setting Up the WebLogic 9.x Embedded LDAP Server

Modifying User Passwords

The workspace displays the “ Settings for user name” screen:
Settings Tor Tirstsite

General | Passwords  Groups

Save

Use this page to change the description for the selected user

Name: firstsite The login name of this user. More Info...

Description: l:l A short description of this user. For example, the user's full name. More Info...

5. Select the Passwor ds tab and enter the new password into both fields.

Seftings for firstsite

General |Passwords | Groups

Save

Use this page to change a user's password.

New Password: W | The new password of this user. More Info...
Confirm New Password: IWW“‘W“'W | The confirmed new password of this user. More Info...
Save
6. Click Save.

A confirmation message appears.

Messages

[# Settings updated successfully.
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Modifying User Passwords
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