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Chapter 1
Installation Overview

This document provides guidelines for installing Content Server on the Tomcat
Application Server, connecting to the supported database of your choice.

Note

Anyone using this guide is expected to have experience installing and
configuring databases, web servers, and application servers. Selected
information regarding the configuration of third-party productsisgivenin
this guide. For detailed information about a particular third-party product,
refer to that product’s documentation.

This chapter provides information that will help you prepare for the Content Server
installation. It contains the following sections:

SOFTWARE

What This Guide Covers

What This Guide Does Not Cover
Installation Summary

System Requirements
Graphicsin This Guide
Installation Steps
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What This Guide Covers

What This Guide Covers

This guide covers the installation, configuration, and maintenance of the Tomcat
Application Server, asrequired to support Content Server. Thisincludes configuration of
one or more Tomcat instances, backend databases, and integrating Tomcat with the
Apache Web Server.

This guide also providesinstructions for installing Content Server in both vertically
clustered and non-clustered environments.

What This Guide Does Not Cover

This guide does not cover the following topics, asthey fall outside the scope of this guide:
e Tomcat SSL configuration for simultaneously run instances

» IISand Sun Web Server installation, as no plugins exist that support these web servers
» LDAP Integration

Installation Summary

After you install and configure the J2EE components that support Content Server, you will
run the Content Server installer, which will guide you through the installation process.
You will run the installer on each development, delivery, and management system on
which you plan to use Content Server. During the Content Server installation, you will
have the option to install or bypass sample sites and sample content, depending on the
system you are setting up and on your business needs.

Note

The names of the systemsin your Content Server environment might vary
from the names used in this document. Generally, the management system
isalso called “staging,” and the delivery system is also called
“production.”

System Requirements

System requirements for installing Content Server are given in the following documents,
located on your Content Server installation CD:

» Content Server Supported Platform Document, which specifies third-party databases
and drivers, application servers and web servers, and other software required for
installing and running Content Server.

» Content Server Release Notes, which provide important information about Content
Server.

FatWire recommends that you read both of these documents before installing Content
Server.
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Graphics in This Guide

Note

The latest versions of the above-mentioned documents are located at the
following URL (password-protected):

http://e-docs.fatwi re. com CS

If you need a password, contact FatWire Technical Support. Contact
information is available at the following URL.:

http://ww. fatw re.conlf Support/contact _info.htmn

The e-docs website is organized by product and version number. To obtain the
correct documents, follow the link for the version of Content Server you are
installing.

Graphics in This Guide

Many stepsin this guide include screen captures of dialog boxes and similar windows that
you interact with in order to compl ete the steps. The screen captures are presented to help
you follow the installation process. They are not intended to be sources of specific
information, such as parameter values, options to select, or product version number.

Installation Steps

The steps below summarize the installation/configuration of Content Server and its
supporting software. Keep the steps handy as a quick reference to installation procedures
and to chapters that provide detailed instructions.

To install Content Server and its supporting software

1. Ensurethat you have licensed copies of all the software you will beinstalling. For
information about Content Server’s supporting software, refer to the Content Server
Supported Platform List and to Release Notes. The latest versions are available on the
e-docs website (password-protected), at the URL that isgivenin“ System
Requirements,” on page 6.

2. Set up your choice of supported databases by installing the database management
system, creating a database for Content Server, and configuring the database. For
instructions, see our configuration guide, Third-Party Software.

3. Install and configure Tomcat Application Server. For instructions, see Chapter 3,
“Installing and Configuring Tomcat.”

Note

In addition to basic installation/configuration steps, Chapter 3 provides
instructions for running multiple instances of Tomcat simultaneously and
using SSL.

Installing Content Server 6.3 on Tomcat Application Server



Chapter 1. Installation Overview

SOF

4.

TWARE

Installation Steps

If you plan to integrate Tomcat with the Apache web server, follow instructionsin
Chapter 4, “Integrating Tomcat with Apache Web Server.”

Install Content Server by running the installer (halfway through the installation, you
will deploy Content Server). For instructions, see Chapter 5, “Installing and
Deploying Content Server.”

If you plan to use the Verity search engine, follow installation guidelinesin
Appendix A, “Installing Verity Search Engine.”
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Part 1
Database

This part contains a short chapter summarizing the databases that Content Server uses.
Instructions on creating and configuring the databases are given in our configuration
guide, Third-Party Software.

This part contains the following chapter:

»  Chapter 2, “ Setting Up a Database”
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Chapter 2
Setting Up a Database
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Content Server requires access to a supported database that is specifically configured for
Content Server.

The complete list of supported databases (as well as other third-party components) is
given in the Supported Platform Document (accessiblefromhtt p: / / e-
docs. fatwi re. coni CS).

Before installing any other of Content Server’s supporting software, you must complete
the following steps:

1. Install the database management system.
For instructions, refer to the product vendor’s documentation.

2. Create and configure a database for Content Server.
For instructions, consult our configuration guide, Third-Party Software. Note that
database configuration isidentical across different application servers. Refer to the
correct chapter to create and configure the database of your choice.
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Part 2
Application Server

This part contains information about installing and configuring the Tomcat Application
Server as well asintegrating Tomcat with Apache web server.

This part contains the following chapter:

» Chapter 3, “Installing and Configuring Tomcat”
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Chapter 3
Installing and Configuring Tomcat
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The chapter shows you how to install and configure Tomcat Application Server for
Content Server, for SSL, and for simultaneously running multiple instances of Tomcat.

Thisis not an exhaustive chapter, asits covers the installation of Tomcat Application
Server only so far as needed to install and run Content Server. For more extensive
documentation on the installation process, see the documentation on the Apache Tomcat
website.

This chapter contains the following sections:
* Installing Tomcat
» Configuring Tomcat
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Installing Tomcat

Installing Tomcat

SOF
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Note
We assume that you are using a UNIX system.

To install the Tomcat Application Server

10.

Create an installation directory for Tomcat.
Download and install the Java Development Kit from Sun:
- For Tomcat 5.0, use version 1.4.x of the JIDK.
- For Tomcat 5.5, use version 1.5.x of the JDK.
Set CATALI NA_HOME as the Tomcat installation directory export:
CATALI NA HOVE=<path to tontat hone>
Decompress the Tomcat archive file into the Tomcat installation directory:
- For Tomcat 5.0:

gzip —d jakarta-tonctat-5.0.28.tar.gz
tar —xvf jakarta-tontat-5.0.28.tar

- For Tomcat 5.5:

gzip —d apache-tontat-5.5.16.tar.gz
tar —xvf apache-tontat-5.5.16.tar

Set the JAVA_HOME variable to the JDK folder of the version of Javathat will be used.
For example:

export JAVA HOVE=/ u01/ sof t war e/ App/j dk142_ 05
Start the application server by running the startup command.
$CATALI NA_HOVE/ conmron/ bi n/ startup. sh
Access the following URL in aweb browser: ht t p: / / <host nane>: 8080/
This brings you to Tomcat's default homepage.
Shut down the application server by running the shut down command.
$CATALI NA_HOVE/ conmron/ bi n/ shut down. sh

Edit the SCATALI NA_HOVE/ conf/ t ontat - user s. xnm file and add the following
lines:
<rol e rol enanme="manager"/ >
<rol e rol enane="adm n"/ >
<user username="admi n" passwor d="<passwor d>
"rol es="adm n, manager"/ >

This creates a new user with the permissions to access both the Admin and Manager
tools.

You have successfully installed Tomcat. Proceed to the next section, “ Configuring
Tomcat,” on page 17.
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Configuring Tomcat

Configuring Tomcat

This section contains the following information and instructions:

Setting Up Directories

Running Multiple Instances of Tomcat Simultaneously
Important Commands

Configuring Tomcat for SSL

Setting Up Directories

SOF

TWARE

1.

Create adirectory for Content Server and change to the directory:

nkdir CS6.3
cd Cs6. 3

In this directory create two subdirectories:
a. Fatwi re —Thedirectory where Content Server will be installed:
nkdir Fatwire

b. cs_tontat — Thedirectory where the Tomcat instance for Content Server will
reside:
nkdi r cs_tontat

Set CATALI NA_BASE as the new Tomcat instance directory:
export CATALI NA BASE=<path to cs_tontat directory>

Inthecs_t ontat directory create the following directories. conf, | ogs, tenp,
webapps, and wor k:

cd cs_tontat
nmkdi r conf
nmkdi r | ogs
nkdir tenp
nkdi r webapps
nmkdi r wor k

In the webapps directory, create a directory named cs:

cd webapps

nkdir cs
Copy t ontat . gi f from SCATALI NA HOVE/ webapps/ ROOT to SCATALI NA BASE/
webapps/ cs:

cd cs
cp $CATALI NA HOVE/ webapps/ ROOT/ t ontat. gi f $CATALI NA BASE/
webapps/ cs

Thisimage will be used to test whether the new instance is set up properly.
Here is an example directory structure;

Cs6. 3/

cs_toncat/
conf/
| ogs/

Installing Content Server 6.3 on Tomcat Application Server
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tenp/
webapps/

cs/

Configuring Tomcat

tonctat.gif

wor k/
Fat Wre/

Copy thecat al i na. pol i cy,tontat-users. xml andweb. xm filesfrom
$CATALI NA_HOVE/ conf to $CATALI NA BASE/ conf

cd $CATALI NA_HOVE/ conf
cp catalina.policy tontat-users.xm web.xm $CATALI NA BASE/

conf

Choose the data source information that corresponds to the database you will be using
and place the required filesin $CATALI NA_HOVE/ common/ | i b. Thisdatawill be
inserted into theser ver . xnd filein the next step.

Microsoft SQL Server

MS SQL

DriverClass

com ni crosoft.jdbc. sql server. SQLServerDriver

Required . j ar files

mssql server.jar nsbase.jar msutil.jar

URL

jdbc: microsoft: sql server://<host nane>: 1433;
Sel ect Met hod=Cur sor ; Dat abaseNane=<dbnane>

E.g.,

jdbc: mcrosoft:sql server://

10. 120. 14. 22: 1433;

Sel ect Met hod=Cur sor ; Dat abaseNane=CS62_t ontat

JTDS

Third-party driver

DriverClass

net. sourceforge.jtds.jdbc. Driver

Required . j ar files

jtds-1.1.jar

URL

jdbc:jtds: sqgl server://<host name>: 1433/
<dbnane>

E.g.,
jdbc:jtds:sqgl server://10.120. 14. 22: 1433/
CS62_t ontat

DB2

DriverClass

com i bm db2.jcc. DB2Dri ver

Required . j ar files

db2j cc.jar, db2cc_license_cu.jar

URL

j dbc: db2:// <host nane>: <dbport >/ <dbnane>

E.g.,
jdbc:db2://10.120. 16. 30: 50001/ W.814CS

Installing Content Server 6.3 on Tomcat Application Server
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Configuring Tomcat

Oracle Thin driver

DriverClass oracle.jdbc.driver.Oracl eDriver

Required . j ar files |ojdbcl4.jar, orail8n.jar

URL j dbc: oracl e:thin: @/ <host nane>: 1521/ <dbnane>

E g.,

jdbc:oracle:thin: @/
godzilla.fatwi re.com 1521/
LI NKSYS

9. Createanew filenamed ser ver. xm and pastein the XML code below. Replace the
<Url>and<Driver C ass> textfragmentswith the URL and driver class selected
from step 8.

For Tomcat 5.0:
<Server port="8005" shutdown="SHUTDOMN' debug="0">

<Li st ener cl assNane="or g. apache. cat al i na. nbeans. Server Li f ecycl eL
i stener" debug="0"/>

<Li st ener cl assNane="or g. apache. cat al i na. mbeans. @ obal Resour cesL
i fecycl eLi stener" debug="0"/>

<d obal Nam ngResour ces>

<Resour ce aut h="Cont ai ner" nanme="User Dat abase"
type="org. apache. cat al i na. User Dat abase"

description="User database that can be updated and saved">

<Resource/ >

<Resour cePar ans nanme="User Dat abase" >

<par anet er >
<nane>f act or y</ nane>

<val ue>or g. apache. cat al i na. users. Menor yUser Dat abaseFact or y</ val ue>

</ par anet er >

<par anet er >
<nane>pat hnane</ nane>
<val ue>conf/tontat - users. xm </ val ue>

</ par anet er >

</ Resour cePar ans>
</ @ obal Nam ngResour ces>

<Servi ce nane="Tonctat - st andal one" >
<Connect or port="8080"
maxThr eads="150" m nSpareThr eads="25"
maxSpar eThr eads=" 75"
enabl eLookups="fal se" redirectPort="8443"
accept Count =" 100"
debug="0" connecti onTi neout ="20000"
di sabl eUpl oadTi neout ="true" />

Installing Content Server 6.3 on Tomcat Application Server
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Configuring Tomcat

<l-- SSL -->
<I--
<Connect or port="8443"
maxThr eads="150" m nSpareThr eads="25"
maxSpar eThr eads=" 75"
enabl eLookups="fal se" di sabl eUpl oadTi neout ="t rue"
accept Count =" 100" debug="0" scheme="htt ps"
secure="true"
client Aut h="fal se" ssl Protocol ="TLS" />
-->

<Connect or port="8009"
enabl eLookups="fal se" redirectPort="8443" debug="0"
protocol ="AJP/ 1. 3" />

<Engi ne defaul t Host ="1 ocal host" name="St andal one" debug="0">
<Logger cl assNane="org. apache. catal i na.| ogger. Fil eLogger"
prefix="local host | og." suffix=".txt" timestanp="true"/>
<Real m
cl assNane="or g. apache. cat al i na. r eal m User Dat abaseReal n' debug="0"
resour ceNane" User Dat abase/ >
<Host appBase="webapps" name="| ocal host" debug="0"
unpackWARs="t rue" aut oDepl oy="true"
xm Val i dation="fal se" xm NanespaceAware="fal se">
<Cont ext path="/cs" docBase="cs" rel oadabl e="true"
crossCont ext="true">
<Resour ce name="csDat aSour ce" aut h="Cont ai ner"
type="j avax. sql . Dat aSour ce"/ >
<Resour cePar ams name="csDat aSour ce" >
<par amet er ><nanme>user nane</ name><val ue>i nsert -
user </ val ue></ par anet er >
<par anet er ><nane>passwor d</ name><val ue>i nsert -
passwor d</ val ue></ par amet er >
<par anet er ><nane>dri ver Cl assNane</
nane><val ue>i nsert-driver-cl ass</ val ue></ par anet er >
<par amet er ><name>ur | </ name><val ue>i nsert -
connecti on-url </ val ue></ par anet er >
<par anet er ><nane>maxAct i ve</ nane><val ue>100</
val ue></ par amet er >
<par anet er ><nane>nax! dl e</ nane><val ue>30</ val ue></
par anet er >
</ Resour cePar ans>

</ Cont ext >
<l-- Clustering -->
<l--
<Cl uster

cl assNanme="or g. apache. catal i na. cl uster.tcp. Si npl eTcpC uster"

manager Cl assName="or g. apache. cat al i na. cl ust er. sessi on. Del t aManager

expi reSessi onsOnShut down="f al se"

Installing Content Server 6.3 on Tomcat Application Server
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Configuring Tomcat

useDirtyFl ag="true">

<Menber ship
cl assNane="or g. apache. cat al i na. cl uster. ncast. Mcast Servi ce"
ncast Addr ="228. 0. 0. 4"
ncast Port =" 45564"
ncast Fr equency="500"
ncast Dr opTi me="3000"/ >

<Recei ver

cl assNane="or g. apache. catal i na. cl uster.tcp. ReplicationLi st ener"
t cpLi st enAddr ess="aut o"
t cpLi st enPort ="4001"
t cpSel ect or Ti neout =" 100"
tcpThr eadCount =" 6"/ >

<Sender

cl assNane="or g. apache. catal i na.cluster.tcp. ReplicationTransmtter"
replicati onMode="pool ed"/ >

<Val ve
cl assNanme="or g. apache. catal i na. cl uster.tcp. Replicati onVval ve"

filter=".*\.gif;.*\.js;.*\.jpg;.*\.htm.*\.htm ;. *\.txt;"/>
<Depl oyer

cl assNanme="or g. apache. cat al i na. cl ust er. depl oy. Far mMar Depl oyer"
tempDir ="/t np/ war-tenmp/"
depl oyDi r ="/t np/ war - depl oy/ "
wat chDi r="/tnp/war-listen/"
wat chEnabl ed="f al se"/ >
</ uster>
--2>

</ Host >
</ Engi ne>

</ Servi ce>
</ Server >

Installing Content Server 6.3 on Tomcat Application Server
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Configuring Tomcat

For Tomcat 5.5:
<Server port="8005" shut down="SHUTDOW" >

<Li st ener
cl assNane="or g. apache. catal i na. core. AprLifecycl eLi stener" />
<Li st ener
cl assNane="or g. apache. cat al i na. nbeans. ServerLi fecycl eLi stener" />
<Li st ener
cl assNanme="or g. apache. cat al i na. nbeans. G obal Resour cesLi f ecycl eLi st
ener" />
<Li st ener
cl assNanme="or g. apache. cat al i na. st oreconfi g. St oreConfi gLi fecyclelLi s
tener"/>

<d obal Nam ngResour ces>
<Resour ce name="User Dat abase" aut h="Cont ai ner"
type="org. apache. cat al i na. User Dat abase"
descripti on="User database that can be updated and saved"

factory="org. apache. cat al i na. users. Menor yUser Dat abaseFact ory"
pat hnane="conf/tontat-users. xm" />

</ @ obal Nam ngResour ces>

<Servi ce nane="Tonctat - st andal one" >
<Connect or port="8080"
maxThr eads="150" m nSpareThr eads="25"
maxSpar eThr eads=" 75"
enabl eLookups="fal se" redirectPort="8443"
accept Count =" 100"
connecti onTi meout =" 20000"
di sabl eUpl oadTi neout ="true" />

<l-- SSL -->

<l--

<Connector port="8443" naxHtt pHeaderSi ze="8192"
maxThr eads="150" m nSpareThr eads="25"

maxSpar eThr eads=" 75"

enabl eLookups="fal se" di sabl eUpl oadTi neout ="t rue"
accept Count =" 100" schenme="htt ps" secure="true"
client Aut h="fal se" ssl Protocol ="TLS" />

-->

<Connect or port="8009"
enabl eLookups="fal se" redirectPort="8443"
protocol ="AJP/ 1. 3" [>

<Engi ne name="St andal one" def aul t Host ="1 ocal host " >
<Real m
cl assNanme="or g. apache. cat al i na. r eal m User Dat abaseReal ni'
resour ceNanme=" User Dat abase"/ >
<Host nane="| ocal host" appBase="webapps"

Installing Content Server 6.3 on Tomcat Application Server
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unpackWARs="t r ue"
aut oDepl oy="t rue"
xm Val i dati on="fal se"
xnm NamespaceAwar e="f al se" >
<Cont ext path="/cs" docBase="cs" rel oadabl e="true"
crossContext="true">
<Resour ce nane="csDat aSour ce" aut h="Cont ai ner"
type="j avax. sql . Dat aSour ce"
maxAct i ve="100" naxl dl e="30"
user nane="i nsert-user"
passwor d="i nsert - passwor d"
driverC assNane="i nsert-driver-cl ass"

url ="insert-connecti on-url"/>
</ Cont ext >
<l-- Clustering -->
<l--
<(Cl uster

cl assNanme="or g. apache. catal i na. cl uster.tcp. Si npl eTcpC uster"
doCl ust er Log="t rue"
cl ust er LogNane="cl usterl og"

manager Cl assName="or g. apache. cat al i na. cl ust er. sessi on. Del t aManager
expi r eSessi onsOnShut down="f al se"
useDirtyFl ag="true"
noti fyLi stenersOnReplication="true">

<Menber ship

cl assNanme="or g. apache. cat al i na. cl ust er. ntast. Mcast Servi ce"
ncast Addr ="228. 0. 0. 4"
ncast Port =" 45564"
ncast Fr equency="500"
ncast Dr opTi me="3000"/ >

<Recei ver

cl assNane="or g. apache. catal i na. cl uster.tcp. Repli cati onLi st ener"
t cpLi st enAddr ess="aut o"
t cpLi st enPort ="4001"
t cpSel ect or Ti neout =" 100"
tcpThr eadCount =" 6"/ >

<Sender
cl assNane="or g. apache. catal i na.cluster.tcp. ReplicationTransmtter"
replicati onMode="pool ed"

ackTi nmeout =" 15000"/ >

<Val ve
cl assNanme="or g. apache. catal i na. cl uster.tcp. Replicati onVal ve"
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filter=".*\.gif;.*\.js;.*\.jpg;.*\.htm.*\.htm;.*\. txt;"/>

<Depl oyer
cl assNanme="or g. apache. cat al i na. cl ust er. depl oy. Far mMar Depl oyer"
tempDir ="/t np/ war-tenmp/"
depl oyDi r ="/t np/ war - depl oy/"
wat chDi r="/tnp/war-listen/"
wat chEnabl ed="f al se"/ >

<O ust er Li st ener
cl assNane="or g. apache. catal i na. cl ust er. sessi on. Cl ust er Sessi onLi ste
ner"/>
</ uster>
-->

</ Host >
</ Engi ne>

</ Servi ce>
</ Server >

10. Inthis step, you will test the new instance by starting it and trying to display the test
image. Do the following:

a. Make sure that the main instance ($CATALI NA_HOVE) was shut down before
trying to start the new instance.

Because the two instances use the same ports, they will not start simultaneously.
For the main instance to be shut down, $CATALI NA_BASE must be empty before
you run the shut down command.

b. To start the new instance, make sure $CATALI NA BASE is set to the new instance
cs_toncat directory (or the directory name that you provided). Run the
following command:

$CATALI NA_HOME/ bi n/ st art up. sh
c. Inyour browser, open htt p: / / <host name>: 8080/ cs/t ontat . gi f
If thet ontat . gi f imageis displayed, the setup was done properly.

11. If you plan on running multiple instances of Tomcat, or using SSL, or integrating
Tomcat with Apache web server, continue reading instructionsin this step. Otherwise,
go to step 12.

- If you plan on running the new instance of Tomcat at the same time as the main
instance of Tomcat ($CATALI NA_HOVE), or any other instance configured with
these port numbers, additional changes must be made to theser ver. xm fileas
explained in the next section. Complete the steps in “Running Multiple Instances
of Tomcat Simultaneously.”

- If you plan to use SSL, you need to configure Tomcat for SSL. Complete the steps
in “Configuring Tomcat for SSL,” on page 26.

- If you wish to integrate Tomcat with Apache web server, go to Chapter 4,
“Integrating Tomcat with Apache Web Server for instructions.

Installing Content Server 6.3 on Tomcat Application Server

SOFTWARE



Chapter 3. Installing and Configuring Tomcat

Configuring Tomcat

12. Configuration of the Tomcat Application Server is complete. You are now ready to
install Content Server. Go to Chapter 5, “Installing and Deploying Content Server” for
instructions.

Running Multiple Instances of Tomcat Simultaneously

SOF
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This section explains the extra steps that need to be taken if multiple Tomcat instances
(including the main $CATALI NA_HOVE instance) will be running simultaneously.

1. Shut down aninstance, asit must be restarted whenever changesto the ser ver . xm
are made:

$CATALI NA_HOME/ bi n/ shut down. sh
2. Multipleinstances must have the following values differ in their ser ver . xni file:

a. Theport vauein thefirst connector tag (set to 8080 in the main instance and
previous example) must be different for all other instances being run at the same
time. Thisisthe main port where the application will be deployed.

b. Theshut down port valueislocated inthe Server tag, with avalue of 8005 in
the example above aswell asthe main instance. If this value is not different for
two instances attempting to be run simultaneously, the second instance will be
unable to start.

c. Inboth Connector tags, ther edi r ect Port value must be different between
instances. The value in the example above is 8443 and is also the default value.

d. Thelast changethat needsto be madeistotheconnect or port value, whichis
located in the second Connector tag, with avalue of 8009 in the examplein step 9
on page 19. Make sure thisvalue is also different between instances.

3. Test whether two instances can be run simultaneously:

a. Make sure both instances have been shut down, then set SCATALI NA BASE to
one, and run the st art up command.

b. Set $CATALI NA BASE to the second, and run the st ar t up command.

export CATALI NA BASE=<path to cs_tontatl or other tontat
dir>

$CATALI NA_HOME/ bi n/ st art up. sh

export CATALI NA BASE=<path to cs_tontat 2>

$CATALI NA_HOME/ bi n/ st art up. sh

If the cs instance was set up correctly for running simultaneously with the other
instance, you should be abletorun ht t p: / / <host nane for 2nd

i nstance>: <port for 2nd instance>/cs/tontat.gif inyourbrowser and
have the image be displayed. If thereis an error, check both ser ver . xnl filesto
make sure the instances are not sharing any ports.

4. If you plan on using SSL or integrating Tomcat with Apache web server, continue
reading instructions in this step. Otherwise, go to step 5.

- If youplanto use SSL, you need to configure Tomcat for SSL. Complete the steps
in “Configuring Tomcat for SSL,” on page 26.

- If you wish to integrate Tomcat with Apache web server, go to Chapter 4,
“Integrating Tomcat with Apache Web Server for instructions.
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5. Configuration of Tomcat Application Server iscomplete. You are now ready to install
Content Server. Go to Chapter 5, “Installing and Deploying Content Server” for
instructions.

Important Commands

This section lists commands for starting and stopping Tomcat instances.

Note

All commands require that CATALI NA_ HOME, CATALI NA_BASE, and JAVA HOVE
are set to the proper directories. To specify which instance to start or shut down,
the CATALI NA_BASE must be set to the corresponding Tomcat instance directory.

Start the Tomcat instance: $CATALI NA_HOVE/ bi n/ st art up. sh

Shut down the Tomcat instance: |$CATALI NA HOVE/ bi n/ shut down. sh

Configuring Tomcat for SSL

1. Generate acertificate:

keyt ool -genkey -alias tontat -keyalg RSA —keystore
$CATALI NA_BASE/ keys/ . keyst ore

a. Setthe-keyst or e parameter to the location where you want the generated keys
to be stored.

b. When prompted for the keystore password, you may use your own password, or
the default “changei t . If acustom password is entered, avalue in the
server. xm filewill need to be changed as explained later.

c. Enter your first and last name, name of organization, City, State, country code
when prompted, and click Yesto confirm.

d. Atthenext prompt, “Ent er key password for <tontat> (RETURN i f
sanme as keystore password),” pressEnter, asthe key password must bethe
same as the keystore password.

2. Edit $CATALI NA HOVE/ conf/ server. xm , uncomment the SSL section, and add
the following attributes to the SSL connector:

a. keystoreType="JKS"

The“keyst or eType” attributeis set to IKSfor “Java Keyst or e” (the format
produced by Java's keytool).

b. keystoreFile="<path to $CATALI NA BASE>/ keys/ . keyst ore"

The“keyst or eFi | e” attribute is set to the path where the . keyst or e file was
created and the same path used in step 1.

c. keystorePass="<new passwor d>"
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The“keyst or ePass” attribute is needed only if the keystore password used in

step 1 is something other than “changei t ”, and should be set to the custom
password used.

d. IftheredirectPort valuesinthe <Connect or > tags are not aready set to
8443, change them now.

3. Point your browser to ht t p: / / <host name>: 8443/ cs/toncat. gif.

If your system works correctly, you will be prompted to accept the certificate. When
you accept the certificate, the Tomcat image is displayed.

4. If you plan on integrating Tomcat with Apache web server, go to “ Chapter 4,

“Integrating Tomcat with Apache Web Server” for instructions. Otherwise, the
configuration of Tomcat Application Server is complete and you are ready to install
Content Server. Go to Chapter 5, “Installing and Deploying Content Server” for
instructions.
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Part 3
Web Server

This part shows you how to install and configure the Apache Web Server.
This part contains the following chapter:
» Chapter 4, “Integrating Tomcat with Apache Web Server”
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Integrating Tomcat with Apache Web Server

The chapter shows you how to install and configure the Apache Web Server for
integration with Tomcat Application Server.

This chapter contains the following sections:
o Stepl. Install the Apache Web Server 2.0.x
Step I1. Configure mod_jk for Apache
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Step I. Install the Apache Web Server 2.0.x

1.

o > D

Make sure the Tomcat instance that you will be using with Apache runs on the default
ports, as only these ports are recognized.

Install Apache 2.0.x.

Set the variable $APACHE2 _HOVE to the directory in which Apache was installed.
Download and compile the newest release of nod_j k.

After downloading mod_j k, untar it using the following commands:

gunzi p jakarta-tontat-connectors-1.2.15-src.tar.gz
tar -xvf jakarta-tontat-connectors-1.2.15-src.tar

Gotothejakart a-t ontat - connect or s- <ver si on>-src/jk/ native
directory:

cd jakarata-tontat-connectors-1.2.15-src/jk/native
Configure and compile the nod_j k. so file:

./configure --wth-apxs=$APACHE2_HOWE bi n/ apxs
Make:

cd apache-2.0
$APACHE2_HOME/ bi n/ apxs -n jk -i mod_j k. so

The last command automatically placesthe nod_j k. so file into your
$APACHE2_HOME/ nmodul es directory.

Step Il. Configure mod_jk for Apache

SOF
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1.

Createwor ker s. properti es in SAPACHE2_HOVE/ conf with the following
contents:

ps=/

wor ker . | i st =t onctat

wor ker . j boss. port=<ajp port>
wor ker . j boss. host =<host nane>
wor ker . j boss. t ype=aj p13

wor ker . j boss. | bf act or =1

The<aj p port>vauecanbefoundintheserver. xm fileinthe Connector tag
referencing the AJP protocol. The default valueis 8009.

Edit SAPACHE2_HOME/ conf/ ht t pd. conf:
a. Addthefollowing to the LoadMbdul es section:
Load Mbdul e jk_nodul e nodul es/ nod_j k2. so
b. Addthefollowing before Section 3: Virtual Hosts:
#
ﬁ nmod_j k settings

JkWor kersFil e "conf/workers. properties”
JkLogFile "l ogs/mod_j k.| og"
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JkLogLevel info
JkMount /cs/* tontat
# End of nod_jk settings

Test ht t pd. conf by typing the following:

cd $APACHE2_HOME/ bi n
apachect| confi gtest

If successful, you will receive awarning message and then“ Synt ax OK”. Ignorethe
warning.

Start Tomcat:

$CATALI NA_HOVE/ bi n/ startup. sh
Start Apache:

$APACHE2_HOME/ bi n/ apachect| start

Point your browser to ht t p: / / <host nanme>/ cs/ t ontat . gi f and verify that the
Tomcat image is displayed.

You are now ready to install Content Server. Go to Chapter 5, “Installing and
Deploying Content Server” for instructions.
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Step Il. Configure mod_jk for Apache
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Part 4
Content Server

This part shows you how to install Content Server. It contains the following chapter:
» Chapter 5, “Installing and Deploying Content Server”
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Installing and Deploying Content Server
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This chapter guides you through the installation of Content Server on the Tomcat
Application Server.

This chapter contains the following sections:

Step I. Complete Pre-Installation Procedures

Step I1. Install Content Server

Step I11. Complete Post-Installation Procedures
Installing Content Server in a Clustered Environment
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Step I. Complete Pre-Installation Procedures

Step I. Complete Pre-Installation Procedures

Before installing Content Server, make sure you have completed the following:
» Performed steps 1-3 in the section “Installation Steps,” on page 7.

» Obtained alicense with the correct IP address and ports

» Created avalid directory into which you plan to install Content Server

» For clustered installations: You have created avalid shared directory into which you
plan to install the Content Server shared file system.

Step II. Install Content Server

1. Start the Content Server installer by changing to the Content Server installer directory
and running ./ Conbi nedl nstal | . sh
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Step Il. Install Content Server

2. Select the option Install FatWire Products and click Next.

»¢ Select Install Operation

Welcome to the Installation

Choose Installer Action:

i# (Install Fatwire Products
i1 Uninstall Fatwire Products

Exit MNext
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Step Il. Install Content Server

3. Choose the Content Server installation directory (the directory that was created in the

pre-installation phase) and click Next.

»< Installation Directory

EEX

Installation Directory

Select the directory for Content Server installation:

Sie 2 1 Tomeat: fO7F2605 10_120_14_22 TomcatCs5e2 1C Fatilire

Choose...
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4, Enter thelocation of the FWLi cense. xni file, which you received from FatWire, and

click Next.

¥¢ License Verification

Fatwire License Verification

Path to the Fatwire license file:

S[(=/e3

|[Iu|2|1j[5j6_2_ 1/ Tomeats: jO072605 10_120_14 22 TomcatC5e2 lCIFI

Choose...
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5. Select the productstoinstall and click Next.

¥ Select Products

Select Products to install

Select the productds) that you want to install:
[¥| ContentServer v6.2.1
[¥] Content Server Applications v6.2.1

Exit | Previous | | Mext
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Step Il. Install Content Server

6. Select the Single Server instalation type and click Next.

»¢ Installation Type

Installation Type

Select install option:

Single Server b

Exit | Previous | | Mext
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Step Il. Install Content Server

7. Select any additiona installation options that apply (it is generally safe to use the

defaults) and click Next.

»< IPS Install Options

Installation Options

Choose the options you wish to install:
[v Portal Example

[v| Deploy CS-Bridge XML
[¥] Deploy CS-Eridge Sample

Do you want to display the property editor

1 Yes
i# Mo

Exit

[¢| Deploy Debug Serviet fnot recommended for production systems)

(Property Editor is used to configure Content Server properties like debug)
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8. Create apassword for the Content Server user. (The default ispasswor d. It should be
changed for security reasons.) When done, click Next.

¥{ Content Server Co nfiguration

Content Server Configuration

IUsername to be used for Content Server administration:

|tnntentServer

Password to be used for the Content Server administrator.
Default password is "password”;

L o o |

MMust be at least 8 characters)

Verify the password entered:

L o o |

Must be at least 8 characters)

Exit | Previous | | Mext
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Step Il. Install Content Server

9. Create apassword for the Satellite Server user. (The default ispasswor d. It should be
changed for security reasons.) When done, click Next.

¥¢{ Satellite Server Configuration

Satellite Server Configuration

IUsername to be used for Satellite Server administration:

||Sate|liteSewer

Password to be used for the Satellite Server administrator.
Default password is "password”;

L o o |

MMust be at least 8 characters)

Verify the password entered:

L o o |

Must be at least 8 characters)

Exit | Previous | | Mext
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Step Il. Install Content Server

10. Enter the location of the shared file system that was created in the pre-installation

phase and click Next.

¥¢ Shared Folder Root

EEX

Shared Folder Root

Path where you want shared upload folders to be installed:

|[Iu|2|1j[5j6_2_ 1/ Tomeats: jO072605 10_120_14 22 TomcatC5e2 lCIFI

Choose...
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11. Enter the name and port of the host on which Content Server will reside. The port on
which Tomcat is running is the main port replacing <por t > in the
$CATALI NA_BASE/ conf/ server. xm file.

> Web Server Configuration

Web Server Configuration

Fully Qualified Web Server Hosthame or IP Address:
10.120.14.83

Web Server Port Mumber:
5181

Are you installing over a secure wehbh server?

1 Yes
i No

Exit | Previous | | Mext
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Step Il. Install Content Server

12. Leavethe default of Application Server Platform selected and click Next.

»< Content Server Platform Type

Platform Type

Select if you are using Application Server or Portal Server:

Application Server Platform b

Exit | Previous | | Mext
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13. Select Tomcat 4.x/5.x from the pull-down menu and click Next.

¥¢{ Select Server for Installation

Application Server

Select the Application Server you are using:

Tomcat 4.x/5.x b

Exit | Previous | | Mext
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14. Specify the application deployment root directory (the value that is stored in
$CATALI NA_BASE). Leave the web application URL as / cs.

»¢< Tomcat Root Directory

Tomcat Root Directory

Path to your Tomcat root directory:
B2 L Tomocats fO7r2605% 10_120_14_22 TomcatChe2 1Cfcs_tamecat

Choose...

WebApplication URI:

frs

Exit | Previous | | Mext
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15. Configure the database:
a. From the drop-down menu, select the name of the database that will be used.

b. Enter the name of your data source (this can be found in the $CATALI NA_ BASE/
conf/server.xm fileand, unless changed, iscsDat aSour ce).

c. Click Next.

>¢ Database Configuration

Database Configuration

Select the Database you are using:

SOL Server b

Enter JMDI Data Source Name: (This can be any value you choose)

csDatasource

Exit | Previous | | Mext
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16. Select the components you have purchased and click Next.

»¢ Server Installation Options

Server Installation Options

Select options:

[¥] Install C5-Direct

[¥| Install CS-Direct Advantage
[¥l Install CS-Engage

[¥| Install Analytics Bridge

[¥l Install Commerce Connector

Exit | Previous | | Mext
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Step Il. Install Content Server

17. Select the installation mode in order to bypass or accept the option of installing
sample content and sample sites on the system you are setting up.

Do one of the following:

- Select Content Management if you are setting up a development or content
management system, and you want to install sample content and sample sites on
the system. Click Next, and select the samples you wish to have installed. When
you see the “ Transact Connectivity Installation Options” screen, continue with
step 18.

- Deselect Content Management if one of the following holds:
- You do not want to install sample content and sample sites.

- You are setting up a production system. (Sample content that might have been
installed on the content management system will be mirrored to the
publishing system during dynamic publishing.) Continue with step 18.

»< Configuration Options

Installation Mode

Pick "Content Management' to include sample sites.
Do NOT pick "Content Management' for production- system installation.

[¥l Content Management

Exit | Previous | | Mext
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Step Il. Install Content Server

18. Set transact connectivity installation options:

Note

The following screen is displayed only if you previously elected to install
Commerce Connector.

Select the number of stores you wish Transact to have, then click Next.

»¢ Transact Connectivity Installation Options

Mumber of stores for Transact:
2

Exit | Previous | | Mext
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19. Select the content applications whaose properties you want to edit during the
installation, then click Next.

Note

You can always view and modify the properties by using the Property
Editor after the installation has been completed.

»< Configuration Options

Select the property editors that you want to display:

[[] €S- Direct
[[] CS-Direct Advantage;CS-Engage
[] Analytics Eridge

Exit | Previous | | Mext
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Step Il. Install Content Server

20. You are now ready to install Content Server.
a. Click Install.

¢ FatWire Corporation Install

Content Server Applications Install
Click the Install button 1o Continue...

[Jul 2%, 2005 2:02:25% PM][CSIRSTALLIMFO] CS5etup. displayDialogsd @ Products 1o be installe

Exit Previous | | Install |
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Step Il. Install Content Server

Note

When the following pop-up window appears (hafway through the
installation), it means that the Content Server base has been installed. You
now need to deploy the application and test that it can connect to the database.
Continue with step b to perform the operations requested by the popup
window.

>Warning

Tomcat Install Actions

Do these steps before continuing:

1. Deplow war file [ocated in <installatuity directorys fominstalli.
If it's not already deploved.

2. Make sure w0u hawve created saur datasource through Admi.

3. Eestart Tomcat Server

Click OF to continue installation.

Exit OK

b. Since Tomcat deploys the application automatically, the application only requires
to be restarted with the following command:

$CATALI NA_HOVE/ bi n/ shut down. sh; sl eep 5; $CATALI NA HOVE/
bi n/ startup. sh

c. Oncethe application server has been restarted, test that the application isworking
and can connect to the database:

1) Test whether Content Server deployed successfully (use the values from the
installation steps above):

htt p: // <host nane>: <port >/ cs/ Hel | oCS

If thistest fails, Content Server is unable to locate its components on the file
system. Check your directory structure and restart the installation to copy files
to their proper locations.
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Step Il. Install Content Server

2) Test whether Content Server can communicate with the database:
htt p: // <host nane>: <port >/ cs/ Cat al oganager ?ft cnd=pi ngdb

If thistest fails, Content Server cannot connect to your database. Check your
database to make sure it is running.

d. If both tests are successful, you are ready to continue the installation. Click OK.

21. When thefollowing screen is displayed, the installation is complete. Click Exit to quit
theinstaller.

»¢ FatWire Corporation Install

Content Server Applications Install

Installation Finished Successtully

Created temporanytahle 1112240117715 3

| »

Added row: id = 1078781757042
Added row: id = 1078844476280
Adced row id = 1078844476595
Added row: id = 1078844477018

Accled rowe id = 1O7EE444770327
Committed changes to catalog MungoBlokbs
Deleted tempaoranytable 11122401177 153

[Jul 26, 2005% 2:19:24 PM][CEIMETALL[IMNFO] CE5etupEngine. readUEL: FEeadURL success fon
[Jul 26, 200% 2:19:24 PM][CEINATALL[IMFO] Ci5etupEngine. readUFEL: FEeadURL success fon
Jul 26, 2005 2:15:25 PM][CS INSTALLI[IMFO] C55etupEngine. readlRL: ReadURL success fon
[Jul 2%, 2005 2:19:25 PM][CSIRSTALL[IMFO] Ci5etupEngine. readURL: FEeadlEL success fon
[Jul 26, 2005 2:19:26¢ PM][CSIMNSTALL][IMFO] C35etupEngine. readURL: REeadlREL success fon
[Jul 26, 2005 2:19:26 PM][C5INSTALL[IMFO] Ci5etupEngine. readUEL: EeadUFEL success fon
[Jul 26, 2005 2:19:27 PM][CEINATALL[IMNFO] Ca5etupEngine. readUEL: EeadURL success fon
[ul 26, 2005% 2:19:27 PM][CEIMATALL[IMNFO] CE5etupEngine. readUEL: FEeadURL success fon
[Jul 26, 2005% 2:19:29 PM][CEIMATALL[IMNFO] CE5etupEngine. readUREL: FEeadURL success fon
[Jul 26, 200% 2:19:50 PM][CEINATALL[IMFO] C5etupEngine. readUFL: FEeadURL success fon
[Jul 2&, 2005 2: 1250 PM][CS IMNETALL[IMFO] Warker. run

Installation Finished Successfulky ’E

L]
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Step lll. Complete Post-Installation Procedures

1. Veify theinstallation by logging in to Content Server as the administrator:

2.

htt p: // <host name>: <port >/ cs/ Xcel er at e/ Logi nPage. ht i
Login Name: fwadmin
Password:  xceladmin

Content Server

Please log in:

Login Mame: |

Password: |

Installed Modules:

FatWire

SOFTWARE

If you plan to use the Verity search engine, follow the installation guidelinesin
Appendix A, “Installing Verity Search Engine.”

Installing Content Server in a Clustered
Environment

FTWARE

This section is written on the assumption that you have already installed and configured
Tomcat Application Server as specified in the previous sections of this guide (this means
that you have installed and configured a single instance of Content Server to run through
Tomcat, and have logged in and confirmed that it is operational). It is also assumed that
you are installing avertical cluster (Tomcat Application Server instances are installed on
the same machine).

To install Content Server in a clustered environment

1.

2.

Create anew Tomcat instance and Content Server installation directory by following
the stepsin “ Setting Up Directories,” on page 17.

Change the port settings of the new instance by following the steps in “Running
Multiple Instances of Tomcat Simultaneously,” on page 25.

Repeat theinstallation stepsin “Install Content Server,” on page 38. Perform the steps
exactly asyou had in that procedure, with the exception of the following changes:

a. Inthe“Installation Directory” screen (see step 3 on page 40), select the
installation directory you created in step 1 of this section.

b. Inthe“Installation Type” screen (see step 6 on page 43), select Cluster M ember.
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c. Inthe“Shared Directory Root” screen (see step 10 on page 47), select the shared
directory root, which defaultsto <pat h t o previ ous Content Server
directory root>/ Shared.

d. Inthe“Web Server Configuration” screen (see step 11 on page 48), use the IP
address and port of the server created in step 2 of this section.

e. Inthe“Tomcat Root Directory” screen (see step 14 on page 51), enter the path to
the installation directory created in step 1 of this section.

4. For every member of the cluster, editthe<path to cs_toncat directory>/
webapps/ cs/ VEB- | NF/ web. xni file by adding the following line between the
<web- app> and <ser vl et > lines:

<web- app>
<di stri but abl e/ >
<servl et >

5. For every member of the cluster, opentheser ver . xm file and uncomment the
Cl ust eri ng section to set up Tomcat for clustering. Check the following:

a. All Tomcat instances that belong to the same cluster must have the same values
for ntast Addr and ncast Port inthe Menber shi p tag.

b. All Tomcat instances must have a different valuefor t cpLi st enPort inthe
Recei ver tag.

6. Copytheli bFTFi | el ock. so fileto alocation in the library path
(usually /usr/local/lib):

cp <path to CS install directory>/bin/libFTFilel ock.so
lusr/local/lib

If you are running Linux, do the following (otherwise skip to step 7):

a. Editthe/etc/Id. so. conf file by adding the following line:
<path to CS install directory>/bin

b. Runthel dconfi g command.

7. Makesurethereisausedi sksync directory inthe Shar ed directory of your primary
CSinstallation, or the first one that was created. If this directory is not already there,
then create it with the following command:

nkdir <path to primary CS install directory>/ Shared/
usedi sksync

8. To finish configuring Content Server for clustering, you must edit the following
properties using the CS Property Editor. Note that this must be done for all cluster
members:

a. Launchthe CS Property Editor (your display variable must be set):
<path to CS install directory>/propeditor.sh

b. From the File menu, select Open, navigate to your Content Server installation
directory and openthef ut ur et ense. i ni file.

Click Cluster.
Make sure the following variables are set as shown below:
- cc. cacheNoSync should haveavalueof f al se

- ft.sync should have avaue assigned by you to all members of this cluster,
eg., clusterl.
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- ft.usedi sksync should be set to the path of the usedi sksync directory
created in step 7.

Load Balancing with mod_jk

Note

To complete this section, you must have installed Tomcat Application Server with
a Content Server cluster. If you have not already done so, complete the stepsin
Chapter 4, “Integrating Tomcat with Apache Web Server.”

1. For every member of the cluster, open theser ver . xni file and add the following
attribute to the Engi ne tag:

j vhRout e=" nodel"
The instances can be given any node names as long as the names are unique.

2. Makesurethewor kers. properties filein SAPACHE2 HOVE/ conf hasthe
following content:

ps=\

wor ker. | i st =nodel, node2, | oadbal ancer
wor ker . nodel. port=<ajp portl1>

wor ker . nodel. host =<host nanme>

wor ker . nodel. t ype=aj p13

wor ker . nodel. | bf act or=1

wor ker . nodel. cachesi ze=1

wor ker . node2. port =<aj p port2>

wor ker . node2. host =<host nanme>

wor ker . node2. t ype=aj p13

wor ker . node2. | bf act or=1

wor ker . node2. cachesi ze=1

wor ker . | oadbal ancer.type=Ilb

wor ker . | oadbal ancer. bal anced_wor ker s=nodel, node2
/ cs/ * =l oadbal ancer

Use the names stored inthe ser ver . xnl file mentioned in step 1 of this section.
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Note

Step 2 supports two cluster members and one load balancer. For each additional
cluster member, add the member name as well as the lines below to the
wor ker . i st andwor ker . | oadbal ancer . bal anced_wor ker s files:

wor ker . <menber nane>. port=<ajp port>
wor ker . <nenber nane>. host =<host nane>
wor ker . <nmenber nane>.type=aj pl3

wor ker . <menber nane>. | bf act or=1

wor ker . nodel. cachesi ze=1

3. Edit the SAPACHE2_HOVE/ conf/ ht t pd. conf file by changing the following line:
JkMount /cs/* tontat
to read

JkMbunt /cs/* | oadbal ancer

4. Load balancer configuration is now complete. Restart Apache for the changes to take
effect.
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TWAR

The Verity Search Engine comes with a set of installation notes; however, afew changes
and clarifications need to be made for it to work properly with Tomcat. The instructions
below for installing the Verity Search Engine supplement the instructions in the Verity
product documentation.

1. Copytheli bFTVeritySearch. so fileinto the SCATALI NA_ HOVE/ common/ | i b
directory.

2. Copy thejar fileVeri tyse. j ar intothe third-party jar location:
$CATALI NA_HOVE/ common/ 1i b

3. Editthefile SCATALI NA_HOME/ st art up. sh asfollows:
After the section dealing with setting LD_L1 BRARY_PATH, add the following two
lines:

# verity Additions

CSVERI TYPATH=<cont ent server installation directory>/VerityK2
/| < _platforne

LD LI BRARY_PATH=$LD LI BRARY_PATH: $CSVERI TYPATH

filters: $CSVERI TYPATH bi n
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