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About This Guide

This guide contains information about installing and configuring third-party software
specifically for use by Content Server and Spark. Instructions in this guide supplement the
instructions in the Content Server and Spark installation guides. The steps you will follow
show you how to create and configure the supported databases, install supported web
servers, and integrate Content Server with LDAP servers.

Who Should Use This Guide

Thisguide is for installation engineers who have experience installing and configuring
enterprise-level software, including databases, database drivers, application servers, and
portal servers, and LDAP servers.

Graphics Used in This Guide

Graphicsin this guide are screen captures of dialog boxes and similar windows that you
will interact with during the installation or configuration process. These graphics are
presented to help you follow the installation and configuration processes. They are not
intended to be sources of information such as parameter values, options to select, and
product version numbers.

Technical Support

Help is available from FatWire Technical Support at the following website:
http://ww. fatw re. conl Support/contact _info.htn
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Part 1
Creating and Configuring a Database

Content Server and Spark each require access to a supported database that is specifically
configured for the product. Supported databases include:

Oracle 9

Oracle 10g

Microsoft SQL Server 2000 SP3 and SP4
DB2

My SQL Anywhere (Spark only)

The databases listed above are not configured for production, but are set up with full
permissions. In practice, the permissions can be curtailed for the user that Content Server
(or Spark) will use to access a database. However, the following rights must exist: ability
to create, modify, and del ete tables and indexes.

If you need instructions on installing a supported database, refer to the product
documentation.

Instructions on creating and configuring the databases for Content Server (or Spark) are
given in the chapters of this guide. Because database configuration is identical across
different application servers, refer to the correct chapter to set up the database of your
choice.

This guide contains the following chapters:

e Chapter 1, “Creating and Configuring an Oracle 9 Database”

¢ Chapter 2, “Creating and Configuring an Oracle 10g Database”

¢ Chapter 3, “Creating and Configuring an MS SQL Server Database’
e Chapter 4, “Creating and Configuring an IBM DB2 Database”

e Chapter 5, “Creating and Configuring SQL Anywhere’
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Chapter 1

Creating and Configuring an Oracle 9
Database

Use this chapter to set up an Oracle 9.2.0.x database for your Content Server (Spark)
installation. For background information regarding database configuration and users
permissions, see “Creating and Configuring a Database,” on page 7.

This chapter contains the following sections:
Step |. Create an Oracle 9.2.0.x Database
Step 11. Configure the Database for Content Server (Spark)

Configuration Guide V6.3: Third-Party Software



Chapter 1. Creating and Configuring an Oracle 9 Database

Step I. Create an Oracle 9.2.0.x Database

Step I. Create an Oracle 9.2.0.x Database

1.

SOFTWARE

Go to the $ORACLE9_HOVE/ bi n directory:
cd $ORACLE9_HOWE/ bi n

Run the Database Configuration Assistant:
dbca

In the welcome screen, click Next.

Fill in the following screens as shown below:

a. Onthe“Step 1 of 8: Operations’ screen, leave Create a database selected and

click Next.

b. Onthe"“Step 2 of 8: Database Templates’ screen, select General Purpose and
click Next.

E[ patabase Configuration Assistant, Step 2 of B : Database Templates

Select a template from the following list to ereate a database:

Canecel )I Help )I

Select Template Name Includes Datafi...
[ Data Warehouse Yes
[ Transaction Processing Yes
[ New Database No
Show Details...

Configuration Guide V6.3: Third-Party Software
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Chapter 1. Creating and Configuring an Oracle 9 Database

Step I. Create an Oracle 9.2.0.x Database

c. Onthe“Step 3 of 7: Database Identification” screen, enter the database namein
the Global Database Name field. The SID will be automatically set to the first
eight characters of the Database Name. Each SID must be unique. Click Next.

31'. Database Configuration Assistant, Step 3 of 7 : Database Identification

Specify the following database information.

An Oracle9i database is uniquely identified by a Global Database Name, typically
of the form "name.domain".

Global Database Name: |Databasd

A database is referenced by at least one Oracle9i instance which is uniquely
identified from any other instance on this computer by an Oracle System Identifier

(SID).
SID: |Database

Caneel )I Help )I & Back Next 3 Finish )I
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Chapter 1. Creating and Configuring an Oracle 9 Database

FTWARE

Step I. Create an Oracle 9.2.0.x Database

d. Onthe*“Step 4 of 7: Database Connection Options’ screen, leave Dedicated
Server mode selected and click Next.

f.

Onthe“Step 5 of 7: Initialization Parameters’ screen:
1) Select thetab Character Sets.

2) Onthe character sets screen, select Choose from thelist of character sets
and UTF8 from the drop-down menu. For the National Character Set select
UTF8 and click Next.

31'. Database Configuration Assistant, Step 5 of 7 : Initialization Parameters

Canecel )I

Help )I

Memory Character Sets DB Sizing File Locations Archive

Database Character Set

T Use the default

The default charaeter set for this database is based on the language
setting of this operating system: WESISO8859P 1.

" Use Unicode (AL32UTFS)

Setting character set to Unicode (AL32UTF8) enables you to store
multiple language groups.

@ Choose from the list of character sets

UTF8 -

National Character Set:

All Initialization Parameters...)l File Loeation Variables...

& Back Next 3 Finish )I

On the “ Step 6 of 7: Database Storage” screen, click Next.
g. Onthe“Step 7 of 7: Creation Options” screen, click Finish.

Configuration Guide V6.3: Third-Party Software
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Chapter 1. Creating and Configuring an Oracle 9 Database

13
Step Il. Configure the Database for Content Server (Spark)

When the summary screen appears, click OK.

When the “Install ation Progress Screen” appears, wait for the installation to be
compl eted.

¢ Database Co nfiguration Assistant

! Copying database files

Initializing database
Creating and starting Oracle instance
Completing Database Creation

Clone database ereation in progress...

[ | 3%

Stop |

7. After theinstallation has been completed, the database information screen will appear,
listing information about how to connect to this database using the enterprise
management console. Click OK.

Step Il. Configure the Database for Content Server
(Spark)

1. Start Oracle Enterprise Manage Console. Click OK.

E% Oracle Enterprise Manager Console Login

S

OnacLe EnTerrRiSE MANAGER  ——r-r e

" Login fo the Oracle Managemant Servar

Cancel | Help |

Copyright @ 1998, 2002, Oracle Corporation. All rights resemved
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Chapter 1. Creating and Configuring an Oracle 9 Database 14

Step Il. Configure the Database for Content Server (Spark)

2. Expand Network > Databases. Select the database you have created.
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3. Inthe database login screen, log in as SY S and enter the password you specified
earlier while creating the database. Click OK.
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Chapter 1. Creating and Configuring an Oracle 9 Database

Step Il. Configure the Database for Content Server (Spark)

4. Expand Security > Users. Right-click and select Create.
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Chapter 1. Creating and Configuring an Oracle 9 Database

Step Il. Configure the Database for Content Server (Spark)

6. OntheRoletab, select Connect and Resour ce.

Create User - SYS@SPARKFS_FATSCORE.FATWIRE.COM

JAYAJSERPRIV

JBA_ADMIN

JRVA_DEPLODY
LOGSTDBY_ADMINISTRATOR
OEM_MOMITOR

OLAP_DBA
RECOWVERY_CATALOG_OWMNER
RESOURCE
SALES_HISTORY_ROLE
SELECT CATALOG_ROLE
WKUSER

' Adrmin Opiion | Default
COMMECT b 4 [V

RESOURCE x v

20 D €D
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Chapter 1. Creating and Configuring an Oracle 9 Database

Step Il. Configure the Database for Content Server (Spark)

7. Onthe System tab, choose Select Any Dictionary. Click Create.

reate User - 5YS@5PARKFS_FATSCORE.FATWIRE.COM

Consumer Gr

OMN COMMIT REFRESH
QUERY REWRITE
RESTRICTED SESSION
RESUMABLE

SELECT ANY DICTIOMNARY
SELECT ANY SEQUENCE
SELECT AMY TABLE
SYSDBA

SYSOPER

UNDER ANY TABLE
UNDER ANY TYPE

Grarted;
Systam Privilege
A SELECT aMY DICTIOMNARY

[owe ]| o Joroweas [ ror

8. Database configuration is complete. You are now ready to create and configure the
data source. For instructions, refer to your Content Server (Spark) installation guide.
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Chapter 1. Creating and Configuring an Oracle 9 Database

Step Il. Configure the Database for Content Server (Spark)
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Chapter 2

Creating and Configuring an Oracle 10g
Database

Use this chapter to set up an Oracle 10g database for your Content Server (Spark)
installation. For background information regarding database configuration and users
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:

e Step . Create an Oracle 10g Database

e Sepll. Create aNew User for Content Server (Spark)

o Seplll. (For Type 2 Drivers) Install and Configure an Oracle Client

Configuration Guide V6.3: Third-Party Software



Chapter 2. Creating and Configuring an Oracle 10g Database

Step I. Create an Oracle 10g Database

Step I. Create an Oracle 10g Database

1. Executethe“Oracle Database Configuration Assistant” by doing one of the following:
- In Unix, execute the command: dbca

- InWindows, go to the “Oracle Programs’ group and select Database
Configuration Assistant.

Note

This step displays aload screen that can take some time to complete. Be
patient.

ii5 godzilla.Fatwire.com - SecureCRT
File Edit s~

ol 3
endct 10
emclfail
emcllctl
emchral 1
emlfail
emrepdo
enTepdo
emtgtct
emtgbct
emtgbct
emtgbct
emutil
emutil ,
emud
emwd 21
Exp
expl
expdp
expdpl
extjob
ext jobd
ext jobo
ext, jokbal
extproc
extproci2
extproc320
extpirocd
extractlib
fuputl
Fmputlhp
zenagtsh
genclntsh
genclntst
£, Adbca

Ready

Database Configuration Azsistant

Oracle, ALl ri

ocrcheck
ocrconfig
ocraungp
ocEsd
oozsd.bin
oETT
oidadmin
ocidea
oidprovtool

Sevimb Tanls Whedao

=1al

x|

Jtemplate

T e
oORACLE
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Chapter 2. Creating and Configuring an Oracle 10g Database

21
Step I. Create an Oracle 10g Database

2. Onthefirst screen that is displayed, click Next. In the following screen, click Next.

atabase Configuration Assistant : Welcome o ]

Welcome to Databaze Configuration Azzistant for Oracle database,

The Database Configuration Assistant enables you to create a databaze. configure database
options in an existing databaze, delete a databaze, and manage databaze templates,

Cancel JJ Help jl

Configuration Guide V6.3: Third-Party Software
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Chapter 2. Creating and Configuring an Oracle 10g Database 29

Step I. Create an Oracle 10g Database

3. Sdect theradio button Create a Database and click Next.

Database Configuration Assistant, Step 1 of 12 : Operations - |E||£|

Select the operation that you want to perform:
® [reate a Databass
 Configure Database Options
T Delete a Database

" Manage Templates

Cancel JI Help ) ¢ Back

Configuration Guide V6.3: Third-Party Software
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23
Step I. Create an Oracle 10g Database

4. Select the radio button General Purpose and click Next.

atabase Configuration Assistant, Step 2 of 12 : Database Templates - |EI|5|

Select a template from the following list to create a databasze:

Select Template Includes Datafiles
C Custom Database M
. Data Marehouse fes

r Transaction Processing Yes

Show Details.., |

Cancel ) Help ) £ Back

Configuration Guide V6.3: Third-Party Software
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Chapter 2. Creating and Configuring an Oracle 10g Database

24
Step I. Create an Oracle 10g Database

5. Enter aunique global database name and SID (in this example the global database
nameiscont ent server db. The SID is CSDB). Click Next.

atabase Configuration Assistant, Step 3 of 12 : Database Identification - |E||£|

An Oracle database iz uniquely identified by a Global Databaze Mame, typically of the
form “name,domain®,

Global Database Mame: ||

A database iz referenced by at least one Oracle instance which iz uniquely identified
from any other instance on this computer by an Oracle System Identifier {510},

SID:

Cancel JI Help ) ¢ Back | Next 2 |

Configuration Guide V6.3: Third-Party Software
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25
Step I. Create an Oracle 10g Database

6. Do not change any options. Click Next.

Database Configuration Assistant, Step 3 of 12 : Database Identification - |E||£|

An Oracle database iz uniquely identified by a Global Databaze Mame, typically of the
form “name,domain®,

Global Databsse Mame: |contenterverdh

A database iz referenced by at least one Oracle instance which iz uniquely identified
from any other instance on this computer by an Oracle System Identifier {510},

SID:

Cancel JI Help ) ¢ Back | Next 2 |

Configuration Guide V6.3: Third-Party Software
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Chapter 2. Creating and Configuring an Oracle 10g Database 26

Step I. Create an Oracle 10g Database

7. Do not change any options. Click Next.

atabase Configuration Assistant, Step 4 of 12 : Management Options - |E||£|

Each Oracle database may be managed centrally using the Oracle Enterprize Manager Grid
Control or locally using the Oracle Enterprize Manager Databasze Control, Choose the
management. option that you would like to use to manage this database,

W Configure the Database with Enterprise Manager

Cllze Grid Control for Databasze Hanagement

Select the Hanagement Serwice |Mo Azents Found

® ||z Dlatabase Control for Database Management

[ Enable Email Motifications

Outgoing Hail (SMTRY Server: |

Email Addreszs: |
[ Enable Daily Backup
Backup Start Time: I& @ LT R

0% Uzernames: |

Passwards |

Cancel JI Help )

8. Enter apassword, re-enter the same password in the “ Confirm Password” field and
click Next.

9. For enhanced security select the radio button Use Different Passwords and enter a
unique password for each of the given users.
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Step I. Create an Oracle 10g Database

10. Do not change any options. Click Next.

atabase Configuration Assistant, Step 6 of 12 : Storage Options - |E||£|

Select the storage mechanizm you would like to use for the database,

®File System

Usze the File System for Dlatabase storage,

T futomatic Storage Managemenmt (ASH?
Automatic Storage Management simplifies databaze storage administration and optimizes
databaze layout for [A0 performatce, To uze this option you must either specify a set
of dizks to create an ASH disk group or specify an existing ASHM disk aroup,

" Ray Devices
Raw partitionz or wolumes can provide the required shared storage for Real
Application Clusters (RAC} databazes if you do not use Aukomatic Storage Management
and a Cluster File System is not awailable, You need to have created one raw device
for each datafile, control file, and log file you are plabning to create in the
databaze,

[" Specify Raw Devices HMapping File Browse, , .

Cancel JI Help )
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Step I. Create an Oracle 10g Database

11. Do not change any options. Click Next.

Database Configuration Assistant, Step 7 of 12 : Database File Locations - |E||£|

Specify locations for the Database filesz to be created:

® ||z Dlatabasze File Locations from Template

T lze Common Location for All Database Files

llatabaze Files Location: | Brouze, ..

T Usze Oracle-Hanaged Files

llatabaze Aread | Brousze. ..

Hultiplex Redo Logs and Control Files.,,.

o If you want to specify different locations for any databaze files, pick either of
the above options and use the Storage page to specify each location,

File Location 'u'ar‘iable&”)

Cancel JI Help )
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Step I. Create an Oracle 10g Database

12. Do not change any options. Click Next.

Database Configuration Assistant, Step 8 of 12 : Recovery Configuration - |E||£|

Chooze the recovery optionz for the databasze:

W Specify Flash Recovery firea

This is uzed as the default for all backup and recovery operations, and iz also
required for automatic backup uzing Enterprise Manager. Oracle recommends that the
databaze files and recovery files be located on physzically different disks for data
protection and performance,

Flash Recowvery Area: |{DRHELE_BHSE}HFlash_recouer‘g Browse, .,
Flazh Recovery Area Size: |2048 : M Bytes =
[~ Enable fArchiving Edit Archive Hode Parameters, .,

File Location '\-'ariables.uij

Cancel JI Help )
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Step I. Create an Oracle 10g Database

13. Do not change any options. Click Next.

Database Configuration Assistant, Step 9 of 12 : Database Content - |E||£|

Sample Schemaz | Custom Scripts

Sample Schemaz illustrate the uze of a layered approach to complexity, and are used
by some demonstration programs, I[nstalling thiz will give you the following schemas
in your database: Human Resources, Order Entry, Online Catalog ., Product Media,
Queusd Shipping, Sales History . It will also creste a tablespace called EXAMPLE,
The tablespace will be about 130 HB,

Specify whether or not to add the Sample Schemas to your database,

[ Sample Schemas

Cancel JI Help ) ¢ Back | Next 2 | Finish JI
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Step I. Create an Oracle 10g Database

14. Click the Character Setstab and do the following:

a. Select Choose from thelist of character setsand select UTF-8 from the drop-
down menu.

b. Click the National Character Set drop down-menu and select UTF8.
15. Leave al other options on the different tabs asis and click Next.

16. For database storage, no options need to be changed. However, if you wish to change
the location of the database from the default of or adat a located under the Oracle
installation, you can do so on this page. Click Next.

}{'Datahase Configuration Assistant, Step 11 of 12 : Database Storage - |EI|5|

[fif]Controlfile Databaze Storage
Datafiles

From the Databsse Storage page, you can specify storage parameters for the databaze
Redo Log Groupz creation, This page displays a tree listing and summary wiew {multi-column lists) to al
to change and wiew the following objects:

Control files
Tablespaces
Datafiles
Rollback Segments
Redo Log Groups

From any object type folder, cliebte to create & new object, To delete an object. selec
zpecific object from within the object type folder helefdck

Important: If you select a database template including data files, you will not be able
remove data files, tablespaces, or rollback segments, Selecting this type of template a
you to change the following:

« llestination of the datafiles
« Control files or log groups.

Create| Delete File Location 'u'ar'iables.,.jl

Cancel J Help ,I Finish J
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Step I. Create an Oracle 10g Database

17. Do not change any options. Click Finish.

=101 ]

Database Configuration Assistant, Step 12 of 12 : Creation Opktions

Select the database creation optionsz:
W Create Database

[T Save as a Databaze Template

Hame} contenterverdb

Description?

£ Back Mext

Cancel JJ Help jl
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Step I. Create an Oracle 10g Database

18. In the “Configuration” window, review the choices that you made on the previous
screens. If you need to modify your choices, click Cancel and make the modifications.
Otherwise, click OK to continue.

¢ Confirmation x|

The following operations will be performed:
A databaze called "contenterverdb" will be crested,
A template called "contenterverdb” will be generated,

Database Detailsy

|»

General Purpoze

llze this databaze template to create a pre-configured databaze optimized for general
pUrpOEE UZage,

Commaon Options

Option ISele-:ted
Oracle JWH true
Oracle Intermedia true
Oracle Text true
Oracle ¥ML IR true
Oracle OLAP true
Oracle Spatial true
Oracle Data Mining true
Oracle Ultra Search true =

(Saue az an HTML File,.,)

0K Cancel Help

Note

If you are planning to use internationalization, for Content Server (Spark)
the key valueis: Nat i onal Character Set: UTF8
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Step I. Create an Oracle 10g Database

19. Thefollowing window shows the progress of the database creation. This step can take
time to complete.

Database Configuration Assistank x|

“ Copying database files
Creating and starting Oracle instance

Completing Database Creation

Clone databaze creation in progress

an 112

20. When database creation is completed, click Exit.

Database creation complete, Check the logfiles at
Aul2sappdoracl el admin/contenterverdb/create for details,

Database Informations
Global Databaze Mame: contenteruverdh
Suystem Identifier{SI0}: CSIE
Server Parameter Filename: AudZ/appsoracleld products10,1.0/db_1/dbs/=pfilel50E,ora

The Enterprize Manager UEL iz http:ssgodzilla:Bhioddem

Hote: All database accounts except 5¥S, SYSTEM, DBSMMP, and SYSMAM are locked, Select
the Password Management button to wiew a complete list of locked accounts or to manage
the databasze accounts, From the Pazsword Management window, unlock only the accounts
you will usze, Oracle Corporation strongly recommends changing the default pazswords
immediately after unlocking the account,

(-Pasaword Hanagement. , . )

Exit
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Step Il. Create a New User for Content Server (Spark)

Step Il. Create a New User for Content Server
(Spark)

1. Locatethefileenons. properties (in<oracle home>/ <server
name>_<S| D>/ sysman/ confi g/ ).

a. Findtheline: or acl e. sysman. enSDK. svl t. Consol eSer ver Por t
b. Theport after the linein step aisimportant. Make a note of it.

2. Runthecommand: enctl status dbconsol e
The command should return an output similar to the following:

Oracl e Enterprise Manager 10g Dat abase Control Rel ease
10.1.0.2.0

Copyright (c) 1996, 2004 Oracle Corporation. Al rights
reserved.

http://godzill a: 5500/ enf consol e/ about Appl i cati on
Oracle Enterprise Manager 10g i s running.

Logs are generated in directory /u02/app/oracl el0/ product/
10.1.0/db_1/godzill a_orcl 10so/ sysman/ | og

Note

If the command returns the message that the Oracle Enterprise Manager is not
running, start Oracle Enterprise Manager with the command: enct | start
dbconsol e

3. Open abrowser and do the following:
a. Browsetothe URL http://<host nane>: <port >/ em (from step 2).

43 Oracle Enterprise Manager - Microsoft Internet Explorer i =] 5
File Edit Yiew Favarites Tools Help | ’,’
. . = 0 )
Qaack >R IJ Ig _l\J ‘ /,jSearch \T/:\/ Favarites {_‘;{| T R - _] @ ﬁ
Address I@ http:{{godzila. fatwire, com: 5501 femjconsole logon/logon j Go | Lirks **
ORACLE Enterprise Manager 10g Hel =l

Database Control

#

Login to Database:contenterverdb

= User Mame ||

* Password I

Connect As INormaI 'l I
(_Login )

Copyright & 1996, 2004, Cracle. Al rights reserved.
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Step Il. Create a New User for Content Server (Spark)

b. Logintothe browser, using the following field values:

User name sys
Password <password entered when creating the db>
Connect As SYSDBA

c. Asthisisthefirst timeyou are using the Oracle Enterprise Manager, alicense
pageisdisplayed. Click | Agree.

/3 Oracle Enterprise Manager - Microsoft Internet Explorer =] 3]
File Edit Wew Favorites Tools Help | 15'
A { N ’ : . A
Q- © - 1A B (] P e @3- 55 - ID B
Address @ http: f{godzilla. Fatwire.com:5501 femfronsolelicense j Go | Lirnks **
ORACLE Enterprise Manager 10g =

Database Control

—

Oracle Database Licensing Information 10g

Oracle Enterprise Manager 10g Database Control is designed for managing a single database, which can be either a single instance or a cluster database. The
following premium functionality contained within this release of Enterprise Manager 10g Database Control is available only with an Oracle license:

Database Diagnostics Pack

Perfarmance Monitoring (Database and Host)

ADDM (Automated Database Diagnostic Monitor)

Automatic YWaorkload Repository

Event Motifications: Motification hMethods, Rules and Schedules
Event histary/metric history (Database and Host)

Blackouts

Database Tuning Pack

= S0L Access Advisor
e SOL Tuning Advisor
e SOL Tuning Sets

« Reorganize Objects

Configuration M q t Pack

Database and Host Configuration
Deployments

Patch Database and ‘iew Patch Cache
Patch staging

Clone Database

Clone Oracle Home

Search configuration

Compare configuration

Fuolicies

For a detailed description of this functionality and where it can be used within the product refer to the Oracle Database Licensing Information 10g document.

I acknowledge and agree that use of this premium functionality requires the purchase of an appropriate license.

(Cancel) (1hares)

Copyright @ 1996, 2004, Oracle. AN rights reserved.

& L] [T T T nene

Ll
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Step Il. Create a New User for Content Server (Spark)

4. Click the Administration tab.

43 Oracle Enterprise Manager (SYS) - Database: contenterverdb - Microsoft Internet Explorer o =]
File Edit ‘iew Favorites Tools  Help | .Cal:
Ty S ; & nt
@Back - \) e @ @ ;h | pSearch MFavontes @| Erzv = - @ .‘3
Address IEhttp:,l’,l’godzwlla.Fatwire.com:SSUl,l’emfcnnsoIefdatabasep’instance,l’sitemap?event:doLoad&target=contenterverdb&typa:oracle_databasa j GO | Links **
ORACLE Enterprise Manager 10g Setup Preferences Help Logout =

Database Control

Logged in As 5YS
Database: contenterverdb

Home { Perforrmance AdminisHation Maintenance
p !

Page Refreshed May 26, 2005 10:28:11 AM (Retresh )

“iew Datal Manually -

General Host CPU Active Sessions
:@ (‘shutdown ) 100% "
Status Up
Up Since May 26, 2005 9:01:04 AM 75
Time Zone EDT B Otrer @ cPu
Availability (%) 100 50 B csoE | i)
(Last 24 haurs) 35 W invait
Instance Mame CSDB
Wergion 10.1.0.2.0 ]
Read Only No
Oracle Home ful2/app/oraclel0/product/10.1.0/db_1 Run Queue 012 Active Sessions 001
Listener LISTENER godzilla Paging (pages per second) 0.0 S0L Response Time (%)« 120,56
Host godzilla compared to baseline
High Availability Space Usage Diagnostic Summary
Instance Recovery Time (zeconds) 3 Database Size (5B) 1 Perfarmance Mo ADDM run _|;I
4| | »
@ http: [fgodzila.Fatwire. com: 5501 fem/console/database jinstance/sitemap?event=doLoad&target=contenterverdbitype=orace_databasesp ’_’_’_’_’_ % Internet i
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Step Il. Create a New User for Content Server (Spark)

a. From the Security menu, select Users. Click the Create button.

b. Inthe"Create User” screen, fill in required fields with the valuesthat arelisted in
the following table:

Name csuser
Enter Password <your choice>
Confirm Password <sanme password>

a Oracle Enterprise Manager - Create User - Microsoft Internet Explorer

=10
File Edit \Wiew Favorites Tools  Help
@Backva @ @ \r_h|pSearch *Favnritas @ Bv;'{_\f m vd@ :ﬁ

Address IE http:,l’;’godzilla‘Fatwire.com:SSD1;’em,l’console,l’database,l’secur\ty,l’user?event=create&cance\URL:,l’emfcnnsolefdatabase;’databaseObjectsSearch°.-"o3Fevent°.-"03Dredisplﬂ Go | Links **
ORACLE Enterprise Manager 10¢g

Databhase Control

Setup Preferences Help Looout -
Database: contenterverdh > Users = Create User Logged in As 5¥3
Create User
(showsal) (cancel) (0K)
General l Boles System Privileges Object Privileges Quotas Consumer Groups Proxy User:
= [ame Icauser

Prafile IDEFAULT vl
Authentication IPassword 'l

* Enter Pagsword I---.....

* Confirm Password Iooo..o..

[ Expira Pasaward naw

Default Tablespace |

Temporary Tablespace I ,,t?

Status " Locked & Unlocked

General [ Roles Systern Privileges Object Privileges Quotas Consumer Groups Proxy User

(showsaL) (cancer) (oK) —

Database | Setup | Preferences | Help | Logout
s il P A A Pl (1] iclebe v sl

&l
I )

FatV
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Step Il. Create a New User for Content Server (Spark)

5. Click the Rolestab.
a. Click the Modify button.

3 Oracle Enterprise Manager - Create User - Microsoft Internet Explorer =10 x|

Fil=: Edit Wew Favorites Tools Help |a.

@Back - O - @ @ \z_;j|pSearch *Favnritas @| E:fév :l’, E - |_.J @ ‘ﬁ

Address IE http:,l’;’gudzilla‘Fatwire.cum:SSD1;’Em,l’cUnsulE,l’database,l’secunty,l’user?target=cUntenterverdb&type=Dracle_database&cancelURL=fem,|’cUr|5Ule,l’database,l’databaseotj Go | Links

ORACLE Enterprise Manager 10g Setup Preferences Help Logout Bl
Database Control
Database: contenterverdh = Users = Create User Logged in As 3¥3

Create User

(showsal) (cancel) (oK)
&(MDdify )

PN
Ceneral| Roles l Q{stem Privileges Object Privileges Quotas Consumer Groups Proxy Users

Role Admin Option | Default

CONMECT r I3
General ] Roles [ System Privileges Object Privileges Quotas Consumer Groups Proxy Users

(showsaL) (cancer) (oK)

Database | Setup | F'referen&l Help | Logout

Copyright @ 1996, 2004, Cracle. All rights reserved
About Oracle Enterprize Manager 109 Database Control

b. Fromthelist of “Available Roles’ (left side), select Resour ce and click the M ove

button.
/3 Modify Roles - Microsoft Internet Explorer =]
Fil=: Edit Wew Favorites Tools Help | a'
@Back - O - @ @ \z_;j|pSearch *Favnritas @| E:fév :l’, E - |_.J @ ‘ﬁ
Address IEhttp:.l’;’gudzilla‘Fatwire.cum:SSD1;’Em,l’cUnsulE,l’database,l’secunty,l’user?target=cUntenterverdb&type=Dracle_database&canceIURL=fem,|’cUr|5Ule,l’database,l’databaseotj Go | Links
ORACLE Enterprise Manager 10g Setup Preferences Help Logout =l
Database Control
Database: contenterverdh = Users = Create User Logged in As 3¥3
Modify Roles
(cancal) (oK)
Available Roles Selected Roles
MGMT_USER ;I 'é.‘ COMMNECT
OEM_MONITOR Move
OLAP_DBA =
OLAP_USER MD;;';B..»"-\”
RECOVERY CATALOG OWNER —
R ICE <)
SCHEDULER_ADMIM m
SELECT_CATALOG_ROLE =)
WKLISER Remove
Wihd_ADMIN_ROLE hd| Al
Ccancel) (OK)
Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reserved
About Oracle Enterprize Manager 100 Database Contral
=
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Step Il. Create a New User for Content Server (Spark)

Resour ceis moved to the “ Selected Roles’ list.

Maodify Roles - Microsoft Internet Explorer =] |

File Edit \Wiew Favorites Tools  Help | i"

@Back - O - @ @ ;h|pSearch *Favnritas @| E}gv :_\; m - _J @ .‘3

Address IE http:,l’;’godzilla‘Fatwire.com:SSD1;’em,l’console,l’database,l’secur\ty,l’user?target:contenterverdb&type:Dracle_database&cancelupL=fem,|’console,l’database,l’databaseotj G | Links

ORACLE Enterprise Manager 10¢g

Sefun Preferences Help Logout El
Databhase Control

Database: contenterverdh > Users = Create User Logged in As 5¥3
Modify Roles
Available Roles Selected Roles
AC_ADMINISTRATOR_ROLE - >
ACQ_USER_ROLE il <RESOURCE
ALUTHENTICATEDUSER =
CTHAPR hove Al
DB =
DELETE_CATALOG_ROLE <)
DMUSER_ROLE Bemove
DW_CATALOG_ROLE =3
EJBCLIENT Rarriove
EXECUTE_CATALOG_ROLE | All

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Oracle. All riohts reserved

fubout Dracle Enteprise b 109 Database Control
<]
[&] Done [ [ [ [ [ mnemet v

c. Click OK.
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Step Il. Create a New User for Content Server (Spark)

6. Click the System Privileges tab.
a. Click the Modify button.

3 Oracle Enterprise Manager - Create User - Microsoft Internet Explorer =l0ix|

File Edt Yiew Favorites Tools Help |#

@Back - O e @ @ \:_:]|pSearch *Favnr\tes @| szzv ; E - J @ ﬁ

Address IE http:,l’,l’gudzwlla.Fatwire.cUm:SSUl,l’emfcunsuIefdatabasep’security,l’user?target=cUntenterverdb&typa=Uracle_databasa&car|ceIURL=,iem;’cUr|sU\e;’database,l’databaseotj Go | Links

ORACLE Enterprise Manager 10g Setup Preferences Help Logout Bl
Database Control

Database: contenterverdh = Users = Create User Logged in As 3Y3
Create User

(snhowsaL) (cancel) (0K)
(Modify)

General Rol System Privileges \Ob'ect Privileges Quotas Consumer Groups Proxy Users

System Privilege Admin Option
Mo items found

General Boles | System Privileges [ Object Privileges GQuotas Consumer Groups Proxy Users

(showsoL) (cancer) (oK)

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprize Manager 10g Database Contral

b. Fromthelist of “Available System Privileges’ (left side), choose Select Any
Dictionary and click the M ove button.

3 Modify System Privileges - Microsoft Internet Explorer o =]

File Edt Yiew Favorites Tools Help |#

@Back - O e @ @ \:_:]|pSearch *Favnr\tes @| szzv ; E - J @ ﬁ

Address IE http:,l’,l’gudzwlla.Fatwire.cUm:SSUl,l’emfcunsuIefdatabasep’security,l’user?target=cUntenterverdb&typa=Uracle_databasa&car|ceIURL=,iem;’cUr|sU\e;’database,l’databaseotj Go | Links

ORACLE Enterprise Manager 10g Setup Preferences Help Logout Bl
Database Control

Database: contenterverdh = Users = Create User Logged in As 3Y3
Modify System Privileges
(cancel) (oK)

Available System Privileges Selected System Privileges
REMOVE_ANY_WORKSPAZE -] >

RESTRICTED SESSION Move

RESUMABLE e

ROLLBACK ANY WORKSPACE Wowe Al

SELEC / .—
MY SEQUENCE <)

SELEC <
SELECT ANY TABLE Remaove
SELECT ANY TRAMSACTION =
SYSDBA — | Remove
SYSO0PER =l A

(cancel) @

Database | Setup | Prefersnces | Help | Logout
Copyright @ 1996, 2004, Qracle. All rights reserved.
About Oracle Enterprise Manager 100 Database Control
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Step Il. Create a New User for Content Server (Spark)

Select Any Dictionary is moved to the “ Selected System Privileges” list.

2} Modify System Privileges - Microsoft Internet Explorer =101 x|
File Edit \Wiew Favorites Tools  Help | 4'

@Back - \_) - Ij Ig ;h | /I__) Search \j\\'( Favorites {43 [_'\:v :\f m - _J @ ﬁ

Address I@ http:,l’;’godzilla‘Fatwire.com:SSD1;’em,l’console,l’database,l’secur\ty,l’user?target:contenterverdb&type:Dracle_database&cancelupL=fem,|’console,l’database,l’databaseotj G | Links

ORACLE Enterprise Manager 10¢g Setup Preferences Help Logout
Databhase Control

Database: contenterverdh > Users = Create User Logged in As 5¥3

Modify System Privileges
-Z'Canceli @

Available System Privileges Selected System Privileges
REMOVE_ANY_WORKSPACE I >

RESTRICTED SESSION Ilove

RESUMABLE =

ROLLBACK_ANY_WORKSPACE Wave Al

SELECT ANY SEQUENCE

SELECT ANY TABLE <
SELECT ANY TRANSACTION M
SYSDBA =)
SYSOPER — Remove
UNDER ANY TABLE hd All
(cancel) (0K)
Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Oracle. All riohts reserved
About Oracle Enterprise b 103 Database Control
E
[&] pore [ [ [ [ [ mnemet v
c. Click OK.

The database is now ready for Content Server (Spark).
In the upper right-hand corner, click L ogout.

If you are using a Type 2 driver, go to “Step I11. (For Type 2 Drivers) Install and
Configure an Oracle Client,” on page 43. Otherwise, the database is ready for Content
Server (Spark). You can now create and configure the data source.
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Step lll. (For Type 2 Drivers) Install and Configure an Oracle Client

Step lll. (For Type 2 Drivers) Install and Configure
an Oracle Client

1. Download and install the Oracle AS client.
2. Runthe command $ORA_HOVE/ bi n/ net ca

Note

This command requires the environment variable ORA_NAME to be set and a
graphical display to be present in the system to execute successfully.

3. Select Local Net Service Name Configuration and click Next.

% Oracle Net Configuration Assistant: Welcome LS, 3 E

Welcome to the Oracle Met Configuration Aszistant,
This tool will take you through the common
configuration steps, listed below,

Choose the configuration you would like to dod
® | jstener configuration
" Maming Methods configuration

T Local Met Service Mame configuration

O Directory Usage Configuration

Cancel ) Help ) =
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Step lll. (For Type 2 Drivers) Install and Configure an Oracle Client

4. Select Add and click Next.

%¢ oracle Net Configuration Assistant: Net Service Name Configuration LSS E]

To access an Oracle database, or other zervice, across the
network you use a net szervice name, The Oracle Net
Configuration Azzistant allows you to work with net service
names resolwved wzing local naming,

Select what you want to do:
® Add
" Reconfigure
i Delete
i Rename

" Test

Cancel jl Help jl

5. Enter aname for this service (thisisthe SSID of the database on the remote server)
and click Next.

¢ Oracle Net Configuration Assistant: Net Service Name Configuration, Service Name 1008 [J[S][@]i

Each Dracle databaze or service has a zervice name, An
Oracle databaze’s service name iz normally its global
databaze name, Enter the service name of the databaze or
other service you want to access,

Service Name:

&  Back | Mext & |

- AAJ
Air

Configuration Guide V6.3: Third-Party Software

ratvvire
SOFTWARE

44



Chapter 2. Creating and Configuring an Oracle 10g Database

Step lll. (For Type 2 Drivers) Install and Configure an Oracle Client

6. Leavethe default option of TCP selected and click Next.

¥ oracle Net Configuration Assistant: Net Service Name Configuration, Select Protocolshiy_ E]

To communicate with the databaze acrozs a network. a network
protocol iz uzed, Select the protocol used for the databaze
you want to access,

TCPS
IFC

Cancel ) Help J

7. Enter the host name (the name of the computer that is hosting the database you are
connecting to). If you have instructed Oracle 10g to run on a port other than the
default, enter the custom port number and click Next.

3{{ Oracle Net Configuration Assistant: Net Service Name Configuration, TCPAP Protochl % E

To communicate with the databasze using the TCPAIP protocol,
the databaze computer’s host name iz required, Enter the
host name for the computer where the databaze is located,

Host name:

A TCPSIP port number iz also required. In most cases the

® ||ze the standard port number of 1521

" |Izse another port number: h521

Cancel J Help ) & Back | Next 2 '
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Step lll. (For Type 2 Drivers) Install and Configure an Oracle Client

8. Select Yes, perform atest and click Next.

$¢ oOracle Net Configuration Assistant: Net Service Name Configuration, Test ENN S El

You can werify that an Oracle database can be reached, using
the information provided, by performing a connection test,

Would you like to test that a connection can be made to the
databaze?

Mo, do not test

® Yes, perform a test

Cancel ) Help J

9. Thefirst test will fail. When it does, click on the Change L ogin button, enter the
username and password created when the database was constructed, and click OK.
You will then see the dialog box shown below. Click Next to proceed.

$¢ Oracle Net Configuration Assistant: Net Service Name Configuration, Connecting #0%_ [Z] ]2

Wait while the Oracle Met Configuration Azzistant tries
to connect to the database using the information you
provided, .,

Details:

Connecting, ., Test successful,

Cancel J Help J &  Back ] Mexct 3’)
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Step lll. (For Type 2 Drivers) Install and Configure an Oracle Client

10. Enter alocal service name (we suggest the name of the database you will be
connecting to) and click Next.

J¢ Oracle Net Configuration Assistant: Net Service Name Configuration, Net Service Naiiey. El

Enter a name for thiz net zervice name,

The Oracle Met Configuration Assistant has
defaulted the net service name to be the same as
the serwvice name you entered earlier,

Net Serwice Mame:

Cancel /] Help J <% Back | Mext 3)'

11. Leave the default choice of No selected and click Next.

¢ oracle Net Configuration Assistant: Net Service Name Configuration, Another Net Samity, El

Would you like to configure another net service name?

& N
Ve
Cancel ) Help J
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Step Ill. (For Type 2 Drivers) Install and Configure an Oracle Client

12. Click Next to exit the wizard.

3¢ oracle Net Configuration Assistant: Net Service Name Configuration Done

13. Database configuration is complete. You are now ready to create and configure the
data source. For instructions, refer to your Content Server (Spark) installation guide.
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Chapter 3

Creating and Configuring an MS SQL Server
Database

Use this chapter to set up a SQL Server database for your Content Server (Spark)
installation. For background information regarding database configuration and users
permissions, see Part 1, “Creating and Configuring a Database.”
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To create and configure an MS SQL Server database

Note
This section appliesto MS SQL Server 2000 SP3 and SPA4.

1. Create the database login:

a.
b.

Open “Enterprise Manager.”

In the left-hand tree, select Microsoft SQL Servers> SQL Server Group >
(Local) > Security.

Right-click on L ogins and select New Login...
1) Create auser (such ascsuser ), and select the proper authentication method.
2) Savethisuser.

2. Create the database:

a.

In the left-hand tree, select Microsoft SQL Servers> SQL Server Group >
(L ocal) > databases.

Right-click on databases and select New Database...

1) Enter aname (such as csDB), then modify the other fields as needed for your
installation.

2) Finish creating this database.

3. Assign account privileges:

a.
b.

C.

d.

Select the newly created database in the left-hand tree and click Open.
Right-click on Users and select Add new Database User ...

In the drop-down list, choose the user created in step c of this procedure. In the
Permit role member ship list, check the box next to db_owner.

Save the new user.

4. Database configuration is complete. You are now ready to create and configure the
data source. For instructions, refer to your Content Server (Spark) installation guide.
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Chapter 4

Creating and Configuring an IBM DB2
Database

Use this chapter to set up an IBM DB2 database for your Content Server (Spark)
installation. For background information regarding database configuration and users
permissions, see Part 1, “Creating and Configuring a Database.”

Configuration Guide V6.3: Third-Party Software

51



Chapter 4. Creating and Configuring an IBM DB2 Database

To create and configure a DB2 database for Content Server (Spark)

Note
This section appliesto DB2 version 8.x.

Open DB Control Center (db2cc).
2. Browseto the instance under which you want to create the new database.
If you do not have an existing instance in the left-hand tree, do the following:
a. Right-click Instances and click Add...
b. Fill inthe form provided (or click Discover) then click OK.
Right-click Branch Databases > Create > Database Using Wizard...
In the “Create Database Wizard,” fill in the following screens as indicated:

a. “Database name”
Enter a unique database name (such as CSDB2), then click Next.

b. “Specify how and where to store the user tables.”
Leave the default option L ow maintenance selected and click Next.

c. “Specify how and where to store the system catal og tables.”
Leave the default option L ow maintenance selected and click Next.

d. “Specify how and where to store system temporary tables.”
Leave the default option L ow maintenance selected and click Next.

e. “Tunethe performance of this database.” Click Next.

f. “Specify the locale for this database.”
Complete the following steps:

1) Inthe Code Set drop-down list, select UTF-8.
2) Under Coallating Sequence, leave the default option selected.
3) Click Next.
g. Review the actions that will take place when you click Finish, then click Finish.

5. A DB2 message box appears, giving you the option to run the “ Configuration
Advisor.” Click No.

A new database (with the name you provided in step 4) is now available in the
left-hand tree.

6. Intheleft-hand tree, right-click Buffer Pools> Create.
In the “Create Buffer Pool” dialog box, do the following:
a. Inthe“Buffer Pool name’ field, add a unique name (such as CSBUFFER32).
b. Inthe Page size drop-down list, select 32.
c. Click OK.
8. Intheleft-hand tree, right-click Table Spaces > Create.
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9. Inthe"“Create Table Space Wizard,” fill in the following screens as explained below:

a.

h.

“Specify aname for your table space.”
Enter a unique name (such ascsTabl eSpace) in the “ Table Space name” field.
Then click Next.

“Specify the type of table space you want to create.”
Leave the default value and click Next.

“Specify abuffer pool for your new table space.”
Select the buffer pool created in step 7 of this procedure and click Next.

“Select the space management system that you want to use.”
Leave the default option System-managed space (low maintenance) selected
and click Next.

“Define containers for this table space.”
Click Add, then complete the following steps:

1) Inthe“Define Container” dialog box, enter a unique name for this container
(such as CScont ai ner).

2) Under “Current Directory,” select alocation for this table space (note that you
must select a physical location on a mounted disk where you want to place
this table space; if you do not have an acceptable location at this point you
should create one). Once you have selected alocation, click OK.

3) Click Next in the “Define Container” dialog box.

“Specify the extent and prefetch sizes for this table space.”
Leave the default options selected and click Next.

“Select hard drive specifications.”
Select the appropriate option for your physical mediatype from thelist and click
Next.

“Specify the dropped table recovery option for your new table space.” Click Next.

Review the actions that will take place when you click Finish, then click Finish.

10. Repeat step 9 of this procedure to create atemporary table space, making the
following adjustments to the procedure:

a. When completing step 9a, indicate in the name that thisis a temporary table

b.
11. Intheleft-hand tree, select User and GroupObjects and right-click DB Users> Add.

a.

space.
When completing step 9b, select System Temporary for the type of table space.

In the “ Database” tab, do the following:
1) Select auser from the User drop-down list.

Note

The drop-down list contains all valid system users. If there are no
valid system users, you must create one before continuing.
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2) Under “Grant authorities for the Selected User,” select all of the options. .

Note

Thisis not recommended for adelivery system. Choose the
options that are appropriate for your delivery system)

b. Click the Table Space tab and do the following:

1) Click Add Tablespace. Inthe “Add Tablespace” dialog box, select the
tablespace created in step 9 of this procedure and click OK.

2) Inthe“Table Space” tab, the new table spaceis now selected, but hasa []
symbol next to it. Select Grant from the Privileges drop-down list (located
near the bottom of the tab).

c. Repeat step b for the temporary table space created in step 10.
d. Optionally, repeat step b to add the default table space USERSPACEL.

Note

The default table space was created with the database. Therefore its
location is not under your control.

e. Click OK.

12. Inthe left-hand tree, right-click the database created in step 4 of this procedure and
click Configure Parameters. In the list that opens, make the following changes:

a. Change LOCKLI ST/ 100 to LOCKLI ST/ 1024
b. Change LOCKTI MEQUT/ None to LOCKTI MEQUT/ 30
c. Change APPLHEAPSZ/ 256 to APPLHEAPSZ/ 1024
13. Database configuration is complete. You are now ready to create and configure the

data source. For instructions, refer to your Content Server (Spark) installation guide.
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Chapter 5
Creating and Configuring SQL Anywhere

This appendix shows you how to create and configure an SQL Anywhere database for
your Spark installation.

This appendix contains the following sections:
e Step I. Prepare the Environment

e Step Il. Create a Database

e Step Il Create aNew User for Spark

*  Step IV. Next Step
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Step |. Prepare the Environment

Step I. Prepare the Environment

Before you begin, sourcethe asa_confi g. * file based on your shell. For example:
#bash
#cd /opt/sql anywhere/ bin

#source asa_config. sh

Step Il. Create a Database

1.

o bk~ WD

If SQL Anywhereis not installed, use SQL Anywhere 9.0 NON-OEM software to
install it. Run set up. sh and follow the on-screen instructions.

Note

» Make sure you choose cpu-based license. Choose all CPUs on your
machine.

» Wesuggest using/ opt / sql anywher e as the installation directory.

Go to the following directory: / opt / sql anywher e/ shar ed/ sybcentr al 42
Runscj vi ew

Click Adaptive Server Anywherein the tree and select the Utilities tab.

Run the “ Create Database Wizard,” selecting the following options as you proceed:

- Leavethe checkbox selected for jConnect meta-information support. You must
have jConnect meta-information support.

- Do not select the Encrypt the database checkbox.

- Select the check boxes for Ignoretrailing blanks, Case sensitivity, and Create
SYSCOLUMNS and SYSINDEXES.

- Accept the default page size of 2048.
- Accept the default collation.

- Chooseto “connect to database." Choose a server name (usually thisisthe
machine name) and give the database a name (such as spar kdb).

- Click Finish to complete database creation.

After the “ Database Creation Wizard” returns, the database and its objects will be
displayed in the tree on the left side.

a. Right-click on your database and select Options.

b. Setthe"Non_keywords' option to PUBLICATION. Thisexplicitly turns off the
PUBLICATION keyword in your database.
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Step lll. Create a New User for Spark

Step lll. Create a New User for Spark

1. Create auser (named csuser ) in the current database by right-clicking User s and
Groups and following the directions in the wizard. (M ake sure to grant the user the
required “Resource” permissions.)

Note
Do not give DBA permissions to this user.

2. Test the user you created by completing the following tasks:

a.

b
c.
d
e

Go to the following directory: / opt / sql anywher e/ bi n
Run dbi sql .

Connect to the database using the newly created user.
Confirm that PUBLICATION isturned off.

Do the following queries:

CREATE TABLE PUBLICATION (id varchar(2))
DROP TABLE PUBLICATION

If both the queries do not succeed, thereis a problem with your installation. Begin
the installation again.

3. Disconnect from the database in SybCentral by completing the following steps:

a.
b.

C.

Right-click on your database in the tree and choose Disconnect.
Exit from Sybase Central.

Runps -ef | grep dbeng. If you notice dbeng running, your server is still
aive. If it is not running, then issue the following command:

dbsrv9 /<ful | pat h>/ <dat abase nane>. db

Run dbi sql again to confirm that the server is running.

Step IV. Next Step

Create anew JDBC connection pool and JDBC resource. For instructions, refer to your
Content Server (Spark) installation guide.

Configuration Guide V6.3: Third-Party Software

57



Chapter 5. Creating and Configuring SQL Anywhere

Configuration Guide V6.3: Third-Party Software

SOFTWARE

Step IV. Next Step

58



Part 2
Installing a Web Server

This part describes how to install aweb server. It contains the following chapters:
e Chapter 7, “Installing 11S on Windows”
» Chapter 8, “Installing Apache on Solaris or Linux”
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Chapter 6

Worksheets for Documenting the Web Server
Installation

This chapter contains worksheets listing the web server parameters that you need to track.

Print this chapter. Then, asyou ingtall software, fill in the blank fields in these worksheets
with the values of the specified parameters. You will save considerable time by doing this.
Additionally, if something fails during the installation, the information in these worksheets
will be valuable while you are troubleshooting. Use a separate set of worksheets for each
installation so that each installation is fully documented.

The worksheets are constructed as tables that are divided into the following categories:
« Key to Sample Values
e Web Server Parameters
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Key to Sample Values

Key to Sample Values

Theinstallation worksheets list parameters along with their sample values. Each sample
valueis classified as one of the following:

Default: the value is automatically created at the time of the installation.

Normal: the value represents the normal configuration for asimple installation. Do
not use a different value unless your system requiresit.

Option: the value must be chosen from a preset list of options.
Suggested: the value is recommended for the parameter.

Note

A Suggested account name has an Example password value. We strongly
recommend that you select a password for this account that is appropriate for
the security of your system.

Example: the value is only an example that must be replaced by the value that is
appropriate for your installation. The example valueis not likely to be vaid in your
environment.

Web Server Parameters

Table 1: IS Web Server Parameters

Web Version WebVer si on Example:
Apache 1.3.37
Web Host Name WebHost Example:
j eeves
Web Host IP Address Vbl P Example:
104. 222. 111. 155
Web Server Port WebPor t Default:
80
1S Only: Fi | t er Name Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/ apache

SOFTWARE
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Web Server Parameters

Table 2: Apache Web Server Parameters

Web Version WebVer si on Example:
Apache 1.3.37
Web Host Name WebHost Example:
j eeves
Web Host IP Address Vbl P Example:
104. 222. 111. 155
Web Server Port WebPor t Default:
80
1S Only: Fi | t er Name Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/ apache
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Chapter 7
Installing 1S on Windows

This chapter explains how to install and test Microsoft’s Internet Information Services

(11S). It contains the following sections:

Sep I. Install 11S
Step |1. Document Your IS Installation

Step 1. Verify the Installation
Next Step

Note

Typicaly, I1Sis either partialy or fully installed on most Windows 2000
machines.

o If lISisonly partidly installed or not installed, start with the first
section, “Step |. Install 11S,” on page 66.

If 11Sisfully installed, start with the section “Step 1. Document Your
[1S Installation,” on page 66.
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Step I. Install 11S

Step I. Install IS

If [ISisnotinstaled or is only partially installed, follow Microsoft’s instruction for
installing I1S on a Windows 2000 system.

As aconvenience, here is a quick synopsis of the instructions:

1. Select Start > Settings > Control Panel.

2. Select Add/Remove Programs.

3. Sedlect the Add/Remove Windows Components tab on the left.
The Add/Remove Windows Components Wizard appears.

4. Select Internet Information Services (11S) and then follow the instructions for
installing it.

Step Il. Document Your IIS Installation

We strongly recommend that you document the details of your IISinstallation in Table 1,
“11S Parameters.”

Table 1: IS Parameters

Web Version The version number of the lIS
(WebVer si on) software that you installed.
Web Host Name The name by which the

installation machine is known
(VebHost ) on the network.

Web Host IP Address | The numeric Internet Protocol
(Wbl P) address assigned to the web
server host machine.

Web Server Port The port number assigned for
web server communications.
(vebPort) By default, it has the value 80.

Step Ill. Verify the Installation

After you haveinstalled 11S, you start it and then browseto it in aweb browser to
determine whether it is serving pages asit should.

A. Start IIS

You can start the various I 1S servicesin various ways. To be sure that all the necessary
services are running, start I1S from the Services node.

To start IIS services

1. Right-click onthe My Computer icon.
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4,
5.
6.

Next Step

Select M anage from the right-mouse menu.

In the Computer M anagement dialog box, expand the Services and Applications
node in the tree.

Select Services.
In thelist of serviceson theright, right click I1S Admin Service.
Select Sart from the right mouse menu.

To start or stop the default web site only

1
2.
3.

Right-click on the MyComputer icon.
Select M anage from the right mouse menu.

In the Computer M anagement window, expand the Services and Applications.
node in the tree.

Expand the I nter net I nfor mation Ser vices node.
Right-click on Default Web Site.
Select Sart or Stop, as appropriate, from the right mouse menu.

B. Verify that IIS is Serving Pages

To verify that |1S can serve pages, test it from both the server that is hosting it and from
another browser on the network.

To verify that IS can serve pages

1.
2.

Start a browser on the host on which I1Sis running.
From the browser, go to the following URL:
http://WbHost : WebPor t

Do one of the following:

- If the browser displaysthe IIS home page, then I1Sisinstalled and running
properly. Continue to step 4.

- If the browser returns an error, consult Microsoft’s documentation, determine
what went wrong, and fix it before you continue.

Start a browser on another machine on your network (a host other than the machine
hosting 11S).

From the browser, go to the following URL:
http://WbHost : WebPor t

If the browser displaysthe I1S “Under Construction” page, then lISisinstalled and
running and the network naming service appears to be working properly.

Next Step

Configure the web server to run with WebL ogic and Content Server (Spark). For
instructions, refer to the installation guide for your configuration.
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Chapter 8
Installing Apache on Solaris or Linux

This chapter describes how to install and configure Apache HTTP Server. As previously
mentioned, you can install Apache on the same machine that will host WebL ogic and
Content Server (Spark) or you caninstall and use it on a separate host.

This chapter contains the following sections:

Step I. Install Apache

Step I1. Document Your Apache Parameters

Step I11. Verify that Apache Contains the Correct Module
Step IV. Verify that Apache Runs Properly

Next Step

Configuration Guide V6.3: Third-Party Software

69



Chapter 8. Installing Apache on Solaris or Linux

Step 1. Install Apache

Step I. Install Apache

1.

Apache HTTP Server can be pre-installed on Solaris 8, Solaris 9, Linux RedHat, and
Linux SUSE systems. Determine whether Apacheisinstalled on the environment(s) on
which you plantorunit.

Do one of the following:

- If Apacheisalready installed, continue with “ Step 1. Document Your Apache
Parameters,” on page 70.

- If Apacheisnot already installed, you can do one of the following:
Install it from your source medium.
Download it from the Internet.

Build it from source; that is, select the modules and compile the Apache executable
yourself. If you want to build it from source, refer to the information that the Apache
Foundation makes available at

htt p://ww. apache. or g/ and follow their instructions.

Step Il. Document Your Apache Parameters

We strongly recommend that you document the details of your Apacheinstallationin
Table 2, “ Apache Parameters.”

SOFTWARE

Table 2: Apache Parameters

Web Server Version The version of Apache that the
(vever s on) hostforuming Notett you
Server (Spark) supports.

Web Host Name The name by which the Apache
(WebHost ) 2ce)tsvtv E)nric.hl neis known on the
Web Host IP Address The numeric Internet Protocol
(Wbl P) ﬁgcsitren?acakﬁ] gerlwed to the Apache
Web Server Port The port number assigned for
(WebPor t ) Apache communications. By

default, it has the value 80.

Apache Root Directory | The top-level directory in
(ApacheRoot )

which Apacheisinstalled.

I mmediate subdirectories of
ApacheRoot include bi n and
conf .
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Step Ill. Verify that Apache Contains the Correct Module

Step Ill. Verify that Apache Contains the Correct
Module

Note
This section applies only to Apache version 1.3x.

Apache ismodular software, built from a set of modules. WebL ogic Server requires that
the nod_so. ¢ module be present on the machine that is hosting the Apache web server.
Please verify that your Apache server contains this module by using the command ht t pd
with the -1 option and search for nmod_so in the output.

For example:

$ ApacheRoot/bin/httpd -1 | grep ‘nod_so’
nod_so. c

Examine the output and do one of the following:

« If the output from the preceding command contains nod_so. ¢, then your version of
Apache contains the correct module. Proceed to “ Step 1V. Verify that Apache Runs
Properly,” on page 71.

« If the output from the preceding command does not contain nod_so. ¢, you must
rebuild and reinstall Apache. For guidelines, see “Step . Install Apache,” on page 70.

Step IV. Verify that Apache Runs Properly

In this step, you will start Apache and verify that it is running properly. For verification
instructions, see the Apache web site (givenin “Step I. Install Apache,” on page 70).

Next Step

Configure Apache to run with WebL ogic and Content Server (Spark). For instructions,
refer to the installation guide for your configuration.
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-------

Part 3
LDAP Integration

This part describes how to configure an LDAP server for your Content Server web
application. It contains the following chapter:

e Chapter 9, “Integrating Content Server with LDAP”

Note

Spark uses abundled LDAP server. Spark must be automatically integrated with
the LDAP server during the Spark installation process. The Spark installer
performs the integration as explained in “ Automatic Integration with LDAR” on

page 76.
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Chapter 9
Integrating Content Server with LDAP

Content Server administrators who need to manage users and their ACL s outside the
Content Server database can use an LDAP server to store user names and attributes.
Additionally, the LDAP server can be used to manage roles and sites.

Content Server supports the following integration options:

External LDAP servers, which must be integrated manually after Content Server is
installed.

Bundled LDAP servers, which are packaged with their application servers. Bundled
LDAP servers can be integrated either automatically by the CSinstaller or manually
following the CSinstallation process, depending on whether theinstallation is a porta

or aweb application.
This appendix shows you how to integrate L DAP servers with Content Server.

Note

CS-LDAP integration is made possible by the Directory Services API, which also
supports the following features:

» The plug-in that functions as Content Server’s native user manager. The plug-
in authenti cates users by means of the native Content Server user management
tables: Syst emUser s and Syst enlUser Attrs

o Externa user managers, which must be customized in order to authenticate
users.

This appendix contains the following sections:

* LDAP Integration Overview

e Automatic Integration with LDAP

e Manual Integration with LDAP

« Post-Integration Management of ACLSs, Users, Sites, and Roles
* Reference: Example ldif Files
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LDAP Integration Overview

LDAP Integration Overview

Integrating an LDAP server with a Content Server installation requires you (or the CS
installer) to complete the following basic steps:

1. Configure Content Server to communicate with the LDAP server. This step entails
configuring propertiesin Content Server'sf ut ur et ense. i ni ,dir.ini,and
futuretense_xcel.ini filesinorder to enable CS-LDAP communication.

2. Configure the LDAP server to:
a. Recognizethe user that Content Server will invoke to access the LDAP server.
b. Grant that user the correct permissions to the LDAP server.

3. Populate the LDAP server with Content Server’s ACLs and users, and optionally, its
sitesand roles (if you choose this option, you must make sure that the same sites and
rolesexist in the Content Server database). Additionally, the users must be enabled for
the sites.

Whether you integrate manually or automatically depends on whether your Content Server
configuration uses bundled or external LDAP, and whether you are installing a portal or a
web application. The table below summarizes the integration scenarios.

Table 1: LDAP Integration Methods

Portal Automatic integration® —
Web Automatic integration?
Manual integration® Manual integration®

a. Automatic integration is performed by the CSinstaller during the Content Server installation
process. For integration information, see “Automatic Integration with LDAP.”

b. Manual integration is performed by the installation engineer after Content Server isinstalled. For
integration procedures, see “Manual Integration with LDAP” on page 77.

Automatic Integration with LDAP

During the Content Server installation process, you have the option to automatically
integrate with LDAP. If you select this option (based on Table 1), the integration steps
above will be performed by the CSinstaller. That is:

1. TheCSinstaler configures Content Server to communicate with the LDAP server as
explained in step 1, above.

2. If theinstallation isto run on WebSphere, the CSinstaler configuresthe LDAP server
asexplained in step 2, above. For all other platforms, the LDAP administrator must
configure the server.

Configuration Guide V6.3: Third-Party Software

SOFTWARE



Chapter 9. Integrating Content Server with LDAP

3.

Manual Integration with LDAP

The CSinstaller populates the LDAP server with the following information (as
explained in step 3, above):

- Content Server’'s default ACLs and roles.

- Sample sitesthat you might have chosen to install in Content Server, and users of
the sample sites. The CSingtaller also enables the users for the sample sites.

Manual Integration with LDAP

-------

Note

For portal installations, manual integration is not an option. If an existing
installation is not LDAP-integrated, it must be re-installed with the LDAP
integration option enabled. However, once integration is complete,
management operations on ACLs, users, sites, roles, and property files are
performed manually (instructions are given in “Post-Integration M anagement
of ACLs, Users, Sites, and Roles,” on page 88).

If your CS systemisto use external LDAP, you must integrate the LDAP server manually,
regardless of whether you are creating a new installation or modifying an existing
installation to use LDAP. Below are the basic steps you will complete. The steps apply to
both new and existing installations (all of which are web-based, as the current release does
not support external LDAP for portals):

Make Sure That Pre-Requisite Systems Are Installed:

1.

Make sure that the LDAP server isinstalled. For more detailed information, see “ Step
1. Make Surethe LDAP Server isInstalled,” on page 78.

Skip this step if you are integrating an existing system with external LDAP.
Otherwise, make sure that Content Server isinstalled and tested. For more detailed
information, see “ Step 2. Make Sure That Content Server is Installed and Tested,” on

page 78.

Configure Content Server and the LDAP Server to Communicate:

3.

Configure the Content Server properties that enable Content Server to communicate
with the LDAP server. For detailed instructions, see “ Step 3. Configure Content
Server Properties,” on page 79.

Configure the LDAP server to recognize the user that Content Server will use to
access the LDAP server and to grant that user the correct permissions to the LDAP
server. For detailed instructions, see “ Step 4. Configure the LDAP Server,” on

page 83.

Populate the LDAP Server with Content Server’s ACLs, Users, Sites, and
Roles:

5.

Ensure that the LDAP server stores amail attribute (e-mail address) for your users.
For detailed instructions, see “ Step 5. Check the mail Attribute,” on page 83.
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6. Usethe LDAP interface to create LDAP user groups whose names exactly match the
Content Server system ACLs. For installations using web services, include the
corresponding ACLs. For detailed instructions, see “Step 6. Create LDAP User
Groups (Content Server ACLS),” on page 83.

7. Usethe LDAP interface to create users and to assign users to the groups. For detailed
instructions, see “ Step 7. Create Required Users and Their Group Memberships,” on

page 84.

8. (Optiona) If you plan to use LDAP attribute mapping for sites and roles, create the
appropriate sites and rolesin LDAP. For detailed instructions, see “ Step 8. (Optional)
Create Sites and Rolesin the LDAP Server,” on page 85.

If You Completed Step 8:

9. Make sure that the sites and roles you created in step 8 also exist in the CS database.
For detailed instructions, see “ Step 9. If You Completed Step 8,” on page 87.

Test the Configuration:

10. Test the configuration. For detailed instructions, see“ Step 10. Test the LDAP
Integration,” on page 87.

Resume Your Previous Operations:

11. Once LDAP integration passes the test, you can resume your operations. If they
involve managing ACLS, users, sites, and roles in the LDAP-integrated system, see
“Post-Integration Management of ACLSs, Users, Sites, and Roles,” on page 88 for
guidelines.

Note
The steps below are detailed versions of the steps that are given on page 77.

Step 1. Make Sure the LDAP Server is Installed

Content Server can be integrated with LDAP servers that support the LDAP-2 protocol or
any other protocol (although, in the latter case, FatWire does not support write operations
from the Content Server interface to the LDAP server). The currently supported LDAP
servers are listed at the following URL :

http://ww. fatw re. conl Support/csxxx. htnl

where xxx represents the Content Server version number (for example, 630). Check that
one of the listed LDAP serversisinstalled.

Step 2. Make Sure That Content Server is Installed and Tested

Before you can begin integrating with LDAP, you need to make sure that Content Server
has been installed and tested on a supported configuration. The currently supported
configurations are listed at the URL that is given directly above, in Step 1 of this
procedure.
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Step 3. Configure Content Server Properties

Configure the following property filesin order for Content Server to communicate with

the LDAP server:

e futuretense.ini
e dir.ini

» futuretense_xcel .ini,if youwill be managing sites and roles directly in the
LDAP server (unlike ACLs and users, sites and roles need not be managed in the

LDAP server).

Set Property Values in futuretense.ini

1. Start the Property Editor and open f ut ur et ense. i ni .
2. Select the Authentication tab.

3. Setthefollowing valuesfor the following properties:

cS. managepr operty

dir.ini

cs. manageUser

com opennar ket . directory. jndi.auth. JNDI Logi n

Select File > Save to save the values.

Select File > Close.

Continue to the next procedure.

Set Property Values in the dir.ini File
1. Opendir.ini inthe Property Editor.

2. Select the Attribute Names tab and set the following values for the following
properties:

cn iPlanet: cn
Active Directory: cn
| ogi nattribute iPlanet: ui d

Active Directory: cn

password

iPlanet: user Passwor d
Active Directory: passwor d

uni quemnenber

iPlanet: uni quenmenber
Active Directory: menber

raLtvvire
SOFTWARE
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user name iPlanet: ui d
Active Directory: sAMAccount Nane

3. Select the Global Data tab and set the following values for the following properties:

gr ouppar ent iPlanet: ou=gr oups, dc=conpanynane, dc=com
Active Directory: cn=gr oups, dc=conpanynamne, dc=com

peopl epar ent iPlanet: cn=peopl e, dc=conpanynane, dc=com
Active Directory: cn=user s, dc=conpanynane, dc=com

4. Select the Interface I mplementationstab and specify the following values for the
following properties:

classNane. I Di r com opennarket.directory.jndi.JNDI D r

cl assName. | Nare com opennar ket . di rectory. j ndi . NameW apper

cl assNane. | User Dir |com opennarket. directory.jndi.LDAPUserDir

5. Select the INDI SPI Env tab and specify the following values for the following
properties:

j ndi . baseur| | dap: // server nane: port

j ndi . connect AsUser |If Content Server can query the LDAP server for
information as the user who islogged in to the Content
Server interface and is making the query, set this property
tot r ue. (The same user must be defined in the LDAP
server.)

If Content Server must query the LDAP server as a specific
user other than the user who islogged in to the Content
Server interface, set this property to f al se. Then be sure
to specify avalid user name/password combination with
thej ndi . I ogi n andj ndi . passwor d properties.

j ndi . custom (leave this value blank)
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jndi.login

If thej ndi . connect AsUser property issettof al se,
specify the fully qualified, fully distinguished name of the
user account that Content Server will use to query the
LDAP server. (The same user must be defined inthe LDAP
server.)

j ndi . password

If thej ndi . connect AsUser property issettof al se,
specify the password for the user account that Content
Server will useto query the LDAP server.

Thisvaueisencrypted.

Select the Schema Defaults tab and specify the following values for the following
properties:

defaul t GroupAttrs

iPlanet:

obj ect C ass=t op
&obj ect C ass=gr oupof uni quenanes

Active Directory:
obj ect Cl ass=t op&obj ect Cl ass=gr oup

def aul t Peopl eAttrs

iPlanet;

obj ect Cl ass=per son &obj ect cl ass=t op
&obj ect cl ass=or gani zat i onal per son
&obj ect O ass=i net Or gPer son

Active Directory

obj ect Cl ass=per son &obj ect cl ass=t op
&obj ect cl ass=or gani zat i onal per son
&obj ect C ass=user

obj ect cl assG oup

iPlanet: gr oupof uni quenanes
Active Directory: gr oup

obj ect cl assPer son

per son

requi redG oupAttrs

(leave this value blank)

requi redPeopl eAttrs

Specify al the required user attributes for this LDAP
server.

For example: sn=Last Name&cn=Ful | Name

Select File > Save.

Configuration Guide V6.3: Third-Party Software

81



Chapter 9. Integrating Content Server with LDAP

SOFTWARE

8. Sdect File> Close.

Manual Integration with LDAP

Note

If you need information on propertiesinthedi r . i ni filethat are not listed in
the previous tables, see the Content Server Property Files Reference.

Set Property Values in the futuretense_xcel.ini File

Note
Skip this procedure if you are not using sites and roles integration in your

LDAP server.

1. Start the Property Editor and open f ut ur et ense_xcel . i ni .
2. Select the Xcelerate tab.
3. Set the value for the following property:

xcel er at e. user manager cl ass|The value depends on the type of deployment

you are using. See the Property Files Reference
for detailed information about this property.

Example value:

com opennar ket . xcel er at e. user. LDAP
SchemaUser Manager

Select the User M anagement tab.
Set values for the following properties:

xcel er at e. si t esr oot

Seethe Property Files Referencefor detailed
information about this property.

Example value:
ou=si t es. dc=<domai nnanme>. dc=com

xcel erate. sitenaneattr

Seethe Property Files Referencefor detailed
information about this property.

Example value: ou

xcel erat e. di spl ayabl enaneattr

The name of the user attribute describing the
displayable name, if different from the login
name.
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Select File > Save.
Select File > Close.

Configure the CS system to use the LDAP plug-in by setting the appropriate property
valuesinthef ut ur et ense. i ni ,fut uretense_xcel .ini,anddir.ini property
files. For detailed instructions, see “ Step 3. Configure Content Server Properties,” on

page 79.

Step 4. Configure the LDAP Server

1. Configurethe LDAP server to recognize its user. To do so, enter the values of the
propertiesj ndi . connect AsUser andj ndi . | ogi n intothe LDAP server.

2. Assign the correct permissionsto the LDAP user.

Note

Assign permissions judiciously. Once the CS system is configured to
communicate with the LDAP plug-in, any CS administrator who connects to
the LDAP server as a user with write permissions can still perform
management operations on ACLS, users, sites, and rolesin the Content Server
interface. However, some of the operationswill propagate to the LDAP server,
while other operations might result in errors.

For more information about management operations in the CS interface and
how they affect the LDAP server, see the appendix named “Managing Users,
Sites, and Roles in LDAP-Integrated CS Systems’ in the Content Server
Administrator’s Guide.

Step 5. Check the mai | Attribute

Each Content Server user must have amail attribute (an attribute that stores an e-mail
address). Before proceeding, check that the LDAP server’s user entries have anwi |
attribute.

Step 6. Create LDAP User Groups (Content Server ACLS)

Use the tools provided by your LDAP server to create groups that correspond to Content
Server ACLs. The required groups are listed in this section.

Note

You cancreatean| di f filethat contains the user group information from this
step, and the user and group membership information from “Step 7. Create
Required Users and Their Group Memberships,” on page 84. You can then
import thel di f fileinto your user directory.

The actual method of importing thel di f file variesfor each directory, but the
structure of thefile is standardized among LDAP servers. For exampl es of
I di f files, see“Reference: Example Idif Files,” on page 90.
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Default ALCs (Required for All Installations)

The following list presents the Content Server system default ACLs. You must create
groups in the LDAP server whose names exactly match the ACL names below. For
information about the access privileges that these ACL s/groups grant, see the “ System
Defaults” appendix in the Content Server Administrator’s Guide.

» Browser  TableEditor
» ContentEditor  TableReader
» ContentReader » UserEditor
 ElementEditor o UserReader
» ElementReader * Visitor

» PageEditor * VisitorAdmin
» PageReader » xceladmin

» RemoteClient * Xxceleditor
 SiteGod

Web Services ACLs

If you are using web services, you must create groups for the following ACLs, making
sure that the group names exactly match the ACL names:

« WSAdmin
« WSEditor
e WSUser

For information about the access privileges that these ACL s/groups grant, see the “ System
Defaults” appendix in the Content Server Administrator’s Guide.

Custom ACLs

If any custom ACLs have been created in Content Server since its installation, you must
create groupsin the LDAP server whose names exactly match the names of the custom
ACLs.

Step 7. Create Required Users and Their Group Memberships

Required usersinclude Content Server’s default users, sample site users for any sample
sites that you will be using, and custom users who are enabled for active sites. Follow
instructions in the rest of this step to create the required users and their group
memberships.

Default Users

Following isalist of the Content Server and CS-Direct default users. You must re-create
the default usersin the LDAP server according to the following rules:

*  When re-creating default users, you may assign them your choice of names. (Note that
the names in the table on page 85 are required by the CS installation process, but not
the LDAP server, to populate the Content Server database.)
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* Make sure that permissions of the re-created users exactly match the permissions of
the users as they are defined in the Content Server database.

e Make the users members of the following groups:

ContentServer Browser, ContentEditor, ElementReader,
: - ElementEditor, PageReader, PageEditor, SiteGod,
(tne user that r'%‘;{fj‘?;;ﬂ the | TableEdiitor, TableReader, UserEditor,

of Content Server) UserReader

fwadmin Browser, ElementEditor, PageEditor,
RemoteClient, TableEditor, UserEditor,
UserReader, Visitor, VisitorAdmin, xceladmin,
xceleditor

To determine which group memberships to grant your additional system users (that is,
the actual content providers who will be using this CS system), see the descriptions of
the ACLsin the“ System Defaults’ appendix of the Content Server Administrator’s
Guide.

Specific details will vary, depending on the structure of your local directory.

Sample Site Users

FatWire recommends that you do not install the sample sites on your CS management or
delivery systems. However, if you do install any of the sample sites and intend to use
them, be sure that you create the appropriate sample site usersin the LDAP server.

Custom Users

If you are modifying an existing installation, you must re-create in the LDAP server all
active users, i.e., users who are enabled for Content Server’s active sites.

Step 8. (Optional) Create Sites and Roles in the LDAP Server

5 OF

If you plan to use LDAP attribute mapping to manage your site names and role namesin
your LDAP server, make sure that you arrange the sites and rolesin hierarchical order (for
an example see Figure 1, on page 86”).

Note

Portal installations use flat-schema LDAP for managing sites and roles. If the
portal installations were to also use external LDAP, you would compl ete the steps
in this section, but would not create an organizational unit for sites. Instead, you
would place the sites and roles at the same level in the LDAP server. Users who
are interested in knowing more about L DAP schema can refer to the appendix
“Managing Users, Sites, and Rolesin LDAP-Integrated CS Systems” in the
Content Server Administrator’s Guide.
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Complete the following steps for hierarchical-schema LDAP:
1. Create an organizational unit for sites.

a. Under the site unit, create an entry for each of your site names. Note that each
name must exactly match the name of the site as you will enter it in the Content
Server interface, including spaces, underscores, and so on.

Note

If you are modifying an existing installation to use LDAP, re-create
Content Server’s active sites and rolesin the LDAP server, making sure to
name them exactly asin the Content Server interface.

b. For each site, create agroup for each of the appropriate role names. Be sure to add
the system default role named General Admin to each site.

When you assign any of the system default rolesto your sites, be sure that the
string exactly matches the names listed here:

- GeneralAdmin
- SiteAdmin
- WorkFlowAdmin
2. For each group, add the appropriate user/members.

Figure 1: LDAP Hierarchies

1 CC=ezceny DC=cam
& 3 CH=Builtin
@ [ cH=Computers
@ 1 oU=Domain Controllers
e CH=ForeignSecurityPrincipals
& O ch=Infrastructure
@ [ oU=Jairam
@[3 CH=LostandFound
¢ CloU=Sites == 1. organizational unit for sites
% O] oU=BurlingtonFinancial & —e———o— la. site
@ [ CrH=Approver
- [C3 CH=Author
@ O3 CMN=Checker
@[] Cl=Designer 1b. groups (roles) for the site
@ [ Ch=Editar
@ [ CH=GeneralAdmin
@ O] CN=SiteAdmin
= [T ch=\Workflowadrnin
@[3 0U=GE Lighting
&[] OU=HelloAssetworld
@ 7 Ch=Systern
§ CJ cH=Users 2. users are members of the
- [ C=admin groups (roles) in 1b, above

©- [ Ch=Administrat . .
o g CN_ASrF,nr'\Jnl';rra o (the list of users includes the names
- of users who access applications (in

gg CNfBDbD addition to Content Server) when
CN=Browser they are integrated with the LDAP
© [|Ch=Cert Fublishers| | server)
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Step 9. If You Completed Step 8

1. If,inthelast step, you created sites and roles in the LDAP server that do not exist in
the Content Server database, create the same sites and rolesin Content Server, making
sure they are named exactly asin the LDAP server. For instructions on creating sites
and roles in the CS database, see the following sections and chapter in the Content
Server Administrator’s Guide:

“Creating aRole’
- Chapter 7, “Assembling and Organizing CM Sites’

2. Enablethe users for the sites they are to work in. For instructions, see the section
“Granting Users Access to a Site (Assigning Roles to Users)” in the Content Server
Administrator’s Guide.

Step 10. Test the LDAP Integration

To test your integrated system, open a browser and enter the following URL:

http://servernane: port/servl et/ Catal ogManager ?ft cnd
=l ogi n&user nanme=Cont ent Ser ver &asswor d=passwor d

where

ser ver nane isthe name of the machine that is hosting the CS system
port isthe port number of that server

user nane isuser-defined (Cont ent Ser ver, in this example)
passwor d is user-defined (passwor d, in this example)

e If the browser displaysa*“ Logi n Successful ” message, you have integrated your
LDAP plug-in correctly.

e If youdo not seethe“ Logi n Successf ul " message, verify that you created the
Cont ent Ser ver userinthe LDAP server, and that all of the properties were set with
the correct values.

Step 11. Resume Your Previous Operations

-------

Once LDAP integration passes the test, you can resume your operations. If they involve
the management of ACLSs, users, sites, and rolesin the LDAP-integrated system, see
“Post-Integration Management of ACLSs, Users, Sites, and Roles,” on page 88 for
guidelines.
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Post-Integration Management of ACLs, Users,
Sites, and Roles

Note

This section appliesto al LDAP-integrated systems, regardless of how they were
integrated: with bundled LDARP, external LDAP, as web-based systems, or portals.

Once your Content Server system isintegrated with LDAP, you are likely to be making
changes to custom ACL s and their users, to sites and roles, and to the LDAP
configuration. This section offers guidelines for managing these constructs directly in the
LDAP server.

ACL and User Management

Access Control Lists, or ACLs, are named lists of database operation permissions such as
read, write, create, and so on. Because just about everything in Content Server and the CS
content applications is represented as arow in a database table, user management on any
of your CS systems starts with ACLs.

When using L DAP to manage and authenticate the users of the Content Server system,
complete the following steps in the given order:

1. If youarecreating ACLs:
a. Createthe ACLsinthe LDAP server.

b. Re-createthe ACLsin the Content Server database, using the Content Server
interface. Make sure that the names exactly match the names in the LDAP server.

2. Createtheuser accounts with LDAP instead of the Content Server interface;

a. Create LDAP user groups whose names exactly match the Content Server system
default ACLs and any other ACLsthat are necessary to implement the design of
your system.

b. Makesurethat each user'smai | attribute existsin the LDAP server.
3. Using the LDAP interface, assign users to the LDAP user groups.

Content Server assumes that a user who belongs to an LDAP user group also has the
Content Server ACL with the corresponding name. For example, a user who belongs
to the xceladmin LDAP group has all the access rights granted by the xceladmin ACL.

Site and Role Management

When using LDAP to manage Content Server ACL s and users, you can use the LDAP
server to manage sites and roles, as well. In the LDAP interface, you create the sites and
roles, and assign the roles to users. Ensure that the same sites and roles exist in the Content
Server database, and they are named exactly as their LDAP counterparts.

Also, take into account the type of installation you are managing:

< If you are managing the sites and roles of an LDAP-integrated installation that is web-
based, you must use hierarchical-schema LDAP. Follow instructionsin:

- “Step 8. (Optional) Create Sites and Rolesin the LDAP Server,” on page 85 and
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- “Step 9. If You Completed Step 8,” on page 87

» If you are managing the sites and/or roles of an LDAP-integrated installation that is
portal-based, you must use flat schema LDAP. Follow instructionsin:

- “Step 8. (Optional) Create Sites and Rolesin the LDAP Server,” on page 85, but
with the following change: Do not create an organizational unit for sites. Place
the sites and roles at the same level in the LDAP server.

- “Step 9. If You Completed Step 8,” on page 87

Note

In LDAP-integrated systems, you have the option to manage sites and roles
exclusively in the Content Server database, using the Content Server interface.
This option bypassesthe LDAP server for site and role management operations, as

long asthe following properties, in f ut ur et ense_xcel . i ni , are set as shown
below:

xcel er at e. user manager cl ass=com opennar ket . xcel er at e. user.
user manager

xcel er at e. r ol emanager cl ass=com opennar ket . xcel erat e. rol es.
r ol emanager

For more information about site and role management operations in the Content
Server interface, see the appendix “Managing Users, Sites, and Rolesin LDAP-
Integrated CS Systems” in the Content Server Administrator’s Guide

If you intend to use the Content Server interface to manage sites and roles, see the
following sections and chaptersin the Content Server Administrator’s Guide:

e “Creating aRole”
e Chapter 7, “Assembling and Organizing CM Sites’
e “Granting Users Accessto a Site (Assigning Roles to Users)”

LDAP Configuration Management

If you need to modify CS-LDAP communications (porta or web-based), change the

values of the Content Server properties that specify LDAP configuration. Follow
instructionsin:

e “Step 3. Configure Content Server Properties,” on page 79 and
e “Step 4. Configurethe LDAP Server,” on page 83.
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Reference: Example Idif Files

Following are example iPlanet Directory Server | di f filesthat reflect the users and
groups for the sample sites. Note that Active Directory | di f fileswill vary from these
samplefiles.

Thefirst file (Idif Example 1 (iPlanet Directory Server): Users) creates both the system
default users as well as the example users from the sample sites. The second file (Idif
Example 2 (iPlanet Directory Server): Groups) creates groups that match the system
default ACLs and assigns them to the appropriate users.

FTWARE

Idif Example 1 (iPlanet Directory Server): Users

version: 1

# entry-id: 1

dn: ou=peopl e, dc=Fat Wr e, dc=com

ou: People

objectd ass: top

obj ect  ass: organi zational unit

creat orsName: cn=directory manager
nmodi fi ersNanme: cn=di rectory nanager
creat eTi mestanp: 200210011532557

nmodi f yTi mestanp: 200210011532557

nsUni quel d: f2b52281-1dd111b2- 80ce8bf f - 8cf 3a98d

# entry-id: 3

dn: ui d=Def aul t Reader, ou=peopl e, dc=Fat W r e, dc=com
gi venNane: Defaul t

sn: Reader

objectd ass: top

obj ect d ass: person

obj ect  ass: organi zati onal Person

obj ect d ass: i netorgperson

ui d: Def aul t Reader

cn: Default Reader

user Passwor d: {SSHA} UhFRH AVSI A+Raf cj t K/

Yi hz1j q4Or | XexNgaQ==

mai |l : reader @atWre.com

creat orsName: cn=directory manager
nmodi fi ersNanme: cn=directory nanager
creat eTi mestanp: 200210011532597

nmodi f yTi mestanp: 200210011532597

nsUni quel d: f2b52283-1dd111b2- 80ce8bf f - 8cf 3a98d

# entry-id: 4

dn: ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com
gi venName: xce

sn: admin

objectd ass: top

obj ect d ass: person

obj ect d ass: organi zati onal Person

obj ect d ass: i netorgperson
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uid: admin

cn: admin

user Passwor d: {SSHA} JbN

zy ZORPAW| +pMyEj Qu40bbpVPWMI 2w Un==

mai | : adm n@atWre.com

creat orsName: cn=directory manager
nmodi fi ersNanme: cn=di rectory nanager
creat eTi mestanp: 200210011532597

nmodi f yTi mestanp: 200210011532597

nsUni quel d: f2b52284-1dd111b2- 80ce8bf f - 8cf 3a98d

# entry-id: 5

dn: ui d=edi tor, ou=peopl e, dc=Fat Wr e, dc=com
gi venNane:

sn: ditor

objectd ass: top

obj ect d ass: person

obj ect d ass:
obj ect d ass:

uid: editor
cn: e ditor

user Passwor d:

or gani zat i onal Per son
i net or gper son

{ SSHA} +nnnA5e Mz OHZXv2wssi 7UV1I adaJ+gt zXbk GA==

mai |l :

edi tor @atWre.com
creat or sNane:
nodi f i er sNane:

cn=di rectory manager
cn=di rectory manager

creat eTi mestanp: 20021001153259Z
nmodi f yTi mestanp: 20021001153259Z

nsUni quel d:

# entry-id: 6
ui d=user _aut hor, ou=peopl e, dc=Fat Wr e, dc=com
user

dn:
gi venNane:
sn: aut hor

obj ect d ass:
obj ect d ass:
obj ect d ass:
obj ect d ass:
user _aut hor

ui d:

f2b52285-1dd111b2- 80ce8bf f - 8cf 3a98d

top

person

or gani zat i onal Per son
i net or gper son

cn: user author

user Passwor d:

{ SSHA} ZUHI s9BJq/

RZGMP7 XqQb3t 70OmeoRzZboqcj AzZw==

mai |l :

aut hor @at Wre.com
creat or sNane:
nodi f i er sNane:

cn=di rectory manager
cn=di rectory manager

creat eTi mestanp: 20021001153259Z
nmodi f yTi mestanp: 20021001153259Z

nsUni quel d:

# entry-id: 7
ui d=user _edi t or, ou=peopl e, dc=Fat Wr e, dc=com
user

dn:
gi venNane:

f2b52286- 1dd111b2- 80ce8bf f - 8cf 3a98d
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89 sn: editor
90 objectd ass: top
91 objectd ass: person
92 objectd ass: organi zational Person
93 objectd ass: inetorgperson
94 uid: user_editor
95 cn: user editor
96 user Passwor d:
{ SSHA} MAGUIKO 0dzHLTzt y6KI Ue8ZhAzLEygi n3ZVCg==
97 nmmil: user_editor@atWre.com
98 creatorsNanme: cn=directory manager
99 nodifiersName: cn=directory nanager
100creat eTi mestanp: 20021001153259Z
101 nodi fyTi mestanp: 20021001153259Z
102 nsUni quel d: f2b52287-1dd111b2- 80ce8bf f - 8cf 3a98d
103
104# entry-id: 8
105dn: ui d=user_approver, ou=peopl e, dc=Fat Wr e, dc=com
106 gi venNane: user
107 sn: approver
108 o0bj ectd ass: top
109 0bj ect O ass: person
1100bj ect d ass: organi zati onal Person
111 obj ect d ass: inetorgperson
112 ui d: user_approver
113cn: user approver
114 user Passwor d:
{ SSHA} y9yvUTef 78VQ@nHXoWy uCs ZDr 8BXKN3uGL8COw==
115mai |l : approver @at Wre.com
116 creat orsNane: cn=directory manager
117 nodi fi ersNane: cn=di rectory nanager
118creat eTi mestanp: 20021001153259Z
119 nodi fyTi mestanp: 20021001153259Z
120nsUni quel d: f2b52288-1dd111b2- 80ce8bf f - 8cf 3a98d
121
122# entry-id: 9
123 dn: ui d=user_checker, ou=peopl e, dc=Fat Wr e, dc=com
124 gi venNane: user
125sn: checker
126 0bj ect d ass: top
127 obj ect O ass: person
128 0bj ect O ass: organi zati onal Person
129 0bj ect d ass: i netorgperson
130ui d: user_checker
131cn: user checker
132 user Password: {SSHA} GLKCr gHMIXDf pr /
f Rwdf 2Fc UU+SdXGNCHNGr d A==
133 mai |l : checker @atWre.com
134 creatorsNane: cn=directory manager
135nodi fi ersNane: cn=directory nanager
136 createTi mestanp: 20021001153300Z
137 nodi fyTi mestanp: 20021001153300Z
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138 nsUni quel d: f2b52289- 1dd111b2- 80ce8bf f - 8¢cf 3a98d
139
140# entry-id: 10
141dn: ui d=user_publisher, ou=peopl e, dc=Fat Wr e, dc=com
142 gi venNane: user
143 sn: publi sher
144 obj ect d ass: top
145 obj ect O ass: person
146 obj ect O ass: organi zati onal Per son
147 obj ect O ass: i net orgperson
148 ui d: user_publi sher
149cn: user publisher
150user Passwor d: { SSHA} npSN8f avj xM/aKYNYF+L2y NBLQM AXR/
Ei JJcg==
151 mail: publisher@atWre.com
152 creatorsNane: cn=directory manager
153 nodi fi ersNane: cn=directory nanager
154 creat eTi mestanp: 20021001153300Z
155 nodi fyTi mestanp: 20021001153300Z
156 nsUni quel d: f2b5228a- 1dd111b2- 80ce8bf f - 8cf 3a98d
157
158# entry-id: 11
159dn: ui d=user_pricer, ou=peopl e, dc=Fat Wr e, dc=com
160gi venNane: user
161sn: pricer
162 o0bj ectd ass: top
163 0bj ect O ass: person
164 obj ect O ass: organi zati onal Person
1650bj ect O ass: inetorgperson
166 ui d: user_pricer
167cn: user pricer
168 user Password: {SSHA} Xz65ezg/
Kug2t k7897t PS+u35r 4z TI AUUWKOUA==
169mail: pricer@atWre.com
170creat orsNane: cn=directory manager
171 nodi fiersNane: cn=directory nanager
172 createTi mestanp: 20021001153300Z
173 nodi fyTi mestanp: 20021001153300Z
174 nsUni quel d: f2b5228b-1dd111b2- 80ce8bf f - 8cf 3a98d
175
176# entry-id: 12
177 dn: ui d=user_narket er, ou=peopl e, dc=Fat Wr e, dc=com
178 gi venNane: user
179sn: marketer
1800bj ectd ass: top
181 obj ect d ass: person
182 obj ect O ass: organi zati onal Person
183 0bj ect O ass: i netorgperson
184 ui d: user_narketer
185cn: user narketer
186 user Passwor d:
{ SSHA} vZFpf mvnvCLKbFWL18PI j p8f HYWRGBI wXzpsAg==
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187 mai |l : marketer @atWre.com
188creat orsNane: cn=directory manager
189 nodi fi ersNanme: cn=di rectory nanager
190creat eTi mestanp: 20021001153300Z
191 nodi fyTi mest anp: 20021001153300Z
192 nsUni quel d: f2b5228c-1dd111b2- 80ce8bf f - 8¢cf 3a98d
193
194# entry-id: 13
195dn: ui d=user_anal yst, ou=peopl e, dc=Fat Wr e, dc=com
196 gi venNane: user
197 sn: anal yst
198 0bj ect O ass: top
199 0bj ect O ass: person
2000bj ect d ass: organi zati onal Person
201 o0bjectd ass: inetorgperson
202 ui d: wuser_anal yst
203 cn: user anal yst
204 user Passwor d:

{ SSHA} b508M_DI 9pl b9xHLPvz TDZFUDOpnLYQal EahZA==
205nmi | : anal yst @atWre.com
206 creat orsNanme: cn=di rectory manager
207 nodi fi ersNanme: cn=directory nanager
208 creat eTi nestanp: 20021001153300Z
209 nodi f yTi nest anp: 20021001153300Z
210 nsUni quel d: f2b5228d-1dd111b2- 80ce8bff-8cf 3a98d
211
212# entry-id: 14
213dn: ui d=user_expert, ou=peopl e, dc=Fat Wr e, dc=com
214 gi venNane: user
215sn: expert
2160bjectC ass: top
217 obj ect d ass: person
218 0bj ect d ass: organi zati onal Person
2190bj ect d ass: inetorgperson
220ui d: user_expert
221cn: user expert
222 user Password: {SSHA}I | Ek2beA/

Eezl QNdaCTr TVPMCUSBI oENNG | Og==
223 i | : expert @atWre.com
224 creatorsNanme: cn=di rectory manager
225nodi fi ersNanme: cn=directory nanager
226 creat eTi nestanp: 20021001153300Z
227 nodi fyTi nestanp: 20021001153300Z
228 nsUni quel d: f2b5228e-1dd111b2- 80ce8bff-8cf 3a98d
229
230# entry-id: 15
231dn: uid=mrroruser, ou=peopl e, dc=Fat Wr e, dc=com
232 gi venNanme: mrror
233sn: user
234 0bjectd ass: top
2350bj ect d ass: person
236 0bj ect d ass: organi zati onal Per son
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237 o0bj ect d ass: inetorgperson

238uid: mrroruser

239cn: mrror user

240 user Passwor d:
{ SSHA} 18zvk1VCkQ 9NO4x0AhsyZvMPCx Fcr 8nz2i YUQ==

241 creatorsNanme: cn=directory manager

242 nodi fi ersName: cn=di rectory nanager

243 creat eTi mestanp: 20021001153300Z

244 nodi fyTi mest anp: 20021001153300Z

245 nsUni quel d: f2b5228f-1dd111b2- 80ce8bff-8cf 3a98d

246

247# entry-id: 16

248 dn: ui d=user_desi gner, ou=peopl e, dc=Fat Wr e, dc=com

249 gi venNane: user

250sn: desi gner

2510bjectC ass: top

252 obj ect d ass: person

253 0bj ect d ass: organi zati onal Per son

254 0bj ect d ass: i netorgperson

255ui d: user _desi gner

256 ¢cn: user designer

257 user Passwor d: { SSHA} 6H8yq7zbj MB7LTNQTpt gW+xz/
O T3BOHkv +KA==

258 nmi | : desi gner @atWre.com

259 creatorsNanme: cn=di rectory manager

260 nodi fi ersNanme: cn=directory nanager

261lcreateTi nestanp: 20021001153300Z

262 nodi f yTi nest anp: 20021001153300Z

263 nsUni quel d: f2b52290-1dd111b2- 80ce8bff-8cf 3a98d

264

265# entry-id: 17

266 dn: ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

267 gi venNane: C

268sn: oco

2690bjectd ass: top

2700bj ect d ass: person

2710bjectd ass: organi zational Person

272 0bj ect d ass: inetorgperson

273ui d: Coco

274cn: C oco

275 user Passwor d: {SSHA} xVRZ4xt UuObG0Gqt f yhubl UsJ2l VF/
4f syUTBg==

276mail: Coco@atWre.com

277 creatorsNanme: cn=directory manager

278 nodi fi ersNanme: cn=directory nanager

279 creat eTi nestanp: 20021001153300Z

280 nodi f yTi nest anp: 20021001153300Z

281 nsUni quel d: f2b52291-1dd111b2- 80ce8bff-8cf 3a98d

282

283# entry-id: 18

284 dn: ui d=Fl o, ou=peopl e, dc=Fat Wr e, dc=com

285gi venNane: F
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286sn: lo
2870bjectd ass: top
288 o0bj ect d ass: person

289 obj ect d ass:
290 0bj ect d ass:

291uid: Flo

or gani zat i onal Per son
i net or gper son

292cn: Flo

293 user Passwor d: { SSHA} EOj 8hDF7ZxNkoHSsi NnR5MA5BY/
cXedl TOj 21 w==

294mil: Flo@atWre.com

295creat orsNanme: cn=di rectory manager

296 nodi fi ersNarme: cn=directory nanager

297 creat eTi nestanp: 20021001153300Z

298 nodi f yTi mestanp: 20021001153300Z

299 nsUni quel d:
300

f2b52292-1dd111b2- 80ce8bf f - 8cf 3a98d

301# entry-id: 19
302dn: ui d=Moe, ou=peopl e, dc=Fat Wr e, dc=com

303 gi venNane: M

304sn: oe

3050bj ect d ass:
306 obj ect d ass:
307 obj ect d ass:
308 0bj ect d ass:

top

person

or gani zat i onal Per son
i net or gper son

309ui d: Moe

310cn: M oe

311l user Password: {SSHA} QO8M HspZdMaKTQyr xRQvj t SD4/
6Bt MGH MSA==

312mail: Me@atWre.com

313 creatorsNanme: cn=directory manager

314 nodi fi ersName: cn=directory nanager

315createTi nestanp: 20021001153300Z

316 nodi f yTi nestanp: 20021001153300Z

317 nsUni quel d: f2b52293-1dd111b2- 80ce8bff-8cf 3a98d

318

319# entry-id: 20

320dn: ui d=Bobo, ou=peopl e, dc=Fat Wr e, dc=com

321gi venNane: B

322sn: obo
323 0bjectC ass: top
324 0bj ect d ass: person

3250bj ect d ass:
326 obj ect d ass:

327 ui d: Bobo
328cn: B obo

329 user Passwor d:

or gani zat i onal Per son
i net or gper son

{ SSHA} 9i pGH/

34B08KZwf 4SY2f +z2L. Bs7nTKhk EgX4KQ==
330mai | : Bobo@atWre.com

331 creat or sNane:

cn=di rectory manager

332nodi fi ersNanme: cn=directory nanager

333 createTi nestanp: 20021001153300Z
334 nodi fyTi nestanp: 20021001153300Z
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335nsUni quel d: f2b52294-1dd111b2- 80ce8bff-8cf 3a98d
336
337# entry-id: 21
338dn: ui d=Joe, ou=peopl e, dc=Fat Wr e, dc=com
339gi venNane: J
340sn: oe
3410bjectd ass: top
342 obj ect d ass: person
343 0bj ect d ass: organi zati onal Person
344 0bj ect d ass: i netorgperson
345ui d: Joe
346c¢cn: J oe
347 user Passwor d:
{ SSHA} pLJf 3weGdcaQFE42XFb Sz FMhv GBEf El QTnHy Qg==
348mail: Joe@atWre.com
349 creatorsNanme: cn=directory manager
350 nodi fi ersNanme: cn=directory nanager
351createTi nestanp: 20021001153300Z
352 nodi fyTi nestanp: 20021001153300Z
353 nsUni quel d: f2b52295-1dd111b2- 80ce8bff-8cf 3a98d
354
355# entry-id: 23
356 dn: ui d=Cont ent Server, ou=peopl e, dc=Fat Wr e, dc=com
357 ui d: Content Server
358 gi venNane: Cont ent
3590bjectC ass: top
3600bj ect C ass: person
361 objectd ass: organi zational Person
362 0bj ect d ass: inetorgperson
363sn: Server
364cn: Content Server
365 user Passwor d:
{ SSHA} 001f SpFkg+enbnf On8Dk Gout wdaSaCOwdx1C9J Q==
366 creat orsNanme: cn=di rectory manager
367 nodi fi ersNanme: cn=directory nanager
368 createTi nestanp: 20021001153511Z
369 nodi f yTi nestanp: 20021001153511Z
370 nsUni quel d: 5df ef 481-1dd211b2- 80ce8bff-8cf 3a98d

Idif Example 2 (iPlanet Directory Server): Groups
version: 1

# entry-id: 2

dn: ou=groups, dc=Fat Wre, dc=com

ou: G oups

objectd ass: top

obj ect d ass: organi zational unit

creat orsName: cn=di rectory manager
nodi fi ersNane: cn=directory nanager

10 createTi mestanp: 20021001153330Z

11 nodi fyTi mestanp: 20021001153330Z

12 nsUni queld: 16786897-1dd211b2- 80ce8bf f-8cf 3a98d

O©oO~NOOOUThA,WNPE
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13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

# entry-id: 3

ch=Br owser, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

dn:
obj ect d ass:
obj ect d ass:

uni queMemnber :
uni queMemnber :
uni queMemnber :
uni queMemnber :
uni queMemnber :
uni queMemnber :
uni queMemnber :
uni queMenber :
uni queMenber :
uni queMenber :
uni queMenber :

Reference: Example Idif Files

ui d=Def aul t Reader, ou=peopl e, dc=Fat Wr e, dc=com
ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _anal yst, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _aut hor, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _approver, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _checker, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _edi t or, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _expert, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _mar ket er, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _pri cer, ou=peopl e, dc=Fat Wr e, dc=com

ui d=user _publ i sher, ou=peopl e, dc=Fat Wr e, dc=com

uni queMenber :
uni queMenber :
uni queMenber :
uni queMenber :
uni queMenber :
uni queMenber :
uni queMenber :
uni queMenber :
uni queMenber :

cn:. Browser

creat or sNane:
nodi f i er sNane:

ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com

ui d=edi t or, ou=peopl e, dc=Fat Wr e, dc=com

ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
ui d=Bobo, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Fl o, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Joe, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Moe, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Cont ent Ser ver, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

creat eTi mestanp: 20021001153330Z
nmodi f yTi mestanp: 20021001153712Z
nsUni quel d: 16786898- 1dd211b2- 80ce8bf f - 8cf 3a98d

# entry-id: 4

cn=Si t eGod, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

dn:
obj ect d ass:
obj ect d ass:
cn: SiteGod

creat or sNane:
nodi f i er sNane:

cn=di rectory manager
cn=di rectory manager

creat eTi mestanp: 20021001153331Z
nmodi f yTi mestanp: 20021001153734Z
nsUni quel d: 16786899- 1dd211b2- 80ce8bf f - 8cf 3a98d

uni queMenber :

# entry-id: 5

cn=Cont ent Edi t or, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

dn:
obj ect d ass:
obj ect d ass:

ui d=Cont ent Ser ver, ou=peopl e, dc=Fat Wr e, dc=com

cn: Content Editor

creat or sNane:
nodi f i er sNane:

cn=di rectory manager
cn=di rectory manager
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64 createTi mestanp: 200210011533317
65 nodi fyTi nestanp: 20021001153851Z
66 nsUni quel d: 1678689a-1dd211b2- 80ce8bff-8cf 3a98d

67 uni queMenber: ui d=Cont ent Server, ou=peopl e, dc=Fat Wr e, dc=com
68
69 # entry-id: 6

70

dn: cn=El ement Reader, ou=gr oups, dc=Fat Wr e, dc=com

71 objectd ass: top

72 objectd ass: groupofuni quenanes

73 uni queMenber: ui d=user_approver, ou=peopl e, dc=Fat Wr e, dc=com
74 uni queMenber: ui d=user_pricer, ou=peopl e, dc=Fat Wr e, dc=com
75 uni queMenber: ui d=user_editor, ou=peopl e, dc=Fat Wr e, dc=com
76 uni queMenber: ui d=user_nmarket er, ou=peopl e, dc=Fat Wr e, dc=com
77 uni queMenber: ui d=user_anal yst, ou=peopl e, dc=Fat Wr e, dc=com
78 uni queMenber: ui d=user_aut hor, ou=peopl e, dc=Fat Wr e, dc=com
79 uni queMenber: ui d=user_expert, ou=peopl e, dc=Fat Wr e, dc=com
80 uni queMenber: ui d=user_checker, ou=peopl e, dc=Fat Wr e, dc=com
81 uni queMenber: ui d=Bobo, ou=peopl e, dc=Fat Wr e, dc=com

82 uni queMenber: ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

83 uni queMenber:
84 uni queMenber:

ui d=Fl o, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Joe, ou=peopl e, dc=Fat Wr e, dc=com

85 uni queMenber: ui d=Moe, ou=peopl e, dc=Fat Wre, dc=com

86 uni queMenber: ui d=Cont ent Server, ou=peopl e, dc=Fat Wr e, dc=com
87 cn: El enment Reader

88 creatorsNanme: cn=directory manager

89 nodifiersNanme: cn=directory nanager

90 createTinestanp: 20021001153331Z

91 nodi fyTi nestanp: 20021001153909Z

92 nsUni queld: 1678689b-1dd211b2- 80ce8bff-8cf3a98d

93

94 # entry-id: 7

95 dn: cn=El enent Edi t or, ou=gr oups, dc=Fat Wr e, dc=com

96 objectC ass: top

97 objectd ass: groupofuni quenanes

98 uni queMenber: ui d=adm n, ou=peopl e, dc=Fat Wr e, dc=com

99 uni queMenber: ui d=editor, ou=peopl e, dc=Fat Wr e, dc=com

100 uni queMenber: ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com
101 uni queMenber: ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
102 uni queMenber: ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

103 uni queMenber: ui d=Cont ent Ser ver, ou=peopl e, dc=Fat Wr e, dc=com
104cn: El enment Edi t or

105creat orsNane: cn=directory manager

106 nodi fi ersNane: cn=directory nanager

107 creat eTi mestanp: 20021001153331Z

108 nodi fyTi mestanp: 20021001153925Z

109 nsUni quel d: 1678689c- 1dd211b2- 80ce8bf f - 8cf 3a98d

110

111# entry-id: 8

112 dn: cn=PageReader, ou=gr oups, dc=Fat Wr e, dc=com

113 0bjectd ass: top

114 obj ect d ass: groupof uni quenanes

115 uni queMenber: ui d=user _approver, ou=peopl e, dc=Fat Wr e, dc=com
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116 uni queMenber :
117 uni queMenber :
118 uni queMenber :
119 uni queMenber :
120 uni queMenber :
121 uni queMenber :
122 uni queMenber :
123 uni queMenber :
124 uni queMenber :
125 uni queMenber :
126 uni queMenber :
127 uni queMenber :
PageReader
129 cr eat or sNane:
130 nodi fi er sName:

128 cn:

Reference: Example Idif Files

ui d=user _pri cer, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _edi t or, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _mar ket er, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _anal yst, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _aut hor, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _expert, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _checker, ou=peopl e, dc=Fat Wr e, dc=com
ui d=Bobo, ou=peopl e, dc=Fat W r e, dc=com

ui d=Coco, ou=peopl e, dc=Fat W r e, dc=com

ui d=Fl o, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Joe, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Moe, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

131createTi mestanp: 20021001153331Z
132 nodi fyTi mestanp: 20021001153331Z
133 nsUni quel d: 1678689d- 1dd211b2- 80ce8bf f - 8¢cf 3a98d

134

135# entry-id: 9

cn=PagekEdi t or, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

136 dn:
137 obj ect d ass:
138 0bj ect d ass:

139 uni queMenber :
140 uni queMenber :
141 uni queMenber :
142 uni queMenber :
143 uni queMenber :
PageEdi t or
145 cr eat or sNane:
146 modi f i er sNane:

144 cn:

ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com

ui d=edi t or, ou=peopl e, dc=Fat Wr e, dc=com

ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

147 creat eTi mestanp: 20021001153331Z
148 nodi f yTi mest anp: 20021001153331Z
149 nsUni quel d: 1678689e- 1dd211b2- 80ce8bf f - 8cf 3a98d

150

151# entry-id: 10

cn=User Reader, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

152 dn:
153 obj ect d ass:
154 obj ect d ass:

155 uni queMenber :
156 uni queMenber :
157 uni queMenber :
158 uni queMenber :
159 uni queMenber :
160 uni queMenber :
161 uni queMenber :
162 uni queMenber :
163 uni queMenber :
164 uni queMenber :
165 uni queMenber :
166 uni queMenber :
167 uni queMenber :

ui d=user _approver, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _pri cer, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _edi t or, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _mar ket er, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _anal yst, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _aut hor, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _expert, ou=peopl e, dc=Fat Wr e, dc=com
ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com

ui d=user _checker, ou=peopl e, dc=Fat Wr e, dc=com
ui d=edi t or, ou=peopl e, dc=Fat Wr e, dc=com

ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Bobo, ou=peopl e, dc=Fat Wr e, dc=com
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168 uni queMenber :
169 uni queMenber :
170 uni queMenber :
171 uni queMenber :
172 uni queMenber :
User Reader
174 creat or sNane:
175 nodi fi er sNamne:

173 cn:

Reference: Example Idif Files

ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Fl o, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Joe, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Moe, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Cont ent Ser ver, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

176 createTi mestanp: 200210011533327
177 modi fyTi mest anp: 20021001153956Z
178 nsUni quel d: 1678689f - 1dd211b2- 80ce8bf f - 8¢cf 3a98d

179

180# entry-id: 11

cn=User Edi t or, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

181 dn:
182 obj ect d ass:
183 obj ect d ass:

184 uni queMenber :
185 uni queMenber :
186 uni queMenber :
User Edi t or
188 cr eat or sNane:
189 nodi fi er sNane:

187 cn:

ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com
ui d=Bobo, ou=peopl e, dc=Fat Wr e, dc=com
ui d=Cont ent Ser ver, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

190creat eTi mestanp: 20021001153332Z
191 nodi fyTi mestanp: 20021001154010Z
192 nsUni quel d: 167868a0- 1dd211b2- 80ce8bf f - 8cf 3a98d

193

194# entry-id: 12

cn=Tabl eEdi t or, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

195dn:
196 obj ect d ass:
197 obj ect d ass:

198 uni queMenber :
199 uni queMenber :
200 uni queMenber :
201 uni queMenber :
202 uni queMenber :
Tabl eEdi t or
204 cr eat or sNane:

205 nodi fi er sNane:

203 cn:

ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com

ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Cont ent Ser ver, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

206 creat eTi nestanp: 20021001153332Z
207 nodi f yTi nestanp: 20021001154024Z
208 nsUni quel d: 167868al-1dd211b2- 80ce8bff-8cf 3a98d

209

210# entry-id: 13

cn=Vi si tor, ou=gr oups, dc=Fat Wre, dc=com
top

gr oupof uni quenanes

211 dn:
212 obj ect d ass:
213 0bj ect d ass:

214 uni queMenber :
215 uni queMenber :
216 uni queMenber :
217 uni queMenber :
218 uni queMenber :
219 uni queMenber :

ui d=user _approver, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _pri cer, ou=peopl e, dc=Fat Wr e, dc=com
ui d=Def aul t Reader, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _edi t or, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _mar ket er, ou=peopl e, dc=Fat Wr e, dc=com
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220 uni queMenber :
221 uni queMenber :
222 uni queMenber :
223 uni queMenber :
224 uni queMenber :
225 uni queMenber :
226 uni queMenber :

227cn: Visitor

228 creat or sNane:
229 nodi fi er sNane:

Reference: Example Idif Files

ui d=user _anal yst, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _aut hor, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _expert, ou=peopl e, dc=Fat Wr e, dc=com
ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com

ui d=edi t or, ou=peopl e, dc=Fat Wr e, dc=com

ui d=user _checker, ou=peopl e, dc=Fat Wr e, dc=com
ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

230creat eTi mestanp: 200210011533327
231 nodi fyTi mestanp: 20021001153332Z
232 nsUni quel d: 167868a2-1dd211b2- 80ce8bff-8cf 3a98d

233

2344# entry-id: 14

cn=Vi si t or Adm n, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

235dn:
236 obj ect d ass:
237 obj ect d ass:

238 uni queMenber :
239 uni queMenber :
240 uni queMenber :
Vi sitor Adm n
242 cr eat or sNane:

243 nodi fi er sNane:

241cn:

ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

244 creat eTi nestanp: 20021001153332Z
245 nodi f yTi nest anp: 20021001153332Z
246 nsUni quel d: 167868a3-1dd211b2- 80ce8bff-8cf 3a98d

247

248# entry-id: 15

cn=Renot ed i ent, ou=gr oups, dc=Fat Wr e, dc=com
top

gr oupof uni quenanes

249dn:
250 0bj ect d ass:
251 0bj ect d ass:

252 uni queMenber :
253 uni queMenber :
254 uni queMenber :
255 uni queMenber :
256 uni queMenber :
257 uni queMenber :
258 uni queMenber :
259 uni queMenber :
260 uni queMenber :
261 uni queMenber :
Renot ed i ent
263 cr eat or sNane:

264 nodi fi er sNane:

262cn:

ui d=user _anal yst, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _approver, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _aut hor, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _checker, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _edi t or, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _expert, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _mar ket er, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _pri cer, ou=peopl e, dc=Fat Wr e, dc=com
ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

265creat eTi nestanp: 20021001153332Z
266 nodi f yTi mest anp: 20021001153332Z
267 nsUni quel d: 167868a4-1dd211b2- 80ce8bff-8cf 3a98d

268

269# entry-id: 16
cn=xcel adm n, ou=gr oups, dc=Fat Wr e, dc=com
top

270dn:
2710bj ectd ass:
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272 obj ect d ass:

273 uni queMenber :
274 uni queMenber :
275 uni queMenber :
276 uni queMenber :
277cn:
278 creat or sNane:

279 nodi fi er sNane:

xcel adni n

Reference: Example Idif Files

gr oupof uni quenanes

ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com
ui d=admi n, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Bobo, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

280creat eTi mestanp: 200210011533327
281 nodi f yTi nestanp: 20021001153332Z
282 nsUni quel d: 167868a5-1dd211b2- 80ce8bf f-8cf 3a98d

283

284# entry-id: 17

cn=xcel edi t or, ou=gr oups, dc=Fat Wre, dc=com
top

gr oupof uni quenanes

285dn:
286 obj ect d ass:

287 obj ect d ass:

288 uni queMenber :
289 uni queMenber :
290 uni queMenber :
291 uni queMenber :
292 uni queMenber :
293 uni queMenber :
294 uni queMenber :
295 uni queMenber :
296 uni queMenber :
297 uni queMenber :
298 uni queMenber :
299 uni queMenber :
300 uni queMenber :
301 uni queMenber :
302 uni queMenber :
303 uni queMenber :
304 cn:
305 cr eat or sNane:

306 nodi fi er sNane:

xcel edi t or

ui d=m rroruser, ou=peopl e, dc=Fat Wr e, dc=com

ui d=user _anal yst, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _approver, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _aut hor, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _checker, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _desi gner, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _edi t or, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _expert, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _mar ket er, ou=peopl e, dc=Fat Wr e, dc=com
ui d=user _pri cer, ou=peopl e, dc=Fat Wr e, dc=com
ui d=edi t or, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Bobo, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Coco, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Fl o, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Joe, ou=peopl e, dc=Fat Wr e, dc=com

ui d=Moe, ou=peopl e, dc=Fat Wr e, dc=com

cn=di rectory manager
cn=di rectory manager

307 createTi nestanp: 20021001153332Z
308 nodi f yTi mestanp: 20021001153332Z
309 nsUni quel d: 167868a6-1dd211b2- 80ce8bff-8cf 3a98d
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