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About This Guide

This guide contains information about installing and configuring third-party software
specifically for use by FatWire Content Server. You will use the information in this guide
along with the CS installation guide for your platform, (and with the CS-LDAP integration
guide, if you choose to integrate with LDAP).

How This Guide is Organized

The guide is divided into the following parts:

* Part 1, “Creating and Configuring a Database” shows you how to create and configure
the supported databases before you install Content Server. (Supplements the Content
Server installation guides.)

* Part 2, “Installing a Web Server” shows you how to install and configure the
supported web servers, if you choose to use one. (Supplements the Content Server
installation guides.)

* Part 3, “Installing and Configuring LDAP” shows you how to set up the supported
LDAP server for integration with Content Server. (Supplements the CS-LDAP
integration guide.)

* Part 4, “Virtualization” shows you how to create and configure virtual machines.

Who Should Use This Guide

This guide is for installation engineers who have experience installing and configuring
enterprise-level software, including databases, database drivers, application servers, portal
servers, and LDAP servers.

Graphics in This Guide

SOFTWARE

Graphics in this guide are screen captures of dialog boxes and similar windows that you
will interact with during the installation or configuration process. These graphics are
presented to help you follow the installation and configuration processes. They are not
intended to be sources of information such as parameter values, options to select, and
product version numbers.

Configuring Third-Party Software: Content Server 7.6
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Technical Support

Technical Support

Help is available from FatWire Technical Support at the following website:
http://www.fatwire.com/Support
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Part 1
Creating and Configuring a Database

Content Server requires access to a supported database that is configured specifically for
Content Server. Instructions for creating and configuring supported databases are given in
the following chapters:

Chapter 1, “Creating and Configuring an Oracle 10g Database”
Chapter 2, “Creating and Configuring an Oracle 11g Database”
Chapter 3, “Creating and Configuring an MS SQL Server Database”
Chapter 4, “Creating and Configuring an IBM DB2 8.x Database”
Chapter 5, “Creating and Configuring an IBM DB2 9.1 Database”

The databases listed above are not configured for production; they are set up with full
permissions. In practice, the permissions can be restricted for the user that Content Server
will use to access a database. However, the following rights must exist: ability to create,
modify, and delete tables and indexes.

If you need instructions on installing a supported database, refer to the product
documentation. For instructions on creating and configuring a supported database refer to
the chapters listed above. (Note that database configuration is identical across different
application servers.)

Configuring Third-Party Software: Content Server 7.6
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Chapter 1

Creating and Configuring an Oracle 10g
Database

Use this chapter to set up an Oracle 10g database for your Content Server installation. For

background information regarding database configuration and users’ permissions, see
Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
[ ]

Step 1. Create an Oracle 10g Database

Step II. Create a New User for Content Server

FatWire Configuring Third-Party Software: Content Server 7.6
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Chapter 1. Creating and Configuring an Oracle 10g Database

Step I. Create an Oracle 10g Database

Step I. Create an Oracle 10g Database

1. Execute the “Oracle Database Configuration Assistant” by doing one of the following:
- In Unix, execute the command: dbca

- In Windows, go to the “Oracle Programs” group and select Database
Configuration Assistant.

Note

This step displays a load screen that can take some time to complete. Be
patient.

= godzilla.fatwire.com - SecureCRT ] [

File Edit i~ Sebeme TeamcFar Cevick Tocls Windoon Wele

ol B
emdct 10 Dlatabaze Configuration Azsistant d
emclfail
emcllctl template
emchroll
emlfail
emrepdo
enrepdo .01
emtghct
emtgbct
emtgzbct
emtghbct
emutil
emutil, Py =
sl ORACLE
enwd N Pl BOFTWARE POVWERS THE IMTERNET
ZEED Initializing,..
expdp

expdpl E
ext.job it tatshm
ext,jok0 i tatshn0
ext.jokbo gl (=] LIk
ext. jokol MU unzip
extproc s vipca
extproci2 ocrcheck wrap
extpiroc320 ocrconfig wrapd
extprocl ocrdunp wml
extractlib ocsad xmlog
fFmputl oczsd . bin xz=l
Fmputlhp oETT wagl
zehaztsh oidadnin WA
genclntsh oidea zZip
genclntat oidprovtool
£ ,/dbca
b
Ready [Telnet [35, 1 [35Rows, %6Coks [wTi00 | [MUM 2
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15
Step I. Create an Oracle 10g Database

2. On the first screen that is displayed, click Next. In the following screen, click Next.

atabase Configuration Assistant : Welcome -0l x|

Welcome to Database Configuration Aszistant for Oracle databasze,

The Databaze Configuration Azsiztant enables you to create a databaze. configure database
options in an existing database, delete a databaze, and manage databasze templates.

Cancel J Help /I

Configuring Third-Party Software: Content Server 7.6
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Chapter 1. Creating and Configuring an Oracle 10g Database

16
Step I. Create an Oracle 10g Database

3. Select the radio button Create a Database and click Next.

atabase Configuration Assistant, Step 1 of 12 : Dperations -0l x|

Select the operation that you want to perform:

® Create a Databaze
T Configure Database Options
" Telete a Databaze

" Manage Templates

Cancel JI Help J

Configuring Third-Party Software: Content Server 7.6
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Chapter 1. Creating and Configuring an Oracle 10g Database

17
Step I. Create an Oracle 10g Database

4. Select the radio button General Purpose and click Next.

_}{'Datahase Configuration Assistant, Step 2 of 12 : Database Templates o m] 4|

Select a template from the following list to create a databasze:

Select Template Includes Datafiles
o Custom Database MNa
C Data Marehouss
“ General Purpose
[ Tranzaction Processing Yes
Show Details,.. |

Cancel ) Help J

Note

Database block size must be at least 4096 bytes. Selecting the General
Purpose option automatically sets the block size to 8192 bytes.

Configuring Third-Party Software: Content Server 7.6

SOFTWARE



Chapter 1. Creating and Configuring an Oracle 10g Database

18
Step I. Create an Oracle 10g Database

5. Enter a unique global database name and SID (in this example the global database
name is contentserverdb. The SID is csDB). Click Next.

atabase Configuration Assistant, Step 3 of 12 : Database Identification o m] 4|

An Oracle database is uniquely identified by a Global Database Mame, typically of the
form "name,domain”,

Global Database Mame: ||

A database is referenced by at least one Oracle instance which is uniquely identified
from any other instance on this computer by an Oracle System Identifier (5ID),

51D

Cancel J Help ) & Back | Mext 3 |
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19
Step I. Create an Oracle 10g Database

6. Do not change any options. Click Next.

»¢ Database Configuration Assistant, Step 3 of 12 ; Database Identification o m] 4|

An Oracle database is uniquely identified by a Global Database Mame, typically of the
form "name,domain”,

Global Database Mame: |contenterverdb

A database is referenced by at least one Oracle instance which is uniquely identified
from any other instance on this computer by an Oracle System Identifier (5ID),

51D

Cancel J Help ) & Back | Mext 3 |

Configuring Third-Party Software: Content Server 7.6
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Chapter 1. Creating and Configuring an Oracle 10g Database

Step I. Create an Oracle 10g Database

7. Do not change any options. Click Next.

\.{"Datahase Configuration Assistant, Step 4 of 12 : Management Options o m] 4|

Each Oracle databaze may be managed centrally using the Oracle Enterprize Manager Grid
Control or locally using the Oracle Enterprise Manager Databaze Control, Choose the
management option that you would like to use to manage thisz databasze,

I Configure the Dlatabase with Enterprise Hanager

C llze Grid Control for Database Hanagement

Select the Hanagement Service Mo Agents Found

® |lse Database Control for Databaze Hanagement

[ Enable Email Motifications

Outgoing Mail CSHTPY Server: |

Email Address: |
[ Enable Daily Backup
Backup Start Time: ﬁ @ &6t TP

05 Uzernames: |

Fazswards |

Cancel J Help )

8. Enter a password, re-enter the same password in the “Confirm Password” field and
click Next.

9. For enhanced security select the radio button Use Different Passwords and enter a
unique password for each of the given users.

Configuring Third-Party Software: Content Server 7.6
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Chapter 1. Creating and Configuring an Oracle 10g Database 21

Step I. Create an Oracle 10g Database

10. Do not change any options. Click Next.

_}{"Datahase Configuration Assistant, Step b of 12 : Storage Options o m] 4|

Select the storage mechanizm you would like to use for the database,

®File System
Uze the File System for Database storage,

T Automatic Storage Management (ASMY
Automatic Storage Management simplifies databaze storage adminiztration and optimizes
databaze layout for [/0 performance, To use this option you must either specify a =zet
of disks to create an ASH disk group or specify an existing ASHM disk group,

" Raw Dewices
Raw partitionz or wolumes can provide the required shared storage for Real
Application Clusters {RAC) databazes if you do not use Automatic Storage Management
and & Cluster File System iz not awailable, You need to have created one raw device
for each datafile, control file, and log file you are planning to create in the
databaze,

[~ Specify Faw Devices Happing File Browse, ..

Cancel J Help )
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Chapter 1. Creating and Configuring an Oracle 10g Database 22

Step I. Create an Oracle 10g Database

11. Do not change any options. Click Next.

»¢ Database Configuration Assistant, Step 7 of 12 ; Database File Locations o m] 4|

Specify locations for the Datsbaze files to be created:

® ||lz¢ Jlatabase File Locations from Template

" lse Common Location For A11 Database Files

llatabaze Files Location: | Brouse, ..

T Uze Oracle-Managed Files

llatabase Areat | Brouse, ., .

Hultiplex Redo Logs and Control Files,,.

e If you want to specify different locations for any database files, pick either of
the above options and use the Storage page to specify each location,

File Lacation UariableS...J

Cancel J Help )
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23
Step I. Create an Oracle 10g Database

12. Do not change any options. Click Next.

_}{"Datahase Configuration Assistant, Step 8 of 12 : Recovery Configuration o m] 4|

Choose the recovery options for the database:

W Specify Flash Recovery Area

Thiz iz used as the default for all backup and recovery operations, and is also
required for automatic backup uzing Enterprise Manager. Oracle recommends that the
databaze filez and recovery files be located on phyzically different dizks for data
protection and performance,

Flazh Recovery Area: |{DRHCLE_BF‘|SE}KFlash_recoueru Browze, ..
Flash Recovery Area Size: |2048 : M Bytes &
[ Enable Archiwving Edit Archive Mode Rarameters.,.

File Location 'v'ar*iables.../l

Cancel J Help )
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24
Step I. Create an Oracle 10g Database

13. Do not change any options. Click Next.

»¢ Database Configuration Assistant, Step 9 of 12 : Database Content o m] 4|

Sample Schemaz | Custom Scripts

Sample Schemaz illustrate the use of a layered approach to complexity, and are used
by =zome demonztration programs, Installing this will give you the following schemss
in your datsbase: Humah Resources, Order Entry. Online Catalog . Product Media,
Queued Shipping. Sales History . It will alzo create a tablespace called EXAMPLE.
The tablespace will be about 130 HE,

Specify whether or not to add the Sample Schemas to your databaze,

[ Sample Schemas

Cancel J Help ) & Back | Mext 3 | Finish J
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Chapter 1. Creating and Configuring an Oracle 10g Database

Step I. Create an Oracle 10g Database

14. Click the Character Sets tab and do the following:

a. Select Choose from the list of character sets and select UTF-8 from the drop-
down menu.

b. Click the National Character Set drop down-menu and select UTFS.
15. Leave all other options on the different tabs as is and click Next.

16. For database storage, no options need to be changed. However, if you wish to change
the location of the database from the default of oradata located under the Oracle
installation, you can do so on this page. Click Next.

\{'Datahase Configuration Assistant, Step 11 of 12 : Database Storage - |EI|1|

[l Controlfile Database Storage
Datafiles .
From the Database Storage page, you can specify storage parameters for the databasze
Redo Log Groups creation, This page displays a tree listing and summary view {multi-column lists} to al
to change and view the following objects:

« Control files
« Tablespaces

+ Datafiles

« Rollback Segments

+ Redo Log Groups

From any object type folder, cliehte to create a new object, To delete an object. selec
specific object from within the object tuype folder dbeletdck

Important: If you select a database template including data files, you will not be able
remove data files, tablespaces. or rollback segments, Selecting this type of template a
you to change the followings:

+ Destination of the datafiles
+ Control files or log groups,

Createl [lelete File Location 'u'ar‘iables.,,jl

Cancel J Help J Finizh J
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Chapter 1. Creating and Configuring an Oracle 10g Database 26

Step I. Create an Oracle 10g Database

17. Do not change any options. Click Finish.

=101x]

\.{'Datahase Configuration Assistant, Step 12 of 12 : Creation Dpktions

Select the database creation optionzi
[ Create Databasze

[ Sawe as a Databaze Template

Mamey contenterverdh

Dezcriptions:

& Back Hext

Cancel ) Help J
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27
Step I. Create an Oracle 10g Database

18. In the “Configuration” window, review the choices that you made on the previous
screens. If you need to modify your choices, click Cancel and make the modifications.
Otherwise, click OK to continue.

»¢ Confirmation x|

The following operations will be performed:
A databaze called "comtenterverdb" will be crested,
A template called "contenterverdb® will be generated,

Database Details:

|»

General Purpoze

lze thisz databaze template to create a pre-configured databaze optimized for general
PUrPOEE UZage,

Common Options

Opticn ISele-:ted
Oracle JWH true
Oracle Intermedia true
Oracle Text true
Oracle XML DB true
Oracle OLAP true
Oracle Spatial true
Oracle Data Mining true
Oracle Ultra Search true -

l\/Saue az an HTHML File,”)

i3 Cancel Help

Note

If you are planning to use internationalization, for Content Server the key
value is: National Character Set: UTEFS8

Configuring Third-Party Software: Content Server 7.6
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Step I. Create an Oracle 10g Database

19. The following window shows the progress of the database creation. This step can take
time to complete.

tabase Configuration Assistant x|

* Copying database files
Creating and starting Oracle instance

Completing Databasze Creation

Clone databaze creation in progress

11%

20. When database creation is completed, click Exit.

Database creation complete, Check the logfiles at
Jub2sapploraclell/admindcontenterverdb/create for details,

Database Information
Global Databaze Mame: contenterverdh
System Identifier{SI0k: CSDE
Server Parameter Filemame: sul2s/appsforaclelds/products10,1,0/db_1/dbss/=pfileC5DE,ora

The Enterprize Manager UEL iz httpisdgodzilla:bhodlem

Mote: A1l database accounts except SYS, SYSTEM. DBSMMP, and SYSHAM are locked, Select
the Password Hanagement button to wiew a complete list of locked accounts or to manage
the databaze accounts. From the Pazsword Management window, unlock only the accounts
you will uze, Oracle Corporation strongly recommends changing the default passwords
immediately after unlocking the account,

(-Password Haknagement., . . )

Exit
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Step Il. Create a New User for Content Server

Step Il. Create a New User for Content Server

1. Locate the file emoms.properties (in <oracle home>/<server
name> <SID>/sysman/config/).

a. Find the line: oracle.sysman.emSDK.svlt.ConsoleServerPort
b. The port after the line in step a is important. Make a note of it.

2. Runthe command: emctl status dbconsole
The command should return an output similar to the following:

Oracle Enterprise Manager 10g Database Control Release
10.1.0.2.0

Copyright (c) 1996, 2004 Oracle Corporation. All rights
reserved.

http://godzilla:5500/em/console/aboutApplication
Oracle Enterprise Manager 10g is running.

Logs are generated in directory /ul02/app/oraclel0l/product/
10.1.0/db_1/godzilla orcllOso/sysman/log

Note

If the command returns the message that the Oracle Enterprise Manager is not
running, start Oracle Enterprise Manager with the command: emctl start
dbconsole

3. Open a browser and do the following:

a. Browse tothe URL http://<hostname>:<port>/em (from step 2).

/3 Oracle Enterprise Manager - Microsoft Internet Explorer N [=1E|

File Edit “iew Favorites Tools Help ‘ ’*l

GBack - -J b Ij @ _7;} | /.__j Search \;n‘\'( Favarites €3| <]~ "“__./' @ J @ '3

Address Iﬂ:l http:/fgodzila. Fatwire, com: 5501 femjconsoleflogon/logon j Go | Links **

ORACLE Enterprise Manager 10g Help
Database Control

|IHMI"Illlllllllllllllllllllllllllllllllllllllllllllllllllllll

Login to Database:contenterverdb

= User Name ||

* Password I

Connect As INormaI hd I
(_Login )

Copyright & 1996, 2004, Oracle. All rights reserved.
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Step Il. Create a New User for Content Server

b. Log in to the browser, using the following field values:

User name sys
Password <password entered when creating the db>
Connect As SYSDBA

c. As this is the first time you are using the Oracle Enterprise Manager, a license
page is displayed. Click I Agree.

23 Oracle Enterprise Manager - Microsoft Internet Explorer = 3]
File Edit ‘iew Faworites Tools Help | ':I
@& [~ s ’ < R
- - s 4 < - - o
@ Back Q @ @ ¥h | P ) search ‘?/\g‘ Favarites @ [/r_‘g = E @ .3

Address IE http:figodzila. Fatwire.com:5501 fermfconsalelicense j Go | Links **
-

ORACLE Enterprise Manager 10g =
Database Control

—

Oracle Database Licensing Information 10g

Oracle Enterprise Manager 10y Database Control is designed for managing a single database, which can be either a single instance or a cluster database. The
following premium functionality contained within this release of Enterprise Manager 10y Database Control is available only with an Oracle license:

Database Diagnostics Pack

Performance Monitoring (Database and Host)

ADDM (Automated Database Diagnostic Monitor)

Automatic Warkload Repository

Event Motifications: Motification hMethods, Rules and Schedulas
Ewvent history/metric history (Database and Host)

Blackouts

Database Tuning Pack

e SOL Access Advisor
« S0L Tuning Advisor
e S0OL Tuning Sets

e Reorganize Objects

Configuration M q t Pack

Database and Host Configuration
Deployments

Patch Database and iew Patch Cache
Patch staging

Clone Database

Clone Oracle Home

Search configuration

Compare configuration

Puolicies

For a detailed description of this functionality and where it can be used within the product refer to the Oracle Database Licensing Information 10g document.

| acknowledge and agree that use of this premium functionality requires the purchase of an appropriate license.

(cancel) (1Agree)

Copyright @ 1996, 2004, Oracle. Al rights reserved

& L] LT e
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Chapter 1. Creating and Configuring an Oracle 10g Database

Step Il. Create a New User for Content Server

4. Click the Administration tab.

4 Oracle Enterprise Manager {SYS) - Database: contenterverdb - Microsoft Internet Explorer

File Edt ‘iew Favorites

Tools  Help

=10lx|

L

@Back - o e @ @ ;h|p5&arch *Favurites @| D}E' ;, E - |_.J @ .'3

Address IE http:f igodzilla.Fatwire. com: 5501 femfconsolefdat abasefinstancesiterap?event=doLoad&t arget=contenterverdbfdype=aracle_database

| B e |Links =

Database Control

ORACLE Enterprise Manager 10g

Database: contenterverdh

Setup Preferences Heln Logout =

Logged in As B¥3

Home l Perforrmance Adm\nisHation Maintenance
U

Page Refreshed May 26, 2005 10:28:11 AM “Refrash )

“iews Datal Manually -

General Host CPU Active Sessions
:@ “Shutdown ) (00 "
Status Up
Up Since May 26, 2005 9:01:04 AM 75
Time Zone EDT H Otrer B CPU
Avvailability (%) 100 50 W CsoE | iy
(Last 24 haurs) 25 I wait
Instance Name CSDB
Yersion 10.1.0.2.0 0
Read Only No
Oracle Home Au02/app/oraclel0fproduct/10.1.0/db_1 Run Queue  0.12 Active Sessions 001
Listener LISTEMER_godzilla Paging (pages per second) 0.0 S0L Response Time (%)~ 120.56
Host godzilla {compared to baseline)
High Availability Space Usage Diagnostic Summary
Instance Recavery Time (seconds) 9 Database Size (5B) 1 Performance Mo ADDR run _I;I
4| | »
@ http:figodzila. Fatwire. com: 5501 fem/console/dat abase finstance/sitemap?event=dol oad&target=contenterverdbitype=oracle_databasefp l_l_l_’_’_ o Internet i
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Chapter 1. Creating and Configuring an Oracle 10g Database

Step Il. Create a New User for Content Server

a. From the Security menu, select Users. Click the Create button.

b. In the “Create User” screen, fill in required fields with the values that are listed in

the following table:

Name csuser
Enter Password <your choice>
Confirm Password <same password>

a Oracle Enterprise Manager - Create User - Microsoft Internet Explorer

g [ 3]
File Edit \Wiew Favorites Tools  Help

- @ - . T T )
@ Back Q @ @ \r_h | ﬂ Search M Favarites @ B = E .‘ﬁ
Address IE http:,l’p’godzilla‘Fatwire.com:5501;’em,l’cons0Ie,l’database,l’securitw’user?event=craata&canceIURL=,iem;’conso\e;’database,l’databaseObjectsSearch°fo3Fevent°fo3Dredisp\j Go | Links **

ORACLE Enterprise Manager 10¢g Setup Preferences Help Logout =
Databhase Control

Datahase contenterverdh > Users = Create User

Logged in As SYS
Create User
(ghow saL) (cancel) (0K)
General l Boles Systermn Privileges Object Privileges Quaotas Consumer Groups Proxy Users
= Mame |05user

Prafile IDEFAULT vl
Authentication IF‘assword 'l

* Enter Password I..o..o..

= Confirm Password |-------.

[~ Expire Pagsward naw

Default Tablespace |

Temporary Tablespace I

Status " Locked & Unlocked

General [ Roles Systern Privileges Object Privileges Quotas Consumer Groups Proxy Users

(showsaL) (Cancel) (0K) =

Database | Setup | Preferences | Help | Logout
s il P ATV A Pl (1] iclebie v s

=
T e
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Step Il. Create a New User for Content Server

5. Click the Roles tab.
a. Click the Modify button.

3 Oracle Enterprise Manager - Creake User - Microsoft Internet Explorer ;IEIEI

Fil= Edit Wew Favorites Tools Help |"'l

@Back - O e @ @ \'_h|pSearch *Favorltes @| B}Ev ;.. & - |_.J @ .ﬁ

Address I@ http:,l’p’godzilla‘Fatwire.com:5501;’em,l’cons0Ie,l’database,l’security,l’user?target=contenterverdb&type=oracla_database&cancelURL=,|’em,|’conso|e,l’database,l’databaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup Prefersnces Help Logout Bl
Database Control

Database: contenterverdh > Users = Create User Logged in As SY3

Create User

(howsaL) (Cancel) (OK)
QMod\fy)

N
GeneraUR\oLﬁ/lQ[stem Privileges Object Privileges Quotas Consumer Groups Proxy Users

Role Admin Option I Default
CONNECT i v
General ] Roles [ Systermn Privileges Dbject Privileges Quotas Consurner Groups Proxy Users

(showsaL) (Cancel) (OK)

Database | Setup | F'referen&l Help | Logout
Copyright @ 1936, 2004, Cracle. Al rights reservedd
About Oracle ize Manager 109 Database Contral

b. From the list of “Available Roles” (left side), select Resource and click the Move

button.
2 Modify Roles - Microsoft Internet Explorer -1ol =|
File Edit Wew Favorites Tools Help | 'l'l

@Back - O - @ @ ;;j|pSearch *Favoritas @| E’r_z' :;\, E - |_.J @ 'ﬁ

Address IE http:,l’)’godzilla‘Fatwire.com:SSD1)’em,l’console,l’database,l’securitw’user?target=contenterverdb&type=0racIejatabase&zanceIURL=,|’em,l’consoIe,l’database,l’databaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup  Preferences Help Logout
Database Control

Database. contenterverdh = Users = Create User Logged in As SY3S
Modify Roles
Ccancel) (0K)

Available Roles Selected Roles

MGMT_USER -] '.é“" CONNECT

OEM_MONITOR Move

OLAP_DBA =]

OLAP_USER Wowe Al

RECOVERY CATALOG OWNER

E CE <

SCHEDULER_ADMIN Remove

SELECT_CATALOG_ROLE «<
=

<

WKLISER Remaove
Wihd_ADMIN_ROLE = All

(cancel) @

Database | Setup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reserved
About Oracle Enterprize Manager 100 Database Contral
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34
Step Il. Create a New User for Content Server

Resource is moved to the “Selected Roles” list.

odify Roles - Microsoft Internet Explorer =10 x|

File Edit Wiew Favorites Tools Help |i='

eBack - O - @ @ ;h|;)536rch *Favurites @| [::2' :‘\ﬁ' E - _J @ .'3

Address IE http:,l’p’godzilla‘Fatwire.com:5501;’em,l’cons0Ie,l’database,l’security,l’user?target=contenterverdb&type=oracla_database&cancelURL=,|’em,|’conso|e,l’database,l’databaseotj Go | Links **

ORACLE Enterprise Manager 10¢g

Setup Preferences Help  Logout
Database Control

Database: contenterverdh = Users > Create User Logged in Ag Y3
Modify Roles
Available Roles Selected Roles
AQ_ADMINISTRATOR_ROLE - '.?‘
AQ_USER_ROLE ove <R’ESOURCE
AUTHENTICATEDUSER (55
CTXARP love Al
DEA —
DELETE_CATALOG_ROLE =<
DMUSER_ROLE Remove
Di_CATALOG_ROLE .-_(_c_\
EJECLIENT Remave
EXECUTE_CATALOG ROLE v Al

Database | Zetup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reservedd

About Oracle ize bl 10g Latabase Control
[
@ Done ’_ ’_ ’_ ’_ ’_ # Internet 4

c. Click OK.
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Step Il. Create a New User for Content Server

6. Click the System Privileges tab.
a. Click the Modify button.

=1oix|
L

a Oracle Enterprise Manager - Create User - Microsoft Internet Explorer

File Edt Yew Favorites Tools Help

@Back - O e @ @ \'_;j|pSearch *Fa\mntes @| &2' ; E - J @ .‘3

Address @ http:Hgndzilla.Fatwire.com:SEDl,iem;’conso\e;’database,l’security,l’user?target=c0ntenterverdb&type=oracle_database&cancelURL=fem,|’console,l’database,l’databaseotj Go | Links

ORACLE Enterprise Manager 10g Setup Preferences Help Logout =l
Database Control
Datahase: contenterverdh > Users = Create User Logged in As SY5
Create User
(BhowgaL ) (Cancel ) (OK)
General Rol System Privileges \Ob'ect Privileges Quotas Consumer Groups Proxy Users
( Modify )
System Privilege Admin Option
Mo items found
General Foles | System Privileges [ Object Privileges Quotas Consumer Groups Proxy Users
(showsaL) (cancel) (0K)
Database | Setup | Preferences | Help | Logout
Copyright @1996, 2004, COracle. All rights reserved.
About Oracle Enterprise Manager 10g Database Cantrol
b. From the list of “Available System Privileges” (left side), choose Select Any
Dictionary and click the Move button.
-3 x|

<3 Modify System Privileges - Microsoft Internet Explorer

I

File Edit Wew Favorites Tools Help

@Back - O e @ @ ;:]|pSearch *Favorites @| &2- :,\’, E - J @ 'ﬂ

Address @ http:,l’,igodzilla.Fatwire.com:5501,iem)’conso\e)’database,l’security,l’user?target=c0ntenterverdb&type=0raclefdatabase&cancEIURL=J‘em,l’console,l’database,l’databaseotj (=1} | Links **

ORACLE Enterprise Manager 10g Setup Preferences Help Logout

Database Control

Logged in As S¥3

(cancel) (oK)

Database: contenterverdb = Users = Create User

Modify System Privileges

Available System Privileges Selected System Privileges
REMOVE_ANY_WORKSPACE =] >

RESTRICTED SESSION Iave

RESUMAELE )

ROLLEACK_ANY _WORKSPACE lave Al

LEC

SELECT ANY SEQUENCE =
SELECT ANY TABLE Remaove
SELECT ANY TRANSACTION =<
SYSDEA — | Remove
SYSOPER =l A

Ccancel) @

Database | Setup | Prefersnces | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprise Manager 100 Database Control
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Next Step

Select Any Dictionary is moved to the “Selected System Privileges” list.

43 Modify System Privileges - Microsoft Internet Explorer =101 =]
File Edit Wiew Favorites Tools Help | 'l’,'

eBack - -J e Iﬂ Ig _h | /__) Search ‘ir\\'(‘ Favorites e} <] = :\f E - _J @ '5

Address Iéj http:,l’p’godzilla‘Fatwire.com:5501;’em,l’cons0Ie,l’database,l’security,l’user?target=contenterverdb&type=oracla_database&cancelURL=,|’em,|’conso|e,l’database,l’databaseotj Go | Links **

ORACLE Enterprise Manager 10g Setup Preferences Help Logout ;I
Database Control

Database: contenterverdh = Users > Create User Logged in Ag Y3

Modify System Privileges
(cancel ) @

Available System Privileges Selected System Privileges
REMOWE_ANY_WORKSPACE -] {
RESTRICTED SESSION Il
RESUMABLE (==
ROLLBACK_ANY_WORKSPACE Wave &l
SELECT ANY SEQUEMNCE N
SELECT ANY TABLE <)
SELECT ANY TRANSACTION Remove
SYSDBA =3
SYSOPER 1 Remove
UNDER ANY TABLE =l Al

(cancel ) @

Database | Zetup | Preferences | Help | Logout
Copyright @ 1996, 2004, Cracle. All rights reservedd

About Oracle L] 10g Latabase Control
[
[&] pore ’_ ’_ ’_ ’_ ’_ # Internet 4

c. (Optional) If you are creating a portal installation on WebLogic, also add the
Create View privilege (by repeating step b).

d. Click OK.
The database is now ready for Content Server.
In the upper right-hand corner, click Logout.

The database is ready for Content Server. You can now create and configure the data
source.

Next Step

You are now ready to create and configure the data source. For instructions, refer to your
Content Server installation guide.
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Chapter 2

Creating and Configuring an Oracle 11g
Database

Use this chapter to set up an Oracle 11g database for your Content Server installation. For

background information regarding database configuration and users’ permissions, see
Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
[ ]

Step 1. Create an Oracle 11g Database

Step II. Create a New User for Content Server
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Step I. Create an Oracle 11g Database

Step I. Create an Oracle 11g Database

1. Launch the Oracle Database Configuration Assistant by executing the following
command:

<ora_home>/bin/dbca
2. In the “Welcome” screen, click Next.

Welcame to Database Configuration Assistant for Oracle database.

The Database Configuration Assistant enables wou to create a database, configure database
options in an existing database, delete a database, and manage database templates.

Cancel )l Help )l Back:
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SOFTWARE

Step I. Create an Oracle 11g Database

3. In the “Operations” screen, select Create a Database and click Next.

Select the operation that wou want to perform:

® Create a Database
" Configure Database Options
" Delete a Database
T Manage Templates

" Configure Automatic Storage Managerment

Cancel )l Help )l

4. In the “Database Templates” screen, select General Purpose or Transaction

Processing and click Next.

Templates that include datafiles contain pre-created databases. They allow wou to create a
new database in minutes, as opposed to an hour or more. Use templates without datafiles
only when necessary, such as when wou need to change attributes like block size, which
cannot be altered after database creation.

Select Template Includes Datafiles
General Purg 0
[ Custorn Database Mo
[ Data Warehouse Yes

Cancel )l Help )l % Back Mext
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Step I. Create an Oracle 11g Database

5. In the “Database Identification” screen, enter the global database name and the SID.
(FatWire recommends using the same value for both; in our example, we are using
contentDB.) When you are finished, click Next.

An Oracle database is uniguely identified by a Global Database Mame, typically of the form
"name. domain”.

Clobal Database Mame: |contentDB

A database is referenced by at least one Oracle instance which is uniguely identified fram
any other instance on this camputer by an Oracle System Identifier (5100,

51D contentDB

Cancel )l Help )l % Back

6. Inthe “Management Options” screen, select the Configure Enterprise Manager
check box. Select other options as desired. When you are finished, click Next.

W Configure Enterprise Manager

C Register with Grid Contral for centralized managerment

Management Semvice |N0 Agents Faund

® Configure Database Contral for local management

[ Enahle Alert Motifications

Dutgoing Mail SMTR) Server: |

Recipient Email Address: |
[ Enakle Daily Disk Backup to Recovery Area
Backupm start Tirme: ’E ’E Lo R 1

05 Usernarme: |

05 Fassword: |

Cancel )l Help )l % Back
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Step I. Create an Oracle 11g Database

7. In the “Database Credentials” screen, do one of the following:

- Ifyou are installing a production system, select Use Different Administrative
Passwords, enter a unique password for each database user shown in the table,
and click Next.

- Ifyou are installing a non-production system, select Use the Same
Administrative Password for All Accounts, enter and re-enter a password, and
click Next.

Far security reasons, wou must specify passwords for the following user accounts in the new
database.

T Use Different Administrative Passwords
lser Mame Passyard Canfirm Fassword
SYS
SYSTEM
DESHMP
SYSMARN

@ |Jse the Same Administrative Password for All Accounts

Password: |

Confirm Passward: |

Cancel )l Help )l % Back Mext
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Step I. Create an Oracle 11g Database

In the “Storage Options” screen, select File System and click Next.

iguration Assistant, Step 6 of 15

Select the storage mechanism wou would like to use for the database.

W File System
Use the File System for Database storage.

O Automatic Storage Management (ASh)
Automatic Storage Management simplifies database storage administration and
optimizes database [ayout for /O perfarmance. To use this aption wou must either
specify a set of disks to create an ASM disk group or specify an existing ASM disk group.

T Raw Dewices
Faw partitions ar wolumes can provide the required shared storage for Real Application
Clusters (RAC) databases if wou do not use Automatic Storage Management and a Cluster
File System is not available. You need to hawe created one raw dewice for each datafile,
cantrol file, and log file wou are planning to create in the database.

[ Specify Raw Devices Mapping File Browse. ..

Cancel )l Help )l 4 Finish )l

In the “Database File Locations” screen, select Use Database File Locations from
Template (unless you want to use custom file names and locations) and click Next.

n Assistant, Step 7 of

Specify locations for the Database files to be created:

® lse Database File Locations from Template

T lse Commaon Location for All Database Files

Database Files Location: | Browse. ..

" Use Oracle-Managed Files

Database Area: | Browse. ..

Multiplex Redo Logs and Contral Files...

If wou want to specify different lacations for amy database files, pick any of the abowe
options except Oracle-Managed Files and use the Storage page later to customize
each file lacation. If wou use Oracle-Managed Files, Oracle autamatically generates
the names for database files, which can not be changed on the Storage page.

File Location Yariables...

Cancel )l Help )l % Back Finish )l
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Step I. Create an Oracle 11g Database

10. In the “Recovery Configuration” screen, leave the default values and click Next.

Choose the recovery aptions far the database:

W Specify Flash Recovery Area

This is used as the default for all disk based backup and recovery operations, and is
alsa required for automatic disk based backup using Enterprise Manager. Oracle

disks for data protection and perfarmance.

Flash Recovery Area: |{ORACLE_BASE},ffIash_reco\rerv_ Browse. ..

Flash Recovery Area Size: |2048 : M Bytes -

" Enakle Archiving Edit Archive Mode Parameters...

Cancel )l Help )l % Back Finish

recommends that the database files and recovery files be located on physically differant

File Location Yariables...

/

11. In the “Database Content” screen, click Next.

Custam Scripts

Sample Schemas illustrate the use of a layered approach to complexity, and are used
by some demaonstration programs. Installing this will give wou the following schemas in
wour database: Human Resources, Order Entry, Online Catalog, Product Media,

Information Exchange, Sales History It will also create a tablespace called EXAMPLE.
The tablespace will be about 130 MB.

Specifywhether or not to add the Sample Schemas to wour database.

[” Sample Schemas

Cancel )l Help )l % Back Mext Finish )l
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Step

I. Create an Oracle 11g Database

12. In the “Initialization Parameters” screen, do the following:

In the Memory tab, set the preferred memory size for your database. The value
you enter here will depend on the size and contents of your database. FatWire
recommends a minimum of 384MB.

SOFTWARE

sistant, Step 10 of 14 : In

ization Parameters

Memory [ Sizing Character 5ets Connection Mode

w Typical
Memory Size (304 and PLA) (296 ME | ]
Percentage: 40 % 250 ME 492 ME
" Use Automatic Memory Management Showe Memory Distribution... )l

T Custarmn
Memory Managerment |Aut0matic Shared Memory Management |
SGA Size: [297 M Bytes
RIGA Size: EE M Bytes
Total Memary for Oracle: 296 M Byies

Al Initialization Parameters...)l

Cancel )l Help )l 4 Finish )l
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SOFTWARE

b.

Cancel )l

Step I. Create an Oracle 11g Database

In the Character Sets tab, do the following:
1) Select the Use Unicode (AL32UTFS8) radio button.

2) In the “National Character Set” drop-down list, select UTF-8 - Unicode 3.0
UTF-8 Universal Character Set.

Jatabase Configuration Assistant, Step 10 of 14 : Initialization, Parameter, :

Help )l

Memory Sizing Character 5ets Connection Mode
Database Character Set

T Use the default
The default character set for this database is based on the language setting of this
operating system: WESMSWIN1252.

® |lse Unicode (AL22UTFS)
Setting character set to Unicode (ALZ2UTFE) enables wou to stare multiple language
groups.

T Choose from the list of character sets

Database Character Set: |AL32UTF8 - Unicode UTE-& Universal character set

¥ Show recommended character sets only:

Mational Character Sat: |UTF8 - Unicode 2.0 UTF-8 Universal character set, CESU-... v|

Default Language: |American v|

Default Territorny: |United States v|

Al Initialization Parameters...)l

% Back | Mext 9] Finish )l

c. Click Next.
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Step I. Create an Oracle 11g Database

13. In the “Security Settings” screen, click Next.

Database Configuration Assistant, Step 11 of 14 : Security Settings.

Oracle recommends using the enhanced default security settings.

® Keep the enhanced 11g default security settings (recomrmended)
These settings include enabling auditing and a new default passward profile.

" Rewert to pre-11g default security settings
To disable a particular category of enhanced settings for compatiblity purposes choose
fram the following.

I~ Revert audit settings to pre-11g defaults

" Revert password profile settings to pre-11g defaults

Cancel )l Help )l 4

Finish )l

14. In the “Automatic Maintenance Tasks” screen, click Next.

uration Assistant, Step 12 of 14 : Automatic Maintenance |

Oracle Database 119 provides the ahility to automatically manage maintenance tasks such
as optimizer statistics caollection and proactive advisor repaorts. These tasks are run in a
predefined maintenance window and their CPU consumption is throttled to prevent them

00 AM on weekdays, and all weekend long. These defaults can be changed using Enterprize
Manager at any time.

W Enahle automatic maintenance tasks

Cancel )l Help )l % Back

fram interfering with normal user work, The default maintenance windows are 10:00 PM - 2:

Finish )l
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Step I. Create an Oracle 11g Database

15. In the “Database Storage” screen, review the selected file locations. (If you need to
make changes, click File Location Variables.) Click Next.

i Contralfile
Datafiles

Control files
Tahlespaces
Datafiles

Follhack Segments
Fedo Log Groups

e e e e

« Destination of the datafiles
« Contral files ar log groups.

Create| Delete

Cancel )l Help )l

. Database Configuration Assistant, Step 13 of 14 : Database Storage

Database Storage

Fram the Database Storage page, vou can specify storage parameters for database
Reda Log Groups creation. This page displays a tree listing and surmmany view (multi-colurmn lists) to
enahle wou ta change and wiew the following objects:

Fram any object type folder, click Create to create a new okbject. To delete an abject,
select the specific abject from within the abject tyoe folder and click Delete.

Important If vou select a database template including data files, then vau will not be

able to add ar remowe data files, tablespaces, aor rollback segments. Selecting this
e of template enahles wou to change the following:

For more information, refer to the

Oracle Database Storaae Administrator's Guide,

|»

-

File Location Yariables...

% Back Mext Finish )l

16. In the “Creation Options” screen, click Finish.

Select the database creation options:
W Create Datahase

[ Sawve as a Database Template

MName: contentDE

Description:

[ Generate Database Creation Scripts

Destination
Diractory

Cancel )l Help )l

|,fu01,fsoftware,fDB,fOracIe,f0racIedb,fadmin;contentDB;script: Browse. ..

% Back [t

Configuring Third-Party Software: Content Server 7.6

SOFTWARE

47



Chapter 2. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

17. In the “Confirmation” screen, review the selected options, then click OK.

The fallowing operations will be perfarmed:
A database called "contentDB" will be created.

Database Details:

Processing

purpose or transaction processing usage.

Common Options

| Option belected
Oracle JvM true
Oracle Text true
Oracle XML DB true
Oracle Multimedia true
Oracle OLAP true
Oracle Spatial true
Oracle Ultra Search true
Oracle Label Security false
Sample Schemas false
M Cancel Help |

Confirmation

General Purpose or Transaction

Use this database template to create a pre-canfigured database optimized for general

n AL

18. Allow the database creation tasks to complete. If any one of the tasks fails, remedy the

problem before continuing.

Database Configuration Assistant

« Copying database files
Ideal Platform for

Grid Computing Creating and starting Oracle instance

Completing Database Creation

Clone database creation in progress

[ 0%

Log files for the current operation are located at:
Suolfsoftware DB/ Oracleforacledb/cfgtoollogsfdbcafcontentDB
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Step I. Create an Oracle 11g Database

19. At the summary screen, make a record of the database SID and the database control
URL, then click Exit.

Database creation complete. Far details check the logfiles at:
Suolfsoftware DB/ Oracleforacledb/cfgtoollogsfdbcafcontentDB.

Database Information:
Clobal Database Mame: contentDB
Swstem ldentifier(s10y: cantentDB
Server Parameter Filename:  fudlfsoftware DB/ Oracleforacledb/productf11.1.0fdb_1/dbs/spfilecantentDB. ara

The Database Control URL is hitps: fflocalhost. localdomain: 5500 fem

Management Repasitary has been placed in secure mode wherein Enterprise Manager data will be encrypted.
The encryption key has been placed in the file: judl/software/DBfOracleforacledbfproductf11.1.0
fdb_1/localhost. localdomain_contentDEfsysmanfconfigfemkey.ara.  Please ensure this file is backed up as the
encrypted data will become unusable if this file is last.

Mote: All database accounts except 55, SYSTEM, DBSMMP, and SYSMAMN are locked. Select the Passward
Management buttan to view a complete list of locked accounts or to manage the database accountsiexcept
DESMMP and SYSkAN). From the Passwoard Management window, unlock anly the accounts syou will use. Oracle
Corporation strongly recommends changing the default passwords immediately after unlocking the account.

Passward Management... )l
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Step Il. Create a New User for Content Server

1. Determine the Console Server port:
a. Open the emoms.properties file in a text editor. The file is located in:
<ora_ home>/<servername> <SID>/sysman/config/
b. Find the line,

oracle.sysman.emSDK.svlt.ConsoleServerPort
and make a record of the port number value at the end of the line.

2. Login to the Oracle Enterprise Manager console:
a. Execute the following command: emctl status dbconsole

The command should return an output similar to the following:

Oracle Enterprise Manager 1llg Database Control Release 11.1.0.6.0
Copyright (c) 1996, 2007 Oracle Corporation. All rights reserved.
https://localhost.localdomain:1158/em/console/aboutApplication
Oracle Enterprise Manager llg is running.

Logs are generated in directory /u0l/software/DB/Oracle/oracledb/
product/11.1.0/db_1/localhost.localdomain vmorcldb/sysman/log

b. Open a browser and go to the URL highlighted in bold in step a above. If you see
a “Security Mismatch” error, ignore it (the error appears if you are using a self-
signed certificate).

c. Login as the sys user (you specified a password for this user in step 7 on
page 41) connecting as SYSDBA.

ORACLE Enterprise Manager 11g Help
Database Control

+ User Name Fys

+ Passvord [

Connect As

[ Login )

Copyright © 1996, 2007, Cracle. All rights reserved.

Cracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Cracle Corporation and/or its affiliates. Cther rames may be trademarks of their respective owners.

Urauthorized access is strictly prohibited.
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Step Il. Create a New User for Content Server

3. In the tab bar, click Server.

ORACLE Enterprise Manager 11g
Database Control

Logged in As SYS
Database Instance: vmorcldb

Home { Performance Avaik bility CSH'-;H) Schema Data Movement Software ancd Support

Latest Data Colleoted From Target Oct 1, 2007 4:38:29 PMEDT (Rafresh ) Vew Datal Automatieally (80ses) |

General ¥ HostCPU Active Sessions S0OL Response Time
[ Shutdown ) Black Qut )
100 1o 1o
Status Up 75 =t
Up Since Oect 1, 2007 12:50:34 PM EDT 50 Other 0.5 ™ ‘I"|'IO 05
Instance N Kb v b —
nstance al.'ne vmorc| . W
Version 11.1.0.6.0 00
Hest lecalhost.localdomain 0 0.0 o
Listener LISTENER localhost locakdomain Reference collection is empty.
Load 443 Paging 000 Maximum CPU 1 50L Response Time (%) Unavailable
View All Propertie . -
- \ Feset Reference CDllEEIIDn)
Diagnostic Summary Space Summary High Availability
ADDM Findings T Database Size (GB) 1.485 Instance Recovery Time (sec) 22
Pericd Start Time Qect 1, 2007 3:00:02 PM EDT Problem Tables paces 0 Last Backup n/a
Alert Log Mo ORA- errors Segment Advisor Recommendations o] Usable Flash Recovery Area (%) 100
Active Incidents 0 o} Policy Vicktions  + O Flashback Database Logging  Disabled

Dump Area Used (%) 55
Database Instance Health

Configuring Third-Party Software: Content Server 7.6

SOFTWARE



Chapter 2. Creating and Configuring an Oracle 11g Database

52
Step Il. Create a New User for Content Server

4. Create the new user. Do the following:

a. In the “Security” section of the page, click Users.

ORACLE Enterprise Manager 11¢g
Database Control

Logged in As SYS

Database Instance: vmorcidb

Home Performance Availability J Server l Schema Data Movement Software and Suf

Database Configuration Oracle Scheduler

Jobs

Chains

View Database Feature Usage

Statistics Management Resource Manager

Automatic Workload Repository

Getting Started

Consumer Groups

Consumer Group Mappings

wdit Settings

Transparent Data Encr
Statistics Virtual Private Database Policies

tion Contexts

b. Click Create near the top right corner of the user list.

ORACLE Enterprise Manager 11¢g Help

Database Control

Database Instance: vmorcidb = Logged in As SYS
Users
Object Typel User |
Search

Enter an object name to fitter the data that i displayed in your results set.

Object Name I

@)

By default, the search returms all uppercase matches beginring with the string you entered. To run an exact or case-sersitive match, double quote the search string. You can use the wildzard symbal (%) in a double quoted
atring.

Sekction Mods | Singe | - (Create)

("Eaiit ) view ) Deleta Actionsl Create Like j@o & Previous I 1250183 ¥ Nexin &

Temporary
Select |UserName / [Account Status Expiration Date Default Tablespace Tablespace Profile Created
| AnoNYMOUS EXPIRED & Sep 25, 2007 3:33:21 PM SYSALX TEMP DEFAULT Aug 3, 2007 1:34:38 AM EDT
LOCKED EDT
{ |APEX_PUBLIC_USER EXPIRED & Sep 25, 2007 3:39:21 PM USERS TEMP DEFAULT Aug 3, 2007 2:04:08 AM EDT
LOCKED EDT
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Step Il. Create a New User for Content Server

c. Inthe “Create User” form, fill in all required fields (marked with an asterisk).
Fill in all other fields as necessary.

ORACLE Enterprise Manager 11g Setup  Pref s Help Logout
Database Control

Database Instance: vmorcidb = Users = Logged in As SYS

Create User

| Show SQL | ( Cancel | [ OK )

General l Folkes System Privieges Object Privieges Quotas Consumer Group Privieges Proxy Users

+ Name }:s user

Profil | DEFAULT |

Authentication | Password |

For Password choice, the roke s authorized via password.

I_ Ex pire Password now

Default Tables pace IUSEHS 7

Temporary Tablespace ITEI'u'IP

status ¢ Locked  Unlocked

5. Select the default and temporary tablespaces for the new user. Do the following:
a. Select the default tablespace:

1) In the “Create User” form, click the flashlight button next to the Default
Tablespace field.

2) In the form that appears, select the USERS radio button.
3) Click Select.

Search and Select: Tablespace
| Cancel | | Select )

Search

Search for Tablespace | Go )

Results

Select Tablespace
SYSALX

SYSTEM
TEMP
UNDOTBES1

[O1Re TR T Tie

USERS

| Cancel | | Select )

b. Select the temporary tablespace:

1) In the “Create User” form, click the flashlight button next to the Temporary
Tablespace ficld.

2) In the form that appears, select the TEMP radio button.
3) Click Select.
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6. Assign the “Resource” role to the new user. Do the following:
a. In the tab bar, click Roles.
b. Click Edit List at the top right corner of the list of roles.

Seiup Prefersnces Help L
Database

ORACLE Enterprise Manager 11¢g
Database Control

Database Instance: vmorcidb > Users = Logged in As 5YS

Create User

[ Show SQL J | Cancel ) [ OK )
Roles System Privieges Object Privieges Quotas Consumer Group Privieges Proxy Users
(I Edit List :I)
Role Admin Option Default |
CONNEGT r [~
General Roles System Privieges Object Privieges Quotas Consumer Group Privieges Proxy Users
| Show SOL | Cancel ) [ OK |

c. In the “Available Roles” list, select the RESOURCE role and click Move.
The role appears in the “Selected Roles” list.
d. Click OK.

Preferences  Hi Logout

ORACLE Enterprise Manager 11g Help
Database Control

Logged in As SYS

Database Instance: vmorcidb = Users =

Modify Roles

| Cancel ) [[OK )

Available Roles Selected Roles

[+

OLAP_DEA = CONMECT
OLAP_USER u

OLAP_XS_ADMIN
ORDADMIN

OWBSCLIENT
OWE_DESIGNCENTER_VIEW
OWE_USER
RECOVERY_CATALOG_OWNER

[<]

SCHEDULER_ADMIN

| Cancel ) [[OK )

7. Assign system privileges to the new user. Do the following:
a. In the tab bar, click System Privileges.
b. Click Edit List at the top right corner of the list of privileges.

c. In the “Available System Privileges” list, select CREATE VIEW and SELECT
ANY DICTIONARY, then click Move.

The privileges appear in the “Selected System Privileges” list.
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d. Click OK.

ORACLE Enterprise Manager 11¢g
Database Control

Logged in As SYS

Database Instance: vmorcidb = Users =

Create User

| show SQL ) | Cancel ) [ QK )

General Foks System Pr g Obiject Privieges Quotas Consumer Group Privieges Proxy Users
| Edit List |
System Privilege Admin Option |
CREATE VIEW r
r

SELECT ANY DICTIONARY

General Foks System Pr g [ Obiject Privieges Quotas Consumer Group Privieges Proxy Users

| show SQL ) | Cancel ) [ QK )

A message confirming the creation of the new user is displayed. The user appears in the
list of users.

Help  Logout

ORACLE Enterprise Manager 11¢g Setup Prefersnces
Database Control

Logged in As SYS

Database Instance: vmorcidb =

(i) Confirmation
User CSUSERE has been deleted successfully

Users
Object Typel User |

Search
Enter an object name to fitter the data that i displayed in your results set.

Object Name I
GoJ
By default, the search returms all uppercase matches beginring with the string you entered. To run an exact or case-sersitive match, double quote the search string. You can use the wildzard symbal (%) in a double quoted

atring.

Sekction Mods | Singe | (Create )
(Edit )( View ) Delete Actionsl Create Like j@ &) Previous I 1250183 ¥ Nexin &

Temporary
Select |UserName / [Account Status Expiration Date Default Tablespace Tablespace Profile Created

| AnoNYMOUS EXPIRED & Sep 25, 2007 3:39:21 PM SYSALX TEMP DEFAULT Aug 3, 2007 1:34:38 AM EDT
LOCKED EDT

" APEX_PUBLIC USER EXPIRED & Sep 25, 2007 3:33:21 PM USERS TEMP DEFAULT Aug 3, 2007 2:04:08 AM EDT
LOCKED EDT

 |csuser COPEM Mar 23, 2008 4:47:44 PM USERS TEMP DEFAULT Sep 25, 2007 4:47:44 PM

EDT EDT

Next Step

You are now ready to create and configure the data source. For instructions, refer to your
Content Server installation guide.
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Next Step
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Chapter 3

Creating and Configuring an MS SQL Server
Database

SOFTWARE

Use this chapter to set up a SQL Server database for your Content Server (Spark)
installation. For background information regarding database configuration and users’
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following section:
* Creating a Database on MS SQL Server 2005

Configuring Third-Party Software: Content Server 7.6



Chapter 3. Creating and Configuring an MS SQL Server Database
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Creating a Database on MS SQL Server 2005

SOFTWARE

To create and configure a database on MS SQL Server 2005

1. Use the Windows Account Manager to create a new user account for the CS database
user (for example, csuser), and assign a password to the account.

Open SQL Server Manager Studio.
2. Loginto MS SQL Server:
a. Enter your user name and password (the default user name is sa).
b. Click Connect.
3. Create the database:
a. In the left-hand tree, expand the Databases node.
b. Right-click the Databases node and select New Database from the pop-up menu.
c. Inthe “New Database” window, enter a name for your database and click OK.
Your newly created database appears under the Databases node in the tree.

4. In the tree, expand the node representing your newly created database, then expand
the Security node underneath it.

Click the Users tab.

Right-click within the white space underneath the list of existing users and select
New User from the pop-up menu.

7. In the “Database User - New” window, enter the user name of the CS database user
(which you created in step 1 of this procedure) into the User name and Login name
fields.

8. Inthe “Owned Schemas” and “Role Members” areas, select the db_owner check box.
9. Click OK.

Database configuration is complete. You are now ready to create and configure the data
source using the user name and password of the CS database user you created in step 1 of
this procedure. For instructions, refer to your Content Server (Spark) installation guide.
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Chapter 4

Creating and Configuring an IBM DB2 8.x
Database

SOFTWARE

Use this chapter to set up a supported IBM DB2 database for your Content Server
installation. For background information regarding database configuration and users’
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following section:

* Creating and Configuring DB2 8.x for Content Server

Configuring Third-Party Software: Content Server 7.6



Chapter 4. Creating and Configuring an IBM DB2 8.x Database
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Creating and Configuring DB2 8.x for Content

Server
1. Open DB Control Center (db2cc).
2. Browse to the instance under which you want to create the new database.
If you do not have an existing instance in the left-hand tree, do the following:
a. Right-click Instances and click Add...
b. Fill in the form provided (or click Discover) then click OK.
Right-click Branch Databases > Create > Database Using Wizard...
In the “Create Database Wizard,” fill in the following screens as indicated:
a. “Database name”
Enter a unique database name (such as cSDB2), then click Next.
b. “Specify how and where to store the user tables.”
Leave the default option Low maintenance selected and click Next.
c. “Specify how and where to store the system catalog tables.”
Leave the default option Low maintenance selected and click Next.
d. “Specify how and where to store system temporary tables.”
Leave the default option Low maintenance selected and click Next.
e. “Tune the performance of this database.” Click Next.
“Specify the locale for this database.”
Complete the following steps:
1) In the Code Set drop-down list, select UTF-8.
2) Under Collating Sequence, leave the default option selected.
3) Click Next.
g. Review the actions that will take place when you click Finish, then click Finish.
5. A DB2 message box appears, giving you the option to run the “Configuration

SOFTWARE

Advisor.” Click No.

A new database (with the name you provided in step 4) is now available in the
left-hand tree.

In the left-hand tree, right-click Buffer Pools > Create.

In the “Create Buffer Pool” dialog box, do the following:

a. In the “Buffer Pool name” field, add a unique name (such as CSBUFFER32).

b. In the Page size drop-down list, select 32.

c. Click OK.

In the left-hand tree, right-click Table Spaces > Create.

In the “Create Table Space Wizard,” fill in the following screens as explained below:

a. “Specify a name for your table space.”
Enter a unique name (such as csTableSpace) in the “Table Space name” field.
Then click Next.
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Creating and Configuring DB2 8.x for Content Server

b. “Specify the type of table space you want to create.”
Leave the default value and click Next.

c. “Specify a buffer pool for your new table space.”
Select the buffer pool created in step 7 of this procedure and click Next.

d. “Select the space management system that you want to use.”
Leave the default option System-managed space (low maintenance) selected
and click Next.

e. “Define containers for this table space.”
Click Add, then complete the following steps:

1) In the “Define Container” dialog box, enter a unique name for this container
(such as CScontainer).

2) Under “Current Directory,” select a location for this table space (note that you
must select a physical location on a mounted disk where you want to place
this table space; if you do not have an acceptable location at this point you
should create one). Once you have selected a location, click OK.

3) Click Next in the “Define Container” dialog box.

f. “Specify the extent and prefetch sizes for this table space.”
Leave the default options selected and click Next.

g. “Select hard drive specifications.”
Select the appropriate option for your physical media type from the list and click
Next.

h. “Specify the dropped table recovery option for your new table space.” Click Next.
i. Review the actions that will take place when you click Finish, then click Finish.

10. Repeat step 9 of this procedure to create a temporary table space, making the
following adjustments to the procedure:

a. When completing step 9a, indicate in the name that this is a temporary table
space.

b. When completing step 9b, select System Temporary for the type of table space.
11. In the left-hand tree, select User and GroupObjects and right-click DB Users > Add.
a. Inthe “Database” tab, do the following:

1) Select a user from the User drop-down list.

Note

The drop-down list contains all valid system users. If there are no
valid system users, you must create one before continuing.

2) Under “Grant authorities for the Selected User,” select all the options.

Note

This is not recommended for a delivery system. Choose the
options that are appropriate for your delivery system)
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b. Click the Table Space tab and do the following:

1) Click Add Tablespace. In the “Add Tablespace” dialog box, select the
tablespace created in step 9 of this procedure and click OK.

2) In the “Table Space” tab, the new table space is now selected, but has a &
symbol next to it. Select Grant from the Privileges drop-down list (located
near the bottom of the tab).

Repeat step b for the temporary table space created in step 10.
Optionally, repeat step b to add the default table space USERSPACEL.

Note

The default table space was created with the database. Therefore its
location is not under your control.

e. Click OK.

12. In the left-hand tree, right-click the database created in step 4 of this procedure and
click Configure Parameters. In the list that opens, make the following changes:

a. Change LOCKLIST/100 to LOCKLIST/1024
b. Change LOCKTIMEOUT/None to LOCKTIMEOUT/30
c. Change APPLHEAPSZ/256 to APPLHEAPSZ/1024

13. Database configuration is complete. You are now ready to create and configure the
data source. For instructions, refer to your Content Server installation guide.
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Chapter 5

Creating and Configuring an IBM DB2 9.1
Database

SOFTWARE

Use this chapter to set up a supported IBM DB2 database for your Content Server
installation. For background information regarding database configuration and users’
permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:

* Installing and Configuring DB2 9.1 for Content Server
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Installing and Configuring DB2 9.1 for Content
Server

To install and configure a DB2 9.1 database, you will complete the following steps:
A. Install DB2

B. Create a New DB2 Database

C. Create a User for the New Database

D. Configure the Database

A. Install DB2

1. Uncompress the correct installation file for your distribution.
2. Run ./db2setup

3. In the “Information Management Software” screen, select Install a Product.

[X IBM DB2 Setup Launchpad =g [x
Information Management Software
Yarsion 9.1
DEZ 5 I hpad E
D etup Launchpa
: = Welcome
ARSI B PTEEEISiies The DB2 Setup Launchpad gives wou access to all of the information that wou
Eeleaze Motes E- need 1o install wour DB2 products and features for Linuy, UNEX, and Windows
- | aperating systems.
Migration Information )/ n 92
Install a Product To access more information about the DB2 products available for installation or
5 10 perform an installation, select fram the tabs provided. You can find more
Exit product information by searching the Information Center.
Search Information Centaer
5 =
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4. Under “DB2 Enterprise Server Edition,” select Install New.

* 1BM DB2 Setup Launchpad

m Information Management Software
Yersion 2.1

DEB2 Setup Launchpad

Install a Product

Click Install Mew to launch the DB2 Setup wizard for the desired product.

Installation Prereciuisites

Eelease Motes

DE2 Enterprise Server Edition

DEZ Enterprise Server Edition is designed to meet the data server needs of
Install a Procuct mid- to large-size businesses. It can be deployed on Linux, UMK, or
Exit Windows servers of any size, from one CPU to any number of CPUs.

Migration Information

DB2 Enterprise Server Edition is an ideal foundation for building on demand
enterprise-wide solutions, such as large data warehouses of multiple
terabnte size or high perfarming 247 available high volume transaction
processing business solutions, or Weh-based solutions. DEZ Enterprise
Server Edition incorporates a native XML data store and delivers flexible
access 10 XML data using XQuery, XPath, 50L, and standard repaorting tools.

(Optional features for DBZ Enterprise Server Edition are awvailable that
provide additional adwvanced product capabilities in areas such as database
partitioning, performance, security, data federation, and database
administration. Please see http: ffwwwiee ibm.comfdb2 for more information.

DE2 Client

DBZ Client is a collection of graphical and nongraphical tools and
components for administring DBZ products and developing applications
with DB2 products. Add-ins for Eclipse and Microsoft Visual Studio 2005
development environments are also included.
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5. In the “Welcome to the DB2 Setup Wizard,” click Next.

6. In the “Software License Agreement” screen, click Accept, then click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition

IMPORTANT: READ CAREFULLY
Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Programs
2. IBM International Program License Agreement

If wou are obtaining the Program for purposes of productive use {other than
ewaluation, testing, trial "try or buy," or demanstration): By clicking on the
"Accept" button below, You accept the |BM International Program License
Agreement, without modification.

If wou are obtaining the Program for the purpose of evaluation, testing, trial
"try or buy" or demoanstration {callectively, an "Evaluation™): By clicking on the
"Accept" button below, You accept both () the |BM International License
Agreement for Evaluation of Programs ithe "Evaluation License"), without
madification; and iy the |BM International Program License Agreement (the
"IPLATY, without moadification.

The Evaluation License will apply during the term of Your Evaluation.

The IPLA will automatically apply if You elect to retain the Program after the
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7. In “Select the Installation Type,” select Typical and click Next.

DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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8. In “Select installation, response file creation, or both,” select Install DB2 Enterprise
Server Edition on this Computer and click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

SrootfdbZesersp

FEI &)
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9. In “Select the installation directory,” either enter a directory or use the default and
click Next.

DE2 Setup wizard - DBE2 Enterprise Server Edition _

Joptfibm/di2 9.1 e

FEITE)
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10. In “Set user information for the DB2 Administration Server”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.
c. Click Next.

DE2 Setup wizard - DBE2 Enterprise Server Edition _

¢ -

m

homejdasusrl

Password [_ ]
«fou must specify a value. ‘

FEITE)
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11. In “Set up a DB2 instance,” select Create a DB2 instance and click Next.

DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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12. In “Set up partitioning options for the DB2 instance,” select Single partition instance
and click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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13. In “Set user information for the DB2 instance owner”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.
c. Click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

dhbzinstl
v
db2grpl

v
Password
«fou must specify a value.

Shomefdb2instl

FEI &)
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14. In “Set user information for the fenced user”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.
c. Click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

dh2fencl

v
db2fgrpl

v
Password
«fou must specify a value.

Shomefdb2fencl

WEETRTEITTE:

FEI &)
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15. In “Prepare the DB2 tools catalog,” select Do not prepare the DB2 tools catalog and
click Next.

X DB2 Setup wizard - DB2 Enterprise Server Edition == [x]

FEI &)
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16. In “Set up notifications,” do one of the following:

X DB2 Setup wizard - DB2 Enterprise Server Edition E]@ E]

localhost.localdomain

RENLE]

=S s

FEI &)

- Ifyour system is a production server, select Set up your DB2 server to send
notifications, enter a correct address for the local host, and click Next.

- If your system is a not a production server, you can select Do not set up your
DB2 server to send notifications at this time, and click Next.
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17. In “Start copying files,” check that your options are correct and click Finish.

X DB2 Setup wizard - DB2 Enterprise Server Edition

Wew instances:
Instance name:
Start instance on rehoot:
FCM port range:
TCPAIP configuration:
Seryice name:
Port number:

Instance user information:

User name:

Group name:

Home directory:
Fenced user information:

User name:

Group name:

Home directory:

DB2 Administration server:
Instance user information:
User name:
Group name:
Home directory:

18. Allow the installation to proceed.

-8 X

db2instl
fes
GO000-50003

dh2c_dh2instl
50000

db2instl
dbZarpl
Shomesdh2instl

dh2fencl
db2fgrpl
ShomedhZfencl

dasusrl
dasadml
Shomesdasusrl

X Installing DB2 Enterprise Server Edition

o %
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19. In “Setup has completed successfully,” read the notes, check the log tab, and click
Finish.

Setup Complete

AT T
administered.

Install DB2 Deweloper Workbench. The DBZ Dewveloper Waorkbench replaces the Dewvelopment Center
from DB2 UDE Yersion 8 on Windows. It is on a separate CD inwour DB2 package. The Deweloper
Warkbench is a comprehensive dewvelopment emvironment far creating, editing, debugging,
deploving, and testing DB2 stored procedures and user-defined functions. You can alsa use this toal
to create, edit and run 50L statements and XML queries, and develop SQL) applications.

20. The installation of DB2 9.1 is now complete.

B. Create a New DB2 Database
1. Loginas db2inst1 (or your instance user created during the installation, step 13).
2. Navigateto: ./sgllib/bin and run db2cc
3. Inthe “Control Center View” screen, select Advanced.

- Control Center View @ E]
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4. In the “Control Center,” open the application for creating a database:

a. Click the plus sign next to the tree option All Systems.

Control Center

u Contral Center

3 Al Systems

7 All Databases

Actions: Select an object from the list abowe to display more

op Create Mew Database

b. Click the expanded branch All Databases. (If you have not created a database
previously, this branch is empty.)

c. Right-click the branch All Databases and select Create Database > Standard.
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5. In “Specify a name for your new database”:
a. Enter a name for this database.
b. Select the check box Enable database for XML.

c. In the drop-down “Default bufferpool and table space page size,” select 32 and
click Next.

( 1
promejmwanar 1]

I
I
4k |4

FEITTE)
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6. In “Specify where to store your data,” click Next (a value is unnecessary, as we kept
the default option of Let DB2 manage my storage (automatic storage), on the
previous page).

- Create Database Wizard THEY

e
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7. In “Specify the locale for this database,” ensure that the drop-down “Code set”
displays UTF-8 and click Next.

[ Create Database Wizard ©)
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8. In “Review the actions that will take place when you click finish,” confirm that
everything looks correct and click Finish.

9. Allow the “Progress” window to complete creating the database. The window will
close automatically when the database has been created.
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10. The database has now been created and is displayed in the control center.

The figure below shows that a single database named vmdb291 is present in the
control center

F- Control Center

u Cantrol Center
"EI All Systems

nVMDB291 LOCALH... dbZinstl  Local  WMDB231  jhom...

A ;
&+ 0 vMDB291

(?) Helb x

1 All Databases

Actions: Select an ohject fram the list abowe ta display more

o Create Mew Database

_

C. Create a User for the New Database

1. Go to the command line. As the system user, create a new user named csuser that
will be used to access the database from your FatWire product.

Example of how to create a user named csuser on Linux:

useradd -d /home/csuser -m -p demo41l32 csuser
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2. Go back to the “Control Center” and add the user:

a. Expand the newly created database in the tree by clicking the plus sign, then
expanding the branch User and Group Objects.

b. Click DB Users to open the right-hand panel.

Right-click the branch DB Users and select the Add option.

- Control Center

u Contral Center
."EI All Systems

=k 7 Al Databases

=k 3 vmpe291

|— ] Takles

— T Wiews

- 7 Aliases

— 7 Micknames
#kF ] Cache Ohjects
[— 7 Triggers

|- 7 Schermas

— 7 Indexes

— ] Tahle Spaces

% DB2INSTL

1 DB Users

— ] Ewvent Monitors

Actions:
op Add Mew User

|- 7 Buffer Pools
"EI Application Objects
=k 7 User and Group Ohbjects
[BSd 05 Users
(-3 DB Groups
(7 Federated Database Ohjects
(O3 ¥ML Schema Repository (XSR)
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3. Inthe “Add User” application:
a. Select the user that was created in step C on page 84.
b. Under “Authorities,” select all check boxes.
c. Click OK.

T Add User =) [x]
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D. Configure the Database

1. Right-click the database that you created (listed in the branch that displays the
database icon) and select Configure Parameters.

2. In “Database Configuration™:

a. Scroll through the list of options and replace the values of the following
parameters with the values shown here:

LOCKTIMEOUT 30
APP CTL HEAP S7 1024
APPHEAPSZ 1024
b. Click OK.
- Database Configuration - VYMDB291 o] [x]

= Applications
AV G_APPLS AUTOMATIC(1)
DLCHKTIME 10000
LOCKTIMEOUT MNaone
MAXAPPLS AUTOMATIC(40)
MAXFILOP 64
MAXLOCKS AUTOMATIC(G0)
< Environment
ALT_COLLATE
CODEPACE

CODESET

AT A CE
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3. Right-click the database that you created (listed in the branch that displays the
database icon) and select Restart.

A status window flashes. This does not mean that the operation has been completed.
Typically, you will need to wait 2 to 3 minutes for the system to restart.

4. Stop the instance:

a. Expand the following “Control Center” tree branch: All Systems >
LOCALHOST > Instances > name_of your_ instance

b. Right-click the instance.
c. Select Stop.

- Control Center

u Contral Center

: 7 Al Systems

EHef LocaLHosT

..'EI Instances

S dnzinst
..'EI Databases

|=F 1 Al Databases

=k 3 vmpe291

|— ] Takles

— T Wiews

- 7 Aliases

— 7 Micknames

#kF ] Cache Ohjects

[— 7 Triggers

|- 7 Schermas

— 7 Indexes

— ] Tahle Spaces

— ] Ewvent Monitors

|- 7 Buffer Pools

"EI Application Objects

(3 User and Group Objects
L .

% DB2INSTL
& CSUSER

1 DB Users @ Help %

Actions: Select an object from the list abowe to display more
op Add Mew User

d. In the “Confirm stop” dialog box, click OK.

e. Wait for the message that the instance has been stopped.
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5. Start the instance:

a. Expand the following “Control Center” tree branch: All Systems >
LOCALHOST > Instances > name_of your_instance

b. Right-click the instance.
Select Start.

- Control Center

u Contral Center
: 7 Al Systems
EHef LocaLHosT
..'EI Instances
S dnzinst
..'EI Databases
|=F 1 Al Databases
=k 3 vmpe291
|— ] Takles
— T Wiews
- 7 Aliases
— 7 Micknames
#kF ] Cache Ohjects
|- 7 Triggers
|- 7 Schermas
— 7 Indexes
— ] Tahle Spaces
— ] Ewvent Monitors
|- 7 Buffer Pools
"EI Application Objects
FD User and Group Objects
|z

6. Wait for the message that the instance has been started. This does not mean that the
operation has been completed. Typically, you will need to wait 2 to 3 minutes for the
system to restart.

% DB2INSTL
& CSUSER

1 DB Users @ Help %

Actions: Select an object from the list abowe to display more
op Add Mew User

Your database is now ready for use with your FatWire software product.
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Part 2
Installing a Web Server

This part describes how to install a web server. It contains the following chapters:

Chapter 6, “Worksheets for Documenting the Web Server Installation”
Chapter 7, “Installing IBM HTTP Server 6.1”

Chapter 8, “Installing Internet Information Services 6.0 on Windows”
Chapter 9, “Installing Internet Information Services 7.0 on Windows”

Chapter 10, “Installing Apache on Solaris and Linux”
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allation

This chapter contains worksheets listing the web server parameters that you need to track.

Print this chapter. Then, as you install software, fill in the blank fields in these worksheets
with the values of the specified parameters. You will save considerable time by doing this.
Additionally, if something fails during the installation, the information in these worksheets
will be valuable while you are troubleshooting. Use a separate set of worksheets for each
installation so that each installation is fully documented.

The worksheets are constructed as tables that are divided into the following categories:
* Key to Sample Values

¢ Web Server Parameters

Configuring Third-Party Software: Content Server 7.6
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Key to Sample Values

The installation worksheets list parameters along with their sample values. Each sample
value is classified as one of the following:

Default: the value is automatically created at the time of the installation.

Normal: the value represents the normal configuration for a simple installation. Do
not use a different value unless your system requires it.

Option: the value must be chosen from a preset list of options.

Suggested: the value is recommended for the parameter.

Note

A Suggested account name has an Example password value. We strongly
recommend that you select a password for this account that is appropriate for
the security of your system.

Example: the value is only an example that must be replaced by the value that is
appropriate for your installation. The example value is not likely to be valid in your
environment.

Web Server Parameters

Table 1: IS Web Server Parameters

Web Version WebVersion Example:
Apache 1.3.37
Web Host Name WebHost Example:
jeeves
Web Host IP Address WebIP Example:
104.222.111.155
Web Server Port WebPort Default:
80
IIS Only: FilterName Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/apache

SOFTWARE
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Web Server Parameters

Table 2: Apache Web Server Parameters

Web Version WebVersion Example:
Apache 1.3.37
Web Host Name WebHost Example:
Jjeeves
Web Host IP Address WebIP Example:
104.222.111.155
Web Server Port WebPort Default:
80
IIS Only: FilterName Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/apache

Configuring Third-Party Software: Content Server 7.6

SOFTWARE



Chapter 6. Worksheets for Documenting the Web Server Installation 96

Web Server Parameters
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This chapter contains the following sections:
* Installation Steps

* Installing IHS with WebSphere Application Server on the Local Server

Note

In this guide, IBM HTTP Server is referred to as “IHS.” WebSphere Application
Server is referred to as “WAS.”

Configuring Third-Party Software: Content Server 7.6
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Installation Steps

1. Download the correct file, WebSphere Plugins, for your IBM operating system.
2. Extract the file to a temporary directory.

L KSEH: Fo0ti@p520aIX6]-FatWire com =Kon=ole == EEE

Session Edit View Bookmarks Settings Help

—bash-3.00# gzip —d CEVXTML_Flugins.tar.zz =
—hash-3.00# tar -xvf CE7VRTML_Plugins.tar

—bash-3.00# cd IHS

-bash-3.00# ./installl]

| ® KSSH: root@p520aix61 fatwire com

= On Unix: tar -xvf <file name>
For example:
gzip -d C87XTML_Plugins.tar.gz
tar -xvf C§7XTML_Plugins.tar
- On Windows: unzip <file name>
For example:
unzip C87XTML_Plugins.zip
3. Change the directory to THS/.
For example:
cd IHS/
4. Run the installer:

- ForUnix: ./install
- For Windows: install.exe

Configuring Third-Party Software: Content Server 7.6
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5. The “GUI” installer appears. Click Next.

& SIBVIH TP Server V6 1010 =(@p5o20aIX61 > !

Welcome to IBM HTTP Server 6.1

This wizard installs IBM HTTP Server &.1 on wour computer.

See the [BM HTTP Server &.1 Installation Guide to learn maore about this
installation.

Click Next to continue.

Installshield

Mext = | | Cancel |

agreement and click Next.

=

Please read the following license agreement carefully.

T RIENMIH T PICErY ErVETIo 0 R @ poeDaIXe o) ERE

International License Agreement for Mon-Warranted Programs

[

Part 1 - General Terms

B DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR UsING THE
PROCREAM YOU ACREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
WCCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A COMPANY
| [OR OTHER LEGAL ENTITY, YOU REPEESENT AND WARRANT THAT YOU HAVE

FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL ENTITY TO
THESE TERMS. IF ¥OU DO NOT AGREE TO THESE TERMS,

= D0 WOT DOWRI QAR INSTAIL COPY ACCESS QR 1ISF THE PEOCEAM: St

l l | Read non-IBM terms

Installshield

< Back Mext > | | Cancel

Configuring Third-Party Software: Content Server 7.6
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7. In the “System prerequisites check” screen click Next.

O LI T S A A B R G A ) ERE

System prerequisites check

Failed: Your operating system failed the prerequisites check.

A supported operating system was naot detected. Support for vour operating
system might have been added after the release of the product. You can
cantinue with the installation, but the installation might not succeed. S5ee the
iebSphere Application Server detailed system requirements Web pages for
mare infarmation about supported operating systems.

Click Cancel ta stop the installation and install a supported operating
system.
Click Next to continue the installation.

Installshield

| < Back | Mext = | | Cancel |

8. In the “Enter the Install location” screen, select a location to install IHS 6.1 by using
the Browse button, then click Next.

O LI A S A A RS A ) ERE

Enter the install location

Product install lacation:
[fu01 fsoftware Apps fIHS6 1] |

Browse...

Installshield

< Back Mext > | | Cancel
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9. Inthe “Port Values Assignment” screen, enter the ports on which you wish to run IHS.
Then click Next.

S TENATI P ICETVEr Vo 1010 S pooomers = ERE

Port Yalues Assignment

IBM HTTP Server communicates using the port numbers listed below. If these
ports are already in use by IBM HTTP Server or another application, then
change the part humbers fram their default values.

HTTP Port; [go |

HTTP Administration Port: |8008 |

Installshield

| < Back | Mext = | | Cancel

Note

We assume throughout this guide that you are using the default ports: 80 and
8008. If you have changed them, replace the values given with the ports you have
selected.

10. In the “HTTP Administration Server Authentication” screen:
a. Select
- Create a user ID for IBM administration server authentication.
b. Fill in the fields:
- User ID: admin

- Password: <enter and confirm>
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c. Click Next.

BT TP CETVarVErTi00 S@pesoame sy EEE

HTTP Administration Server Authentication

Create a user ID and password to authenticate to the |EM HTTP
administration server using the Wehsphere Application Server administrative
console. The newlky-created user ID and password is encrypted and stored
in the conffadmin.passwd file. You can create additional user IDs after the
installation by using the htpasswd utility

Create a user |D for IBM HTTP administration server authentication

User ID:
[actrnir] |

Password:

|wwwwwwww |

Confirm Passward:

|wwwwwwww |

InstallShield

| < Back | Mext = | | Cancel

11. In the “Setup HTTP Administration Server” screen:

a. Select:
- Setup IBM HTTP administration server to administer IBM HTTP
Server

= Create a unique ID and Group for the IBM HTTP Server administration
b. Fill in the fields:

- UserID: ihs61

-  Group: ihsé6l.

Note

Record the unique name for the User ID and Group. They are needed to integrate
with WAS. The User ID and Group can be anything you choose; ihs61 is only an
example.
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Installation Steps

D=L 1 LA G A ) ERE

Installshield

Setup HTTP Administration Server

Perform steps to administer IBM HTTP Server using the |BM HTTF
administration serwer on Linux and UNIX operating systems. When selected,
the installation grants a user ID write access ta the necessary IEM HTTP
Server and plug-in canfiguration files. Optionally, wou can complete this step
after installation by running the setupadm script.

[v] Setup IBM HTTP administration server to administer [BM HTTP Server,
Create a unique user |D and group for IEM HTTP Server administration

User ID:
ihss1 |

Group:
finss 1] |

| < Back | Mext = | | Cancel |

12. In the “IBM HTTP Server Plugin for IBM WebSphere Application Server” screen:

a. Select:

- Install the IBM HTTP Server Plug-in for IBM WebSphere Application

Server.

b. Fill in the fields:

- Web server definition: webserverl

- Host name: Enter the hostname on which the application server is found.

c. Click Next.

O LI A A A S G AL ) =

Installshield

IEM HTTP Server Plug-in for IEM WebSphere Application Server
Silently install the plug-in using the remaote installation scenario. The host
name and web server definition are used when creating the default plug-in
canfiguration file. This file is used to route requests to the Application
Senvar. If there are multiple Application Servers, then select one of the
servars and specify the machine's host name.

Install the IBM HTTF Server Plug-in for IBM WebSphere Application Server

Web server definition:
[webserverl |

Host name or [P address for the
Application Senver:

[10.120.16.68 |

< Back Mext = | | Cancel

SOFTWARE
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13. In the “Installation summary” screen click Next.

& SIBM N PISETVerV6H 010 =(@p520aIXB1 >

=

Installation summary

panels. Click Next ta begin the installation.

Sudljsoftware fAppsfIHSE. 1

with the following configuration:

HTTF Port: 80
HTTP Administration Port 8008

installed to:

Suoljsoftware fAppsfIHSG. 1/Plugins

Feview the summary for carrectness. Click Back to change walues on prewious

IEM HTTFP Server will be installed to the following location:

User ID for HTTP Administration Server Authentication: admin

IEM HTTFP Server Plug-in far IBM WebSphere Application Server will be

Installation Steps

Installshield
| < Back Mext = | | Cancel
14. Allow the installer to finish.
S ENETI P IS eTVEr VR0 Sapoeoae s EER
144 | Creating the uninstaller...
36%
Installshield
< Back Mext = | | Cancel
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15. When the installation is complete click Finish.

) IBM HTTP Server V6.1.0.0 <@p520aix61> (Ha)m)(x)

Success: The following product was successfully installed:

# IBEM HTTP Server - Judl/software/Apps fIHSE. 1

For information on configuring and using the IBM HTTP Server, refer to the
on-line [BEM HTTP Server Information Center.

Click Finish to exit.

Installshield

| < Back Mext = | | Finish

Note

Now, you will need to use the update installer to patch IBM HTTP Server to the
same version as WebSphere 6.1. Information on using the update installer can be
found on the IBM site when you download updates. You will need to update both
the THS server and the IHS plugins separately. To do so, you will need the
WebSphere and the plugin fixpacks.
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Installing IHS with WebSphere Application Server
on the Local Server

Note

It is preferable to perform this installation after Content Server is already installed.
Then the plugin, cfg.xm1, is automatically updated to include Content Server.

1. Browse to the WAS management console, for example

http://10.120.16.68:9060/ibm/console/

IR ratad ST = CONEOIE =MD I AIFIrETOX =N
File Edit View Histary Bookmarks Tools Help ég‘ ( http://10.120.16.68:3060/] ) 1 v drive license rec@ ) &
9 Integrated Solutions Consale IBM HTTP Server Page Load Errar Integrated Solutions Console &3 €
90—
Integrated Solutions Console ::g_ —~}
Welcome, enter your information. -
User ID:
Log in

Hote: After some time of inactivity, the system vill log you out automatically and ask yeu ta log in again,
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2,

3.

Installing IHS with WebSphere Application Server on the Local Server

Log in to the Admin Site.

I
Eile Edit View History Bookmarks Tools Help @ ? .6 | http://10.120.16.68:9060fibm/consaleflogin.do ?)E .vw drive license rec@ @ |

E\ . Integrated Solutions Consale | IBM HTTP Server 3| Page Load Error . Integrated Solutions Console &3
Integrated Solutions Console Welcome Help | Logout |
| View: [ all tasks K] | Weleame

Welcome Welcame 1l About this Int

Guided Activities

lutions Consel

Integrated Solutions Console, 6,1.0,17
Build Humber: cf170821,07
Build Date: 5/28/08

Servers Integrated Solutions Console pravides a commen administration console for multiple products.
The table lists the product suites that can be administered threugh this installatien, Select a

(B pEEan product suits to visw mare infarmation.

Ressurces LICENSED MATERIALS PROPERTY OF
Security

Suite Name Version 5724-163, 5724-H88, 5655-N01 (C)
Copyright International Business
Machines Corp. 2005, 2008

il WebSphere Application Server £.1.0.17
System administration
Users and Groups
Manitaring and Tuning
B Treubleshooting

Service integration

uppI

Select: Servers > Web Servers.

I
Eile Edit View Histary Bookmarks Iools Help @ s - a | http://10.120.16.68:9060/ibm/consoleflogin.do “) E .vw drive license rec@ @ |

[3\ . Integrated Solutions Cansole IBM HTTP Server 3| = Page Load Error . Integrated Solutions Console &3

Integrated Solutions Console Welcome Help | Logout |

Web servers
| view: [All tasks I~ | L
Welcome Web servers

Guided Activities

Web servers Fiel heln
Bl servers i For field help
I e Use this page to view a list of the installed web servers, information, sel
Generic sarvers Preferences field label or lisg
Proxy Servers when the help
T Bt [ [ || Templates... | I || appears.
fWeb servel P
Clusters g [‘fl Page help
Cluster topolagy ~ ~ ~ - More informatiof
SIS b Sa\act‘ Name & |Web server Type & _ | Node &_ |Vers|un S | Status & this page
WebSphere MQ servers None
Cors groups
Total 0

pplications

esources
Security

nviranment

'ystem administration

sers and Groups

onitaring and Tuning
roubleshasting
ervice integration

upoI
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4. Click Next.

ae v — =0 e x|
File Edit View History Bookmarks Toois Help &3 &4 - @ (Uu("ou/10.120.16.65:9060/bm/consoie/iogindo T [E] (GIL drive license rec@l) @
‘e integratea Soiutiens Console | 1M A1 12 Server o 2 rage Loaa errar | integrates Soimons Console @)
Intogratod Solutions Consolo welcems
=] ] | web servers
Fietd netp
Us Uis paus L aeate @ new Vel server e i
> stew 1: seleca Select a node for the web server and select the web server type Infarmanion, selecta;
Slen s Sler e fa1c 1amel or et marier
server and selact Select a node that corresponds to the Web server you want to add when the help cursor
e
Soloct nodo
pS20aix€ 1Node01
« server name
~iype
[1em mrre server =1
Step 4 confirm
TS e e
€@ Find: | records & Next #Previous s Highlightall [ Malch case
Lone # o o g
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5. To link IHS to WAS:

a. Fill in the fields:

- Select node: Select the node that you want to federate with (normally this is
the node of the application server or cluster on which CS is installed).

- Server name: Enter the unique name for this web server, which was entered
when you installed IHS.

- Type: Keep the type as IBM HTTP Server.

b. Click Next.

=

Eile Edit View History Bookmarks Tools Help @ ) -e | http://10.120.16.68:9060/ibm/consaleflogin.da

D) E] (Gl dve license rec@ ) @

@\ . Integrated Solutions Consale |

IBM HTTP Server

@3 o Page Load Errar @D 4

Integrated Solutions Consi

ole &

Integrated Solutions Console Welcome

Help | Logo

ut |

| View: [All tasks -]

Welcome
Guided Activities
O servers
Application servers
Generic servers
Proxy Servers
Versian 5 JMS servers
Web servers
Clusters
Cluster topology
Generic Server Clusters
WebSphers MQ servers
Core groups

[ Applications
Resources
H Security

Secure administration, applications, and
infrastructure

5L centificate and key management
Bus Security

Web services

El Environment
Virtus| Hosts
Update global Web server plug-in configuration
WebSphers Variables
Shared Libraries
Replication domains
URI Groups

Haming

System administration

Users and Groups

Manitaring and Tuning

B Troubleshasting

Service incegration

uppI

ervers

Create new Web server definition ~

Use this page to create a new Web server,

- Step 1: Select a
node for the Web
server and select
the Web server
type

Step 2: Select a
Web server

template

Step 3: Enter the
properties for the
new Web server

Step 4: Confirm
new Web server

Next Cancel

Field help
Logical name for

Select a node for the Web server and select the Web server type

Select a node that corresponds to the Web server you want to add.
Select node

p520aix61Node0l ~|

# Server name
‘Loca\Wstﬂ |

+ Type
[1BM HTTP Server -]

server. Name must be
unique within node.
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In the “Select a Web server template” screen click Next.

Lile Eait view History Bookmarks lools Heip &3 ¢ - @3 (L[ nGpU10.120.16 58:90UIBMICONSOISogn a0
9| Integrated Solutions Console | IDM [ ITTP Server @ Page Load Crror @
Intagrated Solutions Gonsole. Welcome
[Fr—— - ]
Sclect a Web server template
Select the template that corresponds to the server that you want to create
] |
| Seloct| Tomplato Name | Type | Dacription |
® s [System | The IHS web Server Template |
Ne: Cancel
@ Find:[records | @MNext @Brevious < Highlightall || Match case
Done # o o

7. On the “Property Page”:

a. Ensure that all entries are correct. The only entries that typically need to be
changed are the locations for the IHS server and the Plugin Directory.

b. Click Next.

B e
i Lot view History Hookmarks lools Hep &) € - @ (LIl TP 710.10 15,50 SOSUABTICONSOIS oG 65 ) [ (Ci arwe icense rec) @
9] . Integrated Solutions Consale .| IDM 1ITTP Server 3| Page Load Crror - | Integrated Solutions Console &)
Intagratad Solutions Gonsole Welcome

Help | Logout |

+ Plug in installat cation
| fusr/1BM/ HTTEServer/PiLGINS |

Application mapping to the Web server
All -

@ Fina: [records #Next @Previous < Highlignt all || Match case

Done
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8. Confirm the new Web server, then click Finish.

@ nzagrass

=) —
Eic Edit view History Bookmarks Tools Holp &%)« - @3 (L[ WP //10.120.16.65: 9060 BrconsoIcioa o T ) (G e oense rece) @

C9) . mlegraled Sullions Gonsole |

1AM HTTP Server o[

Page | nad Frion o[

Inlegraled Sallions Console 6,

&

Intograted Solutions Console Welcoma

[ o [l easics (B3] ]

Weicame
) Guided Activicies

B servers

Wab servar

template

I Resources
B securny

Secure adminiseration, applications, and
reacoind

B Frviranmant

Step 1 Seloct

node for the Web

server and select
e web server

new Web server

Closs page

Confirm new Web server

The following is a summary of your selections. Click the Finish button Lo
complete th
chcl: an Pravieus button to raviaw the servar settings.

step 7: selact 2

Summary of actions
New Web seruer entry "Localweb! wil be
created on node "PS20aix&1Nodc01”
Flarform Type "arx"

Web server install root "/u01/sofftwarc
JADDS/IHSE. 1"

PlLg-in Install Root /UD1/sottware
/APDS/IHSE . 1/Plugins'"

rrovious | _Finish | _cancel

b Servar crearion. If there are Saftings you wish to change,

Uhe input provided

Virtual Hosts
Updste globsl Web =arvar plug-in configurstion

M Service intearation

muows

None

@ Fina: [ recora: @next & Previous <llighlightall ] Match case

9. Save the changes as requested.

Fois 2

= )|

e Eat wiew Hiswory Hookmarks lools Help &3 ¢

- @5 (_(nEp 1012016 65 9060 BrUconsaIsogn.a0

1) E] (Gl anvecensereca) @

9] . Integrated Solutions Console .| .

IDM | ITTP Server S(

Page Load Crror =]

Integrated Solutions Gonsole Welcome.

Help | Logour

Integrated Salutions Console @,

[ vrmwes (mLnsts = ]

Close paue

) S
B s

ebsphere e servers
) Core aroups

@ Applications

B Messages

B New server is created successfully
Modity vanables, rasourcas, and othar sarver configuration sattings, such as

message broker queue names befere running the newly eroated server,
AvChangas have heen made to your lacal configuration. You can:

® Save directly to the master configuration

® Eeview changes before saving or discarding

An oplion Lo synchironize the configuration scoss multiple nodes can be disabled in

Praferencas
&-The server may need to be restarted for these changes to take effect.

Ficld help

For fiald hain
ntormation, sall
ficld label or lis
when the help
appears

page help

More informatio)
s page

Command assi
Vigw auminisL

B secuiy Wab servars
Secure adminizeration, applications, end
ea
SSL carificsca and key mansgamane m prefersnces

Use this page to view a list of the installed Web servers.

[ast action

Crbimies [

[

e e e I

A Enarenment @ e
Virmual Hosts

e T Seieat| Name ©

[web server Tyoe © [ Node & [wersion o

| status &

B e O | tocawss

[ara 1115 sarvar | pozvareinosn: [mo 6201/

‘ @

1oral 1

M naming
@ Syetem sdminizeration
D U=ers and Group=

@ Monitaring and Tuning
O Troubleshoating

Done

I
@ Fina: [records $Next @Previous o Highlight all || Match case

# D e
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10. You can now start and stop the web server from the WAS console, using the Web

servers selection.

CRTEgTated SOIUToN S CONSOIe SO FAneTox =

[ =

Eile Edit Wiew History Bookmarks Iools Help

@

-

ttp://10.120.16.68:90604bm/c onsaledogin.do

) El (Gl drive license recal) €@

) Integrated Selutions Console IBM HI 1P Server

Intograted Solutions Console Welcome

Page Load Error Integrated Solutions Console &3,

Viewrs (A tais S ]

Web servers

Preforences

Generate Plug-in

Use this page to view a list of the installed Web servers

TR B I T

s ][ =eon

&2

Mora informatio)
Select| Name ¢ Web server Type O_ Node ©_ Version ©_ Status & thiatan
iz paae
¥ | Localwen IBM HTTP Server 15204ix61NUd201 ND 6.1.0.17 B
Tolal 1
user
>
@ Fina [ recaras | #next arerevious < Highigntal ] match case
Done # e

Fleld help

ror field help
information, sel
field lahel ar lis

Page help

SOFTWARE
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Chapter 8

Installing Internet Information Services 6.0 on
Windows

This chapter explains how to install and test Microsoft’s Internet Information
Services (1IS) 6.0.

This chapter contains the following sections:
* Step L. Install IIS
* Step II. Verify the Installation

Step III. Starting and Configuring IIS

FatWire Configuring Third-Party Software: Content Server 7.6
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Step . Install lIS

1.
2,
3.

SOFTWARE

Y'ou can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded boxr means that anly
part of the companent will be installed. To see what's included in a component, click
Details.

Components:

() Accessanies and Utilities 49MB -
: 4 pplication Server M4ME

[ [ Certificate Services 1.8MB

[] ™ E-mail Services 11 MB

[ ] i Fan Servires FAmR T

Description:  Includes ASP.MET, Interet Infarmation Services (IIS), and the
Application Server Conzole.

Total disk space required: 30mE Dietails |
Space availlable on disk; 136292 MB —

< Back I Mest > I Catcel | Help

Configuring Third-Party Software: Content Server 7.6

Step I. Install 1IS

Select Start > Settings > Control Panel > Add or Remove Programs.
In “Add or Remove Programs,” click Add/Remove Windows Components.

In the “Windows Components Wizard” select Application Server, then click Details.

Windows Components Wizard

Windows Components
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4. In the “Application Server” screen select:
- Application Server Console
- ASP.NET
- Enable network COM+ access

- Internet Information Services (IIS)
Click OK.

Application Server

X

To add or remove a component, click the check bowx. & shaded box means that only part
of the component will be installed. To see what'z included in a component, click Details.

% Application Server Conzale
S A5PMET

@Enable netwark, COM+ acoess
O @Enable netwark DTC access
%Internet Information Services (I15)
[ =2 Message Bueling

Descriphion:  Allows this computer ko run ASP.MET applications.

Total dizk space required: J0MB
Space avallable on disk: 13568 3 MB

o]

00ME =«
0.0 MB
0.0MB
0.0MB
27.4 MB
70MB

[

[etals... |

Cancel |

5. In the “Windows Components Wizard,” click Next.

Step I. Install 1IS

6. When the “Windows Components Wizard” completes the configuration process click

Finish.

Completing the Windows
Components Wizard

ou have successfully completed the Windows
Compaonents ‘wizard.

To cloze thiz wizard, click Finish.

>

< Back

Help |

Configuring Third-Party Software: Content Server 7.6
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Step Il. Verify the Installation

Step Il. Verify the Installation

To verify that IIS can serve pages, test it from a web browser on the host machine and
from the web browser of another machine on the network.

1. Start a web browser on the host machine that is running IIS.
2. Using the browser, go to the following URL:
http://localhost/

3. If the browser displays an “Under Construction” page, then IIS is installed and
running.

) Under Construction - Mozilla Firefox I [
fmarks  Tock  Help

Ele  EdE =

G- - & 0 B0 remiocahos =l © e [GL

4P Getting Started J Latest Headines

@ Under Construction

The site you are trying to view does not currently have 3
default page. It may be in the process of being upgraded and
configured.

Please try this site again later. If you still experience the
problem, try contacting the Web site administrator.

If you are the Yeb site administratar and feel you have
received this message in error, please see "Enabling and
Disabling Dynamic Contant” in 115 Help.

To access 1S Help

Click Start, and then dlick Run.

In the Open text box, type inetmgr. 115 Manager
appears.

From the Help menu, dick Help Topics

Click Internet Information Services.

Eaa
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Step

Step lll. Starting and Configuring IIS

lll. Starting and Configuring IS

A. lIIS Manager

1.

4,

Open the Start menu and click Run to access IIS Manager.
Type inetmgr, then click OK.
Click the Web Sites option when the IIS Manager loads.

The right pane contains a list of the web sites that are managed including important
information for each site, such as: the description, identifier, state, host header value,

=101 |
o telp | =temzel|
BIESmIZ] > =0
3 Internet Information Services | Description [ 1dentifier [ state | Host header value | IP address [Part_[ 55 port [ status
=10 WINZKIE4MSSOLUP locsl | @Defaul web Site 1 Running > All Unassigned 80
#-_J Application Pools
= Web Sites
-l Default Web Site
~_J eb Service Extensior
< SIS | K | |

To restart IIS Manager, select the Action menu, then click All Tasks > Restart IIS.

B. Changing the IIS Port

1.
2,

SOFTWARE

Open IIS Manager and expand local computer > Web Sites.
Right-click Default Web Site, and click Properties.

Configuring Third-Party Software: Content Server 7.6
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Step lll. Starting and Configuring IIS

3. Next to IP address, click Advanced.
|

Directory Securiky I HTTP Headers I Cuskom Errors I ASP.MET I
‘web Site I Performance I ISAPI Filters I Home Directary I Documents

—Web site identification

Description: I Default web Site

IF address: I (Al Unassigred)

TCP pork: I a0 S5L pork: I
— Connections

Conneckion tireouk: I 120  seconds

[v Enable HTTF Keep-alives

—Iv Enable logging

Active log Format:

|w3C Extended Log File Format | Eroperties... |

(o] 4 I Cancel I A I Help I

4. “Advanced Web Site Identification” enables you to specify a different port for each IP
address. Select the entry for Default and click Edit.

Advanced Web Site Identification |

—Multiple identities for this Web site

IP addrezs TCP port Hoszt header walus

Add. .. Remove | Edit... |

—Multiple 551 identities For; Ehis Web site

IP address | S5L port
Add... I Eemoye | Edit. .. |
OF I Cancel | Help |

Configuring Third-Party Software: Content Server 7.6
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Step lll. Starting and Configuring IIS

5. In the “Add/Edit Web Site Identification” screen select from the fields provided:
- IP address: Either select a specific IP address, or select (ALL Unassigned).

- TCP port: Enter the desired port for the website to be accessed. If you selected a
specific [P address, you can enter the Host Header value for that address. For
example: www.fatwire.com.

Add/Edit Web Site Identification |

Identification
IF address: I ol Unassigned) LI

TCP pork: a5

Hosk Header walue: I

Ok I Cancel I Help I

6. In the “Advanced Web Site Identification” screen, click OK.

Advanced Web Site Identification x|

— Multiple identities For this Web site

IP addrezs TCF port Hozt header value

FxTal Remove |

- Mulkiple S5L identities For; this Yeb site

IP address | S5L port
add. .. | Remove | Edit... I
[8]4 | Cancel | Help I

Configuring Third-Party Software: Content Server 7.6
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Step lll. Starting and Configuring IIS

7. In the “Default Web Site Properties” screen, click OK.

Default Web Site Properties d |
Directary Security I HTTP Headers I Cuskom Errors I ASP.MET I
Wieh Site I Performance I 154F1 Filkers I Horne Directory I Documents

—web site identification

Drescripkion: I Default wWeb Site

IP address: I {all Unassigned) LI |F'.g\-'anced|
TCP port: I a5 S5L pork: I

— Cannections

Connection tirmeouk: I 120  seconds

[+ Enable HTTF Keep-alives

—Iv Enable logging

Active log Format:

|w3C Extended Log File Format | PEroperties... |

(=]

Cancel Apply Help

C. Create a Virtual Directory

A virtual directory is used to make a local physical directory available through a web site
by assigning it a simple URL.

1. Open IIS Manager and expand local computer > Web Sites.
2. Right-click Default Web Site and select New > Virtual Directory.
3. When the “Virtual Directory Creation Wizard” launches, click Next.

¥irtual Directory Creation YWizard X|
Welcome to the Virtual
Directory Creation Wizard

Thiz wizard helps you create a new virtual directory on this
Web site,

To continue, click Mext.

< Bark

Caneel |
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Step lll. Starting and Configuring IIS

4. Enter an Alias for the virtual directory and click Next.

¥irtual Directory Creation Wizard

Yirtual Directory Alias
Specify a zhort name, or aliaz, for this virual directon.

Tupe the aliaz pou want to uze to gain access to thiz Web virtual directom. Use the
zame naming conwventionz that you would for naming a directang.

Alias:
Itesd

< Back I Mest > I Cancel |

5. Browse to the physical directory to be shared and click Next.

Yirtual Directory Creation Wizard X|

Weh Site Content Directory
Where iz the content you want to publizh on the Web site?

Enter the path to the directory that containg the contert for this '\Web site.

Path:

C:ADocuments and Settingshddministrator\Desktophtest Browse... |

< Back I Mest > I Cancel
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Step lll. Starting and Configuring IIS

6. Select the appropriate access permissions for the physical directory, depending on the
file types, then click Next.

¥irtual Directory Creation Wizard

¥irtual Directory Access Permissions
Set the access permigzions for thiz vikual directon,

i
'Qla

Allow the following permissions

v Read
™ Fiun scripts [such as ASP)

[ Execute [such as 1S4P] applications or CGl)
[ wite
I~ Browss

To complete the wizard. click Next .

< Back I Mest > I Cancel

7. Click Finish.

¥irtual Directory Creation YWizard X|

You have successfully
completed the Virtual
Directory Creation Wizard.

To close this wizard. click Finish.

Canee|

<Back  |£ Finsh
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Step lll. Starting and Configuring IIS

D. Create a New ISAPI Filter

An ISAPI filter is used to change the default behavior of IIS and affects how HTTP
requests are handled.

1. Open IIS Manager and expand local computer > Web Sites.
2. Right-click Default Web Site and click Properties.
3. Select the ISAPI Filters tab and click Add.

pefault Web Site Properties el |
Directory Security I HTTP Headers I Zuskom Errors I ASP.NET I
Web Site I Performance ISAPI Filters I Home Direckary I Documents

The Following Filters are active only For this web site and executed in the order
listed below. This list does nok show Filkers configured Far all the Web sites on this
Server,

Skatus | Filter Mame | Priorit: | ad

Remove
Edit, .

Disable

I

Mawe up

L

[Mowe down

[a]4 I Cancel I Lppl I Help I

4. In the “Add/Edit Filter Properties” screen, fill in the fields provided:
- Filter name: Enter a filter name.

- Executable: Enter the locations for the Executable.
a. Click OK.

Add/Edit Filter Properties

[x

Eilker name: I jakarta

Executable; I karta Isapi Redirectaribinisapi_redirect. dll

Browse. .. |
(] 4 I Zancel | Help |
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Step lll. Starting and Configuring IIS

E. Create a New Web Service Extension

A web service extension is a program that extends the basic IIS functionality for serving
static content.

1. In the “IIS Manager” click Web Service Extensions, then click Add a new Web
service extension.

lf, Internet Information Services (I15) Manager - |I:I 5[

‘_'_“g File Action View ‘Window Help |;|i|5|
¢+ BEXERBE@EE][) 50

Plg Internet Information Services . Vieb Service Extensions
EI-5 0 WINZKIORACLES (local c

"_..J Application Poals / | Weh Service Extension | Status
B Web Sites “F il Unknawn Cal Extensions Prohibited
) D;F?”!t b sits Al F &l Unknown 15APT Extensions Prohibited
- A m\n.lstratmn = T @ Active Server Pages Allowed
“__| Web Service Extensior Prohibit ASP.NET 42.0.50727 erchibited
Praoperties Internet Data Conneckar Prohibited
akarta Tomcat Allowed
% Server Side Includes Prohibited
Tesks WebDAY Prohibited
g Add a new Web service extension...
2 Allow all weh service extensions far a
specific application...
El probibit all Web service extensions
@ Open Help
4 | &
4 | I\ Etended £ Standard 7

2. Enter a name for the web service extension, then click Add.

Mew Web Service Extension ﬂ

Type the name of the new Web service extension, and specify the files that
musk be enabled For the extension ko run.

Exkension name:

Jakarta Tomeat|

Required Files:

\_ p
=%
EE

Bemove

[T Set extension status to Allowed

(64 I Cancel Help
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Step lll. Starting and Configuring IIS

3. Browse to the location of the web service extension file. Click OK.

Add file x|

Enter the file location and name.

Path to File:

I \Jakarta Isapi Redireckar\bintisapi_redirect, di| Erowse, .. |
(0] 4 I Cancel |

4. Select Set extension status to Allowed, then click OK.

Configuring Third-Party Software: Content Server 7.6

SOFTWARE



Chapter 8. Installing Internet Information Services 6.0 on Windows 126

Step lll. Starting and Configuring IIS
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Chapter 9

Installing Internet Information Services 7.0 on
Windows

This chapter explains how to install and test Microsoft’s Internet Information Services
(IIS) 7.0 on Windows 2008 Server.

This chapter contains the following sections:
* Step L. Install IIS
e Step II. Verify the Installation

Step III. Starting and Configuring IIS

FatWire Configuring Third-Party Software: Content Server 7.6
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Step . Install lIS

SOFTWARE

Step I. Install 1IS

If1IS is not installed or is only partially installed, follow Microsoft’s instruction for
installing IIS 7.0 on Windows 2008 Server.

Here is a summary of the instructions:

1.

Select Start > Settings > Control Panel.

2. Select Programs and Features

3. Select Turn Windows features on or off.

17l Programs and Features ] 4
‘9(?}9 Control Panel\Programs and Features j m ISEaI':h @]
File Edit View Tools Help
Tasks Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then dick "Uninstall”, "Change”, or "Repair”™,
Get new programs online at
Windows Marketplace . .
rg' Turn Windows features on or off Orgarize v {5 Views Igl
Name = |v| Publisher |v| Install... |V| Size |v|
[ 11ava DB 10.3. 1.4 Sun Microsystems, Inc 2/8/2008 25.8 MB
| £+ Java(T™) & Update 4 Sun Microsystems, Inc. 2/8/2008 170 MB
DJava(TM} SE Development Kit 6 Update 4 5un Microsystems, Inc. 2/8f2008 56.5 MB
|£|Java(TM) SE Development Kit 6 Update 4 Sun Microsystems, Inc. 2/8f2008 349 MB
E_’, Microsoft Office 2003 Web Components Microsoft Corporation 2/8/2008 29.0 MB
| Microsoft SQL Server 2005 (54-bit) Microsoft Corporation 2/8/2008 634 MB
[J Microsoft SQL Server 2005 Backward compatibility — Microsoft Corparation 2/8f2008 46.4 MB
|3 Micrasoft SQL Server 2005 Books Online (English) ... Microsoft Carparation 2/8f2008 133 MB
|3 Microsoft SQL Server Mative Client Microsoft Corporation 2/8/2008 5.81MB
| Microsoft SQL Server Setup Support Files (English) ~ Microsoft Corporation 2/8/2008 36.1MB
| Microsoft SQL Server VS5 Writer Microsoft Corporation 2/8f2008 573KB
ﬁMiacso& Visual Studio 2005 Premier Partner Editi... Microsoft Corporation 2/10/2008 134 MB
3 sQLYML4 Microsoft Corporation 2/8/2008 2.23MB
VMware Tools VMware, Inc. 2/8f2008 5.68 MB
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SOFTWARE

4,

Step I. Install 1IS

In the “Server Manager” window scroll down to the “Features Summary” section and
click Add Features.

E_ Server Manager

Fle Acton View Help

=lolx|

Lo A Esll 7!

= Roles

j| Features
Fm Diagnostics
_jﬁ Configuration

{5 storage

O ——

a Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

Last checked for updates: 2/18/2008 403 PM

Last installed updates: 2/10/2008 3:28 AM

On for Administrators

IE Enhanced Security Configuration
SC): On for Users

“ Roles Summary

»/ Roles: 0 of 17 installed

* Features Summary

~/ Features: 0 of 34installed

~) Resources and Support

Help make Windows Server better by particpating in the Customer Experience Improvement Program (CEIP)
Report issues to Migosoft and get solutions to common problems by turning on Windows Error Reporting.
Browse technical resources for Windows Server, induding how-to help, guides, web casts, and tools.

Get connected with other Microsoft customers through online community resources.

Send us your feedback, such as bug reports and feature suggestions, to help make Windows better,

£} Last Refresh: 2/18/2008 4:05:17PM Confiqure refresh

G IR R Server Manager (WINDOWS20085012)

Roles Summary Help

g

Features Summary Help

é Add Features

&2 Remove Features

Resources and Support Help

| Participate in CEIP

[ Configure IEESC

- Go to Roles.
5 Add Roles

B2 Remove Roles

¥ Turn on Windows Error Reporting
["@ Windows Server TechCenter
["& Windows Server Community Center

€2 send Feedback to Microsoft

i [

L]

In the “Select Features” screen select NET Framework 3.0 Features.

Confirmation
Progress

Results

Select one or more features to install on this server.
Features:

[] BitLocker Drive Encryption
[] BITS Server Extensions
D Connection Manager Administration Kit
[ Desktop Experience
[ Group Policy Management
[ Internet Printing Client
[] Internet Storage Name Server
[] LPR Port Monitor
[ Message Queuing
[ Multipath 1/0
] Metwark Load Balandng
[] Peer Mame Resolution Protocol
[ Quality Windows Audio Video Experience
[] Remote Assistance
[] Remote Differential Compression
[] Remote Server Administration Toals
[] Removable Storage Manager
[] RPC aver HTTP Proxy
[] simple TCP/IP Services
SMTP Server
P e i Bl

More about features

< Previgus |

Iext > | Instal |

x|

Description:

Microsoft .NET Framework 3.0
combines the power of the .NET
Framework 2.0 APIs with new
technologies for building applications
that offer appealing user interfaces,
protect your customers’personal
identity information, enable seamless
and secure communication, and
provide the ability to model arange of
business processes.

Cancel
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Step I. Install 1IS

6. In the “Add Features Wizard” dialog box, select Add Required Role Services.

Add Features Wizard x|

Add role services and features required for .NET Framework 3.0
Features?

You cannot install NET Framework 3.0 Features unless the required role services and features are also

installed
Rule Services:
=) Web Server (II5)
[ Web Server
Application Development

Description:

\web Server (IIS) provides a reliable,
manageable, and scalable Web application
infrastructure.

Securty
=) Windows Process Activation Service
Corfiguration APls
NET Environment
Process Model

Add Required Role Servicss | Cancel |

(i) Why are these role services and features required? 4

7. The Web Server (IIS) option appears in the “Add Features Wizard.” Click Next.
i

_\Ja Select Features

Select one or more features to install on this server.
Features:

Description:

Role Services [ Microsoft NET Framework 3.0
combines the poweer of the .NET
Confirmation [ Bittacker Drive Encrypton Framework 2.0 APIs vith new
— [] BITS Server Extensions technologies for building applications

that offer appealing user interfaces,
protectyour customers’personal
identity information, enable seamless
and secure communication, and
provide the ability to model arange of
business processes.

|:| Connection Manager Administration Kit
Results ["] Desktop Experience
|:| Group Policy Management
[[] nternet Printing Client
[[] nternet Storage Name Server
[] LPR Port Moritor
[_] Message Queuing
[] multipath 7/0
] Network Load Balandng
] Peer Name Resalution Protocol
] Quality Windows Audio Video Experience
[] Remote Assistance
[] Remate Differential Compression
[] remate Server Administration Tools
[] Removable Storage Manager
[] RPC over HTTP Proxy
[] simple TCP/IP Services
[] sMTP Server =l

] cniman Cmrvimne

More about features

< Previous | Next > I Install Cancel
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Step I. Install 1IS

8. In the “Introduction to Web Server (IIS)” screen, click Next.

x

= Web Server (IIS)
ase

Features Introduction te Web Server (IIS)

Web servers are computers that have spedific software that allows them to accept requests from dient
computers and return responses to those requests. Web servers let you share information over the Internet, or
Role Services through intranets and extranets. The Web Server role indudes Internet Information Services (I15) 7.0, a unified
Web platform that integrates 115 7.0, ASP.NET, and Windows Communication Foundation. TIS 7.0 also features

Confirmation enhanced security, simplified diagnostics, and delegated administration.
Progress

Things to Note
Results

Using Windows System Resource Manager (WSRM) can help ensure equitable servicng of Web server
traffic espedally when there are multiple roles on this computer,

The default installation for the Web Server (I15) role indudes the installation of role services that enable
you to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (I15]

Overview of Available Role Services in I15 7.0
1IS Cheddists

Common Administrative Tasks in IS
Owerview of WSRM

< Previous | Next > I Install Cancel

9. In the “Select Role Services” screen:
a. Select the following:

-  Common HTTP Features

- ISAPI Extensions

- ISAPI Filters

-  HTTP Logging

- Management Tools

- Any other roles that are required for your installation, such as HTTP
Redirection

b. Click Next.
=

=
"?. Select Role Services
ot/

Features Select the role services to install for Web Server (IIS):
Web Server (I15) Role services: Description:
HTTP Redirection provides supportto
¥ o A iectuer requests to a spedific
Confirmation oy destination. Use HTTP redirection
. = [E] Application Development whenever you want customers who
TOQrEss [] asp.NET might use one URL to actually end up
Results [7] .NET Extensibiity at another URL. This is helpful in
0 asp many situations, from simply
renaming your Web site, to
O car . overcoming a domain name that is
[¥] 154P1 Extensions difficultto spell, orforcing dients to
[¥] 1SAPI Filters use a secure channel.

[] server Side Indudes
= [E Health and Diagnostics
[¥] HTTP Logging
[] Logging Toals
[] Request Monitor
[ Tracing
[] custom Logging
[] oDBC Logging
= [@ security
[] Basic Authentication
[ windows Authentication
[] pigest Authentication [

I] limmt Fmebifirm b Mmmminn A Hembien e

More about role services

< Previous | Next > I Instal Cancel

Configuring Third-Party Software: Content Server 7.6

SOFTWARE



Chapter 9. Installing Internet Information Services 7.0 on Windows

132
Step I. Install 1IS

10. In the “Confirm Installation Selections” screen, confirm your choices and click
Install.

o
= |

a%,[:}a Confirm Installation Selections

Features
Toinstall the following roles, role services, or features, dick Install,
Web Server (II5)

2informational messages below
Role Services @ ==

Confirmation

(i) This server might need to be restarted after the installation completes. —
Progress ~) Web Server (II5)
Results (D Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
€PU usage
Web Server
Common HTTP Features
Static Content
Default Document.
Directory Browsing
HTTP Errors
HTTP Redirection ol
Application Development
.NET Extensibiity
ISAPI Extensions
1SAPI Filters
Health and Diagnostics
HTTP Logging

Security
Request Filtering
Manansment Tank:

Print, e-mail, or save this information

<Premuus| Iext > | Instal I Cancel |

11. Allow the installation to complete, then review the results.
12. Click Close.

Add Features Wizard B x|
ﬁ%ﬂ! Installation Results
Features
The following roles, role services, or features were installed successfully:
Web Server (IIS)
T 2] Web Server (IIS) (@ 1nstallation succeeded 1=
Confirmation The following role services were installed:
Web Server
e Common HTTP Features
Default Document.
Directory Browsing
HTTP Errors
HTTP Redirection
Application Development
.NET Extensibility
ISAPI Extensions
ISAPI Filters -
Health and Diagnostics
HTTP Logging
Security
Reqguest Filtering
Management Tools
1IS Management Console
~/ NET Framework 3.0 Features

(@ 1nstallation succeeded hd|
Print, e-mail, or save the installation reporf

:PlE-‘\Dusl Next > | Close I Cancel |

13. It is suggested at this point to reboot, but it is not required.
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Step Il. Verify the Installation

Step Il. Verify the Installation

After installing IIS, you must verify the installation to determine whether it is serving
pages properly. Test the installed IIS from the server that is hosting it as well as from

another browser on the network.

To verify that IIS is serving pages

1.
2. From the browser, go to the following URL: http://localhost/

Start a browser on the host that IIS is running on.

IIS is installed and running if the browser displays the “IIS7” page.

{2 TIS7 - Windows Internet Explorer

@@ ~ [l tpitocahosty =1 [#)[¢ [ive scaren zZB
o @nsy | | - B v @ - [oheage - ook -7

¥ Your current security settings put your computer at risk, Click here to change your security settings...

internet information services

[T& http:/fgo microsoft. com/fwinkZinkid=66 1388ccid=C| | | | | | |\ 6k Localintranet | Protected Mode: OFF [Hw% -

Configuring Third-Party Software: Content Server 7.6

133



Chapter 9. Installing Internet Information Services 7.0 on Windows

Step lll. Starting and Configuring 11S

Step lll. Starting and Configuring IS
A. lIS Manager

1.
2,

Start the management console, which is required before any other actions are taken.

Select: Start > All Programs > Administrative Tools > Internet Information
Services (IIS) Manager

When the “Internet Information Services (IIS) Manager” loads:

a.
b.

Expand the left-hand tree that starts with the current system’s name.
In the “Sites Entry” field select Default Web Site.

"E Internet Information Services (IIS) Manager

@E‘ [ﬁ?ﬂ b StartPage

File View Help

8- i |7 18

=lolx|
& @ -
rnet [nfermatio
BB start Page | cation ServerManager T
Gj WINDOWS 20085QL2 (WINDOW:
= Fooe Connect to locahost IS News and Information
1\VINDOWS 20065QL2 locahos: Connect to a server... 115 Downloads
Connect to a site... TIS Forums
Connect to an application... TechNet
MSDN
ASP.NET News
K | =l
s J N\ VN J

IS News Enable IIS News
IIS News is disabled, dick the Enable IIS News link to get the most recent online news,

4| | »

Ready

B. Changing the IIS Port

1.

Open the management console and browser to the Default Site

2. Right-click the Default Web Site entry and select Edit Bindings from the menu.

SOFTWARE
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3. In the “Site Bindings” dialog box you can add or change the ports and IP address on
which the Server IIS will bind.

site Bindings ﬂ ﬂ
Type | Host Name | Port | TP Address | E~ Add... |
http 80 *
ﬂEt.tq:l 4 Edit... |

) 2
net.pipe Remave |
net.m... (=
1 | | 3 Browse |

Close

4. Click Close after all changes have been made.

C. Adding a New ISAPI Filter

1. Open the management console and browser to the Default Site.
2. In the center list, click ISAPI Filters and click Add.

" Internet Information Services (IIS) Manager =]
@‘4 [ &) » WINDOWS20085QL2 F Sites b Default Web Site b | & 1@ -
File view Hep
@- 1|2 |8 0 ISAPI Filters E
-6 Start Page
& “g WINDO\frszoossqu qumoow: | Use this feature to configure ISAPI filters that process requests made to the Web server, Revert To Inherited
;‘p Application Poals Groupby: Mo Grouping 7 View Ordered List...
Ea] Sites @ Hel
y Name = | Executable | Entry Type | J
(3 Default Web Site o
4 | »| [E]Features view |\ - Content view
Configuration: localhost' applicationHost. config , <location path="Default Web Site™> C-W
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3. The “Add ISAPI Filter” dialog box appears.
a. Fill in the fields provided:
- Filter name: Enter a filter name.

- Executable: Enter the location of the Executable.
b. Click OK.

2]

Filter name:

|
Executable:

| L]

The new filter is added to the “ISAPI Filters” list.

"k Internet Information Services (IIS) Manager

-0l x|
66) [ a » WINDOWS20085QL2Z » Sites P DefaultWeb Site » J K = & |® -
File View Help
- ISAPI Filters
€- -8 “ Add...
-~ &5 startPage Edit.
el ga WINDOWS2008SQL2 (WINDOW Use this feature to configure ISAPI filters that process requests made to the Web server.
£} Application Pools Group by: No Grouping -
[-[a] Sites P < I yom =i I XK Remave
&) Default Web Site e Bxeutoble LS .
test C:\Program Files\Javaljdk1.6.0_... Local Revert To Inherited
View Ordered List...
@ rep
Online Help
q R e T
Configuration: ‘localhost’ applicationHost.config , <lecation path="Default Web Site™> ai:g
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SOFTWARE

Step lll. Starting and Configuring IIS

Open the management console and browser to the Default Site.

In the center list click HTTP Redirect.

In the center panel of the “Internet Information Services (1IS) Manager”:

a. Select the Redirect requests to this destination option.

b. Enter the location of the remote server in the text field (for Content Server or
Remote Satellite Server include the context root).

c. Click Apply.

Internet Information Services (IIS) Manager _ ol x
E i (115) u]
@ g’ [ & » WINDOWS20085QL2 F Sites b DefaultWebSite » | & @ -
File View Hep
e id|7 |8 b HTTP Redirect Y soy !
- rt Page =% Cancel
W5 Start P N |
=83 WINDOWIS 20085012 (WINDOWY Use this feature to spedify rules for redirecting incoming requests to another file or URL. R
1.2} Application Pools d' P @ Hep
B8] Sites Redirect requests to this destination: Online Help
&0 Default Web Site |
Example: htp: /jwww. contoso.com/sales
Redirect Behavior
I Redirect all requests to exact destination (instead of relative to destination)
[T Only redirect requests to content in this directory {not subdirectories)
Status code:
[Found (302) =
4] | | [E]Features view |\ - content View
Configuration: ‘Defavit Web Site' web.config L=
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Step lll. Starting and Configuring IIS
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Chapter 10
Installing Apache on Solaris and Linux

This chapter describes how to install and configure Apache HTTP Server on Solaris and
Linux systems. As previously mentioned, you can install Apache on the same machine

that will host WebLogic and Content Server, or you can install and use it on a separate
host.

This chapter contains the following sections:

* Step L. Install Apache

e Step II. Document Your Apache Parameters

* Step III. Verify that Apache Contains the Correct Module

* Step IV. Verify that Apache Runs Properly
* Next Step
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Step I. Install Apache

Step I. Install Apache

1. Apache HTTP Server can be pre-installed on Solaris 8, Solaris 9, Linux RedHat, and
Linux SuSE systems. Determine whether Apache is installed on the environment(s) on
which you plan to run it.

2. Do one of the following:

- If Apache is already installed, continue with “Step II. Document Your Apache
Parameters,” on page 140.

- If Apache is not already installed, you can do one of the following:

- Install it from your source medium.

- Download it from the Internet.

- Build it from source; that is, select the modules and compile the Apache
executable yourself. If you want to build it from source, refer to the
information that the Apache Foundation makes available at
http://www.apache.org/ and follow their instructions.

Step Il. Document Your Apache Parameters

We strongly recommend that you document the details of your Apache installation in
Table 3, “Apache Parameters.”

Table 3: Apache Parameters

Web Server Version

The version of Apache that the
host is running. Note that you

(WebVersion) must use a version that Content
Server supports.

Web Host Name The name by which the Apache

(WebHost) host machine is known on the
network.

Web Host IP Address The numeric Internet Protocol

(WebTP) address assigned to the Apache

host machine.

Web Server Port

The port number assigned for
Apache communications. By

(WebPort) default, it has the value 80.
Apache Root Directory The top-level directory in

which Apache is installed.
(ApacheRoot)

Immediate subdirectories of
ApacheRoot include bin and
conft.
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Step lll. Verify that Apache Contains the Correct
Module

Note

This section applies only to Apache version 1.3x.

Apache is modular software, built from a set of modules. WebLogic Server requires that
the mod_so.c module be present on the machine that is hosting the Apache web server.
Please verify that your Apache server contains this module by using the command httpd
with the -1 option and search for mod_so in the output.

For example:

$ ApacheRoot/bin/httpd -1 | grep ‘mod_so’
mod_so.c

Examine the output and do one of the following:

* If the output from the preceding command contains mod_so. c, then your version of
Apache contains the correct module. Proceed to “Step IV. Verify that Apache Runs
Properly,” on page 141.

* [f the output from the preceding command does not contain mod so.c, you must
rebuild and reinstall Apache. For guidelines, see “Step 1. Install Apache,” on
page 140.

Step IV. Verify that Apache Runs Properly

In this step, you will start Apache and verify that it is running properly. For verification
instructions, see the Apache web site (given in “Step 1. Install Apache,” on page 140).

Next Step

Configure Apache to run with WebLogic and Content Server. For instructions, refer to the
installation guide for your configuration.
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Next Step
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Part 3
Installing and Configuring LDAP

If you choose to use LDAP, Content Server must have access to a supported LDAP server
specifically configured for Content Server. This part describes how to install and
configure a supported LDAP server for integration with Content Server.

Note

*  You must set up a supported LDAP server before you run the CS-LDAP
integrator.

e Ifyou are integrating with LDAP, but no content management sites exist in
Content Server, then upon completion of the LDAP integration, refer to
instructions in the CS-LDAP integration guide (“Step 8. Post Integration. If
Content Management Sites are Not Installed”).

This part contains the following chapters:

e Chapter 11, “Setting Up Sun Access Manager 7.0”

*  Chapter 12, “Setting Up Sun Directory Server 6.0”

* Chapter 13, “Installing Active Directory Server 2008

* Chapter 14, “Setting Up IBM Tivoli Directory Server 6.x”

* Chapter 15, “Setting Up OpenLDAP 2.3.x”

* Chapter 16, “Setting Up the WebLogic 9.x Embedded LDAP Server”
e Chapter 17, “Setting Up Oracle Directory Server 10.x”

e Chapter 18, “Setting Up MS Active Directory Server 2003”
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Chapter 11
Setting Up Sun Access Manager 7.0

This chapter provides instructions for setting up the currently supported Sun Access
Manager for use with Content Server.

Note

Sun Access Manager is installed as part of Sun Portal Server 7, which means that
either Sun Access Manager and Sun Directory Server were installed locally on
your portal server, or you elected to configure Sun Access Manager to connect to a
remote instance of Sun Java Systems Directory Server. In either case, you already
have Sun Access Manager installed and configured for your application server and
portal server.

Note that you must set up Sun Access Manager before you run the CS LDAP
integrator.

This chapter contains the following sections:

SOFTWARE

Start/Stop Commands

Creating CS Users in Sun Access Manager
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Start/Stop Commands

This section lists commands for starting and stopping Sun Access Manager.

To start Sun Access Manager:

On Solaris:

./usr/sbin/amserver start

On Unix (except Solaris):

<sun_portal home>/identity/bin/amserver start
On Windows:

Start --> Programs --> Sun Microsystems --> Sun One Identity --> Start Sun One
Identity Servers --> Start

To stop Sun Access Manager:

On Solaris:

./usr/sbin/amserver stop

On Unix (except Solaris):

<sun_portal home>/identity/bin/amserver stop

On Windows:

Start --> Programs --> Sun Microsystems --> Sun One Identity --> Stop Sun One
Identity Servers --> Stop

Creating CS Users in Sun Access Manager

In this section, you will use the Sun Access Manager console to create Content Server
users in the backend LDAP server that is associated with Sun Access Manager.

To create Content Server users in Sun Access Manager
1.

Access the following URL:

http://<app_server address>:<port>/amconsole

Sun Java™ System Access Manager

This server uses LDAP Authentication

User Name: ||

Password: I

Login |
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Creating CS Users in Sun Access Manager

2. Log in using the user name (typically amadmin) and password that was selected
during the installation of Sun Access Manager.

3. When logged in, you will see two large frames. The left-hand frame has a hierarchy
that can be navigated. The right-hand frame has details for the item selected on the left.

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management Pl TR el T I =TT Federation Management
vm | vm [« ]
View: IOrganizations j View: IGeneraI j
Organizations (3 items) General Properties
New... || Delete E Search Domain I
Name:
i = Organization I Active -
[~ DeveloperSample ¥ Status: J
| Enterpnsesample P N
Organization [5,se93portal7a.vm. fatwire.com 3
Aliases: vm L
DNS Alias F
Names: @
- | G

4. In the left-hand frame, click the link DeveloperSample (or the portal site which you
used when installing Content Server).
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Creating CS Users in Sun Access Manager

5. Click the View drop-down menu. From here you may select Roles, Groups, or Users.
As you will be adding a new user, select Users.

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management [0 TN ol T T[T 1T Federation Management
vm >DeveloperSample | DeveloperSample
View: [Genert 1]

General Properties

D

Groups
Users
Services

Domain Name: I

Organization Status: | Active j

Qrganization Aliases:

DeveloperSample A

|

DNS Alias Names:

D

EiD

6. A list of all known users is displayed in the left frame. Click New.

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management B=CI TNl T TE Ty Federation Management

vm > DeveloperSample | fwadmin =

View: IUsers j View: IGeneraI j

*Indicates required field

item)

| (Newe][peieie] [FEE [Serch] | FirstName: |

Advanced Search...

UserID Full Name * Last Name: Idefault

[~ fwadmin I -
* Full Name: Ifwadmln
Password: Change...
Email Address: I
Employee I
Number:
Telephone I
Number:

Home Address: I

* User Status: IAdive j

Account I
Expiration Date: Farmat: mmiddinnn hhemm @
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Creating CS Users in Sun Access Manager

7. Select the following services from the list in the right-hand frame:
- Mobile Address Book
- Mobile Calendar
- Mobile Mail
- Portal Desktop
- Portal Subscriptions
- SSO Adapter
Click Next.

Search | Logout | Help

0 un. Welcome
s Sun Java~ System Access Manager SR T

Identity Management BTN T T 1T Federation Management

View: |Users j Select the services to be assigned to the user.

Users (1 item) Available Services

New... || Delete Ifwadmin Search

Advanced Search... Access List
UserID Full Name [T Authentication Configuration

[~ fwadmin fwadmin ¥ Mobile Address Book
Mobile Calendar
Mobile Mail
NetFile
Netlet
portal1 Desktop
portal1 Subscriptions
Proxylet
SSO Adapter

-

[Niisic i iEisie|

vm > DeveloperSample | New User - Step 1 of 2
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Creating CS Users in Sun Access Manager

8. Inthe “New User” form, fill out the required fields (marked by a red *). Ensure that
“User Status” is set to Active. Click Finish.

Search | Logout | Help

0 Sun. Welcome
T Sun Java~ System Access Manager amAdmin

Identity Management Bl TN oL T [T Federation Management

vm > DeveloperSample | New User - Step 2 of 2

View: I Users j Enter Required User Attributes

Users (1 item) * Indicates required field

New... || Delete |fwadmin Search User

Advanced Search...

UserID Full Name *UserID: Idemcuser
fwadmin fwadmin .
I fwadmin fwadmin First Name: |

* Last Name: Idemo
* Full Name: |user
* Password: I““““

* Password (confirm): quuu

* User Status: Active j
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9. Assign Groups to the user:

a. Locate the newly created user (the fastest way is to use the Search function).

Search | Logout | Help

Welcome
Sun Java~ System Access Manager amAdmin

Identity Management Bl ENeL LT T Federation Management

vm > DeveloperSample | demouser

View: I Users j View: | General j

*Indicates required field

Users (1 item)

New... || Delete I'user Search First Name: I

Advanced Search...

* Last Name: |demc

* Full Name: Iuser

Password: Change...

Email Address: |

Employee |
Number:

Telephone I
Mumber:

Home Address: |

* User Status: Active  ~|
Account I @

Expiration Date: Earmat- mm/ddhnanns hh-mm
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b. In the right-hand frame, select Groups from the “View” drop-down menu.

Search | Logout | Help

0 Welcome
Sun Java~ System Access Manager amAdmin

Identity Management BTN oL T [TE T Federation Management

vm > DeveloperSample |

View: |Users =

Users (10 items)

New... || Delete Iuser‘ Search

User ID Full Name
[~ demouser 3
[ user_analyst user_analyst |
[~ user_approver user_approver |
[~ user_author  user_author F
[~ user_checker user_checker I
[~ user_designer user_designer F
[ user_editor user_editor I
[ user expert  user expert b
[" user_marketer user_marketer

Advanced Search...

[ user_pricer user_pricer F

demouser

|-

.

View: [Groups j)

The Selected list contains the groups associated with this user.
Use Search to find a specific group.

I" Search

Available:

PageEditor B
GE Lighting-GeneralAdmin

BurlingtonFinancial-Designer

GE Lighting-WorkflowAdmin

FirstSitell-ProductEditor

GE Lighting-Designer

BurlingtonFinancial-Checker @

FirstSitell-ProductAuthor

[ Add = |[Add All ] [Remove & |[Remove All 2]

Selected:
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c. Inthe “Available” list box, select all Groups that you wish this user to have. In this
example, three groups were assigned to the user: Spark-SiteAdmin, Spark-
SparkContentUser, Spark-GeneralAdmin (listed in the “Selected” list box).
For more detailed information about available groups, see the Content Server
Administrator s Guide.

d. Click Add.
e. Click Save.

Search | Logout | Help

0 Sun. Welcome
e Sun Java- System Access Manager amAdmin

Identity Management BTNl T [TE LT Federation Management
vm > DeveloperSample | Use Search to find a specific group. [a]
view: [Users | 3 [ Search |
Available:
Users (10 items) PageE(ri‘itor Ad ]
GE Lighting-GeneralAdmin
[ New... |[ Delete | Iuser' [ Search | BurlingtonFinancial-Designer
Advanced Search... GE Lighting-WorkflowAdmin
User ID Full Name FirstSitell-ProductEditor
[~ demouser user GE Lighting-Designer
[ user_analyst user analyst b BurlingtonFinancial-Checker @
[~ user_approver user_approver | FirstSitell-ProductAuthor
I” user_author  user_author b [[Add = |[Add All 5] [Remove &|[Remove All &
[~ user_checker user_checker b
[~ user_designer user_designer F Selected:
[ user_editor user_editor F Spark-SiteAdmin =
[~ user_expert user_expert b Spark-SparkContentUser
[~ user marketer user marketer b Spark-GeneralAdmin
[ user_pricer user_pricer F
c

10. (Optional) Test your new user by logging in to the portal (must be the organization
under which the user was created and Content Server was installed; for example,
DeveloperSample Organization).
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Setting Up Sun Directory Server 6.0

SOFTWARE

This chapter shows you how to set up Sun Directory Server 6.0 for use with Content
Server running on Sun Portal Server 7.

Note
You must set up Sun Directory Serve before you run the CS LDAP integrator.

This chapter contains the following sections:

¢ Start/Stop Commands

* Installing Sun Directory Server

* Post-Installation Steps

* Completing and Veritying the LDAP Configuration
* Modifying User Passwords
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Start/Stop Commands

Start/Stop Commands

This section contains commands for starting and stopping Sun Directory Server and the
Sun Java Web Console.

Sun Directory Server

e To start:

/opt/sun/ds6/bin/dsadm start <instance_dir>
* To stop:
/opt/sun/ds6/bin/dsadm stop <instance_dir>

Sun Java Web Console
e To start:

/opt/sun/webconsole/bin/smcwebserver start
¢ To stop:

/opt/sun/webconsole/bin/smcwebserver stop
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Installing Sun Directory Server

This section shows you how to install Sun Directory Server 6.
1. Download the Directory Server 6 package from the Sun website.
2. Decompress the file into a temporary directory and change to that directory.

3. Within the temporary directory, change to the directory corresponding to your
operating system and launch the installer.

4. In the “Welcome” screen, click Next.

Welcome

Welcame to the Sun Java(TM) Enterprise System; serious software made simple.

Before wou begin, please refer to the Release Motes and Installation Guide, awvailable at
http: fidocs. sun.com/fprod/entsys.5.

Enterprise

System You can install amy or all of the Enterprise Network Services provided by the |ava
Enterprise System.

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

5. In the “Software License Agreement” screen, read the license agreement and click
Yes, Accept License.

Software License Agreement

]'d\.fili' Before wou can install this product, wou must read and accept the agreement under which
this product is licensed for use.

Java™ Sun Microsystems, Inc. ('sun”) SOFTWARE LICENSE AGREEMENT ('SLA" and
Enterprise| |ENTITLEMENT for SOFTWARE

System

mD

A EMTITLEMENT for SOFTWARE. Capitalized terms nat defined in this Entitlement
hawve the meanings ascribed to them in the 5LA {attached below as Section B).
These terms will supersede any inconsistent or canflicting terms in the SLA
Licensee {"fou"y: The entity receiving the Software from Sun.

Effective Date: Date You receive the Software.

Software: Sun Software Portfolio, which may include the fallowing:

Salaris 10, Sun Java System Access Manager, Sun Java System Directony Server
Enterprise Edition, 5un Java Directary Proxy Server, Sun Java System |dentit -

Hawe wou read, and do wou accept, all of the terms of the preceding Software License
Agreement? If wou Click Decline, the installer will exit without installing any products.

€ Back | | Yes, Accept License 3
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6. In the “Choose Software Components” screen, do the following:
a. Select Directory Server Enterprise Edition 6.0.

b. Expand the node and make sure that Directory Service Control Center is listed
and selected.

c. Click Next.

Choose Software Components

Java | selectan | Deselect an
Java® Component Mame | staus | Details|
Enterprise| | = | Sence Registry 3.1 |
System

Directory & ldentity Services
o Afcess Manager 7.1
o v Directary Server Enterprise Edition &.0

Availability Services

High Awailability Session Stare 4.4
Shared Services

All Shared Campanents

e

H

Sun JavaiThy System Message Queue is an enterprise messaging system that provides
reliahle, asynchronous messaging based on the JavaiTh) Message Service

-
-

Install multilingual package(s) for all selected components

o | [was |

7. In the “Specify Installation Directories” screen, do the following:

a. Enter the target installation directory for the Directory Preparation Tool.

b. Enter the target installation directory for Sun Directory Server. (This directory
will be referred to as <dirserv_home> in the remainder of this chapter.)

Specify Installation Directories

Enter the name of the target installation directory for each component product.

Java™ Directory Preparation Toal: |’twareIApps,fsun,fcomms,fdssetup|| Browse...
Enterprise

Directory Server: |Iu01,fsoftware,prps,fsun || Browse. ..
System

craa ][ news
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8. In the “Verify System Requirements” screen, wait until the status of all items reads
“OK,” then click Next. If any of the items fail the verification, you must remedy the
problem and restart the installation.

Java™
Enterprise
System

Yerify System Requirements

Awailable disk space... QR
Installed memary... QR
Installed Swap space... QR
Qperating system patches. .. QR
Qperating system resources... QR

System Ready for Installation.

TR

9. In the “Choose a Configuration Type” screen, select Configure Now and click Next.

Java™
Enterprise
System

Choose a Configuration Type

® Configure Mow (Enahles wou to configure components as part of installation.)

 Configure Later {installs cormponents,but does not configure therm. You must
canfigure components after completing installation).

SOFTWARE

craa | [ ey
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10. In the “Specify Common Server Settings” screen, enter the required information, then
click Next.

Note

The host name and IP address of the machine running Directory Server must have
a valid DNS entry on your network.

Specify Common Server Settings

(‘.

—

Jajé The fallowing settings will be the default walues for all installed caomponent products as
needed. The values can be overridden when wou configure the products.

Java™ . Hast Mame: [rho Low |

Enterprise

DM Dormain Mame: |\fm.fatwire.c0m |

System

Host IP Address: |10. 120.15.45 |

Administrator User |D: |admin |

. R Pe————
Administrator Password: | | At least & characters long

Retype Password: [prwn |

System User: [root |

Systerm Grougp: [root |

The walues wou enter abowe will appear as default walues on the pages that fallow. Fields
that include these default values will be marked with this note: *Shared default value

o | [was |

11. In the “Create Directory Instance” screen, select Yes and click Next.

Directory Server: Create Directory Instance

]aua'“ Directory Server Console requires Directary Server, but does not reguire

Enterprise
System

a directory instance.

Although not a requirement, »wou can create a directory instance now
during installation.

Create a directary instance {in addition to installing Directary Servery
@ Yes
2 Mo

craa | [ ey
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12. In the “Specify Instance Creation Information” screen, do the following:

a. Specify the directory in which the new Directory Server instance will reside.
(This directory will be referred to as <instance dir> in the remainder of this

chapter.)

b. Specify the values for the System User and System Group fields.

c. Specify a Directory Manager password.

Specify the value for the Suffix field. (This value will be the DN value used to
connect to this Directory Server instance; you will need it in step 4 on page 163.)

e. Click Next.

Directory Server: Specify Instance Creation Information

Instance Directorny
Java™
Enterprise Directory Instance Port:
System Directory Instance S50 Part:
Directory Manager DM:
Swstem User:

Setem Group:

Directory Manager Password:

Fetype Password:

Suffix:

|,fu01,fsoftwarejApps,fsun,fdsins1|

289
636

|cn=Direct0rv Manager

[root

[root

|nmwwnmww

At least & character

|nmwwnmww

|dc=\.m,dc=fatwire,dc=c0m |

| € Back || Next 3 |

Ready to Install

13. In the “Ready to Install” screen, click Install and wait for the installation to complete.

Product: Java Enterprize System S

Space Reguired: 209 44 ME

Uninstall Location: fvarfsadm/fprodfsun-entsyss

Java™

Enterprise Sun JavaiTM) Systermn Directory Preparation Tool

System

Sun JavaiTM) System Directory Server Enterprise Edition €.0
sun JavaiTh) System Directory Server Enterprise Edition & Command-Line UWtilities
Jawa Enterprise System Directory Server & Care Server
Jawa Enterprise Swstem Directory Service Contral Center
Jawa Enterprise System Directory Proxy Senver & Core Server

€ Back || Install 3

SOFTWARE
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14. In the “Installation Complete” screen, click Close.

"y

]
U

I.
Java™

Enterprise
System

Installation Complete

Click the following buttons to view installation and configuration summaries or the
installation log.

The installer stares the summary and log files in this location:
Svarfoptfsunfinstallflogs/

Yiew Summary | | Yiew Install Log

Your next step is to perfarm the postinstallation configuration and verification tasks
documented in the "Postinstallation” chapter of the 3un Java(TM:
Enterprise System Installation Guide at http: fjdocs.sun.com/fdocf819-4891,

O Automatically display the Sun Java(TM Enterprise System Installation Guide
after the installer clases {requires an internet connection)

15. Continue to the next section, “Post-Installation Steps,” to complete the installation.

Post-Installation Steps

Complete your Directory Server installation by performing the steps in this section. You
must perform these steps before you run the Content Server LDAP integration program.

1. Start your new Directory Server instance:
/opt/sun/ds6/bin/dsadm start <instance_dir>
2. Create an LDIF file named cs1dap.1dif with the following contents:

dn:

dc=vm, dc=fatwire, dc=com

objectClass:
objectClass:
dc:
description:

vm

dcObject
organization

Directory Server 1dif file

o: Fatwire Software

dn:
objectClass:
objectClass:
ou: People
dn:
objectClass:
objectClass:

ou: Groups

ou=People,dc=vm,dc=fatwire, dc=com

organizationalUnit
top

ou=Groups,dc=vm,dc=fatwire, dc=com

organizationalUnit
top

3. Change to the <dirserv_home>/ds6/bin directory.
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Import the LDIF file you created in step 2 on page 162 using the following command:
./dsconf import <1dif file> <dn>
where:

- <1dif file> is the full path to the csldap.1dif file you created in step 2 on
page 162, including the filename, and

- <dn> is the value you entered in the Suffix field in step 12 on page 161.
For example:
./dsconf import /u0l/csldap.ldif dc=vm,dc=fatwire,dc=com

When you run the command, accept the certificate by answering Yes at the first
prompt. At the second prompt, enter the Directory Manager password (you created
this password in step 12 on page 161.)

Completing and Verifying the LDAP Configuration

This section shows you how to complete and verify your LDAP configuration using the
Directory Service Control Center (used to manage Sun Directory Server.)

1.

SOFTWARE

Start the Sun Java Web Console:
/opt/sun/webconsole/bin/smcwebserver start

Initialize the Directory Service Control Center:

a. Change to the <dirserv_home>/dscc6/bin directory.

b. Execute the following command: . /dsccsetup initialize

Log in to the Sun Java Web Console as the system user you used to install Sun
Directory Server, via the following URL:

https://<server>:6789/

Java™ Web Console

Server Name:  rhol Owlym fatwire.com

User Name: Iroot
Password: I"*‘*"‘*
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4. In the “Services” section, click Directory Service Control Center (DSCC).

APFPLICATIONS WERSION LOG OUT HELF

oot thot10 m.fatwire.com

Java™ Web Console

Ja

Sun™ Micrasystems, Inc.

[ startEach Application in a Mew Window

Systems Desktop Applications
Mo applications availahle Mo applications availahle
Storage Other

Mo applications availahle Mo applications availahle
Services

( Directary Service Control Center (DSCC) )

5. In the “Directory Service Manager Authentication” screen, log in as the admin user,
using the Directory Manager password. (You created this password in step 12 on
page 161.)

APFPLICATIONS WERSION LOG OUT HELF

u oot thotl n.fatwire.com 4

Java™ System Directory Service Control Center

J

Sun™ Micrasystems, Inc.

Directory Service Manager Authentication
To manage directary servers and directory proxy servers, enter the Directory Service Manager user name and passwoard.

Directory Service Manager: |admin

Password: |“*‘*‘*‘*

6. Ifyou see a pop-up error message informing you that the DSCC registry is not
running, click Start DSCC Registry.

APFPLICATIONS WERSION LOG OUT HELF

oot tho arm

Java™ System Directory Service Control Center

/\ DSCC Registry Not Running

The DECC Registry, which contains configuration data needed by the Directory Service
Contral Center, is nat running. Click Start DSCC Registry to continue.

Start DSCC Registry

When the DSCC registry has started successfully, a confirmation message appears.

Click Close to close the pop-up window.
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7. In the console, click the Directory Servers tab.

AFPFPLICATIONS WERSION REFRESH LOG OUT

V] oot . 101 Oyl v B 1

Java™ System Directory Service Control Center

J Common Task ‘ Directory Servers |)PrmwServers Server Groups | Settings |

Common Tasks

Directory Server Administration Directory Entry Management
B Manage Registered Directory Servers |4 B Creste Mews Entry

B Wiewy Replication Topologies ) L‘.I B Search Directory Data
B Wiewy Suffix Replication Status |4 B Browse Directory Data

Wiewy Directory Server Logs
Deployment
Proxy Server Administration || Create New Directory Server
Manage Redgistered Proxy Servers L‘.I Copy Configuration Settings from One Directory Server to Cther Servers L‘J
Wiewy Proxy Server Logs Cresate News Proxy Server
Copy Configuration Settings from One Proxy Server to Other Servers
Documentation

Creste Mewe Suffix or Replication Topolocy
Brovese Directory Service Control Certer Onling Help R

EIEE),

Copy Configuration Settings from One Suffix to Cther Suffixes
Browese Directory Server Enterprize Edition Documentstion on docs.sun.com -

8. In the “More Server Actions” drop-down list, select Register Existing Server.

APFPLICATIONS WERSION REFRESH LOG OUT

ser: root e 0l arm

Java™ System Directory Service Control Center

Common Tasks Directory Servers | Proxy Servers | Server Groups | Settings |

J Servers | Suffixes | Renplication Agreements |

Directory Servers

To manage a server, click a server name. If @ server does not appear in the list below, select Register Existing Server fram the drop-down menu. == ore on
this tahle

Directory Servers |

| Mew Servar... || Start... || Stap... |E--M0re Server Actions-- F | FiIter:lAII ltermns w

--hore Server Actions-- .
Server | Secure Port Copy Server Configuration... | Server Group | Description | Instance Path |
Mo registered Directory Servers

Restart...

Backup...

Restore...

Unregister Existing Server...

Delete...
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9. In the pop-up window that appears, enter the full path to the directory holding the
target Directory Server instance (<instance dir>) and click Next.

Java™ System Directory Service Control Center

Register Existing Directory Server

Steps Help Step 1:Enter Host and Server Information

= 1. Enter Host and Server Ifyau have an existing server that does not appear in DSCC, use this wizard to register
Information the server. This will enable you to manage and maonitar the server using DSCC.
2. Provide Authentication * Indicates required field
Information .
Host: @ Kknown Host: | rho 1 Dl fatwire.com (s
3. Summary O MewHost: |
* mstance Path: |IuD1Isoﬂwaremppsfsunrdsinm
DSCC Agent Port: @ Default (111623
OOther:l
Description: |

A \yhen this wizard completes, the server will be started, or restarted ifitis already
running.

10. In the “Review Server Certificate” screen, select the Accept the Certificate check
box and click Next.

Java™ System Directory Service Control Center

Register Existing Directory Server

Steps Help Step 1.1:Review Server Certificate

1. Enter Host and Server The server is presenting a cedificate that has not been signed by a known Cedificate
Infarmation Autharity. Information ahout this cedificate is shown below. In arder to register the
server, you must accept the cerificate from the server.

= 1.1 Review Server
Certificate Issued To:  CR=rhol 0wlym fatwire.com_agent

Issued By:  Ch=rhaol 0wl vm fatwire.com_ca
2. Provide Authentication
Information Walid From: 326007 10013 AM

Expires On: 326027 10013 AW

Show Details

3. Summary

cceptthe cedificate
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11. In the “Provide Authentication Information” screen, enter the Directory Manager
password into the Password field and click Next.

Java™ System Directory Service Control Center

Register Existing Directory Server

Steps Help

Step 2:Provide Authentication Information

1. Enter Host and Server
Information

1.1 Review Server
Certificate

= 2. Provide Authentication
Information

3. Summary

To enable the Directary Service Control Center to modify the server canfiguration, you
must provide an Administrative User DM with the appropriate permissions an the
server, and the passward for the User DL

* Indicates required field
Host: rhol Dl v fatwire.com
Instance Path: fullfsoftwarefdppsisunidsinst
Server LDAP Port: 389

Server LDAP Secure Port: 636

* Administration DN: |cn=Direct0ry Manager

[

* password:

12. In the “Summary” screen, click Finish and wait for the instance to restart.

Java™ System Directory Service Control Center

Register Existing Directory Server

Steps Help

Information

Information

= 3. Summary

-
Step 3:Summary =
1. Enter Host and Server Review your settings. If they are not correct, go back to previous steps and modify
the settings. Ifthe settings are correct, click Finish.
1.1 Review Server . )
Bicn /1\ server Will Be Restarted
When yau click Finish, the newly registerad server will he restarted.
2. Provide Authentication
Your Settings:
Host: rhol vl v fatwire.com
Instance path: fulifsoftwarefipps/sunidsinst
Administration DN: cn=Directary Manager
DECC Agent port: 11162
Description: =
Server Details {Discovered):
Server Owner User D roat{roat)
Server LDAP Secure Port: 389 v

Frevious Cancel

When the instance has restarted successfully, a confirmation message appears.

Click Close to close the pop-up window.
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13. In the list of directory servers, click the Directory Server instance you just registered.

APPLICATIONS VERESION REFRESH LOG OUT

I: root tho il 'B.COMm

Java™ System Directory Service Control Center

Common Tasks Directory Servers | Proxy Servers | Server Groups Settings

J Serers | Suffixes ‘ Replication Agreements |

Directory Servers

To manage a server, click a server name. If a server does not appear in the list below, select Register Existing Server from the drop-down menu. == hlare an this table

Directory Servers (1)

| Mew Server... || Start... || Stop... || —-Mare Server Actions-- v | FiIter:|AI| Iterns v | |O+@
- | Server s | Secure Port . | Operational Status - | Server Group . | Description - | Instance Path . |
O rhiod Dl wim fatwire corm: 389 G36 Started ol isoftwarefsppsisun/dsingt

[ 0%

14. In the instance summary screen, click the Entry Management tab.

APPLICATIONS | WERSION REFRESH | LO& OUT
th com

Java™ System Directory Service Control Center

avd'

Sun™ Micrasystems, Inc.

Directary Servers = rhod Owlym fatwire.com: 389

J Server Operation | Sumxes( Entry Management |)Schema | Security | Server Configuration

>4

J Main | Errar Logs | Access Logs | Audit Logs | Resource Usage | Suffix Usage |

rho10wl.vm.fatwire.com:389

| Start || Stap... || Restart... ||--ru10re Server Actions-- w
General
Name: rhol vl v fatwire. com: 389

Description:

Instance Path: Maroptisunidsinst/

Location:

Servers with the same Location are grouped together when viewing replication topology
Run Modes and Status

Operational Status:  Started

ReadWrite Mode:  Readitirite
==hlore on readiwrite mode

Referral Mode: Disabled
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15. Examine the displayed LDAP directory data to make sure it is valid.

APFPLICATIONS WERSION REFRESH LOG OUT

Us oot m

Java™ System Directory Service Control Center

Directary Servers = rhod Owlym fatwire.com: 389

‘ Server Operation ‘ Suffixes ‘ Entry Management ‘ Schema ‘ Security ‘ Server Configuration

J Browse | Search | Access Control | FPassword Paolicies |

rho10wl.vm.fatwire.com:389 - Browse Data

You can browse LDAP data on this tab. To browse down the Directary Information Tree (DIT), click +. To browse up the DIT, use the View DM drop-down list. To
hide the upper levels ofthe DIT, select a DM and =et it as the View DM by clicking Use Selected Entry. To filter entries, use the Yiew Options settings.

View DN: | de=vm,de=fatwire,dc=com (3689 Entries) » Use Selected Entry

-
L1 cn=ContainerDefauliTemplateRole ¥ Selected Ently)
L] ch=Deny Write Access | Edit Entry | | Delate Entry... | | Mew Entry... | | Search... |
[*] en=SunMobileAppABSenice dr; de=vrn, de=fatwire,de=corm
[+] ch=SunMaobileAppCalendarService ACls: 37
+] cn=3unhiobilefApphailService )
H cn:SunPortaIpopnpaH DesktopServce Object Class: sunlSManagedOrganization, sunMameSpace, tap, sunManagedOrganization,
[+] cn=SunPartalportall SubscriptionsService ) _ organization, domain
[+] en=5unSS0AdapterService Children: 30
L1 cn=Top-level Admin Rale
[ ] cn=Top-level Help Desk Admin Role

L] cn=Top-level Palicy Admin Rale View Options

L1 cn=iPlanetabAuthConfiguration .

[+] cr=iPlanetamUserService Fiiter: [ Full Mame (cr) v |

[ cn=out=Feople_dci=vin_doi=fatwire_dci=com Erter a string to be matched or an LOAP fiter.

[+] ch=srapGatewayAccessSarvice
[+] ch=srapMetFileService Display: |2 Levels

+] cn=srapMetletService
H cn:sraEProxyletService Show Leaf Entries {Jowest-level entries)

[+] o=CommunitySample [ show Configuration Sufiixes
[+] o=CeveloperSample -

[+] o=EnterpriseSample Refresh View

[] o=Internet

[+] au=ClientData

[+] au=DSAME Users

[] ou=Groups

[+] au=Feople

[+] au="WERFProducersportal
[+] au=agents

[+] au=services

| €
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Modifying User Passwords

This section shows you how to modify user passwords in Sun Directory Server.
1. Start the Sun Java Web Console:
/opt/sun/webconsole/bin/smcwebserver start

2. Login to the Sun Java Web Console as the system user you used to install Sun
Directory Server, via the following URL:

https://<server>:6789/

Java” Web Console

Server Name:  rhol Owlym fatwire.com

User Name: Iroot
Password: I"*‘*"‘*

3. In the “Services” section, click Directory Service Control Center (DSCC).

Java™ Web Console

Sun™ Micrasystems, Inc.

[ startEach Application in a Mew Window

Systems Desktop Applications
Mo applications availahle Mo applications availahle
Storage Other

Mo applications availahle Mo applications availahle
Services

~\
( Directary Service Control Center (DSCC))
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4. In the “Directory Service Manager Authentication” screen, log in as the admin user,
using the Directory Manager password. (You created this password in step 12 on
page 161.)

APFPLICATIONS WERSION LOG OUT HELF

oot tho arm

Java™ System Directory Service Control Center

Directory Service Manager Authentication

To manage directary servers and directory proxy servers, enter the Directory Service Manager user name and passwoard.

Directory Service Manager: |admin

Password: |“*‘*‘*‘*

5. Ifyou see a pop-up error message informing you that the DSCC Registry is not
running, click Start DSCC Registry.

APFPLICATIONS WERSION LOG OUT HELF

u root thotl n.fatwire.com

Java™ System Directory Service Control Center

j

Sun™ Micrasystems, Inc.

/\ DSCC Registry Not Running

The DECC Registry, which contains configuration data needed by the Directory Service
Contral Center, is nat running. Click Start DSCC Registry to continue.

Start DSCC Registry

When the DSCC Registry has started successfully, a confirmation message appears.
Click Close to close the pop-up window.
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6. In the console, click the Directory Servers tab.

AFPFPLICATIONS WERSION REFRESH LOG OUT

V] oot . 101 Oyl v B 1

Java™ System Directory Service Control Center

J Common Task ‘ Directory Servers | )Prmw Servers Server Groups | Settings |
Common Tasks
Directory Server Administration Directory Entry Management
Manage Registered Directory Servers Ll.' Creste Mews Entry
Wiewy Replication Topologies Ll.' Search Directory Data
Wiewy Suffix Replication Status Ll.' Browse Directory Data
Wiewy Directory Server Logs
Deployment
Proxy Server Administration Create Mews Directory Server
Manage Redgistered Proxy Servers Ll.' Copy Configuration Settings from One Directory Server to Cther Servers Ll.'
Wiewy Proxy Server Logs Cresate News Proxy Server

Copy Configuration Settings from One Proxy Server to Other Servers
Documentation
Creste Mewe Suffix or Replication Topolocy
Brovese Directory Service Control Certer Onling Help

GG

Copy Configuration Settings from One Suffix to Cther Suffixes
Browese Directory Server Enterprize Edition Documentstion on docs.sun.com

7. In the list of directory servers, click the desired Directory Server instance.

APPLICATIONS VERSION REFRESH LOG OUT

r: root rhotl Tl

Java™ System Directory Service Control Center

Common Tasks Directory Servers | Proxy Servers | Server Groups | Settings |

J Servers | Suffixes ‘ Replication Agreements |

Directory Servers

To manage a server, click a server name. If a server does not appear in the list below, select Register Existing Server from the drop-down menu. == haore on this table

Directory Servers (1)

| e Server... || Start... || Stop... ||--ru10re Server Actions-- v | FiIter:|AIIItems v | |O+@
v,LSm[_*LSecure Port = | Operational Status | Server Group - | Description .- | Instance Path . |
O ( thol Dwl v fatwire corm: 389 )536 Started uotisoftwarefdppsisunidsing
N 7
| |O=&
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Modifying User Passwords

8. In the instance summary screen, click the Entry Management tab.

APFPLICATIONS WERSION REFRESH LOG OUT

oo Ll

Java™ System Directory Service Control Center

Directary Servers = rhod Owlym fatwire.com: 389

J Server Operation | Sumxes(| Entry Management |) Schema | Security | Server Configuration
AN

V4

J Main | Errar Logs | Access Logs | Audit Logs | Resource Usage | Suffix Usage |

rho10wl.vm.fatwire.com:389

| Start || Stap... || Restart... ||--ru10re Server Actions-- w
General
Name: rhol vl v fatwire. com: 389

Description:

Instance Path: Maroptisunidsinst/

Location:

Servers with the same Location are grouped together when viewing replication topology
Run Modes and Status

Operational Status:  Started

ReadWrite Mode:  Readitirite
==hlore on readiwrite mode

Referral Mode: Disabled
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9. In the list of directory entries, navigate to and double-click the ou=People node.

APFPLICATIONS WERSION REFRESH LOG OUT

L root thol0 1z -arm

Java™ System Directory Service Control Center

Sun™ Microsys

Directary Servers = rhod Owlym fatwire.com: 389

‘ Server Operation ‘ Suffixes ‘ Entry Management ‘ Schema ‘ Security ‘ Server Configuration

J Browse | Search | Access Control | FPassword Paolicies |

rho10wl.vm.fatwire.com:389 - Browse Data

You can browse LDAP data on this tab. To browse down the Directary Information Tree (DIT), click +. To browse up the DIT, use the View DM drop-down list. To
hide the upper levels ofthe DIT, select a DM and =et it as the View DM by clicking Use Selected Entry. To filter entries, use the Yiew Options settings.

View DN: | de=vm,de=fatwire,dc=com (3689 Entries) » Use Selected Entry

L] ch=Deny Write Access ~
[+] ch=SunMaobileAppsBService Selected Entry
[+] ch=SunMaobileAppCalendarService | Edit Entry || Delate Entry... || Mew Entry... || Search... |

[*] en=SunMabileAppMailSenice dn: ou=People,de=vm,de=fatwire,de=com

[+] cn=SunPortalportall DesktopService ACls: 0

[+] cn=SunPartalportall SubscriptionsService o A o .

[+] en=SunSE0AdapterSenice Object Class: top, organizationalunit, iplanet-am-managed-people-container
L] ch=Taop-level Admin Role Children: 3
[ ] cn=Top-level Help Desk Admin Role

L] cn=Top-level Palicy Admin Rale

L1 cn=iPlanetabAuthConfiguration View Options

[+] ch=iPlanetabUserService .

L] ch=out=People_dei=yvm_dci=fatwire_doi=corm Filter: IFU” Marne (cn) v I

[+] ch=srapGatewayAccessSarvice Erter & string to be matched or an LDAP fitter .

[+] ch==rapketFileService
[+] ch=srapMetletSerice Display: I 2 levels W

+] cn=srapProxyletService
H D:CDmpmun)?t;Sample Show Leaf Entries {Jowest-level entries)

[+] o=DeweloperSarmple [ show Configuration Sufiixes

[+] o=EnterpriseSample -
[] o=Internet Refresh View

[+] au=ClientData
[+] au=DSAME Users

[+] au="WERFProducersportal

[+] au=agents

[+] au=services

[+] sunPortaladminPaortalDomainlD=defaultDomain

v
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10. Under the ou=People node, select the user whose password you want to modify. then
click Edit Entry in the “Selected Entry” area.

APFPLICATIONS WERSION REFRESH LOG OUT

1 Ol wrm 1

Java™ System Directory Service Control Center

Directary Servers = rhod Owlym fatwire.com: 389

| Server Operation | Suffixes | Entry Management | Schema | Security | Server Configuration

J Browse | Search | Access Control | FPassword Paolicies |

rho10wl.vm.fatwire.com:389 - Browse Data

You can browse LDAP data on this tab. To browse down the Directary Information Tree (DIT), click +. To browse up the DIT, use the View DM drop-down list. To
hide the upper levels ofthe DIT, select a DM and =et it as the View DM by clicking Use Selected Entry. To filter entries, use the Yiew Options settings.

View DN: | ou=Feaple w Use Selected Entry

[+] au=FPeople

L] Uid=anonymous
[ ] vid=authles=anonymaous

| Edit Entry ||))e|ete Entry... || Mew Entry... || Search... |

i uid=amAdmin,ou=Feaple,dc=vm, di=fatwire de=cam

ACls: ]

Object Class: iplanetam-user-service, iplanet-am-managed-persan, top, inetadmin,
organizationalperson, person, sunamauthaccountlockout, inetuser,
sunssoadapterperson, iplanetam-session-service, sunportalnetletservice,
iplanetpreferences, sunportalportall desktopperson, sunpaoralproxyletzervice,

inetorgperson, sunpartalgat yacce enice, sunpartalnetfileserice
Children: ]
View Options
Filter: |Fu|| Marne (cr " |

Erter & string to be matched or an LDAP fiter.
Display: I 2 levels W
Show Leaf Entries {Jowest-level entries)

O show Configuration Suffixes

Refresh View
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11. Enter the new password into the Password and Confirm Password fields, then click
OK.

APFPLICATIONS WERSION REFRESH LOG OUT

User root Server: rha Owl. B.COM

Java™ System Directory Service Control Center

Sun™ Micrasystems, Inc.

Directory Servers = rhol Owlym fatwire.com: 389 Data Browse = amAdmin Properies

J Entry Overview | Text View |

rho10wl.vm fatwire.com:389 - amAdmin - Entry Overview

¥ Required Attributes * Other
¥ Allowed Attributes
* Indicates required field

Required Attributes

*Full Name {cn):  [amAdmin

2« Backto top

Allowed Attributes

First Name (givenname): |

User ID {uid): amadmin
Password (userPassword): |*-m*m
Confirm Password: |*-m*m
E-mail {mail): |

Telepl Number (telepl Number):

Fax Number {facsimileTelephoneNumber):

Locality {l):

Organizational Unit {ou):

aci:

adminRole:

|
|
|
Organization {o): |
|
|
|
audio: |

12. Repeat steps 10 an 11 for each additional user whose password you want to modify.
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Installing Active Directory Server 2008

SOFTWARE

This chapter includes the following sections:

* Installation Steps

* Configuring the Network Settings

* Installing Active Directory 2008 Services

* Installing Active Directory 2008 Installation Wizard
*  Checking Group Policies

* Changing Group Policies
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Installation Steps

1. Install the Operating System:

a. Install Windows Server 2008 (any Windows server except Web).

Installation Steps

b. When the installation is complete, leave the installation disc in the drive, you will

need it to complete the installation of ADS.
c. Set the Computer’s Name and Suffix.
2. Open the “System Properties” dialog box.
a. Click Start, then right-click the computer icon.

3. Inthe “System” window select Advanced system settings.

& system i =]
( )( ) |:“.i ~ Control Panel ~ System - @ Search l“_.J
File Edit VYiew Tools Help

[7]
Tasks View basic information about your computer
i i
@ Device Manager Windows edition
) Remote settings Windows Server® Standard
Fel Advanced system settings Copyright @ 2007 Microsoft Corporation. Al rights reserved.
Service Pack 1
System
Processor: AMD Athlon{tm)64 X2 Dual Core Processor 4600+ 1.00 GHz
Memary (RAM): 2.00GB
System type: &4-bit Operating System

Computer name, domain, and workgroup settings

Computer name: windows 2008sg/2005sp2 fclghange settings
Full computer name: windows2008sg|2005sp2

Computer description: windows2008sq|2005sp2

‘Workgroup: SIWEST

Windows activation
Windows is activated el
See also Product ID: 55041-222-0116321-76958 (clchange product key gﬁzmﬁ g
saftware

Windows Update

Learn more onling. ..
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4. Select the Computer Name tab.
a. Click Change.

System Properties il

Computer Name | Hardware I Advanced I Remote I

Windows uses the following information to identify your computer

Iﬁ*‘w on the networle.

Computer description: indows 2008s:

For example: "5 Production Server" or

"Accounting Server”.
Full computer name: windows 2008sg|2005sp2
Workgroup: BIWEST
To rename this computer or change its domain or Ch |
workgroup, click Change. e

oK | Camcel | ipl |

5. In the pop-up window that appears, fill in the following fields:

- Computer name: Enter the name you wish to designated for your computer.
(Make a record of this name).

- Member of: Sclect the Workgroup radio button, then enter a unique workgroup
name. (Make a record of this name).

Computer Name/Domain Changes x|

“You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:
windows 2008sg|2005sp2

Full computer name:

windows2008sq/2005sp2

Member of
" Domain:

|
' Workgroup:
|AD FATWIRE|

0K I Cancel

Configuring Third-Party Software: Content Server 7.6

SOFTWARE



Chapter 13. Installing Active Directory Server 2008 182

Installation Steps

a. Click More...
x

Primary DNS suffix of this computer:

I\rrn fatwire com

[¥ Change primary DNS suffic when domain membership changes

NetBIOS computer name:
IWI NDOWS20085Q12

This name is used for interoperability with older computers and services.

ok | Cancd |

b. In the “DNS Suffix and NetBIOS Computer Name” dialog box fill in the fields:

- Primary DNS suffix of this computer: Enter the DNS suffix of your computer
(Make a record of this suffix).

- Change Primary DNS Suffix when domain membership changes: If checkbox
is selected, deselect it.

c. Click OK to close the dialog box.
6. In the “Computer Name/Domain Changes” dialog box, click OK.
7. In the “System Properties” window click Close.
8. In the reboot dialog box click Restart Later.

x

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Later
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Configuring the Network Settings

SOFTWARE

To configure the network settings:
1. Open “Network Properties.”
a. Select Start > Control Panel.
b. Click the Network and Sharing Center icon.

c. Select the Network Connection to edit (if you have more than one see
ipconfig result, make sure to select the correct one).

EE_ Network and Sharing Center -0l =l
N T =
‘e( )v v+ = Control Panel - Metwork and Sharing Center - @ ISEE ch lu_hj
File Edit View Tools Help
@-
Tasks Metwork and Sharing Center
View computers and devices View full map
Connect to a network -
Set up a connection or netwark 'A‘ L. &, "
- e * -
Manage network connections . —
WINDOWS200850QL2 Multiple netwarks Internet
Diagnaose and repair (This computer)
_5' MNetwork (Public netwark) Customize
Access Local anly
Connection Local Area Connection View status
_5' Unidentified network {(Public network) Customize
Access Local anly
Connection Local Area Connection 2 View status

2% Sharing and Discovery

Network discovery © Custom

File sharing @ 0on
See also Public folder sharing @ Off
Internet Options Printer sharing @ off
Windows Firewall Password protected sharing @ on

KN KK KN K

2. Select View Status, located next to the network connection you have selected.

Configuring Third-Party Software: Content Server 7.6

183



Chapter 13. Installing Active Directory Server 2008

184
Configuring the Network Settings

3. Click Properties.

@ Local Area Connection 2 Status ﬂ
General |
Connection
IPv4 Connectivity: Local
IPvE Connectivity: Limited
Media State: Enabled
Duration: 00:50:41
Speed: 1.0 Gbps

Details. .. |

Activity
Sent —— L!; —— Received
Packets: 264 | 157
@Propertiesl @Disable | Diagnose |
Cloze

4. Sclect Internet Protocol Version 4 (TCP/Iv4).
x
Networking |Sharing I

Connect using:
I EIIF‘ Intel(R) PRO/1000 MT Network Connection #2

MAC Address: 00-0C-2¢
gure ..

Thiz connection uses the following tems:

9% Client for Microsoft Networks

3Bl (105 Packet Scheduler

E File and Printer Sharing for Microsoft Netwarks

i Intemet Protocol Version & (TCP/IPvE)

B Intemet Prot (TC

& |ink-Layer Topology Discovery Mapper /0 Driver
-4 |ink-Layer Topology Discovery Responder

Install... [ rimztall Properties
r~ Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

ok | Cancel |

a. Set the IP address to an unused, static IP address.

b. Set the preferred DNS server to your computer’s IP address.
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C.

Click Advanced:

'IP Settings DNS |WINS|

DNS server addresses, in order of use:

i1
3

Add... Edit... Remove |
The following three settings are applied to all connections with TCP/IP
enabled. For resolution of ungualified names:

& Append primary and connection spedfic DNS suffixes
¥ Append parent suffixes of the primary DNS suffix
¢~ Append these DNS suffixes (in order):

k1
3

Add.., | Edit, .. Remove |

DMS suffix for this connection: I

¥ Register this connection's addresses in DNS!
™ Use this connection's DNS suffix in DNS registration

OK I Cancel |

Configuring the Network Settings

Select the check box Append primary and connection-specific DNS suffixes.

Select the check box Append parent suffixes of the primary DNS suffix.

6. Restart the computer.

Configuring Third-Party Software: Content Server 7.6
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Installing Active Directory 2008 Services

1.
2,
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Select Start > Server Manger.

E: Server Manager

File Acton View Help

In the “Roles” section click Add Roles.

Installing Active Directory 2008 Services

186

—lo|x|

&= |=H

> Roles
Features
Diagnostics

[«

% Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

Last i is1aIcy upuaLEs,

IE Enhanced Security Configuration
SC):

‘ Roles Summary
" Roles: 1of 17installed

(i) web Server (II5)

" Features Summary
" Features: 3 of 34installed

.NET Framework 3.0 Features
.NET Framework 3.0
XPS Viewer
WCF Activation
HTTP Activation
Non-HTTP Activation
Remote Server Administration Tools
Role Administration Tools
Web Server (IIS) Tools
Windows Process Activation Service
Process Model
NET Environment
Configuration APIs

ey M eun ez A

On for Administrators
on for Users

£ Last Refresh: 2/19/2008 12:14:18 PM  Configure refresh

Features Summary Help

ﬁ Add Features
ﬂ Remove Features

Server Manager (e ERE BN Server Manager (WINDOWS20085QL2)
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3. Inthe “Add Roles Wizard” click Next.

Add Roles Wizard x|

ig}_' Before You Begin

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

want this server to perform, such as sharing documents or hosting a Web site.
Server Roles = ! . .
ForErE Before you continue, verify that:
Progress « The Administrator account has a strong password

= Network settings, such as static IP addresses, are configured

Results = The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

(l Skip this page by default

< Previous | Mext = I Install Cancel

4. Sclect Active Directory Domain Services and click Next.

Add Roles Wizard x|

Select one or more roles to install on this server.
Roles: Description:

- " - - Active Directory Domain Services (AD
AVE rev:bory erhca Services DS)stores information about objects
ve Directory Domain Services

BEREE } . : on the network and makes this
[ Active Directory Federation Services information available to users and

Frigrss [] Active Directory Lightweight Directory Services network administrators. AD DS uses
Results [] Active Directory Rights Management Services domain controllers to give network
D Application Server users access to permitted resources

anywhere on the network through a

[ pHcp server singlelogon process.

|:| DMNS Server

|:| Fax Server

[] File Services

|:| Hyper-V

[ Metwork Policy and Access Services
|:| Print Services

[ Terminal Services

|:| UDDI Services

Web Sen

[ windows Deployment Services

More about server roles

< Previous | Next > I Install Cancel
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5. Review the list of additional services to be installed along with Active Directory and

click Next.

Add Roles Wizard

Active Directory Domain Services

Before You Begin
Server Roles

Active Directory Domain Services

Confirmation

Progress

Results

Introduction to Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the
network. AD DS helps administrators securely manage this information and fadlitates resource sharing and
collaboration between users, AD DS is also required for directory-enabled applications such as Microsoft
Exchange Server and for other Windows Server technologies such as Group Policy.

Things to Note

i To help ensure that users can still log on to the network in the case of a server outage, install a minimum of
two domain controllers for a domain.

AD DS requires a DNS server to be installed on the network. If you do not have a DMS server installed, you
will be prompted to install the DNS Server role on this server,

i After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller.

i Instaling AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services which
are required by Directory Service.

Additional Information

Overview of AD D5
Ins AD DS
Common Cor ations for AD DS

< Previous | Next > I Install Cancel

Xl
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6. Click Install to begin installation of “Active Directory 2008.”

Add Roles Wizard x|

ﬁ Confirm Installation Selections

To install the following roles, role services, or features, dick Install.

® 2informational messages below

Confirmation @ This server might need to be restarted after the installation completes.
Progress ~| Active Directory Domain Services
Results

@ After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller,

Print, e-mail, or save this information

< Previous Mext = | Install I Cancel

7. Allow the installation to complete.

Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Roles

Active Directory Domain Services
Active Directory Domain Services

Confirmation

Results

glﬁ

Initializing installation. ..

< Previous IExt = Install Cancel
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8. Review the results of the “Add Roles Wizard” page. Click: Close this wizard and
launch the Active Directory Domain Services Installation Wizard (dcpromo.exe).

Add Roles Wizard x|

ﬁ;‘é Installation Results

Before You Begin ) . )
he following roles, role services, or features were installed successfully:
Server Roles

R ) ) ® 1informational message below
Active Directory Domain Services

Confirmation ~| Active Directory Domain Services 'ZQ' Installation succeeded
Progress The following role services were installed:
Results Active Directory Domain Controller

(i) Use the Active Directory Domain Services Installation Wizard (depromo.exe) to make the server a
~ fully functional domain controller,

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dopromo.exe).

Print, e-mail, or save the installation report

= Previous Mext = | Close I Caricel
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Installing Active Directory 2008 Installation Wizard

1.

2,
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Installing Active Directory 2008 Installation Wizard

In the welcome screen click Next.

@ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Mext.

[T Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

Mare about Active Directory Domain Services

< Back Mext > Cancel

In the “Operating System Compatibility” screen click Next.

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 affect older versions of
Windows

v Windows Server 2008 domain controllers have a new more secure default for the
security setting named "Allow cryptography algorithms compatible with Windows NT
40" This setting prevents Microsoft Windows and non-Microsoft SMB "clients" from
using weaker NT 4.0 style cryptography algorthms whien establishing securty channel
sessions against Windows Server 2008 domain controllers. As a result of this new
default, operations or applications that require a security channel serviced by
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SME "clients" and network-attached storage (NAS) devices that do not support
stronger cryptography algonthms. Some operations on clients running versions of
Windows earier than Vista with Service Pack 1 are also impacted, including domain
join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 542564
(http://go microsoft.com Awlink/?LinkId=104751).

< Back Next = Cancel
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3. In the “Choose a Deployment Configuration” screen select Create a new Domain in
a forest, then click Next.

@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

‘You can create a domain controller for an existing forest or for a new forest.

" Existing forest

= Add a domain controllen to an existing domain

(= Lreate a nev domain it at existing farest
This server will become the first domait controller in the new damain;

&% Lreate a new domain in a new forest!

Mare about possible deployment configurations

< Back Next > Cancel |

4. Name the “Forest Root Domain”:

a. Enter the name of the new forest, which is the DNS root domain that you created
previously. Click Next.

@/ Active Directory Domain Services Installation Wizard x|

Name the Forest Root Domain
The first domain in the forest is the forest root domain. its name is also the name of L=
the forest. . 1 4

Type the fully qualfied domain name (FQDM) of the new forest root domain.

FQDN of the forest root domain:

wm fatwire .com

Example: comp contoso.com

< Back Mext = Cancel
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b. Allow the check dialog to complete.

Checking whether the new forest name is already
inuse ..

5. In the “Set Forest Functional Level” screen select Windows Server 2008, then click

Next.

@! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Detailz:

is forest functional level does not provide any new features over the Windows
forest funictional level. However, it ensures that any new domains created in

his forest will automatically operate at the Windows Server 2008 domain functional
evel, which does provide unique features.

-

' You will be able to add only domain cortrollers that are running
- Windows Server 2008 or later to this forest.
More about domain and forest functional levels
< Back MNest = Cancel
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6. In the “Additional Domain Controller Options” screen, ensure that DNS Server is
selected, then click Next.

@! Active Directory Domain Services Installation Wizard

Additional Demain Controller Options

Select additional options for this domain controller.
¥ DNS server
¥ Global catalog
™ Fead-only domain contallen [FODE]

Addttional information:

The first domain controller in a forest must be a global catalog server and ;l
cannot be an RODC.

'We recommend that you install the DNS Server service on the first domain
controller.

More about additional domain controller options

< Back Next > Cancel |

- Ifyou have a DHCP based adapter you will see the following pop-up message:

5_1 Static IP assignment ﬂ
o
@ This p has dy icalk igned IP add: (es)

This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. You should assign static IP address(es) to all
physical network adapters for reliable Domain Name System (DNS) operation, for both IPv4
and IPv6 when available. See Help for more information.

Do you want to continue without assigning static IP address(es)?

“» Yes, the will use a dy ically i d IP add (not
recommended).
| =» No, Iwill assign static IP add to all physical network adapt |

Select No, I will assign static IP addresses to all physical adapters to continue
with the installation. After the installation completes you can change any DHCP
adapter back.
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Installing Active Directory 2008 Installation Wizard

7. If the DNS zone you are creating does not have an authoritative parent zone, the
following pop-up message may be displayed:

@ Active Directory Domain Services Installation X

A delegation for this DNS server cannot be created because the
l Y authoritative parent zone cannot be found or it does not run
" Windows DNS server. If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution
from outside the domain vm.fatwire.com. Otherwise, no action is
required.

Do you want to continue?

Yes | Mo I

Select Yes to continue with the installation.

8. In the “Location for Database, Log Files, and SYSVOL” screen select the default in
the Database folder field or change it as required by your system, then click Next.

@ Active Directory Domain Services Installation Wizard

Location for Database. Log Files. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better performance and recoverability, store the database and log files on separate
volumes.

Database folder:

Log files folder:

IC:\Windows\NTDS Browse...

SYSVOL folder:
IC:\Windows\SYS‘u"OL Browse...

Mare about placing Active Directory Domain Services files

< Back Next > Cancel
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Installing Active Directory 2008 Installation Wizard

9. In the “Directory Services Restore Mode Administrator Password” screen, enter a

SOFTWARE

password and make a record of it.

@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain

Administrator account.

Assign a password for the Administrator account that will be used when this domain

controller iz started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: quou.

Confirm password: |""00u|

More about Directory Services Restore Mode password

< Back Next =

Cancel

10. In the “Summary” screen:
a. Review your settings.
b. Export your settings.
c. Click Next.

@ Active Directory Domain Services Installation Wizard

Summary

Review your selections:

Corfigure this server as the first Active Directory domain controller in a new forest.
'The new domain name is vm fatwire .com. This is also the name of the new forest.
[The NetBIOS name of the domain is WM

Forest Functional Level: Windows Server 2008

Domain Functional Level: Windows Server 2008

\Site: Defautt-First-Site-Name

\Additional Options:

To change an option, click Back. To begin the operation, click Mext.

-

]

These settings can be exported to an angwer file for use with ort settings |
other unattended operations. B i

More about using an answer file

< Back MNeat =

Cancel
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11. Wait for the installation to complete.

Active Directory Domain Services Installation Wizard

Installing Active Directory 2008 Installation Wizard

The wizard iz configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.

Waiting for DNS installation to finish

[~ Reboot on completion

the installation.

@/ Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation

Wizard

ive Directory Domain Services is now installed on this;l
omputer for the domain vm fatwire.com.

is Active Directory domain controller is assigned to the
ite Default-First-Site-Name. You can manage sites with
he Active Directory Sites and Services administrative

oal.

To close this wizard, click Finish.

12. In the Active Directory Domain Services Installation Wizard, click Finish to complete

x|

< Back I Finish I Laticel

13. Reboot the System.
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Checking Group Policies

Checking Group Policies

1. Select Start > Run.
a. Enter gpmc.msc in the available field.

b. Click OK.
CITEE—— x|

=== Type the name of a program, folder, document, or Internet
- resource, and Windows will open it for you.

Open: I gpmc.msc j
@ This task will be created with administrative privileges.

0K I Cancel | Browse... |

2. “Group Policy Management” opens.

=0l

zL File Action View Window Help |;|i|£|

Group Policy Management’

3 Group Policy Management
iy, Forest: vm,fatwire,com

Cortents |

Name =~ |
Forest: vm fatwire.com
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Checking Group Policies

a. Expand the tree Domains > your domain name, then select Default Domain
Policy, located in the left panel of the “Group Policy Management” screen.

=i, File Window  Help
@5 #[m|cH 5

E Group Policy Management

=10l
JSETE

Action  View

= _ﬁ Forest: vm. fatwire.com

Default Domain Policy

5 [ &5 Domains
[l 5 vm.fatwire.com
(a;/ Defauit Domain Policy
|2 Domain Controllers
Bl [ 5 Group Policy Objects

[ WMIF

(3] Starter GPOs
7 Sites
Group Policy Modeling
[ Group Policy Results

I e H

D ntre

=| Default Domain Palicy : ﬁwnfa‘mire com

Scope | Deta\lsl Set'hngsl DeJegahonI
Links
Diisplay links in this location

The following stes, domains, and OUs are linked to this GPO:

Location =

| Erforced [ Link Enabled | Path

|

Mo

Yes

wm fatwire.com

| =]

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

MName =

82 Authenticated Users

Add... Remove

| Froperties

WMI Filtering

This GPO is linked to the fallowing WMI filter:

I <nonez

j Open |

Select the Settings tab.

E Group Policy Management

_iol x|
& Fle Acton View Window Help | = |
e 2[md]

I_:E Group Policy Management Default Domain pu“w
=l _ﬁ Forest: vm. fatwire.com = " .
=l [ Domains Scopel Details  Settings | Delegation I
EF= g'i‘gimam o Default Domain Policy =
% Domain Controllers =4 Data collected on: 2/19/2008 5:25:00 PM chow all
Bl [ Group Policy Objects Computer Configuration (Enabled) hide
_=[ Default Domain Policy _ )
[ WMI Filters Wi Settings fide
(5] Starter GPOs Security Settings show
[ Sites ) _
58 Group Policy Modeling oy et Eoanied) bide
[}# Group Policy Results No settings defined
[ a—— O

Configuring Third-Party Software: Content Server 7.6

SOFTWARE



Chapter 13. Installing Active Directory Server 2008

200
Checking Group Policies

c. Expand Security > Account Policy/Password Policy section, by clicking show.

g Group Policy Management
&, File Action View Window Help

=1o1x|
PETE

Lo A=l RERl 7 Bae

I_% Group Policy Management Default Domain PU“':Y
=l _ﬁ Forest: vm.fatwire.com = " .
=l [ Domains Scopel Details Settings | Delegation I
B # g;ﬂ'im T Default Domain Policy
- ul ain Poli
=7 Domain Controllers = Data collected on: 2/15/2008 5:25:00 PM show all
= :Tf Group Palicy Objects Computer Configuration (Enabled) hide
'=[ Default Domain Policy ; _ )
3 WM Filters Wi Seftings bide
5] Starter GPOs Security Settings hide
A Sites Account Policies/Password Policy hide
58% Group Policy Modeling —
[+ Group Policy Results Policy Setting
Enforce password history 24 passwords remembered
Maximum password age 42 days [
Minimum password age 1days
Minimum password length 7 characters
Password must meet complexity Enabled
requirements
Store passwords using reversible Disabled
encryption
Account Policies/Account Lockout Policy show
Account Policies/Kerberos Policy show
-
ﬂ I j L ok e e L

3. Review the “Policy” list. The option Password must meet complexity requirements

is set to true by default. Change this option to Disabled (default Content Server
passwords do not meet these requirements).

Changing Group Policies
1. Select Start > Run.
a. Enter: gpmc.msc in the field provided.
b. Click OK.
CINEE

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: I gpmc.msc j

¢ This task will be created with administrative privileges.
P g
oK I

Cancel Browse... |
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Checking Group Policies

In the “Group Policy Management” screen expand the tree Domains > name of your
domain. Select the Default Domain Policy, located on the right of the screen, then

select edit.

-loix]
= File Acton View Window Help |;|i|l|

@2 | #Hm 6 H &

|_.§£ Group Policy Management
= _ﬁ Forest: vm. fatwire.com
B | £5 Domains

Default Domain Policy
Scope | Deta\lsl Set'hngsl DeJegahonI

=l 3 vm.fatwire.com Links
E:EJ_’ Defavit Domain Policy Display links in this location 3
2 | Domain Controllers
I [ 5} Group Policy Objects The following stes, domains, and OUs are linked to this GPO:
éj gez“::g"m‘” E""_“"‘ Location_~ [ Erforced [ Link Ensbled | Path
=[ Default Domain Palicy - -
% WUMI Fiters £ vm fatwire com Mo Yes wm fatwire.com
3] Starter GPOs
[ Sites < | i
5E¥ Group Policy Modeling - - d
) Group Policy Results Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Mame = |
82 Authenticated Users
Add... Remove | Froperties |
WMI Filtering
This GPO is linked to the fallowing WMI filter:
Icnuna> j Hpen |
I e H
13 : : 99 .
The “Group Policy Management Editor” window opens.
E Group Policy Management Editor = | Ellil
File Action View Help
E Default Domain Policy [WINDOWS20085QL20055P2.VM.FATWIRE.COM] Policy
‘ Policies Select an item to view its description. MName I
— PreFErenoes. i Computer Configuration
=R User Configuration i, User Configuration
| Polidies
| Preferences
b | 1% Extended 4 Standard Vi
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Checking Group Policies

In the left hand tree expand: Computer Configuration > Policies > Windows
Settings > Security Settings > Account Settings > Password Policy

File Action View Help

B Group Policy Management Editor

=10l

L A=l 7 Bae

E :ﬂ Account Polides
__EI Password Palicy

:EI Kerberos Policy
;_E Local Policies
;_E EventLog
5 Restricted Groups

~| Windows Firewall with A
~| Metwork List Manager P1

ﬂ; Wireless Network (IEEE

~| Public Key Polices

~| Software Restriction Pol

| Network Access Protect

F H HEH

8, 1P Security Policies on A
o)y Policy-based Qos
| Administrative Templates: Policy

2

Preferences -
1 _'l_I

_._j' Default Domain Policy [WINDOWS20085QLZ ~ | | Policy | Policy Setting |
= Computer Configuration || Enforce password history 24 passwords remembered
B P(?Iicies o] Mandmum password age 42 days
'—_ Software Settings 15z Minimum password age 1days
=) [ Windows Settings [#12] Mirimum password length 7 characters
= Scripi.s (Starfjupfshubdown} |s) Password must meet complexity requirements  Enabled
B i Seaurity Settings [1| Store passwords using reversible encryption Disabled

Right-click Password must meet complexity requirements, located on the right

side of the screen, then sel

ect Properties.

In the “Password must meet complexity requirements Properties” dialog box
select the radio button Disabled, then click OK.

Password must meet complexity requirements Pro

Security Policy Setting | Explain |

E{E. Password must mest complexity requirements
S8

V¥ Define this policy setting:
{~ Enabled
% Disabled

21x

Cancel Apply
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Connecting to ADS Using an LDAP Browser

d. Close the “Group Policy Management Editor” and “Group Policy Management”

windows.

4. The domain will no longer check for password complexity. Content Server default

passwords can now be used.

When Content Server is installed you can reverse step 2 by clicking Enabled to re-

engage the security settings.

Connecting to ADS Using an LDAP Browser

SOFTWARE

This section shows you how to connect to Active Directory Server using an LDAP

browser.

Note

You cannot add groups, set passwords, or activate accounts using an LDAP browser.

1. Open the LDAP browser.
Select the Quick Connect tab.

Fill out the following information:

- Host: 1localhost (if connecting remotely, enter the actual host name)

- Base DN: <DNS_suffix> (the part of the DNS name after the host name)

- Anonymous bind: deselect

- User DN: administrator@<DNS suffix>

- Append base DN: deselect

- Password: <ADS password> (you created this password in step 9 on page 196)

4. Click Connect.

Hame | Connection rOptiuns |

X

Host Info

Host: |Iocalhnst

| Port: |389 | Yersion:

Base DN: |DC=\tm,DC=fahMire,DC=c0m

|v|

Fetch DNs []ssL [] Anomymous bind
User Info
User DH: |Administrator@vm.fahﬁrire.cum | [ append base DN
Passwurd:|-""" |
| save || cancel |

Configuring Third-Party Software: Content Server 7.6

203



Chapter 13. Installing Active Directory Server 2008

204
Connecting to ADS Using an LDAP Browser

5. Show the default view on the LDAP tree.

LDAP Browser\Editor v2.8.2 - [ldap:/[172.19.5.10/DC=vm,DC=fatwire,DC= =1al=|
File Edit View LDIF Help

BODEBRREEEIR

[C1 DC=vm,DC=fatwire,DC=com Aftribute [value
o= 3 CM=Builtin i

o 3 CM=Computers

o= 3 OU=Domain Controllers

o= [ CN=ForeignSecurityPrincipals
o= 3 CM=Infrastructure

o= 3 CM=LostAndFound

o= [ CH=MNTDS Quotas

o= ] CM=Program Data

o= [ CM=System

&[] CN=Users 3
o= J DC=ForestDnsZones [ForestDnsZang
& [ DC=DomainDnsZones [DomainDnsZ ©
o= 3 CM=Configuration [vm fatwire.com:38

ey

4] Il | vl
Reatly. 31 entries returned. u
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Chapter 14
Setting Up IBM Tivoli Directory Server 6.x

This chapter contains the following sections:

* IBM Tivoli Directory Server Commands

* Before Installing IBM Tivoli Directory Server
* Installing IBM Tivoli Directory Server

* Configuring Tivoli Directory Server

* Connecting to IBM TDS Using the LDAP Browser

Note

In this guide, Tivoli Directory Server is also referred to as “TDS.”

Configuring Third-Party Software: Content Server 7.6
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IBM Tivoli Directory Server Commands

IBM Tivoli Directory Server Commands

Table 4: IBM Tivoli Directory Server Commands

Starting an instance

<LDAP Install directory>/sbin/idsslapd -I
<instance name>

Stopping an instance

<LDAP Install directory>/bin/ibmdirctl stop -h
localhost -D cn=root -w <password for cn=root>

Checking an instance

<LDAP Install directory>/bin/ibmdirctl status -h
localhost -D cn=root -w <password entered for
cn=root>

Displaying list of instances

<LDAP Install directory>/sbin/idsilist

Loading the instance
administration tool

<LDAP Install directory>/sbin/idsxinst

Loading the configuration
tool for an instance

<LDAP Install directory>/sbin/idsxcfg -I <name of
instance>

IBM Tivoli Directory Server, Configuration Tool

=]
&
2
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Before Installing IBM Tivoli Directory Server

Before Installing IBM Tivoli Directory Server

1. Create the following group: idsldap

2. Create a user for the LDAP instance and write down the password, for example,
ldapdb2. This password will be used in step 7 of “Installing IBM Tivoli Directory
Server.”

3. Check that pdksh is installed.

Installing IBM Tivoli Directory Server

Download the Tivoli Directory Server from IBM.
Unzip the archive into a temporary directory.
Go to the temporary directory and run:

./install ldap_server.

root@ rhdubasoracle120gr2sjes5:/udl/Downloads

File Edit View Terminal Tabs Help

creating: rspfile/ [+]

inflating: rspfile/amwpmcfg.rsp.template

inflating: rspfile/install amacld.options.template

inflating: rspfile/install_amadk.options.template

inflating: rspfile/install_amjrte.options.template

inflating: rspfile/install ammgr.options.template

inflating: rspfile/install amproxy.options.template

inflating: rspfile/install_amrte.options.template

inflating: rspfile/install_amwpm.optiens.template

inflating: rspfile/install ldap_server.options.template

inflating: rspfile/pdjrtecfg.rsp.template

inflating: rspfile/pdproxycfg.rsp.template

inflating: rspfile/amauditcfg.rsp.template

inflating: am_update_ldap.sh

inflating: tamtblep.ksh

inflating: install ldap_server

inflating: install_ldaps_setup.jar

creating: spd/

inflating: spd/ldaps.spd.template
[root@rh4ubasoraclel?0gr2sjesd Downloads]# ls

am_update_ldap.sh EIC install_ldaps_setup.jar rspfile
CB7BOML . zip help LAP spd

common install ldap server linux_ i386 tamtblep.ksh
[root@rh4ubasoraclel?0grisjesd Downleoads]# ./install_ldap_server I

4. When the installation dialog box appears, select your language and click OK.

Select a language to be used for this wizard.

| English -

| oKk || cancer |

Configuring Third-Party Software: Content Server 7.6
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Click Next.

InstallShield

Installing IBM Tivoli Directory Server

IBM Tivoli Directory Server E]@[E]
Welcome to the InstallShield Wizard for IBM Tivoli
Directory Server
. | The InstaliShield Wizard will install IBM Tivoli Directory SErver on your computer.

To continue, choose Mext.

IBM Tivoli Directory Server

International Business Machines Corporation

whr ibm.cam

ek [ [wess ||| cance
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On the “License Agreement” screen select I Accept the terms in this license

Installing IBM Tivoli Directory Server

agreement, then click Next.

F /.

Instalizhield

-

rectory Server

Please read the following license agreement carefulby.

International Program License Agreement
Part 1 - General Tertns

BY DOWMLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE PROGRAM YOU
IAGREE TO THE TERMS OF THIS AGREEMENT. IF ¥OU ARE ACCEPTING THESE TERMS ON
BEHALF OF AMOTHER PERSON OR A COMPARMNT OR OTHER LEGAL ENTITY, YOU REPRESENT
LAMD WARRANT THAT TOU HAVE FULL AUTHORITY TO BIND THAT PERSORN, COMPANY, OR
LECAL ENTITY TO THESE TERMS. IF YOU DO MOT AGREE TO THESE TERMS,

- D0 NOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGRAM, AMD

- PROMPTLY RETURN THE PROGRAM AND PROOF OF ENTITLEMENT TO THE PARTY FROM
WHOM YOU ACQUIRED IT TO OBTAIN A REFUND OF THE AMOUNT YOU PAID. IF v¥OU
DOWHLOADED THE PROGRAM, CONTACT THE PARTY FROM WHOM YOU ACQUIRED IT.

"[BM" s International Business Machines Corparation or one of its subsidiaries

"License Inforrmation” ¢"LI" is a docurment that provides information specific to a Prograrm.
[The Program's Ll is available at http: / fweaew. ibm. comfsoftware fslaf . The LI may also be
ound in afile in the Program's directony, by the use of a system command, or as a booklet
hich accompanies the Program

"Program” is the following, including the original and all whole or partial copies: 1)
machine-readahle instructions and data, 2) components, 2) audio-visual content (such as
images, 1ext, recordings, or pictures), 4 related licensed materials, and 5) license use
documents or Keys, and documentation

L& "Proof of Entitlement” {'PoE" is evidence of Your authorization 10 use a Program at a
specified level. That lewvel may be measured, Tor example, by the nurmber of processars or
users. The PoE is also esidence of Your eligibility for warranty, future upgrade prices, if any,
and potential special or promotional opportunities. IF IBM does not provice You with a Pok,
hen IEM may accept the original paid sales receipt or other sales record from the party
(either IBM or its reseller) from whom You acquired the Program, provided that it specifies

EID

@ | accept the terms in the license agreement

| o not accept the terms in the license agreement

<Bak | [ mewt> | [ cance
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Installing IBM Tivoli Directory Server

7. On the first configuration screen, fill in the fields:

- DB2 administrator ID: Name of the user you created for the LDAP instance.

- DB2 administrator password: Enter the password (1dapdb2) given to the
LDAP instance user in step 2, “Before Installing IBM Tivoli Directory Server.”

- Keep the default values for the other fields.
- Click Next.

InstallShieldt

IBM Tivoli Directory. Server,

IBM Tivoli Directory Server

Tao configure [BM Tivoli Directory Server, specify the following database information.

DBZ administrator ID {also used for the instance name) ~

I]dapdhz

DB2 adrninistrator password *

I ——

Password confirmation *

I Jr——
Craup for the DE2 adrainistrarnr (N
root =z

[ Create the DB2 administrator if it does not already exist

Directory senver database home *

|yhomefmaudb2

DB2 database name *

Iamdh

Encryption seed *

|j0123455755m 2

< Back || Mext = ‘ | LCancel H

Help ‘
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8.

Installing IBM Tivoli Directory Server

On the second configuration screen, fill in the fields:

a. Administrator password: Enter a password and remember it. This password will
re-occur throughout the configuration and will be referred to as sn=root.

b. User-defined suffix:

dc=<domain>, dc=<ext>

For example, if your domain is fatwire . com, then the User-defined suffix

should read: dc=fatwire, dc=comn.

c. Confirm that the Local hostname is correct.

Click Next.

InsrallShield

IBM Tivoli Directory. Server,

IBM Tivoli Directory Server

Tao configure [BM Tivoli Directory Server, specify the following database information.

Administrator 1D *

I:cn=root

Administrator password *

I“*aw»www

Passward canfirmation *

ettt

User-defined suffix *

I:d c=fatwire,dc=com

Lacal host name =

I directoryserver, fatwire.cond

< Back || Mext = ‘ | LCancel H

Help ‘
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9.

Installing IBM Tivoli Directory Server

On the third configuration page:
a. Fill in the fields:
- SSL key file password: Enter a password for SSL.

- Non-SSL port: Confirm the Non-SSL port value is set to 389 . If the Non-

SSL has been changed, use the new value when installing CS.

b. Click Next.

Installshielo

IBM Tivoli Directory Server

IBM Tiwali Directory Server

[=)=)x]

Non-S5L port *

To configure 1BM Tivoli Directory Senver, specify the following database information.

|§389

55l part *

|§535

55L ke file with full path *

I?jopt;‘ibmfldap/\-'E‘O;‘\ib;‘am,key.kdb

55L key file password *

I —

Fassword confirmation *

I pr—

Certificate label

Browse

[popar
| Create S5L key file

_|Enable Federal Information Processing Standards (FIPS)

< Back H Mext > ‘ | Cancel

Help |
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10. Confirm that enough disk space exists for the installation to succeed and click Next.

Installing IBM Tivoli Directory Server

IBM Tivoli Directory Server

This information shows disk space available and space required by the installation

=)

File system

Space recuired (KE)

Space available (KE)

fhome/ldapdb? (fdewimap... |§1920 8228732
U | fvar (fdev/mapperolGrou... |4 8228728
et {/devimapper/YolGrou. |B G226724
foptfibm/fldap (/dev/mappe... 37118 8228720
Jopt/IEM JIdap Ve, O (fdew/ . |58492 226716
fusrflocalfibm/ask? (fdev/... 12408 8228712
Jopt/IEM fdb2 (fdev/mappe._ (350929 G228712

Component disk space details

IEM DB2
Gpace required (KB): 250925

IEM Clobal Security Kit
Gpace required (KB): 12408

IBM Tivoli Directory Client
Epace required (KB): 58504

IEM Tivoli Directary Server
Space reguired (KB) 97118

Directory server database home

InstallShield

<park | [ mext> | | [  cancel |
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11. Review the summary and click Next.

installation.

Review the configuration options. Go back to change a value or proceed to begin the

Installing IBM Tivoli Directory Server

(=)(=)(>)

IEM DB2 = Mot Installed

IBM Clobal Security Kit = Mat Installed
IBM Tiwoli Directory Client = Mot Installed
|IEM Tivoli Directory Server = Mot Installed

DB2 administrator 1D (also used for the instance name) = Idapdb2
DBZ administrator passworg = Treeres

Create the DB2 administrator if it does not already exist = Yes
Group for the DB2 administrator (UNIX) = root

Directory server database home = Jhome/ldapdb2

DB2 database name = amdb

Encryption seed = 0123456784012

Administrator 1D = cn=root

Adminisirator passwarg = *Feemes

User-defined suffix = do=Tatwire,dc=com

Local host name = rh4uSasoraclel20gr2 sjess . wn.fatwire.com
Mon-55L port = 28%

S5L port = 636

S5L ke file with full path = fopt/ibm fidap fve. 0flinfam_key: Kok
Create S5L keyfile = Yes

S5L key file passworg = *reeees

Certificate label = PDLDAP

Enable Federal Information Processing Standards (FIPS) = No

Instalizhield
[ <Bak | [mem> | [ cancel | Hew |
12. Wait for the installer to finish.
IBM [=])=]))
7 N IBM Tivoli Directory Server
\"% AN >
% Installing IBM DB2
. N - 5
=3
e
-,
-
.—"‘ﬁ_-
InstallShield
< Back ” Mext = ‘ | Cancel
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13. Click Finish. The installation is now complete.

IBM Tivoli Directory, Server

InstallationfConfiguration has completed successfully.
Status Details:

Installed: |BM License Agreement Files
Installed: [BM DB2
Installed: |BM Global Security Kit
Installed: |BM Tivali Directory Client
— Installed: |BM Tivoli Directory Server
l Configured: IBM Tivali Directory Server

Installshield

Configuring Tivoli Directory Server

Configuring Tivoli Directory Server

Note

Only IBM TDS with sha encryption is supported by Content Server.

1. In a text editor open:

/home/<ldap user>/idsslapd-<ldap user>/etc/ibmslapd.conf.

2. Search for the ibm-slapdPwEncryption parameter and change the value to sha.

3. Save the change in the text editor.

Completing and Verifying the LDAP Configuration

1. Start the IBM TDS instance:

<LDAP Install directory>/sbin/idsslapd -I <instance name>

SOFTWARE
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Configuring Tivoli Directory Server

2. Start the IBM TDS instance configuration tool (your display must be set in order to
continue the configuration process):

<LDAP Install directory>/sbin/idsxcfg -I <name of instance>

#" IBM Tivoli Directory Server Configuration Tool

PP IP PP IP PP PP OF P P P

Manage suffixes

cn=locahost

4. Make sure the User-defined suffix that was specified during installation appears in the
list, then click OK.

'r; Configuring Third-Party Software: Content Server 7.6
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Configuring Tivoli Directory Server

Importing an LDIF file (LDAP Browser)
Start the IDM TDS instance:

<LDAP Install directory>/sbin/idsslapd -I <instance name>

1.

SOFTWARE

Connect to IBM TDS using the LDAP browser, for instructions see “Connecting to
IBM TDS Using the LDAP Browser,” on page 222.

Select: dc=<domain>,dc=<ext>

a. Click the LDIF menu, and select Import.

LDAP Browser\Editor v2.8.2 - [Idap:#/10.120.16.68/dc~fatwire,dc-com] [%|[B] [=][B][X]
Eile Edit View |LDIF| Help

D do=fatwire, dc = tom

Import...

/@ & Bwor.

2| Artribute | walue

e FATUIRE

objectClass top

abjectClass damain

description This entry created automatically correspon
a fatwire

4« I [»

Ready.

Click the Add only button.

B LDIF Import

= ==E

LDIF File:|

Import method

® Add only
2} Update only
) Update; Add

| Import H Cancel
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5. Browse to the LDIF file <cs install dir/ldap>/tivolildap.ldif and click
OK.

B choose file @ = @

Look In: ||j Idap |v| E

0y tivulildap.ldiﬂ

File Name: |ti\r0|i|dap.|dif |

Files of Type: |LDIF files ¢ldin v
ok || cancel |

6. Click Import.

Note

The root entry will fail to import because it already exists, but all others will
import successfully.

7. Click OK.

@ Finished
Read 52 total entries. 51 sucessfuly importe...

Importing an LDIF file (Configuration Tool)

1. Convert the LDIF file to Unix format using the dos2unix utility.
- Linux:
dos2unix <tivolildap.1ldif>

- Solaris:
mv tivolildap.ldif > tivolildap2.1dif
dos2unix tivoli.ldap2.1dif > tivolildap.1ldif
2. Stop the IBM TDS instance:

<LDAP Install directory>/bin/ibmdirctl stop -h localhost -D
cn=root -w <password for cn=root>
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3. Start the IBM TDS instance configuration tool (your display must be set in order to
continue with the import process):

<LDAP Install directory>/sbin/idsxcfg -I <name of instance>
4. Select Import LDIF data.

" IBM Tivoli Directory Server Configuration Tool

Use this panel to import data from an LDIF file into the database

]
]
B
B
]
]
B
B
]
]
B
B
]
]

5. Click Browse.
6. Browse to the LDIF file you wish to import and click OK.

|—|? tivolilclap. |oif
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7. Click Import.

", IBM Tivoli Directory Server Configuration Tool
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8. Click OK when the import is complete.

", IBM Tivoli Directory Server Configuration Tool

)
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Adding Users and ACLs using an LDIF file

1.
2,

Create a blank LDIF file (for example, addstuff.ldif).
For each user that you wish to add, add the following to the LDIF file:

dn: uid=<User_Name>, cn=users, dc=<domain>, dc=<ext>
userPassword: <password>

uid: <User_Name>

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

sn: <User_Name>

cn: <User_Name>

For each ACL you wish to add, add the following to the LDIF file:

dn: cn=<ACL Name>, cn=groups,dc=<domain>, dc=<ext>
objectClass: top

objectClass: groupOfNames

member: uid=<User_ Name 1>,cn=users,dc=<domain>,dc=<ext>
member: uid=<User_ Name 2>,cn=users,dc=<domain>,dc=<ext>

member: uid=<User_ Name n>,cn=users,dc=<domain>,dc=<ext>

Import the LDIF file by following the steps in the section “Importing an LDIF file
(LDAP Browser),” on page 217 or “Importing an LDIF file (Configuration Tool),” on
page 218.
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Connecting to IBM TDS Using the LDAP Browser

1. Download and install the LDAP browser.
2. Start the LDAP browser:
./1lbe.sh

3. Fill in the required fields:
- Host: Enter the IP or hostname of IBM TDS.

Note
The default port which IBM TDS runs on is 389.

- Port: Enter the port on which IBM TDS is running.

- Base DN: Enter the user-defined suffix that was entered during the installation of

IBM TDS (see step 8 on page 211 for more information about the User-defined
suffix).

- Anonymous bind: Deselect the check box
- User DN: Enter cn=root

- Password: Enter the password for cn=root

Edit Session
Name [ Connection | Options

Host Info
Host |10.120.16.68 | port: a9 | versiom: Ev
=

Base DM: dc=fatwire, dc=com

Fetch DNs []ssL [ ] Anonymous bind

User DN: [cn=root | O base DN

User Info

Password: |nuun |

Save Cancel

4. Click Save.

LDAP Browser\Editar v2.8.2 - [Idap:/10.120.16.6B/dc~fatwire,dc-com] [W][E] (2] (%)
File Edit View LDIF Help

ERNRNBONEERR
[ cic =fatwire,dc=com [ Altribute ['value

o= [ cn=users
o= cn=groups

Ready. 2 entries returned. |U
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Connecting to IBM TDS Using the LDAP Browser
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Connecting to IBM TDS Using the LDAP Browser
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SOFTWARE

This chapter explains how to set up OpenLDAP for use with Content Server.

Note
You must set OpenLDAP before you run the CS LDAP integrator.

It contains the following sections:

OpenLDAP Commands

Installing OpenLDAP

Configuring OpenLDAP

Adding Content Server Schema to OpenLDAP
Modifying User Passwords
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OpenLDAP Commands

This section contains the most commonly used OpenLDAP commands. Use it as a
reference when configuring OpenLDAP for use with Content Server.

Starting OpenLDAP

Note

This section assumes that the s1apd daemon is located in /usr/local/libexec.
Depending on your installation, the daemon might be located elsewhere. In such
cases, substitute the correct path in the commands listed in this section.

* To start OpenLDAP normally, use the following command:
/usr/local/libexec/slapd

* To start OpenLDAP with full debugging (useful when diagnosing configuration issues
and installing Content Server), use the following command:

/usr/local/libexec/slapd -h 'ldap:///' -d 0x5001

Searching an OpenLDAP Server
To search an OpenLDAP Server, do the following:

1. Execute the following command:

ldapsearch -x -D '"cn=Manager,dc=<domain>,dc=<extension>" -W
-b '' -s base ' (objectClass=*)' namingContexts

where <domain> and <extension> are the values you specified in step a on
page 230.

2. When prompted for a password, enter the Root DN user password you specified in
step d on page 231.

A typical response from the 1dapsearch command looks as follows:
Enter LDAP Password:
extended LDIF

LDAPv3

filter: (objectClass=*)

#
#
#
# base <> with scope baseObject
#
# requesting: namingContexts

#

#
dn:

namingContexts: dc=fatwire,dc=com
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# search result
search: 2

result: 0 Success

# numResponses: 2

# numEntries: 1

Adding an LDIF File to an OpenLDAP Server

To add a well-formed LDIF file to your OpenLDAP Server, use the 1dapadd command:
ldapadd -D 'cn=Manager,dc=<domain>,dc=<extension>'

-w <root_dn password> -f <LDIF file_ name>
where:

<domain> and <extension> are the values you specified in step a on page 230.

<root dn password> is the Root DN user password you specified in step d on
page 231.

<LDIF file name> is the name of the LDIF file you are adding.
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Installing OpenLDAP

This section explains how to install OpenLDAP.

Note

OpenLDAP is bundled with most Linux distributions. If OpenLDAP is already
installed on your system, skip this section.

To install Open LDAP

1.

SOFTWARE

Download the OpenLDAP tgz archive from the OpenLDAP web site:
http://www.openldap.org/
For example: openldap-stable-20070110.tgz
Decompress the archive:
- Ifyou are using GNU, use the following command:
tar-xvzf openldap-stable-20070110.tgz
- If you are not using GNU, use the following command:

gzip -d openldap-stable-20070110.tgz ; tar -xvf openldap-
stable-20070110. tar

Session Edit View Bookmarks Settings Help

egandtBlinux—gandt :~/shared/openldap?> tar -xzf openldap-stable-20070110.tg=z -
egandtflinux—gandt :~/shared/openldap> ls

openldap-2.3.32 openldap-stable-Z0070110.tez

egandtBlinux—gandt :~/shared/openldap? cd openldap-Z.3.32/

egandtBlinux—gandt :~/shared/openldap/openldap-2.3.32> ls

aclocal .m4 CHANGES configure.in doc libraries README
ANMMOUMCEMENT  clients contrib include  LICENSE SETVErsS
build configure  COPYRIGHT IMSTALL Makefile.in tests

egandtBlinux—gandt:~/shared/openldap/openldap-2.3.32> ./configure []

= | = shell
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3. Change to the directory containing the OpenLDAP source. For example:
cd openldap-2.3.32

Session Edit View Bookmarks Settings Help

egandtBlinux—gandt :~/shared/openldap> ls

openldap-2.3.32 openldap-stable-z0070110 .tz
egandtflinux—gandt : ¥ /shared/openldap? cd openldap-2.3.32/
egandt@linux—gandt :~/shared/openldap/openldap-2.3.32> ls

aclocal .m4 CHANGES configure.in doc libraries README
AMMOUMCEMEMT  clients contrib include  LICEMSE SETVENS
build configure COPYRIGHT IMSTALL Makefile.in tests

egandtElinux—gandt :~/shared/openldap/openldap-2.3.32> ./configure []

egandtBlinux—gandt :“/shared/openldap? tar -xzf openldap-stable-zZ0070110.tgz

=-|| - Shell

4. Configure the OpenLDAP source as follows:
./configure --enable-crypt --with-tls

Session Edit View Bookmarks Settings Help

conflg.status: creatlng servers/slapd/back-sgql/Makefile
conflg.status: creatlng servers/slapd/shell-backends/Makefile
config.status: creatlng servers/slapd/slapi/Makefile
config.status: creating servers/slapd/overlays/Makefile
config.status: creating servers/slurpd/Makefile
confilg.status: creatlng tests/Makefile
config.status: creatlng tests/run
config.status: creatlng tests/progs/Makefile
config.status: creating includesportable.h
config.status: creating includesldap_features.h
config.status: creating inclode/lber_tupes.h
config.status: executing depfiles commands
config.status: executing default commands
Making serwvers/slapd/backends.c

Add config

Add 1dif

Add bdb

Add hdb

Add monitor

Add relay .
Making serwverssslapdsoverlays/statover.c

Add syncprov ...
Please run "make depend"” to build dependenciles
egandtBlinux—gandt:~/shared/openldapsopenldap-2.3.32> make dep[]

=~|| = Shell

The suggested options are:
- --enable-crypt — enables password encryption

- --with-tls — enables TLS/SSL support

Note

If you want to customize OpenLDAP for your system, run
./configure --help for a complete list of configuration options.
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Compile OpenLDAP dependencies: make depend
Compile OpenLDAP: make
Install OpenLDAP: make install

Note
By default, OpenLDAP is installed in /usr/local.

Configuring OpenLDAP

This section shows you how to configure your OpenLDAP installation.

1. Edit the 1dap. conf file as follows:

Note

If you installed OpenLDAP manually by following the steps in the previous
section, ldap.conf is located in /usr/local/etc.

a. Specify your Base DN. Locate the following line (or create it if it does not exist):

BASE dc=<domain>,dc=<extension>

where <domain> and <extension> are, respectively, the domain and TLD of
your LDAP server.

The Base DN for OpenLDAP should always be two dc’s in length. For example, if
your full domain is vm. fatwire.com, your Base DN would be fatwire.com,
and your BASE line would look as follows:

BASE dc=fatwire,dc=com
b. Specify your URI(s). Locate the following line (or create it if it does not exist):
URI ldap://<hostanme or IP> ldap://<hostanme or IP>

Enter the host names and/or IP addresses on which on which OpenLDAP is to
listen for connections. Separate the entries with spaces. For example:

URI ldap://127.0.0.1 ldap://localhost ldap://172.19.1.2

2. Edit the sldapd. conf file as follows:

Note

If you installed OpenLDAP manually by following the steps in the previous
section, sldapd.conf is located in /usr/local/etc.

a. Locate the following section:

access to *
by self write
by users read

and replace it with:
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access to *
by dn="cn=Manager,dc=<domain>, dc=<extension>" write
by self write
by users read
by anonymous auth

where <domain> and <extension> are the values you specified in step 1a.
b. Specify your suffix. Locate the following line (or create it if it does not exist):

suffix dc=<domain>,dc=<extension>

where <domain> and <extension> are the values you specified in step la.

c. Specify your Root DN user. (The Root DN user is used to access the LDAP
Server.) Locate the following line (or create it if it does not exist):

rootdn cn=<user name>,dc=<domain>, dc=<domain>

Enter Manager as the user name and replace <domain> and <extension> with
the values you specified in step 1a.

d. Specify a password for the Root DN user. Locate the following line (or create it if
it does not exist):

rootpw<password>

Note

The password can be either encrypted or unencrypted. (Encrypted passwords
start with {SsSHA}). If you wish to use an encrypted password, do the
following:

1. Generate an encrypted password (hash) using the slappasswd command.
The command generates a valid encrypted password (hash) and prints it to
the terminal.

2. Perform step e below.

e. (Optional) If you chose to use an encrypted password in the previous step, set the
password type to SHA. Locate the following line (or create it if it does not exist):

password-hash {SSHA}

This sets the password type to SHA (the default). You can set other password
types; see the OpenLDAP documentation for more information.

3. Edit the core. schema file as follows:

Note

If you installed OpenLDAP manually by following the steps in the previous
section, core.schema is located in /usr/local/etc/schema.

a. Locate the following section:

objectclass ( 2.5.6.17 NAME 'groupOfUniqueNames'

DESC 'RFC2256: a group of unique names (DN and Unique
Identifier)'

SUP top STRUCTURAL
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MAY ( businessCategory $ seeAlso $ owner $ ou $ o
$ description $ uniqueMember)

MUST ( unigqueMember $ cn ))

b. Comment the section out by placing a # character at the beginning of each line.
Then insert the following modified section after it:

objectclass ( 2.5.6.17 NAME 'groupOfUnigqueNames'
DESC 'RFC2256: a group of unigque names (DN and Unique
Identifier)'
SUP top STRUCTURAL

MAY ( businessCategory $ seeAlso $ owner $ ou $ o
$ description $ uniqueMember)

MUST ( cn ))

The difference between the original and modified sections is the last line:
MUST ( uniqueMember $ cn ) becomes MUST ( cn )

OpenLDAP is now configured.
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Adding Content Server Schema to OpenLDAP

This section shows you how to add Content Server schema to your OpenLDAP server.

SOFTWARE

Note

If you are copying the contents of the sample LDIF file below, make sure to insert
an empty line between dn sections and at the end of the file.

To configure OpenLDAP for Content Server

1.

Create an LDIF file named pre cs openldap.1dif with the following contents:

dn: dc=<domain>, dc=<extension>
objectClass: dcObject

objectClass: organization

dc: fatwire

description: OpenLDAP pre cs_setup
o: Fatwire Software

# LDAP Manager Role

dn: cn=Manager,dc=<domain>, dc=<extension>
objectclass: organizationalRole

cn: Manager

# add the organizational Unit People

dn: ou=People,dc=<domain>, dc=<extension>
objectClass: organizationalUnit
objectClass: top

ou: People

# add the organizational Unit Group

dn: ou=Groups,dc=<domain>, dc=<extension>
objectClass: organizationalUnit
objectClass: top

ou: Groups

where <domain> and <extension> are the values you specified in step a on
page 230.

The file will create a new organization (fatwire) containing two sub-organizations
(Groups and People) and the Manager user. The Manager user will be used to
access the LDAP server.

Add the pre cs openldap.ldif file to your OpenLDAP server. Execute the
following command:

ldapadd -D 'cn=Manager ,dc=<domain>,dc=<extension>'
-w <root_dn password> -f pre_ cs_openldap.ldif

where:
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- <domain> and <extension> are the values you specified in step a on page 230.

- <root dn password> is the Root DN user password you specified in step d on
page 231.

3. Test your OpenLDAP server. Execute the following command:

ldapsearch -x -b 'ou=Groups,dc=<domain>,dc=<extension>'
' (objectclass=*) "'

where <domain> and <extension> are the values you specified in step a on
page 230.

An example response from the 1dapsearch command looks as follows:
extended LDIF

#
#
# LDAPv3

# base <ou=Groups,dc=fatwire,dc=com> with scope subtree
# filter: (objectclass=*)

# requesting: ALL

#

# search result
search: 2
result: 0 Success

# numResponses: 1

Ifthe pre cs openldap.1dif file was successfully inserted into the LDAP server,
the result: line indicates success, at which point you are ready to run the Content
Server LDAP integrator. For instructions, see the CS-LDAP integration guide.
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Modifying User Passwords

When you ran the Content Server LDAP integrator, all Content Server users (except
fwadmin, ContentServer, and DefaultReader) were assigned the password which
you entered in the “Content Server Configuration” screen. For security reasons, you might
want to manually assign unique passwords to those users.

Note

If you chose to use encrypted passwords when you configured OpenLDAP, you
must change the passwords for all users on your CS system, or your Content
Server installation will not function properly. This is because the CS LDAP
integrator writes user passwords into OpenLDAP as plaintext, but OpenLDAP
expects password hashes.

The following table shows the passwords you must assign to your Content Server users:

DefaultReader SomeReader
ContentServer The password you supplied during CS installation
fwadmin The password you supplied during CS installation

All other users on your CS The password you supplied during CS LDAP integration
system

This section covers the following methods for changing passwords in OpenLDAP:
* Modifying User Passwords Using an LDAP Browser
* Modifying User Passwords Using the ldapmodify Command

Modifying User Passwords Using an LDAP Browser

This section shows you how to modify user passwords using the free LDAP Browser/
Editor program available at http://www-unix.mcs.anl.gov/~gawor/ldap/.

To modify user passwords in OpenLDAP using an LDAP browser

1. Download and install the LDAP browser.
2. Start the LDAP browser: . /lbe.sh
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3. Click the Quick Connect tab.

', ¢ Connect

' Quick Connect
Connection

Host Info
Host: | | Port: | | Version: ET
Base DN: -
Fetch DNs []ssL Anonymous bind

User Info
User DN: [] append base DN

Password:

| Connect H Cancel

4. Fill out the fields as follows:

Hostname The host name of your OpenLDAP server.

Port 389

Version 3

Base DN The Base DN you specified in step a on page 230.

Anonymous bind | Yes (select check box)

User DN cn=Manager

Append base DN | Yes (select check box)

Password The Root DN user password you specified in step d on
page 231.

5. Click Connect.
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6. In the left-hand tree, expand the ou=People node.

E . LDAP BrowseriEditor v2.8.2 - [Idap://127.0.0.1/dc=fatwire dc=com

File Edit Yiew LDIF Help
BREEBRIEERNEE]
[ dc=fatwire,dc=com {| Astriure | *¥alue |
& 3 cn=Manager §§ userP_ass_word BINARY (&8)
¢ = ou=People s|description JBoss Portal ldapuser User for test LD&Y
& |j objectClass top
th=l0apuser §§ abjectClass arganizationalPersan
o £ ou=Graups ‘|objectClass pErsan
“lsn |dapuser
“len Idfapuser
HE I [
Ready. U

Double-click the user whose password you want to change and press Ctrl-E.

The plaintext password written by the CS LDAP integrator appears in the

userPassword field. Click Set.

; . Edit - [en=ldapuser, ou=People, dc=fatwire,dc=com]

File Edit

objectClass: |top
objectClass: |organizationalPerson
objectClass: |person

userPassword: |testme || Verify ” Set ” Save as ” Insert from

description: ||Boss Portal Idapuser User for test LDAP integration
sn: |ldapuser

cn: |ldapuser

9. In the pop-up window, enter the user’s password and click Set.

" Generate Password_

Enter password: |

The password appears in its encrypted form.

10. Click Apply to save the new password.

” . Edit - [en=ldapuser, ou=People, dc=fatwire,dc=com] -,'l','l

File Edit

objectClass: [top
objectClass: |organizationalPersan

objectClass: |person

userPassword: |{SHA}Or?xoUzOzSDWzoksngqSthRsl| Yerify ” Set ” Save as ” Insert from

description: |JBoss Portal Idapuser User for test LDAP integration
sn: |ldapuser

on: (ldapuser
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11. Repeat steps 7—10 for each user whose password you want to change. When you are
finished, test your integration by logging in to Content Server.

Modifying User Passwords Using the Idapmodify Command

The 1dapmodify command provides you with an interface in which you can enter valid
LDIF statements to make changes to the configuration of your OpenLDAP server. This
section shows you how to use the 1dapmodify and sldappasswd commands to change
the passwords of LDAP users.

To modify user passwords in OpenLDAP using the 1dapmodify command

1. Generate an encrypted password for each user. Run the sldappasswd command and
enter the plaintext password which you want to encrypt. The command outputs the
encrypted password (hash) to the terminal. For example:

{SSHA} ydUT5RCpBAU80OPOPW8gaHnsmYmL1mUL8

Note

If you are generating hashes for a large number of users, it is a good idea to store
the hashes in a file, so that you can easily retrieve them in step 3. When you finish
this procedure, make sure that you destroy the file in which the hashes are stored.

2. Execute the 1dapmodify command as follows:

ldapmodify -D 'cn=Manager,dc=<domain>,dc=<extension>'
-w <root_dn password>

where:
- <domain> and <extension> are the values you specified in step a on page 230.

- <root dn password> is the Root DN user password you specified in step d on
page 231.

When the command returns a blank line, you are ready to input LDIF statements.
3. Change the user’s password. Issue the following commands:
a. dn:cn=<user_name>,ou=People,dc=<domain>,dc=<extension>

where user name is the user name of the user whose password you want to
change, and <domain> and <extension> are the values you specified in step a
on page 230.

b. changetype:modify
C. replace:userPassword
userpassword:<password_hash>

where <password hash> is the hash generated by the sldappasswd command
in step 1 of this procedure.

e. Press Ctrl+D.

Repeat steps a—e for each user whose password you want to change. When you are
finished, press Ctrl+C to terminate the 1dapmodify command.
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Chapter 16

Setting Up the WebLogic 9.x Embedded
LDAP Server

This chapter provides instructions on setting up the currently supported WebLogic
Embedded LDAP Server for use with Content Server.

Note
You must set up WebLogic LDAP before you run the CS LDAP integrator.

This chapter contains the following sections:

* Enabling the WebLogic Embedded LDAP Server
*  Modifying User Passwords
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Enabling the WeblLogic Embedded LDAP Server

This section explains how to enable the WebLogic Embedded LDAP Server.
To enable the WebLogic Embedded LDAP Server

1. Log in to the WebLogic Server Administration Console.

2. In the “Domain Structure” tree at the left, click your WebLogic portal domain.

3. Set the Embedded LDAP password:
a. Inthe workspace, select the Security tab, then select the Embedded LDAP sub-tab.
b. In the “Change Center” pane in the upper left, click Lock & Edit.

c. Inthe Credential field, enter the desired Embedded LDAP password. Reenter the
password in the Confirm Credential field for verification.

d. Click Save.

£hea WEBLOGIC SERVER

.

ADMINISTRATION CONSOLE

Change Center Welcome, weblogic Connected to: portalDomain firtHome | LogOut | Preferences | Help | AskBEA ¢

. H: = talD i
Yigw changes and restarts Rl

Click the Lack & Edit button 1o Settings for portalDomain
modify, add or delete items in
this damain.

Configuration  Monitoring  Control | Security | Web Service Security  Motes

General | Filter | Unlock User | Embedded LDAP  Roles | Policies

Click the fock & £dit buttion in the Change Center to modify the settings on this page.

Domain Structure
portalDamain This page allows you to configure the embedded LDAP server for this Weblogic Server domain.
F-Erwironrnent
-Deployments
~Services

&3 Credential: l:l The credential (usually a password) used 1 connect to the embedded LDAP server, More
~Security Realms Info
- Irtteroper shility
#-Diagnostics
&5 confirm Credential: l:l Enter the credential again. More Info...
How do ... =
8 Configure the embedded LDAP &5 Backup Hour: The hour at which the embedded LDAP server should be backed up, More Infa..,
server
8 Canfigure Authentication and £ Backup Minute: The minute at which the embedded LDAP server should be backed up. Mare Infi...
Identity Assertion providers
&5 Backup Copies: The maximum number of backup copies that should be made for the embedded LDAFP
SislemSiatus & server, More Info...
Health of Running Servers
2 &5 |- Icache Enabled Specifies whether a cache is used with the embedded LDAP server, More Info...
| Failed (@)
" &5 Cache Size: The size of the cache (in kilobytes) that is used with the ermbedded LDAP server, More
| Critical (0% Info. .
Crwerloaded (0)
&3 cache TTL: The time-to-live of the cache (in seconds) that is used with the embedded LDAF server.
[ Warn (0) Mare Info...
Ok (1
_ w &5 | |Refresh Replica At Startup Specifies whether a Managed Server should refresh all replicated data at boot tirme, (This

iz useful if you have made a large amount of changes when the Managed Server was not
active, and you want to download the entire replica instead of having the Administration
Server push each change to the Managed Server. ) More Info...

&5 | |Master First Specifies whether a Managed Server should akways connect to the master LDAP server
{contained in the Administration Server), instead of connecting to the local replicated
LDAP server (contained in the Managed Server), More Info...
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4. Create an Embedded LDAP authentication provider:
a. In the “Domain Structure” tree, click Security Realms.
b. In the workspace, click myrealm and select the Providers tab.

s WEBLOGIC SERVER

s
"hea ADMINISTRATION CONSOLE

Change Center Welcome, weblogic Connected to: portalDomain ik Horne Log Out | Preferences | Help AskBEA

View changes and restarts Home = portalDamain = Summary of Security Realms = myrealm = Providers

Pending changes exist. They Settings for myrealm
rust be activated to take effect.

Configuration  Users and Groups  Roles and Policies  Credential Mappings | Providers | Migration
Undo &l Changes Authentication = suthorization | Adjudication | Role Mapping | Auditing  Credential Mapping | Certification Path | Keystores

Domain Structure An suthentication provider allows Weblogic Server to establish trust by validating a user. You rmust have one Authentication pravider in a security realm,
and you can configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to access different
portalbormain data stores, such as LDAP servers or DBMS, You can also configure a Realm adapter Authentication provider that allows you to work with users and

groups from previous releases of WeblLogic Server.

[ Customize this table

B-Diagnostics Authentication Providers

H dol...
(LAY ] hews | Showing 1 -5 of 5 Previous | Next

@ Configure Authentication and ]| Name Description Wrerettam
Identity Assertion providers
8 Manage security providers [ | sqLauthenticator Provider that performs DBMS authentication 1.0
& Set the 1445 control flag [ | WSRPIdentitysserter WSRP 8.1 Compatibility, Identity Asserter Provider 10
® Re-order Authentication providers [] | Defaultidentityssertar ‘Wieblogic Identity Assertion provider 1.0
[ | samLIdentityAssertar ‘Wieblogic SamL Identity Assertion Provider. Supports Security Assertion Markup Language v1.1, 2.0
System Status If‘
[ | saMLAUthenticator ‘Wieblogic SaML Authentication Pravider, 1.0
Health of Running Servers
Mew | Showing 1-Sof S Previous | Next
\ Failed ()
[ Critical i
c. Click New.
d. Inthe Name field, enter a name for the authentication provider.
e. Inthe “Type” drop-down list, select DefaultAuthenticator.
f. Click OK. The new authentication provider appears in the provider list.

5. In the “Change Center,” Click Activate Changes.

6. Stop the admin server.
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Modifying User Passwords

This section shows you how to modify user passwords in WebLogic LDAP Server.
To modify user passwords in WebLogic LDAP Server

1. Log in to the WebLogic Server Administration Console.

2. In the “Domain Structure” tree, click Security Realms.

3. In the workspace, click myrealm and select the Users and Groups tab.

Change Center Welcome, weblogic Connected to: PortalDomain 4 Home | Log Out ;| Preferences @ Help  AskBEA
View changes and restarts Home = Summary of Security Realms > myrealm > Users and Groups = Summary of Sscurity Rsalms > myrsalm = Users and Groups
Click the Lock & Edit button to Settings for myrealm
modify, add or delete items in
this domain. Configuration | Users and Groups | Roles and Policies  Credential Mappings  Providers  Migration

Lock & Edit Users Groups

This page displays information about each user that has been configured in this security realm

Domain Structure

F’:onaIDomam B Customize this table

Environment
Deployments Users

Services
Security Realms Showing 1 - 10 of 15 Previous | Next

Intercperability [~ | Name & Description Provider
- Diagnostics
I~ | Arthur LDAPProvider
Howdo ol I~ |Connie LDAPProvider
9 Manage users and groups [~ | Conrad LDAPProvider
9 Create users |~ | ContentServer LDAPProvider
5 .
Modify users I~ | DefaultReader LDAPProvider
9 Delete users
[~ | Desiree LDAPProvider
— = firstsite ) LDAPProvider
ystem us
[~ | fwadmin LDAPProvider
Health of Running Servers
I~ | Mark LDAPProvider -
Failed (0
| alled (0 I | Martha LDAPProvider
Critical (0)
| Showing 1 - 10 of 15 Previous | Next
Overloaded (0)
[«] [T

4. Click the user whose password you want to change.
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The workspace displays the “Settings for user name” screen:

Seftings for firstsite

General | Passwords  Groups

Save

Use this page to change the description for the selected user.

Name: firstsite The login name of this user. More Info...
Description: A short description of this user. For example, the user's full name. More Info...
Save

5. Select the Passwords tab and enter the new password into both fields.

Settings for firstsite

General |Passwords | Groups

Save

Use this page to change a user's password.

New Password: I’"‘WW'“” | The new password of this user. More Info...
Confirm New Password: I’"‘WW'“” | The confirmed new password of this user. More Info...
Save

6. Click Save.

A confirmation message appears.

Messages

[# Settings updated successfully.
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Modifying User Passwords
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This chapter provides instructions for setting up the currently supported version of Oracle
Directory Server (ODS) for use with Content Server.

Note
You must set up ODS before you run the CS LDAP integrator.

This chapter contains the following sections:

Start/Stop Commands

Installing Oracle Directory Server

Accessing Oracle Directory Manager

Configuring ODS Password Security for Content Server
Modifying User Passwords

Deleting Users

Connecting to ODS Using an LDAP Browser
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Start/Stop Commands

This section lists commands for starting and stopping Oracle Directory Server.

To start:
<oracle _home>/opmn/bin/opmnctl startproc ias-component=0ID
To stop:

<oracle_home>/opmn/bin/opmnctl stopproc ias-component=0ID

Installing Oracle Directory Server

This section shows you how to install Oracle Directory Server for use with Content Server.

A. Pre-Installation Steps

Complete these steps before installing Oracle Directory Server.

1.

SOFTWARE

Download the following packages from Oracle’s website:
- Oracle Identity Management Infrastructure
- Oracle Identity Federation

Create a temporary directory and decompress the installation packages to this
directory using the following command:

cpio idmv < <cpio_file>
where <cpio file> is the name of the package you want to decompress.

Create a new user account to run Oracle Directory Server (named oracledir in our
example).

Note

If you have previously created a user to run Oracle applications on your system,
skip this step. In such case, whenever the steps in the remainder of this chapter
prompt you to provide the user name of your Oracle user, you must use your
existing Oracle user.

a. Create an Oracle group:
groupadd oracledir
b. Create an Oracle user:

useradd -g oracledir -m -h <user_home_dir> oracledir
where <user home dir> is the Oracle user’s home directory.

c. Seta password for the Oracle user:

passwd oracldir
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4. Ifyou are installing on Linux, do the following (otherwise, skip this step):
a. Add the following lines to the file /etc/sysctl.conf:

kernel.shmall = 2097152
kernel.shmmax 2147483648
kernel.shmmni = 4096

kernel .msgmnb=65535

kernel .msgmni=2878

kernel.sem = 256 32000 100 142
fs.file-max=131072
net.ipv4.ip local port range = 1024 65000
net.core.rmem default=262144
net.core.wmem default=262144
net.core.rmem max=262144
net.core.wmem max=262144

b. Run the following command: sysctl -p
c. Add the following lines to /etc/security/limits.con:

oracledir soft nproc 2047
oracledir hard nproc 16384
oracledir soft nofile 1024
oracledir hard nofile 65536

5. Log in as the Oracle user.
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B. Install Oracle Directory Server

1. Complete the pre-installation steps listed in “A. Pre-Installation Steps,” on page 246 if
you have not already done so.

2. Change to the temporary directory into which you decompressed the Oracle Directory
Server packages. Within the temporary directory, change to the Disk1 subdirectory.

Start the installer: . /runInstaller

In the “Welcome” screen, click Next.

Oracle Universal Installer; Welcome

Welcome

The Oracle Universal Installer guides you through the installation and configuration of
your Oracle products,

Click "Installed Products..." to see all installed products,

Deinstall Products. .. )l

Apout Qracle Universal Installer...)l

Help )l Installed Products. .. )l Back: Install Cancel
ORACLE
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5. If no other Oracle products have been previously installed on this computer, do the
following (otherwise, skip this step and continue to step 6 on page 250):

a. In the “Specify Inventory Directory and Credentials” screen, specify the location

of the Oracle inventory directory and specify the system group of your Oracle
user, then Click Next.

racle Universal Installer: Specify Inventory directory and credenti

Specify Inventory directory and credentials

¥ou are starting wour first installation on this host. As part of this install, wou need ta specify a
directory for installer files. This is called the "inventory directon. Within the inventory directory, the
installer automatically sets up subdirectories for each product to contain inventory data and will
cansume typically 150 Kilobwtes per product.

Enter the full path of the inventory directony
|,fhome,foracledir,foraln\rentorv

Browse. ..

¥ou can specify an Operating System group that has write permission to the abowve inventory directons
You can leawe the field blank if wouswant to perfarm the abowe operations as a SUperuser.

Specify Operating Sstem group name:
oracledir

Help )l Installed Products. .. )l

] Install Cancel
ORACLE

b. When the following pop-up dialog appears, run the requested script as the root
user, then click Continue.

Oracle Universal Installer,

Certain actions need to be perfarmed with roat privileges
before the install can continue. These actions are stored in a
shell script named
fhomeforacledirfaralmventoryforainstRoot. sh.

Please execute the
ShomeforacledirfaralnventoryforainstRoot. sh script now
fraom anather window, then click "Cantinue" to continue the
install.

Help)l Continue gancel)l
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6.

7.

Installing Oracle Directory Server

In the “Specify File Locations” screen, confirm the path and name of the destination
directory, then click Next.

Specify File Locations

Source

Enter the full path of the file representing the product{s) wou want ta install:
Path: |qu1,fDownIoads;Diskljstage;products.xml Browse...

Destination

Enter or select a name for the installation and the full path where wou want to install the product.
Marme:

Path: | Ju0l/softwarefAppsfOracle10/dirsery Browse. ..

Apout Qracle Universal Installer...)l

Help )l Installed Products. .. )l Back | Mext )l Install Cancel
ORACLE

In the “Select a Product to Install” screen, select the Oracle Application Server

Infrastructure radio button and click Next

Oracle Universal Installer: Select a Product to Install

Select a Product to Install

T Oracle ldentity Faderation 10g

Oracle Identity Federation is a standalone, standards-based federated identity management solution enabling
enterprizes to form trusted relationships across disparate security domains quickly and securely.

® Oracle Application Server Infrastructure 10g

This option installs ldentity Management services and Metadata Repository for Oracle Application Server
Middle-Tier Servers. Thiz selection includes an option to create a new Oracle Internet Directory. Included
components are Oracle Database, Oracle Internet Directory, Oracle Application Server Single Sign-Cn, Oracle
Application Server Certificate Authority and others.

Product Languages...

Help )l Installed Products. .. )l Back | Mext )l Install Cancel
ORACLE
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In the “Select Installation Type” screen, select the Identity Management and
Metadata Repository radio button and click Next.

Oracle Universal Installer: Select Installation Type

Select Installation Type
Oracle Application Server Infrastructure 10g 10.1.4.0.1

YWhat type of installation do wou want?
& |dentity Management and Metadata Repositary (4.01CE)

Thisz option installs and configures ldentity Management services {(Oracle Internet Directory, Single Sign-on,
Delegated Administration Service, Directory Integration Platform, and Certificate Authority) and an Qracle
10.1.0.5.0 databasze containing the Oracle Application Server Metadata Repository. (Requires 1024 MEB RAM
configured on your machine)

T ldentity Management (1.26CE)

This option installs and configures ldentity Management services (see abowve for component list). To
configure Oracle Internet Directory or Certificate Authority, you need an existing Oracle Application Server
Metadata Repository. {Requires 1024 MEB RAM configured on your machine)

T Matadata Repository (4.01CE)

This option installs a new Oracle 10.1.0.5.0 database containing the Cracle Application Server Metadata
Repository. This Repository can be used by Qracle Application Server instances and/for ldentity Management
services. (Requires 1024 MEB RAM configured on your machine)

Help )l Installed Products. .. )l

Install Cancel
ORACLE
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9. In the next screen, allow the prerequisite check to complete. If any checks fail, resolve
the issue before continuing. When all checks report as successful, click Next.

Note

If you see a dialog warning you that port 1521 is in use by an Oracle 10.x
component, click OK. If the dialog reports that an application other than an Oracle
10.x component is using port 1521, you must remedy the situation by following

the instructions shown in the dialog before continuing.

_ Oracle Universal Installer: Product-specific Prerequisite Checl

The installer will now werify that the system meets all the minimum requirements for installing and
canfiguring the chosen product. You are required to manually verify and confirm the items that are
flagged as warnings or manual checks. For details on perfarming those checks, click on the item and

see the details at the bottom.

Check Type

tem certification Altomatic

Checking operating

Checking security kernel parameters Automatic
Checking recommended operating system packages Automatic
Checking glibc installed an the system Automatic

Sialidating OMRACIE BASE Incatinn {if ety Autnrnatic
4

Status
B In progress...
" Pending...
" Pending...
" Pending...
[T Pandinn

REetry| Stop

[ 0%

Checking operating system certification

Help Installed Eroducts. .. Back: [t

ORACLE'

|»

-

Install Cancel
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10. In the “Confirm Pre-Installation Requirements” screen, select the check boxes for all
items in the list, then click Next.

11. In the “Select Configuration Options” screen, click Next without making any changes.

SOFTWARE

Oracle Universal Installer: Confirm Pre-Installation Requirements

Confirm Pre-Installation Requirements

If wour camputer does not meet the minimum reguirements, wou will get errars later in the installation
or when vau run Oracle Application Server Infrastructure.

YWerify that wou hawe met all of the minimum pre-installation requirements listed below, and then select
all of the checkboxes. Far details on perfarming these checks, click the Help button.

Fequirement

Description

1

Help ) Installed Products. .. ) Back.

] Mext ) [rstall ) Cancel )

ORACLE'

Oracle Universal Installer: Select Configuration Options

Select Configuration Options

Select the camponents that vou would like to configure and automatically start at the end of the
installation.

Oracle Application Server Metadata Repository is always configured.

If wou want 1o use an existing Oracle Internet Directory, then do not select it below. The installer will
then prompt wou to enter the location of the existing Oracle Internet Diractony

Ayailable Components:

Description

7

Cracle Application Server Metadata Repository

Configures Oracle Application Server Metadat

7

Oracle HTTP Server

Serves static and dynamic Web content.

|»

7

COracle Application Server Containers for J2EE

Funs Enterprise Java applications.

v

Oracle Internet Directony

Configures an LDAP server far identity and se ::

v

Oracle Application Server Single Sign-0On

Configures a directory-enahled single sign-o

v

Oracle Application Server Delegated Administr...

Provides web-based identity and security ad

v

Oracle Directory Integration Platform

Enahles directory synchronization and user a

-

Oracle Application Server Certificate Authority (..

Creates and manages security certificates.

1

Help ) Installed Products. .. )

[rstall ) Cancel )

ORACLE'
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12. In the “Specify Port Configuration Options” screen, select Automatic and click Next.

Oracle Universal Installer; Specify Port Configuration Options

Specify Port Configuration Options

Select the method which wou want to use to configure the ports for Oracle Application Server 10g. If
wiou decide to manually configure the ports, then wou must specify the port numkbers for each port in
a text file and enter the filename below.

Configure Parts

W Autormatic

" Manual:

|,fu0 1fsoftware fAppsfOracle 10 fdirsery staticports. ini Browse

Help )l Installed Products. .. )l : Install Cancel
ORACLE

13. In the “Specify Namespace in Internet Directory” screen, select the Suggested
Namespace radio button and make a record of the corresponding field value. Click
Next.

Specify Namespace in Internet Directory

Specify a location, or namespace, in Oracle Internet Directory to contain users, groups, and ldentity
Management palicies. This namespace will be the default |dentity Management Realm.

W Suggested Mamespace: |dc=orac|e|inux,dc=c0m

" Custom Marmespace: |

Example: dc=acme,dc=cam

Help )l Installed Products. .. )l : Install Cancel
ORACLE
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14. In the “Specify Database Configuration Options” screen, enter the required database
information, then click Next. Make a record of the values you enter.

Note

If an Oracle database server resides on this machine, the installer will populate the
fields in this screen automatically. However, FatWire strongly suggests that you
you do not use these existing values and instead specify a new, unique SID and

database storage (oradata) directory.

Oracle Universal Installer: Specify Database Configuration Optic

Specify Database Configuration Options

Database Maming

A Global Database Name, typically of the farm "name.damain”, unigquely identifies an Oracle
database. In addition, each database is referenced by at least one Oracle System dentifier (5107,
Specify the Global Database Mame and 51D for this database.

Global Database Mame:  |orcllocalhost. localdomain) SID: arcl

Database Character Set
The number of language groups to be stored determine which database character set to use. See

"Help" for the definition of language groups. For the Unicode database character set, select "Unicode
Standard UTF-8 AL22UTF8"

Select Database Character set: Unicode standard UTF-8 ALZ2UTFE

Database File Location

Use the file system for database storage. For best database organization and performance, Oracle
recommends installing database files and Oracle software on separate disks.

Specify Database File Location: |,fu01jsoftware,prps,fOracle10,forada1 Browse. ..
Help )l Installed Products. .. )l Back | Mext )l Install Cancel

ORACLE'
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15. In the “Specify Database Schema Password” screen, select the Use the same
password for all accounts radio button, then and enter and re-enter the desired
password. Make a record of this password, then click Next.

16. In the “Specify Instance Name and ias_admin password” screen, enter a unique
instance name and a unique password. Re-enter the password and make a record of all
values in this screen, including the administrator user name (ias admin). When you

are finished, click Next.

SOFTWARE

Installing Oracle Directory Server

Oracle Universal Installer; Specify Database Schema Passwords

Specify Database Schema Passwords

The Starter Database contains pre-loaded schemas, most of which have passwords that will expire
and he locked at the end of installation. After the installation is camplete, swou must unlock and set new
passwards for those accounts vou wish to use. Schemas used for the database management and paost-
install functions are left unlocked, and passwords for these accounts will not expire. Specify the
passwards for these accaounts.

" Use different passwords for these accounts

lser Mame Enter Password Canfirm Fassword
SYS

SYSTEM

SYSMARN

DESHMP

® |lse the same password for all the accounts
Enter Password: |******** Confirm Password:

|wtwtwtwt|

Help )l Installed Products. .. )l Back | Mext )l Install Cancel

ORACLE'

Specify Instance Name and ias_admin Password
All Oracle Application Server Infrastructure instances installed on a host must have unigque names. The
haostname and domain name of the host are appended to the instance name.

Each Oracle Application Server Infrastructure instance has its own passward, regardless of which user
performed the installation. Passwoards are not shared across instances, even if the instances were

installed by the same user.

The password must have a minimum of 5 alphanumeric characters, maximum 20 characters, and at
least one of the characters must be a number.

Administrator Username: jas_admin

Instance Mame: |oracidir

ias_admin Password: |mmmm"

Confirm Passward: |mmr""|

Help )l Installed Products. .. )l Back | Mext )l Install Cancel

ORACLE'
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17. In the “Privileged Operating System Groups” screen, keep the default options and

click Next.

Privileged Operating System Groups

SYSDBA and SYSOPER privileges are required to create a database using operating system (05)
authentication. These are granted through membership in the UNEX groups O5DBA and OSOPER,
respectively, and the dba group is usually used far this purpose. You are not a member of this group,
s0 enter the names of the UM groups of which vou are a member, to be used for OSDEA and OSOPER.

Installing Oracle Directory Server

Database Administrator (OSDEA) Group |0rac|edir

Database Operator (OSOPER) Group |0rac|edir

Install

Installed Products. .. )l

Help
ORACLE'

Cancel

18. In the “Summary” screen, review the configuration choices you have made, then click

Install. Wait until the installation completes successfully.

Oracle Universal Installer: Summary.

Summary
Oracle Application Server Infrastructure 10g 10.1.4.0.1

=-Global Settings
Source: fudl/Downloads/Disklfstage/products. xml
EOracle Home: judljsoftware/AppsfOracle lo/dirseny (oracleas1)
Installation Tywpe: Identity Management and Metadata Repositony
=-Product Languages
L English
CFSpace Requirements
|—,f Required 2.97CE {includes 1327MEB temporand © &wvailable 16 23CE
G-Mew Installations (308 products)
ADF Business Components Config Assistant 10.1.2.0.2
ADF Business Components Config Assistant for agent 10.1.2.0.2
ADF Business Components Runtime Library 10.1.2.0.2
ADF Business Components Runtime for Oracless 10.1.2.0.2

Advanced Queueing (A API 10.1.0.2.0

Installed Products. .. )l Back | [t

Install

Help )
ORACLE'

-

Cancel
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19. When the following dialog appears, run the requested script as the root user, then
click OK.

Setup Privileges

i A configuration script needs to be run as root befare

installation can proceed. Leaving this window open,
open another window and run
fudlfsoftwarefAppsfOracle 10/ID_managementfroot.
sh' as root, then return ta this window and click Ok to
continue.

20. In the “Configuration Assistants” screen, allow all configuration steps to complete.
If any of the steps fail, correct the indicated problem, then re-run the configuration
process. When the configuration process completes successfully, click Next.

Specify Inventory directory and credentials

¥ou are starting wour first installation on this host. As part of this install, wou need ta specify a
directory for installer files. This is called the "inventory directon. Within the inventory directory, the
installer automatically sets up subdirectories for each product to contain inventory data and will
cansume typically 150 Kilobwtes per product.

Enter the full path of the inventory directony

|,fhome,foracledir,foraln\rentorv

Browse. ..

¥ou can specify an Operating System group that has write permission to the abowve inventory directons
You can leawe the field blank if wouswant to perfarm the abowe operations as a SUperuser.

Specify Operating Sstem group name:
oracledir

Help )l Installed Products. .. )l

: Install Cancel
ORACLE

21. Allow the database configuration to complete.

22. In the “End of Installation” screen, click Exit.

Note

Make a record of the information displayed in the “Please Remember” dialog box
(by copying and pasting it into a text file, for example) for future reference.
Additional configuration information for your installation can be found in the file,
<ora home>/config./ias.properties. Specifically, look for the string,
OIDport. This is the port on which Oracle Directory Server is listening for LDAP
connections.
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C. Post-Installation Steps

Complete these steps to test your Oracle Directory Server installation.
1. Test the management server:

a. Log in to the Management Application using the following credentials:

Note

By default, the URL is http://localhost.localdomain:1158/. The
URL for your system is also part of the text file you created in step 22 on
page 258.

User name: ias admin

Password: <ias admin password> (you created this password in step 16
on page 256)

b. Log in to the Database Management Application using the following credentials:

Note

By default, the URL is http://localhost.localdomain:5500/em.
The URL for your system is also part of the text file you created in step 22 on
page 258.

User name: sys

Password: <db_schema password> (you created this password in step 15 on
page 256)
Connect As: SYSDBA
2. Test the LDAP server:

a. Change to the <oracle home>/bin directory.

b. Run the following command:
./1ldapbind -h localhost -p <OIDport>
where <OIDport> is the port number you obtained in step 22 on page 258.
Example output:

bind successful
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Accessing Oracle Directory Manager

1. Change to the <oracle home>/bin directory:
2. Run the following command: . /oidadmin

3. In the “Directory Server Connection” dialog box, click OK.

To use this tool wou must first cannect to a Server.
Click on the OK Button to select a Server...

% ancel| gpplv| Bever‘t)l

4. Add a connection entry for your Directory Server instance.

a. In the “Directory Server Name Manager” screen, click Add.

I:ISer\rer Part Ayailable
Addd
Edlit
Remmye
Help % ancel| gpplv| Bever‘t)l

b. In the “Directory Server Connection” pop-up dialog, enter the following values,
then click OK.

- Server: localhost

- Port: <0IDport> (the port number you obtained in step 22 on page 258)

Server: ||
Port: |389 g
Help | 0K Cancel
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Accessing Oracle Directory Manager

In the “Directory Server Name Manager” screen, select the new connection entry and
click OK.

Directory Server Name Manager. E]@@

Server Part Ayailable

Add

Edit
Eemowe

Help g] Cancel| Apply| Reven |

In the Credentials tab of the “Oracle Directory Manager Connect” screen, enter the
following values:

- User: cn=orcladmin

- Password: <db_schema password> (you created this password in step 15 on
page 256)

Oracle Directory Manager Connect
E, Credentials |

User: || M

Password: |

%a F I B Server: [1ocalhast | QEL]

Port: |389

Inte et Directo ry ™ sl Enabled
——

Help Login ] Cancel )
Copyright (C) 1998, 2006, Oracle. All rights reserved.
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7. Click Login. Oracle Directory Manager loads.
Oracle Directo e BEE8
@ 9 9% 7N DRIV EOE ? ORA

G—EﬁOracle Imernet Directory Servers
é—&,cn=0rc|admin@|0calhost:389

Gl Arcess Control Managerment

@755 attribute Uniqueness Manageme

i) Audit Log Management

Change Log Management

®-Z]Entry Management

G2 Carbage Collection Managernent

£ Password Paolicy Management \ y
B-5# Password Verifier Management

s Plug-in Management

&) Replication Managernent

E‘Schema Management

FServer Management

5 QSer\fer Chaining Management
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Configuring ODS Password Security for Content
Server

This section show you how to configure password security in Oracle Directory Server to
meet Content Server’s security requirements.

1. Log in to Oracle Directory Manager as cn=orcladmin. For instructions, see
“Accessing Oracle Directory Manager,” on page 260.

2. Inthe tree on the left, expand the Password Policy Management node, then the node
containing your DN (that is, the namespace you selected in step 13 on page 254):

Oracle Directory Manager,

peration Help

ORACLE

Hif orclodipAgenthame =lplanetExport |Name

HiEorclodipAgentMame = difimport
Hi#orclodipAgentName =Taggedimpart
HigorclodipAgentMame = eDirectordmp
HigorclodipAgentMame = eDirectoryExp
Hif orclodipAgentiame = 0penLDAPImpon
Hi#orclReferenceMame =arcl. localhast. localdomain
LBy orclapplicationCommoniame = DASApp
E>Attribute Unigqueness Management

HEi| sudit Log Managerment

E>Change Log Management

E>@Entr\x Management

E@Garbage Collection Management

€= Password Policy for Realm dc

v Passwurd Policy Management

I—EE|Password Palicy for Realm dc=oraclelinux, dc=com
3 cn=pwdPalicies, cn=Caomman, cn=Products,cn=0racleContext

L& ¢n = dlefault

D)

3. Under the node containing your DN, select the Password Policy for Realm... node.
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4. Increase the password expiration time from 120 days to 5 years.

In the General tab in the main pane, locate the “Password Expire Time” property. The
default value of this property, expressed in seconds, is 10368000 (120 days). Change
this value to 155520000 (5 years).

Oracle Directory Manager
ion Help

ORACLE

Hi#orclodipAgentName = |plana
Hi# orclodipsgentlame = difimg
Hi# orclodipsgentlame =Tagge
Hi# orclodipAgentlame = eDired
Hi orclodipAgentiame = eDireg [T Must Supply Old Password when Modifyir
Hig orclodipAgentNarme = Open|
HiforcIReferencenarme = orcl.lo
i orclApplicationCammaona
E>Anribute Unigueness Manage
—@Audit Log Management
E>Change Log Management
E@Entr\f Management
E@Garbage Collection Manageme

~— I Enahle OID Password Policy

W User Password Reversible Encryption

[ Reset Password upon Mext Login

[ OId Passwaord can be New Password

[ Allow Hash Comparisan

Grace Lagin Constraint: [Number of Grace Logins after Password Ex

Mumber of Grace Lagins after Password Expiration:

Period for Grace Logins after Password Expiration:

> Password Palicy Management

Password Expiry Time:

Minimum Age for Password Self-Modify

{3 cn=pwdPolicies, cn=Carnm Password Expiration Warning: |504800

LeFlen =default

Display Mame: |Password Palicy for Realm dc=oraclelinu, ¢

ﬁ%Schema Management
EServer Managerment

5. Select the Password Syntax tab.
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6. Configure password syntax constraints as follows:

a. Enable alpha-only passwords (that is, passwords that contain letters, but do not
contain digits). You do this by setting the number of required numeric characters
to none.

Note

Default Content Server passwords are alpha-only. If you are using these
default passwords on your installation, you must enable alpha-only passwords
in Oracle Directory Server.

Locate the property named Number of Numeric Characters and change its value
from 1 (default) to 0.

b. Reduce the minimum password length to four characters. Locate the property
named Minimum Number of Characters for Password and change its value
from 5 (default) to 4.

c. Click Apply to save your changes.

Oracle Directory. Manager

ORACLE

Hig orclodipagentMame = plane = Password Syntax

Hig orclodipAgentMame = difimg
Hi# orclodipAgentlame=Tagge
Hi# orclodipAgentiame =eDireq
Hi# orclodipAgentiame =eDireq
HiforclodipAgentharne=0pen
HiorclReferenceMame=arcl.lo
iR orclapplicationCommonial
E>Attribute Unigueness Manage
—@Audit Log Management
E>Change Log Management
E@Entr\/Management
E@Garbage Callection Manageme

— ¥ Check Password Syntax
MNumber of Mumeric Characters:

Mumber of Passwords in History |

Illegal Password Yalues:

Minimum Mumber of Characters for Password: |5

Minimum Mumber of Alphabetic Characters:

Minimum Mumber of Special Characters:

Minimum Mumber of Uppercase Characters:

> Password Palicy Management

Minimum Mumber of Lowercase Characters

Maximum Murmber of Repeated Characters

i} cn=pwdPalicies,cn=Comm

LeSlen = default

ﬁ‘Schema Management

A
*Server Management
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Modifying User Passwords

1. Log in to Oracle Directory Manager as cn=orcladmin. For instructions, see
“Accessing Oracle Directory Manager,” on page 260.

2. Inthe tree on the left, expand the Password Policy Management node, then the node
containing your DN (that is, the namespace you selected in step 13 on page 254).

3. Under the node representing your DN, expand the en=Users node and select the user
whose password you want to modify.

Select the Properties tab.

In the userPassword field, enter the new password.

Oracle Directory. Manager

Operation Help

ORACLE

... fch=orcladrr nagerment jdc=com/dc=oraclelin

E)-ﬁOracle Internet Directory Servers
é‘-&,cn=urcladmin@localhost:389

(I3 Properties I# ([

Wiew Properties: ® Only Mon-null Yalues © All © Acvanced

E;lmmbute Unigueness Manage
il [ Audit Log Management

@-lm| Change Log Management

Z |Entry Management

@ cn=0racleContext

creatorsnarme:; cn=orcladmin

description: test user

@13 cn=0racleSchemal'ersian
- cn=Server Configurations
gl de=com
é—tﬁ dc=oraclelinux
@13 cn=Calendar Server
@@ cn=Croups
@3 cn=0racleContext
-3 cn=Users

{13 cn=orcladrin
{12 cn=PUBLIC
E@Garbage Collection Manageme
(—)—E.._E,TIPassword Palicy Management

dn: |cn=testuser,cn=Users,dc=0rac|e|inux,dc=c0m

modifiersnarme: |[n=grc|admin

madifytimestamp: |March 24, 2007 5:03:47 AM UTC

objectclass: top
person

testuser

6. Click Apply to save your changes.
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syetem Ob

Sog orac

é—a:cn=Drc|admin@|ocalhost:389

G Access Control Management
Attribute Unigueness Manage
Jl[Audit Log Management
Change Log Management
#Z|Entry Management

@3 cn=0racleContext

@3 cn=0racleSchemayersion
(@ cn=Server Configurations :
-G de=com Ch=1BsIUSar

@52 Garbage Collection Manageme
(—}@Password Policy Management
o3 cn=pwdPolicies,cn=Camm

-8 o= owdPalicies cn= Caomim

Deleting Users

This section shows you how to delete a user in Oracle Directory Server.

1. Log in to Oracle Directory Manager as cn=orcladmin. For instructions, see
“Accessing Oracle Directory Manager,” on page 260.

2. Inthe tree on the left, expand the Password Policy Management node, then the node

containing your DN (that is, the namespace you selected in step 13 on page 254).

3. Under the node representing your DN, expand the ecn=Users node and select the user

you want to delete.

4. Right-click the selected user and select Delete from the context menu.

Jperation Help

jects

e Internet Directary Servers

cn:

é—tﬁ di=oraclelin Add Object Classes
@5 cn=_Calen Create
@ cn=Crouy Sreate Like

& en=0rar E A

S cn=Users Refresh Entry

Refresh SubTree Entries
& cn=o ] )
Configure Search Filter
Tear-Off
G i

3 cn=PL

I—EEPassword Palicy for Rea

Wiew Properties: ® Only Mon-null Yalues O All © Advanced

createtimestamp:

creatorsnarme:

Oracle Directory Manager

ORACLE
com/dc=oraclelir

L

tEstuser

lMarch 24, 2007 5:03:47 AM UTC

|cn=orcladmin

test user

|cn=testuser,cn=Users,dc=0rac|e|inux,dc=c0m

|cn=orclacmin

|March 24, 2007 5:03:47 AM UTC

SOFTWARE

5. In the confirmation pop-up dialog that appears, click OK.
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Connecting to ODS Using an LDAP Browser

This section shows you how to connect to Oracle Directory Server using an LDAP

browser.

SOFTWARE

Note

You cannot add groups, set passwords, or activate accounts using an LDAP browser.

Open the LDAP browser.
Select the Quick Connect tab.

Enter the following information:

- Host: 1localhost (if connecting remotely, enter the actual host name)

- Base DN: leave blank

- Anonymous bind: deselected

- User DN: cn=orcladmin
- Append base DN: deselected

- Password: <dbschema password> (you created this password in step 15 on
page 256)

[ Session List | Quick Connect |

[ Connection | Options |

Host Info
Host: |I0calhost| | Port: |389 | Yersion: ET
Base DN: T
Fetch DNs []ssL [] Anonymous bind

User Info
User DN: |cn=0rcladmin | [] append base DN
Password; [rrrerres |

| Connect || Cancel |
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4. Click Connect to start your session.

LDAP Browser|Editor v2.8.2 - [Idap://localhost{]
File Edit Yiew LDIF Help

82|28 /%o~ 7allsal
[ Root DSE 4| At |Value
o= 9 cn=0racleSchemay'ersian k
o= [ cn=Server Configurations
o= [J cn=0racleCantext
¢ dc=com

¢ 3 dc=araclelinux
o= [J cn=0racleCantext
o= [ cn=Calendar Server
o= [Jen=Users
o= 9 cn=Croups

| Ready. 4 entries returned. [u

5. Navigate to your DN (that is, the namespace you selected in step 13 on page 254).
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Connecting to ODS Using an LDAP Browser
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This chapter provides instructions for setting up the currently supported Microsoft Active
Directory Server (ADS) for use with Content Server.

Note
You must set up ADS before you run the CS LDAP integrator.

This chapter contains the following sections:

* Installing MS Active Directory Server

* Accessing the “Active Directory Users and Computers” Console
* Modifying User Passwords

* Deleting Users

* Configuring ADS Password Security for Content Server

* Connecting to ADS Using an LDAP Browser
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Installing MS Active Directory Server

This section shows you how to install MS Active Directory Server 2003 for use with
Content Server.

The procedure consists of the following steps:
A. Install the Operating System

B. Set the Machine’s Name and Suffix

C. Configure the Machine’s Network Settings
D. Install the Local DNS Server

E. Configure the Local DNS Server

F. Install MS Active Directory Server 2003

A. Install the Operating System
On the target machine, install Windows Server 2003 (any flavor except Web will do).

When the installation is complete, leave the installation disc in the drive — you will need it
to complete the installation of ADS.

B. Set the Machine’s Name and Suffix

1. Open the “System Properties” dialog.

This can be done in several ways. The fastest way is to right-click the My Computer
icon on the desktop and select Properties from the context menu.

Select the Computer Name tab.

Click Change.
System Properties 2=l
Advanced | Automatic Updates I Femote I
General Camputer Hame | Hardware
) Windows uses the following information to identify your computer
o on the network.

Computer description:

For example: "115 Production Server'' or
“Accounting Server''.

Full computer name: winZk 3activedir. vm.fatwire. com

‘workgroup: WMEATWIRE

Ta rename this computer or join a domain, click Change.

@ Changes will take effect after you restart this computer.

QK Cancel Lpply
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4. In the pop-up window that appears, do the following:
a. Enter the desired name for this machine. Make a record of this name.

b. Select the Workgroup radio button and enter a unique workgroup name. Make a
record of this name.

Computer Name Changes 2=l

*f'ou can change the name and the membership of this
computer. Changes may affect access to network resources.

LComputer name:

winzk 3activedi

Full computer name:
winzk3activedir. vm. fatwire. com

Member of
" Domain:

& Workgroup:
IVMFATWIF!E

()8 Cancel

c. Click More.

In the second pop-up window that appears, enter the DNS suffix for this machine.
Make a record of this suffix.

DNs Suffix and NetBIOS Computer Name 2=l

FErimary DMS suffix of this computer:

™ Change primary DNS suffix when domain membership changes

MetBIOS computer name:
IWIN2K3AETIVEDIF|

Thiz name is uzed for interoperability with older computers and services.

)8 | Cancel |

e. Make sure the Change primary DNS suffix when domain membership
changes check box is not checked.

f. Click OK to close the “DNS Suffix and NetBIOS Computer Name” pop-up
window.

Click OK to close the “Computer Name Changes” pop-up window.
In the “System Properties” dialog box, click OK.

Restart the machine.
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C. Configure the Machine’s Network Settings

Configure the machine’s network settings as follows:

1.
2,
3.

Set the IP address to an unused static IP address.
Set the preferred DNS server to the machine’s IP address.

Make sure that the Append primary and connection-specific DNS suffixes check
box on the Advanced tab under DNS settings in the TCP/IP Protocol properties for
the machine’s network interface is selected.

Make sure that Append parent suffixes of the primary DNS suffix check box is
selected.

For instructions on configuring your machine’s network settings, see the Windows Server
2003 documentation.

D. Install the Local DNS Server

SOFTWARE

1.
2,
3.

Open the “Control Panel” and double-click Add and Remove Programs.
Click Add/Remove Windows Components.

In the “Windows Components Wizard” pop-up window, select the Networking
Services item (not its check box) and click Details.

Windows Components Wizard

Windows Components
“Y'ou can add o remove components of ‘Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click
Details.

LComponents:

:Q Internet Explorer Enhanced Security Configuration 0.0ME ;I
O Eﬂ M anagement and Monitoring Tools 8.7 ME

- g 4.4 MB
O Eﬂ Other Metwark File and Print Services 0.1 Me
1 /™ Remate Installatinn Services ANMRE T

Description:  Containg a variety of specialized, network-related services and protocals.

Total disk space required: 11.7 ME
Space available on digk: 21188.3 MB
< Back Mest » Cancel Help
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Installing MS Active Directory Server

In the pop-up window that appears, select the check box next to Domain Name
System (DNS) and click OK. The pop-up window closes.

Networking Services =

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

S

O Dynamic Host Configuration Protocal [DHCF) 0.0ME

O Intemet Authentication Service 0.0 MB

O Remate Access Quaranting Service 0.1 MB
RPC over HTTP Prosy 0.1 ME

O Simple TCPAP Services 0.0ME

O W'indows Internet Mame Service MINS) 1.5ME LI

Description:  Setz up a DMS server that answers query and update requests for DS
names.

Total disk space required: 14.4 ME Dietails... |
Space available on digk: 21188.3 MB
()8 I Cancel |

In the “Windows Component Wizard” screen, click Next.

6. When the installation completes successfully, click Finished.

Windows Components Wizard

Completing the Windows
Components Wizard

Y'ou have successiully completed the Windows
Components YWizard.

To close this wizard, click Finizh.

|

< Back

Help |
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E. Configure the Local DNS Server

In the “Control Panel,” double-click the Administrative Tools icon.
Double-click the DNS icon.
In the “dnsmgmt console,” select the machine name you entered in step 4 on
page 273.

4. Right-click the machine name and select Configure this DNS Server from the
context menu.

5. In the “Configure a DNS Server Wizard” pop-up window that appears, click Next.

Welcome to the Configure a DNS
Server Wizard

This wizard helps you configure a DS server by creating
forward and reverse lookup zones and by specifying root
hints and forwarders,

Before continuing, review the DNS checklists,

Far more information about configuring DNS, click Help,

To continue, click Mext,

< Back | Mext = | Cancel | Help |

6. In the “Select Configuration Action” screen, select the Create forward and reverse
lookup zones radio button and click Next.
x|

Select Configuration Action Q
‘fou can choose the lookup zone bypes that are appropriate to your network .

size, Advanced administrators can configure root hints,

Select the action you would like this wizard to perform:

" Create a forward lookup zone (recommended For small networks)
This server is authoritative For the DNS names of local resources but forwards all
other queries ko an ISP or other DNS servers, The wizard will configure the root
hints but not create a reverse lookup zone,

¢ Lreate Forward and reverse lookup zones (recommended For large netwaorks):
This server can be authoritative for forward and reverse lookup zones, It can be
configured to perform recursive resolution, Forward queries o other DNS servers,
or both, The wizard will configure the root hints,

" Configure root hints only (recommended For advanced users only)

The wizard will configure the root hinks only, ou can later configure Forward and
reverse lookup zones and forwarders,

< Back I Mext = I Cancel Help
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7. Inthe “Forward Lookup Zone” screen, select the Yes, create a forward lookup zone
(recommended) radio button and click Next.

Configure a DNS Server Wizard =

Forward Lookup Zone Q
‘fou can create a forward lookup zone now or create one later by running the .

Mew Zone Wizard in the DNS console,

A Forward lookup zone translates DNS names to IP addresses and network services,
This is an essential function for most DS servers,

Do you wantk to create a forward lookup zone now?

¥ ¥es, create a Forward lookup zone now (recommended);

" Mo, don't create a forward lookup zone now

For more information about Forward lookup zones, click Help.

< Back. I Mext = I Cancel | Help |

8. In the “Zone Type” screen, select the Primary Zone radio button and click Next.

Zone Type Q
The DNS server supports various bypes of zones and storage, .

Select the bype of zone you want to create:

py of a zone that can be updated directly on this server,

" Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Autharity
(504}, and possibly glue Host (A} records, & server containing a stub zone is not
autharitative for that zone,

™| Stare the zome i Aetive: Directory (avaiatle anly iF BHS server is & domain controller)

< Back I Mext = I Cancel Help
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9. In the “Zone Name” screen, enter the name of the zone you are creating. The zone
name is the domain suffix you entered in step d on page 273. Click Next.

Zone Name Q
Wwhat is the name of the new zone? .

The zone name specifies the portion of the DNS namespace For which this server is
authoritative, It might be your organization's domain name {for example, microsoft.com)
or a portion of the domain name {for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

ZONE Narme:

v, Fatwire, com

For more information about zone names, click Help,

< Back. I Mext = I Cancel | Help |

10. In the “Zone File” screen, keep the default zone file name and click Next.

New Zone Wizard =

Zone File Q
‘fou can create a new zone file or use a file copied from another DMNS server, .

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

& Create a new file with this file narne:!

I wn.Fatwire, com,dns

" Use this existing File:

To use this existing file, ensure that it has been copied to the Folder
“eSystemRoot%isystem32idns on this server, and then click Mext,

< Back I Mext = I Cancel Help
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12. In the

dynamic updates radio button and click Next.

New Zone Wizard

Dynamic Update Q
‘fou can specify that this DNS zone accepts secure, nonsecure, of no dynamic .

updates,

Installing MS Active Directory Server

11. In the “Dynamic Update” screen, select the Allow both nonsecure and secure

x|

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the bype of dynamic updates you want to allow:

€ allovs only secure dynamic updates (recommended For Active Directary )
This option is available only for Active Directory-integrated zones,

o Bllaws bath nansecure and secure dynamic updates:
Drynamic updates of resource records are accepted from any client.,

& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

" Do nat allow dynamic updates

Dyynamic updates of resource records are not accepted by this zone, You must update

these records manually,

< Back I Mext = I Cancel | Help

now radio button and click Next.

Configure a DNS Server Wizard

Reverse Lookup Zone Q
‘fou can create a reverse lookup zone now or create one later by running the .

Mew Zone Wizard in the DNS console,

“Reverse Lookup Zone” screen, select the Yes, create reverse lookup zone

x|

A reverse lookup zone translates IP addresses to DMS names. Reverse lookup zones
are usually necessary only if programs require this information,

Do you wank to create a reverse lookup zone now?

(¥ ¥es, create a reverse lookup zone now

" Mo, don't create a reverse lookup zone now

For more information about reverse lookup zones, click Help,

< Back I Mext = I Cancel Help
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New Zone Wizard =
Zone Type Q
The DNS server supports various bypes of zones and storage, .

Installing MS Active Directory Server

13. In the “Zone Type” screen, select the Primary Zone radio button and click Next.

Select the bype of zone you want to create:

of a zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault kolerance.

" Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Autharity
(504}, and possibly glue Host (A} records, & server containing a stub zone is not
autharitative for that zone,

™| Stare the zome i Aetive: Directory (avaiatle anly iF BHS server is & domain controller)

< Back I Mext = I Cancel | Help

14. In the “Reverse Lookup Zone Name” screen, select the Network ID radio button and

enter the first three octets of the machine’s IP address (you set this address in step 1 on

page 274), then click Next.

New Zone Wizard =
Reverse Lookup Zone Name Q
A reverse lookup zone translates IP addresses into DNS names, .

Ta identify the reverse lookup zone, type the network ID or the name of the zone.
& Metwork ID:
172 19 3

The network ID is the portion of the IP addresses that belongs to this zone. Enter the

network ID in its normal {not reversed) order,

IF yvou use a zera in the network ID, it will appear in the zone name. For example,

network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create

zone 0, 10.in-addr. arpa.
" Reverse lookup zone name:
3.19.172.in-addr . arpa

For more information on creating a reverse lookup zone, dlick Help,

< Back I Mext = I Cancel Help
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15. In the “Zone File” screen, keep the default zone file name and click Next.

New Zone Wizard =

Zone File Q
‘fou can create a new zone file or use a file copied from another DMNS server, .

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

& Create a new file with this file narne:!

I 3.19.172.in-addr . arpa.dns

" Use this existing File:

To use this existing file, ensure that it has been copied to the Folder
“eSystemRoot%isystem32idns on this server, and then click Mext,

< Back. I Mext = I Cancel | Help |

16. In the “Dynamic Update” screen, select the Allow both nonsecure and secure
dynamic updates radio button and click Next.

New Zone Wizard =

Dynamic Update Q
‘fou can specify that this DNS zone accepts secure, nonsecure, of no dynamic .
updates,

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the bype of dynamic updates you want to allow:

€ allovs only secure dynamic updates (recommended For Active Directary )
This option is available only for Active Directory-integrated zones,

o Bllaws bath nansecure and secure dynamic updates:
Drynamic updates of resource records are accepted from any client.,

& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

" Do nat allow dynamic updates

Dyynamic updates of resource records are not accepted by this zone, You must update
these records manually,

< Back I Mext = I Cancel Help
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17. In the “Forwarders” screen, select the No, it should not forward queries radio button
and click Next.

Configure a DNS Server Wizard =

Forwarders Q
Forwarders are DNS servers to which this server sends queries that it cannat .
answer,

Should this DNS server Forward queries?

" ¥es, it should Forward queties ko DNS servers with the following IP addresses:

I - - - {optional)

% o, it should not Forward queries!

If this server is not configured to use Forwarders, it can still resolve names using
rook name servers,

For more information about Forwarders, click Help.

< Back. I Mext = I Cancel | Help |

18. In the “Completing the Configure a DNS Server Wizard” screen, click Finish.

Configure a DNS Server Wizard =

Server Wizard

‘fou have successfully completed the Configure a DS Server
‘Wizard, When you click Finish, the Following settings will be
saved.

% Completing the Configure a DNS

Settings:

DNS server ko configure: WINZK3ACTIVEDIR

Forward lookup zone to create: vm.Fatwire, com
Reverse lookup zone to create: 3,19,172.in-addr. arpa

Configure the hosts that will use this DMS server to point to
this DMS server for name resolution, and then verify name
resolution using nslookup, IF vou added a new primary zone,
add resource records ko it For the hosts whose names need
to be resolved by this DNS server,

Ta close this wizard, click Finish,

< Back Cancel | Help

19. Close or minimize the DNS server window.
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F. Install MS Active Directory Server 2003

SOFTWARE

1. Click Start, then Run, and enter depromo in the “Run” dialog box.

2. In the “Welcome to the Active Directory Installation Wizard” screen, click Next.

Welcome to the Active Directory
Installation Wizard

Thiz wizard helpz pou install Active Directory services on this
server, making the server a domain controller.

If thiz iz the first time you have installed Active Directory, it iz
recommended that you first read the overview in Active
Directory Help.

To continue, click Next.

< Back Cancel |

3. In the “Operating System Compatibility” screen, click Next.

Active Directory Installation Wizard =

Operating System Compatibility /
Improved security settings in \Windows Server 2003 affect older versions of
indows.

Domain controllers running 'Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
IECUTE Way.

Some older versions of Windows, including ‘Windows 95 and Windows NT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, some non-windows systems, including
Apple Mac 05 % and SAMBA clients, might not meet these requirements.

Far mare infarmation, see Compatibility Help.

Cancel

< Back
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4. In the “Domain Controller Type” screen, select the Domain controller for a new
domain radio button and click Next.

Active Directory Installation Wizard =

Domain Controller Type /
Specify the role you want thiz server to have,

Do you want this gerver to become a domain controller for & new domain or an
additional domain controller for an existing domain?

& Diomain controller for & new domairs

Select thiz option ta create a new child domain, new domain tree, or new farest.
This server will become the first domain contraller in the new domain.

" gdditional domain contraller for an existing domain
@ Froceeding with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encypted data, such as EFS-enciypted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

5. “In the “Create a New Domain” screen, select the Domain in a new forest radio
button and click Next.

6. In the “New Domain Name” screen, enter the DNS name you entered in step 9 on
page 278, then click Next.

Active Directory Installation Wizard =

New Domain Name /
Specify a name for the new domain,

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com).

Full DMS name for new domair:

wn.fabwire. com

< Back I Mest » I Cancel
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7. In the “NetBIOS Domain Name” screen, keep the default value and click Next. Make
a record of this value.

Active Directory Installation Wizard =
NetBIOS Domain Mame /
Specify a MetBIOS name for the new domain,

Thiz iz the name that ugers of earlier versions of Windows will uze to identify the new
domain. Click Mext to accept the name shown, or type a new name.

Domain MetBl0S name: W

< Back I Mest » I Cancel |

8. In the “Database and Log Folders” screen, click Next.

Active Directory Installation Wizard =

Database and Log Folders /
Specify the folders to contain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard digks.

‘where do you want to store the Active Directory database?

Databaze folder:

Browse... |

‘where do you want to store the Active Directory log?

Log falder:

CAWINDOWSYNTDS Browse... |

< Back I Mest » I Cancel
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9. In the “Shared System Volume” screen, click Next.

Active Directory Installation Wizard =

Shared System Yolume /
Specify the folder to be shared as the system volume,

The 5%SYOL folder stores the server's copy of the domain's public files. The contents
of the SY'SVOL folder are replicated to all domain controllers in the domain.

The 5vSWOL folder must be located on an MTFS wolume.
Enter a location for the SvS%OL folder.

Folder location:

Browse... |

< Back I Mest » I Cancel |

10. In the “Diagnostic Results” screen, make sure that the diagnostic has completed
successfully, then click Next. If the diagnostic fails, correct the indicated problem,
click Back and then Next to rerun the diagnostic.

Active Directory Installation Wizard =

DHS Registration Diagnostics /
Werify DNS support, or install DNS on this computer.

Diagnostic Results

The registration diagnostic has been mn 1 time.

DM registration support for this domain controller has been verified. To continue, click.
Mext.

Details

The primary DMS server tested waz: win2k 3activedir. vm.fatwire.com [172.19.3.4]
The zone was: vm.fatwire. com

The test for dynamic DMS update support returned:
"The operation completed successfully."

< Back I Mest » I Cancel
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11. In the “Permissions” screen, select the Permissions compatible only with Windows

2000 and Windows 2003 operating systems and click Next.

Active Directory Installation Wizard

Permissions
Select default permissions for uzer and group objects.

x|

@

Some server programs, such as Windows NT Remate Access Service, read information

stored on domain controllers.

" Pemissions compatible with pre-wWindows 2000 server operating systems

Select this option if you run server programs on prewindows 2000 server operating
syztems or on ‘Windows 2000 or Windows Server 2003 operating spstems that are

members of preswindows 2000 domains.

@ Anonymous users can read information on thiz domain.

o)

Permissions compatible anly with Windows 2000 ar Windows Server 2003
inperating systems

Select this option if you run zerver pragrams only on ‘Windows 2000 or ‘Windows

Server 2003 operating spstems that are members of Active Directory domaing. Only

authenticated users can read information on this domain.

< Back I Mest » I Cancel |

12. In the “Directory Services Restore Mode Administrator Password” screen, enter a

password and click Next. Make a record of this password.

Active Directory Installation Wizard

Directory Services Rest Mode Admini: P d
Thiz password iz uzed when you start the computer in Directory Services Restore
Mode.

x|

@

Type and confirm the password you want to assign to the Administrator account used
when thiz server iz started in Directory Services Restore Mode.

The restare mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, o be sure to remember

bath.
Fiestore Mode Password: quuu
LConfirm pazsword: |"""u|

For mare information about Directory Services Restore Mode, see Active Directory Help.

< Back I Mest » I Cancel
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13. In the “Summary” screen, click Next.

Active Directory Installation Wizard

Installing MS Active Directory Server

SOFTWARE

Summary
Feview and confirm the options you selected,

rou choze to:
Configure this gerver as the first domain contraller in a new forest of domain trees. ;I

The new domain name is vm.fatwire.com. This is also the name of the new forest.
The MetBIOS name of the domair iz Y

D atabase folder: C:iwINDOWSYNTDS

Log file folder: C:WINDOWSANTDS

SSVOL folder: C:AWINDOWSASYSWOL

The password of the new domain administrator will be the zame az the password of
the administrator of this computer |

E
To change an option, click Back. Tao begin the operation, click Mext.
< Back I Mest » I Cancel |

Active Directory Installation Wizard

%

Completing the Active Directory
Installation Wizard

Wctive Directory iz now installed on this computer for the ;I
dormain v, fatwire. com.

Thiz domain controller iz azsigned to the site
Default-First-Site-Mame. Sites are managed with the
Wctive Directory Sites and Services administrative tool.

To close this wizard, click Finizh.

14. In the “Completing the Active Directory Installation Wizard” screen, click Next.

x|

< Back I Finizh I Cancel

Active Directory Installation Wizard =

Windows must be restarted before the changes made by the Active
Diirectory Installation wizard take effect.

Bestart Mow Don't Restart Mow |
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Accessing the “Active Directory Users and
Computers” Console

You use the “Active Directory Users and Computers” console to manage your Active
Directory Server configuration. To access the console, perform the following steps:

1. Click Start, then Run to bring up the “Run” dialog box.
2. Inthe “Run” dialog box, enter dsa.msc.
3. Click OK.

The “Active Directory Users and Computers” console loads.

-.? Active Directory Users and Computers ;IQILI
@ File  Action Yiew ‘Window Help |;|i|1|
e mm e EFRE R gl van
@ Active Directory Users and Computer | wm.fatwire.com 5 objects
D Saved Q.ueries Marne | Type | Description |
=9 v Fatwire, com (Buikin builtinDomain
g Buitin [:IComputers Container Default container For upar...
@ ;omp.utecrs trol (& bomain Cont... Organizational ... Default container For dom...
-
D F;:e?gl:SeocI:r:toys:;cipals [CdForeigngecur... Cantainer Default container for secu..,
L (] Users [Cdusers Container Default container For upar...
KN — 2
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Configuring ADS Password Security for Content
Server

This section shows you how to configure password security in Active Directory Server to
meet Content Server’s requirements.

1. Open the “Active Directory Users and Computers” console.

2. In the tree on the left, right-click the desired domain and select Properties from the
context menu.

3. In the dialog that appears, select the Group Policy tab.

vym.fatwire.com Properties 2=l

Generall Managed By Group Palicy |

i
Current Group Policy Object Links for vm
L—

Group Policy Object Links Mo Overnide | Disabled
=

L=3 D efault Domain Policy

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2k3activedir. vm. fatwire. com

Mew | agd. | Edt | U

Optiong... | Delete. .. | Froperties | [own |

" Block Policy inheritance

QK I Cancel | Lpply |
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4. The Group Policy Object Editor appears, showing the group policy you selected.

SOFTWARE

8.
9.

"fi Group Policy Object Editor

=10l x|

File  Action Yiew Help

o |mER @

s Default Domain Policy [WINZK3ACTIVEDIR.YM.FATWIRE.COM] Policy
Computer Configuration

(0 software Settings Select an item to view its description, Mame I

D Windows Settings Computer Configuration

(2 Administrative Templates @User Configuration

B @ User Configuration
D Software Settings
D Windows Settings
D Administrative Templates

K R | Extended A4 Standard 7

In the tree on the left, expand Computer Configuration > Windows Settings >
Security Settings > Account Policies and select Password Policy.

In the main pane, double-click the Minimum password length item.

In the pop-up dialog that appears, enter 4 as the value and click OK.

Minimum password length Properties 2=l

Security Policy Setting |

¥ Define thiz policy setting

Minimum pazsword length

Password must be at least:

|5 _,::' characters

QK I Cancel | Apply |

Double-click the Password must meet complexity requirements item.

In the pop-up window that appears, select the Disabled radio button and click OK.

10. From the File menu, select Exit, then click OK.

11. Bring up the “Run” dialog, enter gpudate, and click OK.
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Modifying User Passwords

This section shows you how to modify a user’s password in Active Directory Server.

1.

A

Open the “Active Directory Users and Computers” console.

In the tree on the left, select Users.

In the main pane, select the user whose password you want to modify.

Right-click the desired user name and select Reset Password from the context menu.

In the dialog that appears, enter and re-enter the new password, then click OK.

Deleting Users

SOFTWARE

This section shows you how to delete a user in Active Directory Server.

1.

o b

Open the “Active Directory Users and Computers” console.

In the tree on the left, select Users.

In the main pane, select the user whose password you want to modify.
Right-click the desired user name and select Delete from the context menu.

In the pop-up dialog that appears, click Yes.
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Connecting to ADS Using an LDAP Browser

SOFTWARE

This section shows you how to connect to Active Directory Server using an LDAP

browser.

Note

You cannot add groups, set passwords, or activate accounts using an LDAP browser.

Open the LDAP browser.

Select the Quick Connect tab.

Fill out the following information:

- Host: 1localhost (if connecting remotely, enter the actual host name)

- Base DN: <DNS_suffix> (the part of the DNS name after the host name)

- Anonymous bind: deselect

- User DN: administrator@<DNS_suffix>
- Append base DN: deselect

- Password: <ADS password> (you created this password in step 12 on page 287)

Quick Connect |

[ Connection | Options |

Host Info

Host: |I0calhost|

| Port: |389 | Version: E

-
-

Base DN:

User Info

User DMN: |cn=0rcladmin

Password: | ““““““““

Fetch DNs []ssL [] Anonymous bind
| []append base DN

|

| Connect || Cancel |

4. Click Connect.
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Part 4
Virtualization

This part contains the following chapters:

Chapter 19, “Creating and Configuring a Xen Virtual Machine”
Chapter 20, “Creating a Zone in Solaris 10”

Chapter 21, “Installing and Configuring VMware ESX Server 3.5”
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Chapter 19

Creating and Configuring a Xen Virtual

Machine

SOFTWARE

This chapter shows you how to create and configure a Xen Virtual Machine on Red Hat

Enterprise Linux 5.0.

This chapter contains the following sections:

Important Commands
Configure GRUB
Paravirtualization

Full Virtualization

Creating a New Virtual Machine
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Start the xend control daemon

Important Commands

service xend start

Start the Virtual Machine virt-manager
Manager
Start a Virtual Machine xm create /etc/xen/<Virtual Machine

name>

Shut down a Virtual Machine

xm shutdown /etc/xen/<Virtual Machine
name>

Suspend a Virtual Machine

xm suspend /etc/xen/<Virtual Machine
name>

Resume a Virtual Machine

xm resume /etc/xen/<Virtual Machine
name>

Configure the amount of startup
memory for a Virtual Machine

xm mem-set /etc/xen/<Virtual Machine
name> <amount in megabytes>

Configure the maximum
allowable memory for a Virtual
Machine

xm mem-max /etc/xen/<Virtual Machine
name> <amount in megabytes>

Configure the number of vcpu's
allocated to a Virtual Machine

xm vcpu-set /etc/xen/<Virtual Machine
name> <number of vcpu's>

View the xend log

xm log

Save a Virtual Machine

xm save /etc/xen/<Virtual Machine
name> <path to save file>

Restore a Virtual Machine

xm restore <path to save file>
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Configure GRUB

The GRUB boot loader's configuration file contains the kernel-xen entries and a space
separated list of arguments to be passed to the kernel at system boot time.

1. Enter the following path to open the boot loader’s configuration file in a text editor:
/boot/grub/grub.conf

Example of kernel-xen entry:

itle Red Hat Enterprise Linux Server (2.6.18-3.el5xen)
root (hd0; 0)
kernel /xen.gz.-2.6.18-3.el5 dom0 mem=800M dom0 max vcpus=1

module /vmlinuz-2.6..18-3.elb5xen ro root=/dev/VolGroup00/
LogVol00 rhgb quiet

module /initrd-2.6.18-3. elbxenxen.img

2. To limit the amount of resources the domain0 system management domain can use,
add space separated kernel arguments to the end of the kernel line of the kernel-xen

entry.
Important kernel arguments:

- dom0O_mem - This argument limits the amount of memory that is available for
domain0.

- dom0_max_vcpus - This argument limits the amount of CPUs visible to
domain0.
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Paravirtualization

Requirements

Note

The latest version of most Linux distributions include the xen-kernel for
paravirtualization support. Windows is not yet supported for paravirtualization.

* Guest operating system with Xen Paravirtualization support.

¢ Installation tree accessible via http, nfs, or ftp.

Creating an Installation Tree

An installation tree is the location for all the files that are needed to run and install the
operating system. If a location is not already available via http, nfs, or ftp, one must be
created using the installation disks or ISO images.

If you are using the installation CD-ROMs, complete the following steps:
1. Create a directory for your installation tree.
2. For each binary CD-ROM, execute the following:

= mkdir /mnt/cdrom

= mount -r /dev/cdrom /mnt/cdrom

- c¢cp -var /mnt/cdrom <path to installation tree>

Note

You may have to manually concatenate TRANS . TBL files.

- umount -v /mnt/cdrom
If you are using ISO images, complete the following steps:
1. Create a directory for your installation tree.
2. For each ISO image, execute the following:

= mkdir /mnt/iso

- mount -o loop <path to ISO> /mnt/iso
- cp -var /mnt/iso/* <path to installation tree>

= umount /mnt/iso

Making the Installation Tree Available

Once the installation tree has been created, the Virtual Machine creation tool requires this
tree be made available via http, nfs, or ftp.

HTTP (Recommended)

1. Install Apache Web Server.
2. Move the installation tree into the htdocs directory of Apache.
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3. Start the Apache Web Server. Go to the bin directory of Apache and run the following
command:

apachectl start

4. Use the following URL:
http://<apache host>/<installation tree>

NFS

1. Open: /etc/exports in a text editor.
2. Add an entry for your installation tree, for example:

<path to installation tree> *
(rw,async,no_root squash,no subtree check)

3. Run the following commands:

- exportfs -a
- Jete/init.d/nfs start
- /sbin/service nfs reload

4. Use the following URL:
nfs://<hostname>/<path to installation tree>

FTP
1. Copy your installation tree to a shared directory of an ftp server.

2. Use the following URL:
ftp://<hostname>:<ftp port>/<path to installation tree>
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Full Virtualization
Requirements:
* CPU with full virtualization support
Check CPU for full virtualization support.

* To check for full virtualization support on an Intel CPU, enter the following
command:

grep vmx /proc/cpuinfo

- Ifalist of CPU flags is outputted, then your Intel CPU supports full virtualization.
For example:

flags : fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36
clflush dts acpi mmx fxsr sse sse2 ss ht tm syscall nx 1lm
constant tsc pni monitor ds cpl vmx est tm2 cx16 xtpr lahf 1lm

- If nothing is outputted, your CPU does not support full virtualization.

* To check for full virtualization support on an AMD CPU, enter the following
command:

grep svm /proc/cpuinfo

- Ifalist of CPU flags is outputted, then your AMD CPU supports full
virtualization. For example:

flags : fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36
clflush dt acpi mmx fxsr sse sse2 ss ht tm syscall nx mmtext

fxsr opt rdtscp lIm 3dnowext pni c¢x16 lahf Im cmp legacy svm
cr8 legacy

- If nothing is outputted, your CPU does not support full virtualization.
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Creating a New Virtual Machine

Note

A new virtual machine can be installed to a clean partition (recommended) or an
image file on the host file system. If you will be installing on a clean partition,
have this partition created before you go on to the next step.

1. Open the Virtual Machine Manager by running the virt-manager command.

2. When the “Open Connection” window appears, select Local Xen host, then click
Connect.

& Open connection |T||E‘ |T||E|r5_(|

O Other hypervisor

[] Read only connection

l ¥ Cancel HOCOﬂnect

3. Click: File > New machine.

u. Yirtual Machine Manager, (Xen: localhost. localdomain)

Edit View Help

E New machine... AlE+N View:
7 Restore saved machine... Alt+R

Memory usage
@ Open connection...

_ 4.83GB (69.59%) [l ]

x Close Ctri+w | _ 2.00GB (28.83%)[] |
& Quit Ctri+Q

[§ New
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4. Click Forward.

u. Create a new virtual system Q@@

Creating a new virtual system

This assistant will guide you through creating a new
virtual system. You will be asked for some information
about the virtual system you'd like to create, such as:

® A name for your new virtual system

. Whether the system will be fully
virtualized or para-virtualized

o The location of the files necessary for installing an
operating system on the virtual system

Storage details - which disk partitions or
e
files the system should use

® Memory and CPU allocation

¥ Ccancel & Forward

5. Enter a name for the Virtual Machine, then click Forward.

w. Create a new al system

Naming your virtual system

Please choose a name for your virtual system:

System Name: [Domain2| l

) Example: system1

[xgancell [éﬁack] [E} Forward
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a.

Important Commands

If you will be installing a guest operating system that has been specifically
configured for Xen Virtualization, select Paravirtualized, then click Forward.

u. Create a new virtual system @@ Q@@
Choosing a virtualization method

You will need to choose a virtualization method
for your new system:

Lightweight method of virtualizing machines. Limits
operating system choices because the OS must be
specially modified to support paravirtualization. Better
performance than fully virtualized systems.

O Fully Virtualized:
Involves hardware simulation, allowing for a greater
range of operating systems (does not require 0S
modification). Slower than paravirtualized systems.

[xgancell [@Eack] [E}Eorwardl

If you will be installing a guest operating system not specifically configured for
Xen Virtualization, select Fully Virtualized, then click Forward.

- DEEEH

Choosing a virtualization method

You will need to choose a virtualization method
for your new system:

() Paravirtualized:

Lightweight method of virtualizing machines. Limits
operating system choices because the OS must be
specially modified to support paravirtualization. Better
performance than fully virtualized systems.

simulation, allowing for a greater
range of operating systems (does not require OS
modification). Slower than paravirtualized systems.

[xgancell [éﬁackl [E?Eorward
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7.

8.

SOFTWARE

(Paravirtualization Only).

Enter the URL to the installation tree created in the previous section.

a.

b.

For example:
http://<hostname>:<port>/tree
nfs://<hostname>:<port>/tree
ftp://<hostname>:<port>/tree

Click Forward.

u. Create a new virtual system E] g@@|

Locating installation media

Please indicate where installation media is available for the
operating system you would like to install on this
paravirtualized virtual system. Optionally you can provide the
URL for a kickstart file that describes your system:

Install Media URL: [http://10.120.12.31/treq] [~]
) Example: http//servername.example.com/distro/i386/tree

Kickstart URL: l -

) Example: ftp:/fhostname.example.com/ks/ks.cfg

[xgancell [C:lﬁack] [E}Ecrwardl

(Full Virtualization Only). Select the installation media location.

Important Commands

If ISO Image Location was selected, browse for the location of the ISO Image

containing the operating system installer. Click Forward.

I- nl Create a new virtual system EEE

Locating installation media

Flease indicate where installation media is available
for the operating system you would like to install on
this fully virtualized virtual system:

(@ 1SO Image Location:

ISO Location: | froot/boot-rhel4as-x86_| Browse..

) CD-ROM or DVD:
Please insert disc 1 of the installation media for
the desired operating system now.

[ b 4 gance\l [ « Eackl [ 3 Eorwardl
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SOFTWARE

Important Commands

If CD-ROM or DVD was selected, select the drive containing the installation

media. Click Forward.

Please indicate where installation media is available

for the operating system you would like to install on
this fully virtualized virtual system:

) 1SO Image Location:
ISO Location:

@ CD-ROM or DVD:

EGRGELGEEINGEGIER Enterprise Linux cd 1 20070613

u. Create a new virtual system E] Q@E|

Locating installation media

[xgancell [éﬁack] [i}ﬁorwardl

9. Select a storage method.

If Normal Disk Partition was selected, enter the path to the disk partition the

Virtual Machine will be stored on. Click Forward.

u. Create a new virtual system E] g@@

Assigning storage space

Please indicate how you'd like to assign space on this physical
host system for your new virtual system. This space will be
used to install the virtual system's operating system.

@ Normal Disk Partition:

Partition: [!devfsdb1| "Brcwse...l

() Example: /dev/hdc2

O Simple File:
File Location:
File Size: MB

D Note: File size parameter is only relevant for new files
i

A, Warning: If you do not allocate the entire disk at VM creation, space will
~ be allocated as needed while the guest is running. I sufficient free space
is not available on the host, this may result in data corruption on the guest.
Tip: You may add additional storage, including network-mounted
storage, to your virtual system after it has been created using the
same tools you would on a physical system.

[xgancell [éﬁackl [E?Ecrward
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Important Commands

- If Simple File was selected, enter the path to the file that the Virtual Machine will
be stored as, and select a file size. Click Forward.

u. Create a new virtual system E] g@@|
Assigning storage space

Please indicate how you'd like to assign space on this physical
host system for your new virtual system. This space will be
used to install the virtual system's operating system.

() Normal Disk Partition:

Partition:
() Example: /dev/hdc2
@ Simple File:
File Location: [!ulerhe\Spv.iso “ Brcwse...l

File Size: 16000 || MB

O Note: File size parameter is only relevant for new files

] Allocate entire virtual disk now?:
/1 Warning: If you do not allocate the entire disk at VM creation, space will
be allocated as needed while the guest is running. If sufficient free space
is not available on the host, this may result in data corruption on the guest.

() Tip: You may add additional storage, including network-meunted
storage, to your virtual system after it has been created using the
same tools you would on a physical system.

[XQancell [éﬁack] [ibﬁorward
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Important Commands

10. When the “Allocate memory and CPU” screen appears, fill in the fields provided, then
click Forward.

-  Memory:

- VM Max Memory (MB): Enter the maximum amount of memory to be
allocated to this Virtual Machine.

- VM Startup Memory (MB): Enter the amount of memory to be allocated at
startup of this Virtual Machine.

- CPUs: Enter the number of virtual CPUs to be allocated to this Virtual Machine.

u. Create a new virtual system @@ E@E|
Allocate memory and CPU

Memory:
Please enter the memory configuration for this VM. You
can specify the maximum amount of memory the VM
should be able to use, and optionally a lower amount to
grab on startup. Warning: setting VM memory too high
will cause out-of-memory errors in your host domain!
Total memory on host machine: 6.94 GB

VM Max Memory (MB): [2048 ||

VM Startup Memory (MB): [1024 3|

CPUs:
Please enter the number of virtual CPUs this VM
should start up with.

Logical host CPUs: 4

VCPUs:

Tip: For best performance, the number of virtual CPUs should be less
than (or equal to) the number of logical CPUs on the host system.

[xgancell [éﬁack] [i}ﬁorward
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SOFTWARE

11. Review the Virtual Machine settings, and click Finish.

u. Create a new virtual system E]@ Q@El

Ready to begin installa

Summary:
Machine name: Domain2
Virtaulization method: Paravirtualized
Installation source: http://10.120.12.31/tree
Kickstart source:

Disk image: fdev/sdbl
Disk size: =
Maximum memory: 2048 MB
Initial memory: 1024 MB
Virtual CPUs: 2

Press finish to create a new virtual machine with
this configuration & display the virtual console.

[xgancell [égack] [;ﬁfinish]
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Important Commands

12. A new Virtual Machine is now created and booted, running the installer of the
operating system in your installer tree.

u. Domain?2 Yirtual Machine Console

Virtual Machine View

n o
Pause Shutdown

elcome to Enterprise Linux

Choose a Language

What language would you like to use
during the installation process?

Catalan [ ]
Chinese(Simplified) ]

Chinese(Traditional) [
Croatian

Czech

Danish

Dutch

{Tab>/<Alt-Tab> between elements | <Space> selects | <F12> next screen
| K D)

13. After the installation of your operating system is complete, click to reboot the server.
The following events occur:

a. The Virtual Machine shuts down. Its name is removed from the Virtual Machine
list in the Virtual Machine Manager.

b. The Virtual Machine with the operating system you installed is relocated to the
specified storage location. A configuration file is created in the /etc/xen
directory. The file name is identical to the Virtual Machine name specified in the
installation.

Configuring Third-Party Software: Content Server 7.6

SOFTWARE



Chapter 19. Creating and Configuring a Xen Virtual Machine

312
Important Commands

14. Run the following command to start the Virtual Machine:

xm create /etx/xen/<Virtual Machine name>

a. When started, the Virtual Machine will be added to the Virtual Machine list in the
“Virtual Machine Manager.”

b. Open the Virtual Machine from the “Virtual Machine Manager” by right-clicking
the name and clicking Open.

u. Virtual Machine Manager, (Xen: localhost. localdomain) E] |z||§”z|
File Edit View Help

View:

1D Name = Status CPU usage Memory usage

0  Domain-0 & Running 1.11 % 4.83 GB (69.59%) [I_|
Domain2 /% Running 0.14 % R (OR 5

2.00GR (28 2
Details

[ [§ New HﬁDeLaiIs” Ty open
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Chapter 20
Creating a Zone in Solaris 10

This chapter provides instructions on how to create and configure a zone in Solaris 10.
This chapter contains the following sections:
* Prerequisites

* Setting Up a Zone in Solaris 10

First-Time Configuration for a Zone
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Prerequisites

Prerequisites

Must be on Solaris 10 Update 4 (as this guide assumes that you are using such a
version).

It is preferred that one unused NIC is available and dedicated to each zone.

Enough Disk space to create a zone and store the files associated with the zone. The
actual space will depend on the application server used and the configuration. It is
suggested that for a Sparse Zone you include enough space for Content Server,
Application Server + 20%, and no less than 4GB of memory.

Installation media for Solaris 10 Update 4, and a way to mount the media locally.

Setting Up a Zone in Solaris 10

SOFTWARE

Note

All commands are done as root

Create a directory as the root of your new zone (/u01/zonel) which will be used in
this section: mkdir /u01/cs_zonel

Change permissions for /u01/cs_zonel: chmod 700 /u0l/cs_zonel

Plumb the new interface in Solaris so that the zone will be able to find it. Ex. If the
interface is named bgel: # ifconfig bgel plumb

Create a new zone by running zonecfg, which will start zonecfg in interactive
mode: # zonecfg -z cs_zonel

a. Start creating a new zone: zonecfg:cs_zonel> create

b. Set the path to the new zone (we will use the path created in step 1):
zonecfg:cs_zonel> set zonepath=/u0l/cs_zonel

c. Add an NIC to this zone: zonecfg:apache> add net

1) Configure the interface for the zone (assumes that the unused physical NIC is
named bgel): zonecfg:cs_zonel:net> set physical=bgel

2) Set the IP address to be used by this zone, in this case a Class C subnet with
the address 0of 10.120.16.84: zonecfg:cs_zonel:net> set
address=10.120.16.84/24

3) Exit the zone NIC config: zonecfg:cs_zonel:net> end

4) Set the zone to automatically Start upon Boot (optional, but suggested):
zonecfg:cs_zonel> set autoboot=true

5) Check what the zone will look like with the info command:

zonecfg:cs_zonel> info
zonename: cs_zonel
zonepath: /u0l/cs_zonel
autoboot: false

pool:

limitpriv:
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Setting Up a Zone in Solaris 10

inherit-pkg-dir:

dir: /1lib
inherit-pkg-dir:

dir: /platform
inherit-pkg-dir:

dir: /sbin
inherit-pkg-dir:

dir: /usr
net:

address: 10.120.16.84/24

physical: bgel

6) Commit the changes: zonecfg:cs_zonel> commit
7) Exit the zone: zonecfg:cs_zonel> exit
5. Install the new zone. Use step 4a for a sparse zone and step 4b for a full zone.
- Ifusing a sparse zone run: # zoneadm -z cs_zonel install
- Ifusing a full zone run: 4 zoneadm -b cs_zonel install

The output will closely resemble the following:

Preparing to install zone <cs_zonel>.

Creating list of files to copy from the global zone.

Copying <2560> files to the zone.

Initializing zone product registry.

Determining zone package initialization order.

Preparing to initialize <1736> packages on the zone.

Initialized <1736> packages on zone.

Zone <cs_zonel> is initialized.

Installation of these packages generated warnings: <SMCmake>

The file </u0l/cs_zonel/root/var/sadm/system/logs/install log>
contains a log of the zone installation.

6. The zone is now configured and can be started, and logged into.

Important Commands for Solaris

Starting up (booting a zone) zoneadm -z cs_zonel boot

Rebooting a zone zoneadm -z cs_zonel reboot

Removal (deleting a zone) zoneadm -z cs_zonel uninstall

#
#
Shut down # zoneadm -z cs_zonel halt
#
#

Log in to a zone zlogin -C cs_zonel
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First-Time Configuration for a Zone

First-Time Configuration for a Zone

SOFTWARE

The first time, you will be prompted for a number of parameters. The following are the
values that will need to be changed based on your environment). These are the same as are
asked for in any new installation of Solaris:

1.

10.
1.

Select a Language:

0. English

Select a Locale:

0. English (C - 7-bit ASCII)
What type of terminal are you using?
1) ANSI Standard CRT
Host name for bgel:1
sunloanerOlcszonel
Configure Kerberos Security
[X] No

Name service

[X] DNS

Domain name:
fatwire.com

Server’s IP address:

XXX . XXX XXX .. XXX

Search domain:
fatwire.com

Select the correct time zone.

Enter a new root password.

Setup of the new Zone is now complete.
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Installing and Configuring VMware ESX

Server 3.5

SOFTWARE

This chapter provides instructions on installing and configuring VMware ESX Server 3.5.

This chapter includes the following sections:

Step L. Installing VMware ESX Server 3.5

Step II. Installing VMware Infrastructure Client
Step III. Configure VMware ESX Server 3.5
Step IV. Create a Virtual Machine

Step V. Install VM Tools
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Step I. Installing VMware ESX Server 3.5

Step l. Installing VMware ESX Server 3.5

1. Select a language and click OK.

SOFTWARE

Welcome to UWMware ESX Server 3

What langu

Choose a Language

age would you like to use

during the installation process?

Chinese(Simplified)
Chinese(Traditional) §

Czec
Dani
Dutc
|

Fren

h #
sh
h

ch

German

2. Select a keyboard type and click OK.

Welcome to UWMware ESX Server 3

What type

sg-
sk~
slo
sU-
trg
ua

uk

Keyboard Type |

of keyboard do you have?

latinl
querty
VENE

latinl
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Step I. Installing VMware ESX Server 3.5

3. Select the installation media type and click OK.

Welcome to UWMware ESX Server 3

Installation Method

What type of media contains the
packages to be installed?

Local CDRO

Hard drive
NFS image
FTP
HTTP

4. Click Next.

Welcome to the ESX Server 3.5 Installer
Release 3.5.0

This wizard will guide you through the installation of ESX Server 3.5.

To continue, click Next.

ESX Server 3.5

Virtual Infrastructure for the Enterprise

‘@ Back | Hj Next | ‘x Cancel
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Step I. Installing VMware ESX Server 3.5

5. Select a keyboard type and click Next.
ESX Server 3.5 .

% Select Keyboard
What type of keyboard do you want to use for this system?

[*]

Keyboard

Russian (win)
Slovakian

Slovenian

Spanish

Speakup

Speakup (laptep)
Swedish

Swiss French

Swiss French (latinl)
Swiss German
Swiss German (latinl}
Turkish

Ukrainian

United Kingdom

U.5. Intemnational

-

‘«Q Back | ‘B Next | ‘ﬂ gancel|

6. Select a mouse configuration and click Next.

ESX Server 3.5 .
Mouse Configuration
Select the appropriate mouse for the system.

Model z‘
2 Button Mouse (PS/2) x
2 Button Mouse (serial)
2 Button Mouse (USB)
3 Button Mouse (PS/2)
3 Button Mouse (serial) i
Wheel Mouse (PS/2)
Wheel Mouse (USB) ml
> Genius

I> Kensington

I> Logitech -

Serial Mouse Port

/ tyS2 (COM3 under DOS)
Jdev/ttyS3 (COM4 under DOS)

[[] Emulate 3 buttens

‘Q Back | ‘ﬁ Next | ‘K Qancel|
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Step I. Installing VMware ESX Server 3.5

7. Select I accept the terms of the license agreement. Click Next.

ESX Server 3

E End User License Agreement
G

To continue with the installation, please read and accept the end user license agreement.

MWARE MASTER END USER LICENSE AGREEMENT

BEaE

NOTICE: BY DOWNLOADING AND INSTALLING, COPYING OR OTHERWISE USING THE SOFTWARE, YOU AGREE TO BE
BOUND BY THE TERMS OF THIS VMWARE MASTER END USER LICENSE AGREEMENT ("EULA"). IF YOU DO NOT
AGREE TO THE TERMS OF THIS EULA, YOU MAY NOT DOWNLOAD, INSTALL, COPY OR USE THE SOFTWARE, AND

OU MAY RETURN THE UNUSED SOFTWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30)
DAYS AND REQUEST A REFUND OF THE LICENSE FEE, IF ANY, ALREADY PAID UPON SHOWING PROOF OF
PAYMENT. "YOU" MEANS THE NATURAL PERSON OR THE ENTITY THAT IS AGREEING TO BE BOUND BY THIS EULA,
THEIR EMPLOYEES AND THIRD PARTY CONTRACTORS THAT PROVIDE SERVICES TO YOU. YOU SHALL BE LIABLE
FOR ANY FAILURE BY SUCH EMPLOYEES AND THIRD PARTY CONTRACTORS TO COMPLY WITH THE TERMS OF THIS
AGREEMENT.

1. DEFINITIONS

1.1 "Designated Administrative Access” means that access to the standard user interfaces of a given instance of the
Software (designated in this section) that you may grant to a designated third party (a) for thch you have provided advance
fitten notice to VMware that you are providing cutsourced services and (b) for whose dedicated benefit you have licensed such
instance of the Software. Designated Administrative Access is applicable only where you are 1) an IT outsourcing company that
is providing outsourced IT services to a client company and 2) applicable only to the following Software: ESX Server, VMware
Server and VirtualCenter.

1.2 "GPL Scftware” means GPL software licensed te you under the GNU General Public License as published by the Free
Software Foundation (GPL). A copy of the GPL is included on the media on which you received the Software or included in the E

| accept the terms of the license agreement

‘q Back |

[; Next | ‘u Cancel |

8. Select Recommended and select the hard disk you will be installing on. Select Keep
virtual machines and the VMFS that contains them. You will still be able to make
changes on the next screen. Click Next.

ESX Server 3

Partitioning Options
The wizard can set up initial system partitions for you, or you can create them yourself.
How do you want to partition the disks for this system?
(®) Recommended
If you are not familiar with ESX Server, we will select the best partitioning options for you.
Install ESX Server on: IDE Disk hda: ST3200822AS - 190780 ME ¥
Keep virtual machines and the VMFS (virtual machine file system) that contains them.
) Advanced
You must create all the system partitions on the disks for this system
‘ Q Back | b Next | ‘ 3 cancel
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Step I. Installing VMware ESX Server 3.5

9. Review the partitions to the hard disk and make any desired changes. Click Next.
ESX Server 3

Partition Disks
These are the default partitions that we recommend. You do not need te change anything on this page.
To continue, click Next.

To create a partition by specifying its size, click New.
To create a partition by specifying exact start and end cylinders, select free space and click Edit.

System partitions

Device Mount Point Type |Format|5\ze (MB]lStan:l End |
= Hard Drives
= (dev/hda
Jjdev/hdal /boat ext3 v 102 1 13
/dev/hda2 ! ext3 s 4997 14 650
fdev/hda3 swap & v 541 651 719
= jdev/hdad Extended 185140 720 24321
jdevihdas  jvar/log ext3 v 1992 720 973
Free Free space 183147 974 24321
= fdev/hdd
J/dev/hddl software RAID 476938 1 60801
‘ New | ‘ Edit | ‘ Delete | ‘ Reset |
‘4 Back | ‘ B Next | ‘ﬂ Cancel |

10. Click Next.
ESX Server

@ Advanced Options
Goed These advanced options usually do not need to be changed.

[] Edit default bootloader configuration

ESX Boot Specification
How will the ESX Server boot? 3

@ From a drive (install on the MBR of the drive): | IDE Disk hda: ST3200822AS - 190780 MB | ¥ |

This is the standard option. Make sure your BIOS settings are correct for the drive you select
() From a partition
Use this option, for example, if you are using a Boot Menu tool, or if you have the option to
run special diagnostic software that runs in a separate partition.
Boot Options
If you wish to add default options to boot up, enter them here

‘4 Back | ‘B Next | ‘x Qancel|
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Step I. Installing VMware ESX Server 3.5

11. Enter network configuration information. Select Create a default network for
virtual machines and click Next.

ESX Server 3.5 .

E Network Configuration
Select and configure the network interface card that is used for console communication.

Network Interface Card

Device: ‘ 5:5:0 - 1000 - 82541PI Gigabit Ethernet Controller *

Network Address and Host Name
() Set automatically using DHCP
@) Use the following network information:

IP Address EI

Subnet mask DE'

-

Primary DNS H El

Secondary DNS :“:“:H:l

Host name: localhost.localdomain Enter a fully qualified host name (e.g. host.vmware.com)
VLAN Settings N

WVLAN ID: |:| (Leave blank if you are unsure whether your network requires a VLAN ID)

Create a default network for virtual machines

‘q Back | ‘b Next | ‘ﬂ Cancel

12. Select a time zone and click Next.

ESX Server 3.5 .

Time Zone Selection
Set the time zone for the server by clicking on the map, selecting a location or selecting
the UTC offset from GMT.

Map |Location | UTC Offset
L3

Pacific/Midway - Midway Islands

Selected time zone: America/New_York - Eastern Time

System clock uses UTC

]

Back | “a Next | ‘K Cancel |
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Step I. Installing VMware ESX Server 3.5

13. Enter a root password, and re-enter the password for confirmation. Click Next.

ESX Server 3.5 -

Set Root Password
Set the root (administrator) password for the VMware ESX Server.
Passwords must be at least 6 characters.
S
L3
‘ q Back | ‘ b Next | ‘ 3 cancel

14. Review the installation options. Click Next.

ESX Server 3.5 .

About to Install
The wizard is ready to install the YMware ESX Server. Please review the summary of your selected installation options.

Summary:

[2]

Language:
English

Keyboard:
U.S. English

Mouse: I
Generic - 3 Button Mouse (USB)

=

Partition Disks:

hda1l ext3 101M /boot
hda2 ext3 4996M /
hda3 swap 541M None

hdas ext3 1992M /var/log

Boot Loader Record:
Master Boot Record of hda

Console Network Device:
vswif(: 21000 - 82541P| Gigabit Ethernet Controller
IP Address: 172.19.0.100 =
Subnet mask: 255.255.0.0 B

To install VMware ESX Server 3.5, click Next.

‘(J Back | “a Next | ‘K Cancel
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Step I. Installing VMware ESX Server 3.5

15. When the installation completes, click Finish.

ESX Server 3.5 Installer Complete

To reboot this system and start the ESX Server, click Finish.

To manage this ESX server after rebooting, use any browser
to open the URL

http//172.19.0.100

ESX Server 3.5 .

Virtual Infrastructure for the Enterprise

‘§ Back | ‘x Cancel | ‘&J FEinish ”

16. After the machine has rebooted, you can access the console and log in to the machine
by pressing Alt-F1. Take note of the URL, as it is used for VMware Infrastructure

Web Access.

UMware ESX Server version 3.5.0
localhost.localdomain (172.19.0.100)
To manage this ESX Server, use any browser to open the URL:
http: - -172.19.0. 100/

To open the E3X Serwver console, press Alt-F1.
To return to this screen, press Alt-F11.
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Step Il. Installing VMware Infrastructure Client

Step Il. Installing VMware Infrastructure Client

SOFTWARE

1. From a Windows machine, open the URL noted in step 16 on page 325 of the previous

section.

VMware ESX Server 3

Welcome

Getting Started

If you need to access this host remotely, use the following
program to install vMware [nfrastructure client software. After
running the in in to this host,

Download YMware [nfrastructure Client

To streamline your IT operations with YMuware [nfrastructure, use
the following program to install VirtualCenter Server, VirtualCenter
Server will help you consolidate and optimize warkload distribution
across ESX Server hosts, reduce new system deployment time
from weeks to seconds, monitar your virtual computing
environment around the clock, avoid service disruptions due to
planned hardware maintenance or unexpected failure, centralize
access contral, and automate system administration tasks,

Download YMware VirtualCenter Server

If you need more help, please refer to our documentation library:

Wiware Infrastructure 3 Documentation

2. From the “VMware ESX Server 3” welcome page,

Infrastructure Client.

For Administrators

¥Mware Infrastructure Web Access

Whware Infrastructure Web Access
reamlings remate desktop depl

by allawing you to organize and share

virtual machines using ardinary web

browser URLs,

Login to Web Access

Web-Based Datastore Browser
Use your web browser to find and
download files (for exarnple, virtual
machine and virtual disk files),
Browse datastores in this host's
inventory
ESX Server Scripted Installer
This browser-based utility allows you to
automnate host provisioning.
Log in to the Seripted Installer

For Developers

¥Mware Infrastructure SDK
The YMware Infrastructure SDK package
contains interface definitions, detailed
docurnentation and sample code to help
you write your own management
programs,

Download the SDK

Browse abjects managed by this host

3. Install the VMware Infrastructure Client.
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Step lll. Configure VMware ESX Server 3.5

Step Ill. Configure VMware ESX Server 3.5

Create a VMkernel

SOFTWARE

1. Run the VMware Infrastructure Client.

2. Select the IP of the VMware ESX Server. Use the root login with the password entered

during the VMware ESX Server installation.

Y ¥Y©Mware Infrastructure Client

e |

VMware Infrastructure Client

To manage multiple hosts, enter the IP address or name of a
VirtualCenter Server.

To directly manage a single hosk, enter the IP address or hosk name.

Login | Close

IF address | Mame: |1?2.19.D.1EID j
User name: |r|:u:|t
Password: |*******

Help

3. Select the Configuration tab. Click: Hardware > Networking > Add Networking.

(2)172.19.0.100 - Viware Infrastructure Client
Fle Edt View Inventory Administration Plugins Help

Inventory  Adriristation
@« » | & &
[f focahost ocaldomain

The YMware ESX Server does not have persistent storage.

To run vitual machines, 9 e ather syskem fies.

Hote: IF you plan to use i5CS1 or ) ensure that your storage adapters and netuiork cannections

To add storage now, cick here to create a datastore

Hardware Networking

Wemary
Storage

> Hetwarking
Storage Adapters
Network Adzpters @ ;:x::ccﬂggzsgﬂ" o
Ve + 172,190,100

Remove... Properties,

Physicl Adpter:
Q. BB vmnict 1000 Ful | 01

Software

Licensed Features
Time Configuration

Dis and Rauting

Virtual Machine Startup/Shutdown
virtual Machine Swapfile Location
Securty Profie

System Resoures Alocstion
Advanced Settings

Recent Tasks

ontinuing,

Refresh Add Networking...

Narme Target Status Tnated by

<
7 Tosks

Time | Stark Tine

Cai
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4. Select VMKkernel and click Next.

Step lll. Configure VMware ESX Server 3.5

¥Mkernel - Network Access
The WMkernel reaches netwoarks thraugh uplink adapters attached to virtual switches.

Connection Tvpe

Network Access using the unclaimed network adapters listed below.

Select which virtual switch will handle the network traffic For this connection. You may alsa create a new virtual switch

Connection Setkings

" Create a virtual switch
Summary

@ Use vSwitcho

Wirtual Machine Port Group
W Netwark

Service Console Port
Service Console
wowif0 : 172,19.0.100

[Z E@ vmnico 1000 Full 172.19.0,20-172,19.0.23
Preview:
whkemel Port Physical Adapters
ikermel e. BB vmnico

Help |

< Back | Mext > I Cancel I

5. Select Use vSwitch0 and click Next.

¥Mkernel - Network Access
The ¥Mkernel reaches networks through uplink adapters attached to virtual switches,

Connection Type

Network Access using the unclaimed network adapters listed below,

Select which virtual switch will handle the network traffic For this connection, YYou may also create a new virtual switch

Connection Settings

" Create a virtual switch
Summary

" Use vSwitcho

Wirtual Machine Port Group
M Netwark

Service Consale Port
Service Cansole
wewifl 1 172,19.0,100

[~ E@ vmnic 1000 Full 172,19.0,20-172,19.0.23
Preview:
Wtkemel Port Physical Adapters
Whkernel E@ vmnicD

Help |

= Back | Next = | Cancel |

Z|
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SOFTWARE

Step lll. Configure VMware ESX Server 3.5

In the “Add Network Wizard” fill in the fields provided:

Under Port Group Properties:

- Network Label: Enter a network label.

-  VLANID: Selecta VLAN ID,

- Select Use this port group for VMotion.
Under IP Settings:

- IP Address: Enter an IP address

- Subnet mask: Enter a subnet mask.

a. Click Next.

(%) Add Network Wizard

¥Mkernel - Connection Settings
Use network labels to identify YMkernel connections while managing your hosts and datacenters.

Connection Type

Port Group Properties
Merwork Arcess

Connection Settings hetwork Label: [vkerred
Summary YLAN ID (Optional): o -]
W Use this port aroun For YMation
IP Settings
IP Address: 172 019 . 0 101

Subnet Mask: 255 0255 .0 .0

Preview:

BB O

Whikemel Port Physical Adapters
wikerne! e. «E vmnica
172.18.0.101

“irual Machine Pot Group
M Netwark

Service Consele Port
Service Cansole
wawif)  172.19.0,100

Help | « Back

| Mext = I

Cancel

2
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7. Click Finish.

Add Network Wizard

Ready to Complete
Verify that all new and modified virtual switches are configured appropriately,

Connection Type
Mebwork Access
Connection Settings
Summary

Host: netwarking will include the Following new and modified vSwitches:

Step lll. Configure VMware ESX Server 3.5

Previev:
Whikemel Port Physical Adapters
Wikernel BB vmnicd
172.19.0.101

Wirtual Machine Port Group
M Netwark

Service Consele Port
Service Cansole
wawif)  172.19.0,100

e

&

Help |

==

= Back | Einish

Z|

8. To make changes to the VMkernel, select the VMkernel and click Edit.

vSwitch0 Properties

Ports 1 MNetwork Adapters

Configuration

t wswitch

g WM Mebwark

Summary
56 Ports
Wirtual Machine ...

Y¥Mation and IP ... |

Service Console

% Whkernel

Add... |

Edit... |

Service Console ...

Remove

Port Properties
Metwork Label:
YLAMN ID:

WMotion:

IP Settings
IP Address:
Subnet Mask.:

MAC Address:

Effective Policies
Security
Promiscuous Mode:
MAC Address Changes:
Forged Transmits:
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:

Burst Size:

Eflocene nmd e d Dl

I_\
WMkernel
MNone
Enabled
172.19.0.101
255.255.0.0
00:50:56:7a:45:07
Reject
Accepk 3
Accepk
1Y
I
M/A
i b
Close Help

SOFTWARE
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Step lll. Configure VMware ESX Server 3.5

9. To add a default gateway to the VMkernel, click the General tab and click Edit.

(% Vikernel Pro perties

General l Security] Traffic Shaping] MIC Teaming

Port Properties

Metwork Label: |\-'Mkerne|

YLAN ID {Optional): [ane

WMotion: V¥ Enabled

IP Settings

IP Address: 172 .19, 0 101
Subriet Mask: 285,285 .0 .0

WMkernel Default Gateway: Edit...

| OF | Cancel | Help |

10. Enter a valid IP address for the default gateway. Click OK.

[% DNS and Routing Configuration

DMS Configuration  Routing l

Service Congole

Diefault gateway: | 172 19 .95 254
Gateway device: | J
Whikernel

Default gateway:

Ok | Cancel Help
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Create a Datastore

1.
Hardware, click: Storage > Add Storage.

(2)172.19.0.100 - Viware Infrastructure Client

Step lll. Configure VMware ESX Server 3.5

From the VMware Infrastructure Client, click the Configuration tab. Under

Fle Edt View Inventory Administration Plugins Help

@

Adniistiaion
@« » | g &

[f focahost ocaldomain

Invertory

localhostlocaldomain ¥Mware ESX Serve:

64607 | Evaluation (60 day(s) remaining)

Summayy | Vitual Machin

The YMware ESX Server does not have persistent storage.
To run virtual machines,

9 e ather syskem fies.

Hote: IF you plan to use i5CS1 or ) ensure that your storage adps

Users & Gioups | Everts | Fermissions

60

Days Remaiing

d network connectons are prape

To add storage now, cick here to create a datastore

Hardware Storage

ontinuing,

Refresh  Remove  Add Storage,

— Tdentication Device Capacty Free | Tvpe

Mermary

v Storage
Networking
Storage Adapters

Network Adapters

Software

Details
Licensed Features

Praperties

Time Configuration

Dis and Rauting

Virtual Machine Startup/Shutdown
virtual Machine Swapfile Location
Securty Profie

System Resoures Alocstion
Advanced Settings

Recent Tasks

Narme Target

Status Tnitated by o Time | Start Tine Complete Tine

7 Tosks

oot

2. Select a storage type. If you will be storing the virtual machines on a Fibre Channel,
1SCSI, or local SCSI disk, select Disk/LUN. If you will be storing the virtual
machines on a network shared folder, select Network File System. Click Next.

= Add Storage Wizard

Select Storage Type

Do you want to Format a new volume or use a shared Folder over the netwark?

=l NAS
Hetwork File System
Ready to Complete

Storage Type

" pisk/LUN
local SCST disk.

MNetwork File System

" Diagnostic

server fault data,

iZhoose this option if you want to create a datastore or other volume on & Fibre Channel, iSCSI or

Choose this option if you wank ko use & shared folder over a network connection as if it were a
Viware datastare. A mount paint must be created on the host befare it is added as a datastore.

Mo diagnostic datastore is configured or none is accessible, Choose this option to reserve space for

Help

= Back | Mext = I

Cancel |
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3. Enter storage location information.

Step lll. Configure VMware ESX Server 3.5

a. Ifyou selected Disk/LUN in the previous step, select the SCSI device to use for
your datastore and click Next. If the drive is not blank and you do not want these
files to be overwritten, select User free space, otherwise select Use the entire

device.

1) Click Next.

2) Enter a datastore name and click Next.
3) Click Next.

4) Click Finish.

If you selected Network File System in the previous step, enter the IP address or

hostname of the server with the network file system.

1)
2)
3)
4)

Enter a datastore name.
Click Next.
Click Finish.

Enter the path of the directory of the network shared folder.

=) Add Storage Wizard

Locate Network File System
which shared folder will be used as a YMware datastore?

=l MNAS

Network File System

Properties

Server: [172.19.0.8]

Examples: nas, nas. it,com or 192, 168.0,1

Ready to Complete

Folder: |J‘vmware,iinact\ve)’\ncalfasx_temp

Example: fvols/vol0/datastore-001

I™ Mount WFS read only

Datastaore Name

ESxDatastore

= Back

Help

| Mext = I

Cancel |

Z |
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Step IV. Create a Virtual Machine

Step IV. Create a Virtual Machine

1. From the VMware Infrastructure Client, right-click the VMware ESX Server on the

SOFTWARE

left side, and select New Virtual Machine.

2. Select Custom and click Next.

= New Virtual Machine Wizard E] Q@@

Select the Appropriate Configuration Wirkual Machine Version: 4
Haow would you prefer ta canfigure your virtual maching?

Wizard Type ‘irtual Machine Configuration

Mame and Location - )

Datastore Typical

Glest Operating System Create a new wirtual machine with the most common devices and configuration options,
CPUs

Memary * Custom

Helork Choose khis option if wou need bo create a virtual maching with additional devices or spedific
1} Adapters configuration options.

Select & Disk

Ready ko Complete

Help | = Back | Mext = I Cancel |

3. Enter a name for the virtual machine and click Next.

= New Virtual Machine Wizard

Select a Name and Location for this ¥irtual Machine Yirtual Machine version: 4
what do you want to call this virtual machine and where do you want it located?

Wizard Tvpe Provide a name for the new virtual machine and select its lacation in the inventory panel below, Yirtual
Name and Location machine names can contain up ko &0 characters, but they must be unique within each inventary Folder.
Datastore
Guest Operating System Marme:
CPUs Red Hat Enterprise Linwe 5|
Memiory
Network.
Wirtual machine Folders are unavailable when connected directly ta the haost.
1/ Adapters

Select a Disk
Ready to Complete

Help | < Back | Mext = I Cancel |

A
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Step IV. Create a Virtual Machine

4. Select the datastore that was created in the previous section: “Create a Datastore,” on

page 332.

al Machine Wizard

Choose a Datastore for the Yirtual Machine
where do vou want ko store the virtual machine files?

Wizard Type
Name and Location

Select a datastore in which o store the files For the virtual machine.

Guest Operating System wirtual disk files, so that they may all reside in the same place.

CPlLs

Datastore 1t is advisable to choose a datastore that is large enough to accomodate the wirtual machine and all its

Wirkual Machine Yersion: 4

Memiory Mame Capacity Free Type Access

Hetwark. [ESkDakastore] 450,99 GB 18235GB  MFS Single host

)0 Adapters
Select a Disk
Ready to Complete

Help |

<« Back | Mext = I Cancel |

A

5. Select the guest operating system type and version. Click Next.

ual Machine Wizard

Choose the Guest Operating System
what Guest operating system do you plan to use with this virtual machine?

Wizard Type Guest Operating Syskem:
Name and Location

Datastore " Microsaft Windows
Guest Operating System O (i

CPUs r

Memary Novell NetWare
Metwork. " Solaris

)0 Adapters ! Cther

Select a Disk

Ready to Complete

Wirkual Machine Yersion: 4

Moke: The selection on this page allows the wizard to provide defaults Far various virtual machine
parameters suitable For the guest 05 you intend to install. Your selection is also recorded as part of the
wirtual maching's configuration to allow hosts to optimize scheduling and other handling of the virtual
machine for the targeted guest 05, This wizard does not install any guest OS For vou,

Help |

<« Back | Mext = I Cancel |

Configuring Third-Party Software: Content Server 7.6

SOFTWARE

335



Chapter 21. Installing and Configuring VMware ESX Server 3.5

Step IV. Create a Virtual Machine

6. Seclect the Number of virtual processors to allocate to the virtual machine. Click

Next.

ew Virtual Machine Wizard

¥irtual CPUs
Configure the number of virtual processors in the virtual machine,

Wizard Type

Name and Location
Datastore

Guest Operating Svstem
CPUs

Memiory

Metwork.

)0 Adapters

Select a Disk

Ready to Complete

Murnber of virkual processors:

Wirkual Machine Yersion: 4

Help |

<« Back | Mext = I

Cancel |

A

7. Select the amount of memory to allocate to the virtual machine. Click Next.

New Virtual Machine Wizard

Memory
Configure the virtual maching's memary size,

izard Type Specify the amount of memory allocated to this virtual machine,
Hame and Location The memory size must be a mulkiple of 488,
Datastore Memoty for this virbual machine:
Guest Operating Swstem
CPUs . )l 2048 g
Memory Kl g
Hetwork. 4 65532
10 Adapters To‘seﬁwa memary ta one of the indicaté%‘valuea YU may
Select a Disk click the colared triangle on the slider above or in the legend
Ready to Complete below,

A Guest O3 recommended minimum 256 ME

& Recommended memory 256 MB

A Guest O3 recommended maximum £5532 MB

A Maimum For best performance 7104 MB

YMware's recommended maximum memory For any
Linuz: guest 05 is based on the least capable kernels
Far that Linu: distribution and version number. Some
kernel versions can support larger memory sizes.
Consulk your Linux release notes ta see if your kernel
Can use a larger memory setting.

Yirtual Machine version: 4

Help |

< Back | Mext = I

Cancel |

A
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8. Select the number of physical network interface cards to allocate to the virtual
machine. Select Connect at Power On for each network interface card. Click Next.

Step IV. Create a Virtual Machine

% New Virtual Machine Wizard

Choose Networks

which network connections will be used by the virtual machine?

Wizard Type

Name and Location
Datastore

Guest Operating Svstem
CPUs

Memary

Network

)0 Adapters

Select a Disk

Ready to Complete

Wirkual Machine Yersion: 4

Creake Metwork Connections

How many MICs do you want bo connect? m
Connect at
Tetwork, Adapter Fower On
NIC 1 Flexible - v

Adapter choice can affect bath networking performance and migration
compatibility, Consulk the WMware KnowledogeBase For more information on
choosing among the network adapters supported for various guest operating
syskems and hosts.

Help |

<« Back | Mext = I Cancel |

9. Select a storage adapter type. Click Next.

= New Virtual Machine Wizard

select [/0 Adapter Types

wehich IfO Adapter Types would you like to use?

Wizard Type

Mame and Location
Datastore

Guest Operating Swstem
CPLs

Memary

Network

1/0 Adapters

Select a Disk

Ready to Complete

Yirtual Machine version: 4

Storage Adapter Types
IDE Adapter: Standard ATAPL

SC3L Adapter: " BusLogic (not recommended For this guast O5)

& L3I Logic

Help |

< Back | Mext = I Cancel |
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10. Select Create a new virtual disk and click Next.

Step IV. Create a Virtual Machine

% New Virtual Machine Wizard

Select a Disk
which disk do wou want to use?

Wizard Type

Name and Location
Datastore type of disk ko use From the choices below.
Guest Operating Svshem Disk,

CPUs
Memary
Metwork

1 Adapters
Select a Disk o
Disk Caparity

Advanced Options

Ready to Complete

f* Create a new virtual disk

Choase this option to create a new virtual disk.

Use an existing virtual disk
Choase this option to reuse a previously configured virtual disk.

access ik using a datastore.

" Do not create disk

A wirtual disk is compased of one ar more files on the host File system. Together
these files appear as a single hard disk to the guest operating system. Select the

Give your virtual machine direct access bo SAN. This option allaws you to
use existing SAN commands to manage the storage and continue to

FEEEX

Wirkual Machine Yersion: 4

Help |

<« Back | Mext = I

Cancel |

A

11. Select the disk size for the virtual machine.

- If you want the virtual machine stored on the VMware ESX Server machine,

select Store with the virtual machine.

- If you want the virtual machine stored in the datastore, select Specify a datastore

and select the datastore location.

(%) New Virtual Machine Wizard

SOFTWARE

Specify Disk Capacity and Location
How large do vaou want this disk to be and where should it be located?

Wizard Type

Name and Location
Datastore

Guest Operating Svstem
CPUs

Memary

Metwork

1 Adapters
Select & Disk

Disk Capacity
Advanced Options
Ready to Complete

Disk Capacity

Disk Size: H= fee
Location
(¥ Stare with the virtual machine

" Specify a datastore
Datastore;

Wirkual Machine Yersion: 4

Help |

<« Back | Mext = I

Cancel |

A
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SOFTWARE

12. Select a virtual device node and click Next.

= New Virtual Machine Wizard

Step IV. Create a Virtual Machine

Specify Advanced Options
These advanced options do not usually need to be changed.

Guest Operating System Vinual Device Node

P scsion

shapshat.

Wizard Type Specify the adwanced aptions for thiz vitual disk. These options da nat narmally need
Mame and Lacation to be changed.
Datastore

Memary
Metwork
1 Adapters
Select a Disk Mode
Disk Capacity i I Independent
Advanced Options Independent disks are nat affected by snapshots.
Ready to Complete
-~
Changes are immediately and permanently wiitten to the digk.
-~

Changes to this disk are discarded when you pawer off or revert ta the

Wirkual Machine Yersion: 4

Help |

<« Back | Mext = I

Cancel |

13. Review the virtual machine settings. Click Finish.

= New Virtual Machine Wizard

Ready to Complete New Yirtual Machine
Are these the options you want to use?

Yirtual Machine version: 4

[~ Edit the virtual machine settings before submitting

izard Type ‘“When vou click Finish, a task will be started that will create the new virkual machine,
Mame and Location
Datastore The virtual machine will be created with the following options:
Guest Operating System Mame: Red Hat Enterprise Linux 5
CPLs HostfCluster: localhost localdomain
Mernar Resource Pool: Resources
et e e SR,
uest 05 ed Hat Enterprise Linux b
U0 Adapters Virtual CRUs: 1
Select & Disk Memary 2045 MB
Disk. Capacity NICs: 1
Advanced QpHions HIC 1 Metwiork: I Metwork,
Ready to Complete MIC 1 Type: Flexible
551 Adapter Type: LSI Logic
Create disk: News virtual disk.
Disk capacity: 40 GE
Datastore: ESkDatastare
virtual Device Mode:  SCSI(0:0)
Disk mode: Persistent

A Creation of the virtual machine does not include amy automatic installation of the guest operating
syskem. You wil need to install the guest OS5 just as you would on a new physical computer,

Help |

< Back | Finish I

Cancel |

A

14. If you are installing the guest operating system from a CD or DVD, enter the disc into
either the CD/DVD drive of the machine with VMware ESX Server 3.5 installed, or
the machine with VMware Infrastructure Client installed. If you are installing the
guest operating system from . ISO files, copy the files to the datastore created in

the previous section.
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SOFTWARE

Step IV. Create a Virtual Machine

15. Click the Virtual Machines tab. Right-click the newly created virtual machine and
click Edit Settings. Click CD/DVD Drive 1.

a. Depending on where you put your installation media in the previous step, map the
virtual CD/DVD drive to that location.

- Ifyour installation media is in the drive of the machine with VMware
Infrastructure Client, select Client Device. You will not be able to connect this
device until after the machine is started. To start the machine click Connect CD/
DVD from the console.

- Ifyour installation media is in the drive of the machine with VMware ESX Server
3.5, select Host Device and the location of the device. Make sure you also select
Connected and Connect at power on.

- Ifyour installation media is located in the datastore, select Datastore ISO file and

select the path to the file. Click OK.

(% Suse Linux 10 - Virtual Machine Properties

Hardware 1 options | Resources |

Hardware
Memory

@ CPUs

&, Floppy Drive 1

Summary
2045 MEB

1

Client Device

| &5 co/ovb Drive 1

fdewjhdc

B Metwork Adapter 1
@ 5031 Contraller 0
& HardDisk1

WM Netwark
L5I Logic
Wirtual Disk.

Dewice Status
W Connected

|v  Connect at power on

Device Type
" Client Device

" Host Device

FIE EEX

wirtual Machine Version: 4

| tdervihdc ~|

" Datastore 15O file

Mode

~

-

=

Wirtual Device Mode

o
Add... J
Help a4 Cancel

Z |
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Step IV. Create a Virtual Machine

16. Right-click on the virtual machine name on the left side and click Open Console.
@_Red Hat Entenprise Linux 5 on localhost. localdomain
File Wiew M

m | p @ H cornect Floppy 1 @ -'” HS‘J

Enterprise

Linux

CRACLE"

— To install or upgrade in graphical mode, press the <ENTER> key.
— To install or upgrade in text mode, type: linux text {ENTER>.

— Use the function keys listed below for more information.

boot: _

17. Click the Virtual Machines tab. Right-click the newly created virtual machine and
click Power On. If your installation media is located on the client machine, click
Connect CD/DVD from the console.
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Step V. Install VM Tools

Step V. Install VM Tools

On a Windows Guest

1. Open a console to the virtual machine.

2. Power on the virtual machine.

3. In the console, click VM and click Install/Upgrade VMware Tools.
4. When the dialog box opens, click OK.

= Install YMware Tools

Installing the WMware Tools package will greatly enhance araphics and mouse
performance in your virkual machine.,

WARMING: You cannot install the Yrware Tools package until the guest

operating svstem is running. IF vour quest operating system is not running,
choose Cancel and install the YMware Tools package later,

ok | LCancel

From inside the virtual machine, click OK.

Click Start > Run and enter D: \setup.exe, where D: is the first CD-ROM drive on
the machine, to start the InstallShield wizard.

7. After the installation has been completed, if you are using a Windows 2000 or
Windows XP guest operating system, reboot the virtual machine.

On a Unix Guest

1. Open a console to the virtual machine.

Power on the virtual machine.

In the console, click VM and click Install/Upgrade VMware Tools.
When the dialog box opens, click OK.

Lol

=) Install VMware Tools [E_"J EIE|E|

Installing the WMware Tools package will greatly enhance graphics and mouse
performance in your virtual machine,

WYARMING: Wou cannot install the WMware Tools package until the guest

operating syskem is running, IF vour guest operating system is not running,
choose Cancel and install the WiMware Tools package later.

ok | LCancel
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Step V. Install VM Tools

5. From inside the virtual machine, when you’re logged in as the root user, mount the
VMware Tools virtual CD-ROM image and change to a working directory (/tmp).

*  On Linux:
mount: /dev/cdrom /mnt/cdrom
cd /tmp

e On Solaris:
cd /tmp

If the CD-ROM was not already mounted as /cdrom/vmwaretools, restart the
volume manager using the following commands:

/etc/init.d/volmgt stop
/etc/init.d/volmgt start

6. Uncompress the installer and unmount the CD-ROM image.
*  On Linux:

tar zxpf /mnt/cdrom/VMwareTools-3.5.0-64607.tar.gz
umount /dev/cdrom

¢ On Solaris:

gunzip -c /cdrom/vmwaretools/vmware-solaris-tools.tar.gz | tar
xf -

7. Run the VMware Tools tar installer:

cd vmware-tools-distrib
./vmware-install.pl

a. Respond to the questions the installer displays.
Start your graphical environment.
Start VMware Tools

vmware-toolbox &
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Step V. Install VM Tools
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