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About This Guide

This guide describes the Oracle WebCenter Sites administrator’s environment, accessible
from the Admin interface. It begins with an overview of Oracle WebCenter Sites, its add-
on products, content management concepts, and the process you will follow to create your
content management (CM) framework.

The rest of the guide explains your main tasks: how to configure Oracle WebCenter Sites
so that writers, editors, and other content providers can electronically create and manage
content, collaborate in workflows, and publish to the online site. Other sections describe
Oracle WebCenter Sites’ database and utilities for tuning and maintaining Oracle
WebCenter Sites installations.

The Oracle WebCenter Sites application, discussed in this guide, is a former FatWire
product.

* Oracle WebCenter Sites is the current name of the application previously known as
FatWire Content Server. In this guide, Oracle WebCenter Sites is also called
WebCenter Sites.

* Oracle WebCenter Sites: Satellite Server is the current name of the application
previously known as FatWire Satellite Server. In this guide, Oracle WebCenter Sites:
Satellite Server is also called Satellite Server.

« Sites Explorer is the current name of the application previously known as FatWire CS
Explorer.

 Sites DocLink is the current name of the application previously known as CS-DocLink.
In this guide, Sites DocLink is also called DocLink.

 Sites Desktop is the current name of the application previously known as FatWire CS-
Desktop. In this guide, Sites Desktop is also called Desktop.

» Oracle WebCenter Sites: Engage is the current name of the application previously
known as FatWire Engage. In this guide, Oracle WebCenter Sites: Engage is also
called Engage.

e Oracle WebCenter Sites: Web Experience Management Framework is the current
name of the application previously known as FatWire Web Experience Management
Framework. In this guide, Oracle WebCenter Sites: Web Experience Management
Framework is also called WEM Framework.
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Audience

This reference is written especially for administrators. It is assumed that administrators
have a clear knowledge of their company’s business needs, and a basic understanding of
their roles in the site development process. This guide is also useful to developers, who
collaborate with administrators by designing and coding the data model, presentation
templates, security system, and caching options.

Administrators are not required to have programming experience, although a technical
background is assumed. Developers, however, must know Java, JavaScript Pages, XML,
and HTML.

Related Documents

For more information, see the following documents:
» Oracle WebCenter Sites User’s Guide

* Oracle WebCenter Sites Developer’ Guide

* Oracle WebCenter Sites Property Files Reference

How This Guide Is Organized

Information in this guide is organized by parts, where each part presents a set of chapters
that are related to a particular task or function.

Part 1, “Introduction” presents an overview of Oracle WebCenter Sites, its add-on
products, the interface you will be using, and the process you will follow to create
your content management (CM) framework.

Part 2, “CM Site Configuration Procedures” describes Oracle WebCenter Sites’
administrative environment. It provides procedures for creating and managing users,
assembling and organizing content management sites (the back end of the online site),
managing users’ access to CM sites, creating workflow processes, and replicating
sites.

Part 3, “Export and Mirror Publishing” describes Oracle WebCenter Sites’ publishing
and approval systems. In particular, it provides an in-depth discussion of Export to
Disk publishing. This part also contains procedures for configuring Mirror to Server,
Export to Disk, and Export to XML publishing processes.

Part 4, “Real Time Publishing” describes Oracle WebCenter Sites’ RealTime
publishing method, including instructions on configuring the Real Time destination
and using the RealTime publishing interface.

Part 5, “System Configuration Procedures” presents information about configuring
user interfaces, managing the publishing system, revision tracking, and implementing
search engines.

Part 6, “Performance Enhancement Features” contains information about the inCache
framework and configuring the framework to support page and asset caching.

Part 7, “Diagnostic Utilities” contains information about system tools that enable
administrators to diagnose the Oracle WebCenter Sites system. For example,
administrators can configure log4j logging, search the contents of the log file, manage
page and asset caches, and test the performance of the shared file system.
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The final part, “Appendices,” contains reference information about system defaults,
the Oracle WebCenter Sites database, and LDAP authentication and deployment
options.

At the end of this guide is a standard index and an index of procedures to help you

quickly locate procedures for completing administrative tasks from the administrator’s
interface.

As you read this guide, keep a copy of the Oracle WebCenter Sites Property Files
Reference handy. The Property Files Reference provides detailed descriptions of the
properties that are mentioned in this guide.

Graphics in This Guide

Many steps in this guide include screen captures of dialog boxes and similar windows that
you interact with in order to complete the steps. These screen captures are presented to
help you follow the installation process. They are not intended to be sources of specific
information, such as parameter values, options to select, or product version number.

Conventions

The following text conventions are used in this guide:
« Boldface type indicates graphical user interface elements that you select.

« ltalic type indicates book titles, emphasis, or variables for which you supply particular
values.

e Monospace type indicates file names, URLS, sample code, or text that appears on the
screen.

* Monospace bold type indicates a command.

Third-Party Licenses

Oracle WebCenter Sites and its applications include third-party libraries. For additional
information, see Oracle WebCenter Sites 11gR1 Bundled Patch 1: Third-Party Licenses.
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Part 1
Introduction

This part of the administrator’s guide introduces you to Oracle WebCenter Sites, its
system of managing content, the underlying concepts and constructs, and how they are
implemented. The chapters in this part of the guide also provide you with guidelines for
modeling your online site in the Oracle WebCenter Sites interface, as well as planning the

configuration tasks that you will routinely perform in the Oracle WebCenter Sites
environment.

This part contains the following chapters:

e Chapter 1, “Overview”

e Chapter 2, “Administrator’s Interface”

e Chapter 3, “Site Configuration Guidelines”
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Chapter 1
Overview

Welcome to Oracle WebCenter Sites’ content management system. In this chapter, you
will learn about CM sites in the Oracle WebCenter Sites environment. The sites can be
thought of as the back end of your online site, a place where business users work to create
their electronic assets, manage them, and deploy them to their audiences.

As the administrator, you will be working with CM sites throughout your job, configuring
the sites, replicating them, and managing their day-to-day use. Because they are a critical
part of your work, you need to understand what CM sites are, and how they relate to the
online site. This chapter provides an overview.

This chapter also outlines the administrator’s job in the Oracle WebCenter Sites
environment and offers guidelines for planning configuration tasks.

This chapter contains the following sections:
e Introduction

e Online Sites

e CM Sites

e Content Management Models

e Oracle WebCenter Sites Environment

e Administrator’s Job

e The Focus of This Guide

e Administrator’s Prerequisites
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Introduction

Introduction

As the Oracle WebCenter Sites administrator, your job is to build the foundation of your
online site, specifically, its back end. The back end itself is a site (or set of sites) in the
Oracle WebCenter Sites installation—a site where business users work to create their
electronic assets, manage them, and deploy them to their audiences. Building the back end
involves configuring the business users, linking them to content-entry forms as well as
other authoring tools, and providing the users with publishing and delivery systems for
serving the online site to browsers.

When the back end is configured, its users log on and fill in content-entry forms. The
content they enter is then saved to tables in the Oracle WebCenter Sites database. When
ready for delivery, the content is drawn programmatically from the database tables,
formatted, and served to browsers as the online site. Figures 1 and 2 illustrate the process
flow, using a Mirror to Server publishing scenario.

In our scenario, Figure 1 depicts the smallest unit that can function as a back end: a user
who has permissions to write to the Oracle WebCenter Sites database and to invoke the
publishing-delivery systems. This unit, Oracle WebCenter Sites defines as a “CM site.”
Oracle WebCenter Sites imposes no limit on the number of CM sites that you can
configure for the back end of the online site, or the number of ways in which the sites can
be configured.

Throughout your job as the Oracle WebCenter Sites administrator, you will be working
with CM sites—configuring them, replicating them, and managing their day-to-day use.
Because they are a critical part of your work, you need to understand how CM sites are
defined, how they must be configured, and how they relate to the online site. This chapter
provides an overview.

Online Sites

Although most Internet users don’t need a definition of “online site,” it is important to
describe what an online site powered by Oracle WebCenter Sites is. Later in this chapter,
we explain how online sites can be modeled by CM sites.

A Sites-powered online site is the set of pages that an organization displays to its target
audience of customers, clients, and casual visitors via Oracle WebCenter Sites. The online
site can be accessible to the general public or it can be a password-protected site. It can
also be a completely exclusive site, such as a corporate intranet or departmental network,
operating strictly within the private domain.

Regardless of its nature, an online site originates from either a single CM site, or many
CM sites, depending on which model you choose. Throughout our product guides, we use
the term “online site” generically to refer to websites.
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Figure 1: CM Site
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Figure 2:  Online Site

This online site, a single page, was created from the asset shown in Figure 1.
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CM Sites

A CM site is a content management unit within Oracle WebCenter Sites. It is the source of
content for the online site and can represent either an entire online site or one of its

sections.
Note
From this point forward, when the term “site” is used without a qualifier, it means
“CM site.”

A site is an object that you must configure in order to (1) define the authors and managers
of the online site, and (2) provide them with the permissions and content management
tools they will need: content-entry forms, content-rendering templates, workflow
processes, start menu items, publishing methods, and a delivery system. The process of
configuring a site involves creating not only the site components, but also associating the
components with each other. Making the associations defines a site, similar to the one
shown in Figure 3.

Figure 3: CM Site

Asset Type
(database
table)

.

The site is identified by a name (also configured by the administrator), stored in Oracle
WebCenter Sites’ database, and listed in authorized users’ interfaces. Users with the
correct roles have access to the site. Within the site, roles manage the users’ access to
specific functions (such as a “Start Menu Item”) in the Oracle WebCenter Sites interface.
ACLs manage the user’s permissions to content (database tables). Through the interface
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functions (made accessible by roles), the user is able to actuate his permissions (as defined
in the ACLs), and therefore operate on the database tables in order to author and manage
specific types of content.

A Oracle WebCenter Sites system typically has many such sites, each one unique in its
function and composition. When users log in to Oracle WebCenter Sites, they must also
select a site where they will work. The site can be independent of other sites, or it can
share assets with other sites, providing that the sites have a common set of users.

Note

In this release, Oracle WebCenter Sites offers a site-replication utility called
“Site Launcher” that speeds up the site creation process. Instead of creating
sites from scratch, you can replicate established sites as necessary, modify the
replicates, and spin them off as new sites in the Oracle WebCenter Sites
environment.

Configuration Components

Configuring a site involves using Oracle WebCenter Sites’ administrator interface to
access a system-wide configuration pool, select (or create) components that will make up
the site, and associate the components with each other so they can function together to
produce either the online site or one of its sections.

Table 1 lists site components, most of which are required. The optional components vary
according to business needs and user preferences. Whereas developers are responsible for
the code-based components, the administrator is responsible for all other components.

Site components are generally complex constructs, especially the data model. They are
described in the sections that follow. Data modeling is described in detail in the Oracle
WebCenter Sites Developer’s Guide.

Table 1: Site Components

CM site definition v Sites administrator 28
Data model v Developers 29
Users v Sites administrator 30
Roles v Sites administrator 31
Start menu items v Sites or its administrator 32
Workflow processes - Sites administrator 33
Publishing system v Sites administrator 33
User interface options - Sites administrator 33

CM Site Definition

A CM site definition is one of the components of a CM site. It consists of a site name and
optionally a description, both specified by the administrator. The site name can represent
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an online site, a business topic, the work of a department, or yet another type of content. In
any case, the site name establishes a business theme that users in the site are responsible
for developing and maintaining.

When you specify a site name, Oracle WebCenter Sites creates a node to represent the site
in its interface. It also appends several default sub-nodes for linking components to the
site: an “Asset Types” sub-node for linking the data model to the site, a “Users” sub-node
for linking users to the site, and two other nodes for enabling the optional user interfaces
Desktop and DocLink. Descriptions of these components are given in the next sections.

For content providers, the site is a visibility control mechanism. The site provides
authorized users access to certain content in the Oracle WebCenter Sites installation.
When a site is properly configured, its name is displayed in the content providers’
interfaces, allowing the content providers to select the site and navigate within it
according to their roles and permissions.

Data Model

The data model is a component of a site. It comprises a set of asset types (database tables)
and asset type definitions, coded by developers for content providers’ use. To help
developers equip content providers with the broadest possible set of content management
options, Oracle WebCenter Sites supports three kinds of asset types.

« Content asset types, which are structured repositories for content and by design reflect
the business theme established by the site definition. For example, if you defined a site
named “Social Events,” suitable content asset types could be “Selected Moments in
History,” “The 20th Century’s Greatest Events,” and so on, since they pertain to the
theme suggested by the site name.

From asset types, developers code asset type definitions. These are expressed in the
Sites interface as content-entry forms (such as the one in Figure 1), whose fields
prompt users for information that will be delivered to the online site (or reserved for
internal use, if necessary). The set of fields defines the asset type; users’ field entries
define the asset (an instance of the asset type).

« Design asset types, which are used by developers to code template assets, which
render the content assets. (We distinguish template assets from content assets in order
to distinguish presentation code from content.)

* Management asset types, which are also used by developers to create tools such as
simple searches and database queries that help content providers manage their content.

Ordinarily, developers test the asset types they create and pass them on to you so that you
can link them to the site definition (through the *“Asset Types” node) and complete another
step in the site configuration process.

Note

Oracle WebCenter Sites provides a number of default asset types and allows
developers to create their own. The asset types, their definitions, and the assets
themselves are stored in the Oracle WebCenter Sites database as tables or table
entries, and loosely referred to as “content” in this guide.

For information about data modeling, see the Oracle WebCenter Sites Developer’s
Guide. We recommend that administrators read the guide to gain a basic
understanding of asset types.
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Users and Their Table-Level Permissions

Users are site components. In this guide, they are often referred to as “content
providers”—ypeople who use the developers’ data model to author and manage content.

Content providers are the subject matter experts. They can be:
¢ Authors of online content. Copywriters and designers would fall into this group.

+ Reviewers, who examine and edit the content that other users submit to them in order
to ensure its quality. Examples of content reviewers include editors and art directors
who review and modify the copy and designs that are submitted to them.

« Content publishers, who ensure that content is ready to be delivered to the online site,
and approve the content for delivery. An editor-in-chief could be a content publisher.

» Content managers, who oversee the authoring, review, and publishing processes.

Each content provider must be identified to Oracle WebCenter Sites through a user
account, which consists of a user name, a password, and Access Control Lists (ACLS), the
foundation of Oracle WebCenter Sites” security system.

An ACL is a set of permissions to database tables. The permissions (such as read and
write) are granted when the same ACL is assigned to both the table and the user. If no
ACLs are common to a table and a user, the user has no permissions to the table.

For example, the system table named SystemUsers contains user account information.
The table is assigned three ACLs: SiteGod, UserReader, and UserEditor. If a user is
assigned one of the ACLs—UserReader, in our example—he can read the table. If the
same user is assigned a second ACL—UserEditor—he can also edit the table. If the user is
not assigned any of the ACLs, he has no permissions to the table.

Be aware, tha!: V\{h”e ACLs give ACLs give the user permission (but not the means)
the user permissions to operate on to operate on database tables
tables, they do not give the user the

Asset Type
means to operate on the tables. For (database
example, in our preceding o)

scenario, the user’s permissions to \ B
read and edit the table translate —==
into permissions to use the “view”

and “edit” functions in the Oracle
WebCenter Sites interface.

However, the functions are hidden
from the user, unless the same Sites Interface

roles are assigned to both the user

and the functions. (For information o \
about roles, see the next section, ACLs

“Roles,” on page 31.)

In general, Oracle WebCenter Sites

uses ACLs at two levels:

« At the system security level, to provide authentication functionality and therefore
prevent hackers from entering the Oracle WebCenter Sites environment.

e At the interface level, to control users’ permissions to database tables and, therefore,
control the ability to use (but not view) interface functions through which the
permissions are actuated.
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Oracle WebCenter Sites provides a number of default system ACLs and pre-assigns them
to system tables. You can re-use the ACLs, or configure your own and assign them to
custom tables, as necessary. For more information about ACLs, see Chapter 4, “Working
with ACLs and Roles” and Appendix A, “System Defaults.”

Roles

Whereas ACLs give the user permission to operate on database tables, roles give the user
the means to operate on database tables. Roles determine whether the user has access to a
site, and whether interface functions, such as “edit,” “delete,” and “start workflow” are
exposed in the user’s interface. If the functions are hidden, the user’s permissions to
database tables (as specified in the ACLs) cannot be actuated, leaving the user unable to
operate on the tables. Roles also define groups of users, such as “authors” and “editors.”
They are used to describe the groups’ permissions (and therefore the users’ permissions)
to sites, the sites’ content, to collateral (such as start menus for creating and locating
content), and to workflow processes.

Roles are implemented in the Roles, without ACLs, give the user the means

same way as ACLs; that iS, for a (but not the permission) to operate on database

function to be displayed in the tables

user’s interface, the function and Asset Type
the user must be assigned the table)

same role. To illustrate, we
continue our previous scenario
(on page 30), where a user is
given editorial permissions to the
SystemUser table through the
UserReader and UserEditor
ACLs. To exercise those
permissions, the user needs
access to the “edit” function in
the Oracle WebCenter Sites
interface. The “edit” function is
located in the “Admin” tab. To
view the “Admin” tab, however, the user must be assigned the same role as the tab. By
default, the tab is assigned the General Admin role; the same role must also be assigned to
the user.

Sites Interface
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To summarize, the user gains ACLs + roles give the user the permission and the means
full access to the database table to operate on database tables
only when he is assigned the Asset Type
ACLs of the table, and the role i
of the “Admin” tab. In practice, P

as in our scenario, roles and
ACLs must be compatibly
assigned—role assignments
must support the permissions
that are granted by ACL
assignments.

In addition to displaying
interface functions to site users,
roles provide a way of
grouping users according to
their responsibilities on the
site. Users with similar
responsibilities can be assigned the same role(s). For example, administrative users need
access to the “Admin” tab. All the administrators can be assigned the General Admin role
and thereby be given access to the “Admin” tab.

Sites Interface

Oracle WebCenter Sites defines several default system roles, all of which are pre-assigned
to various functions in the Sites interface. Oracle WebCenter Sites also allows you to
configure and assign your own roles. When choosing role names, consider the
responsibilities of the users on the site and select the role names accordingly. Note that
unlike ACLs (which are mapped to database tables), roles are mapped to sites and
functions on the sites (which means that roles must be assigned on a per-user, per-site
basis).

Note

Unlike ACLs, roles are exposed to content providers for enlisting other content
providers into workflow processes.

Start Menus

A start menu is a site component. Items on the menu provide a way of coupling a user with
the asset types he is to work with on the site. The coupling is accomplished by means of
roles.

Oracle WebCenter Sites defines several start menus: New, which allows the user to create
assets on the site; Search, which allows the user to look for and edit assets on the site; start
menus for Sites Desktop, which enables Microsoft Word as an alternative interface to
Sites content-entry forms; and start menus for Sites DocLink which enables the document
management interface.

A start menu item specifies:

* The site(s) to which the start menu item applies

* The asset type that users on the sites can work with

» The roles that are allowed to create or search for assets of those types
* The workflow processes (if any) in which the roles can participate
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In other words, a start menu item determines which roles can create and search for assets
of a specific type on a site, and which workflow processes the roles can participate in.

Oracle WebCenter Sites creates start menu items automatically and gives you the option to
configure your own.

Workflow Processes

Workflow processes are optional constructs, mandated only by business needs, and used to
regulate collaborations among content providers.

A workflow process enlists qualified users with complementary expertise to perform a
sequence of operations that starts with the creation of a content asset, continues with
review of the asset, and culminates in approval of the asset. Once approved, the asset is
published to the delivery system by one of the users and finally, delivered as content to the
online site.

Once workflows are configured, they can be specified in start menu items as processes
that automatically begin the moment newly created assets are saved. Workflow processes
can also be omitted from start menu items, to be invoked by users as necessary. For more
information about workflow processes, see Chapter 9, “Creating and Managing Workflow
Processes.”

Publishing System

The publishing system is a site component. The publishing system gives users the means
to migrate sites and their content from one system to another. The publishing methods that
can be configured are: RealTime, Mirror to Server, Export to Disk, and export to XML.
The structure of the site (that is, the database schema) is migrated by means of either the
Mirror to Server or the Real Time publishing method. The content itself can be published
at the administrator’s discretion.

User Interface Options

Oracle WebCenter Sites supports a number of optional interfaces through which users can
interact with content:

« Oracle WebCenter Sites Desktop (Sites Desktop), which provides users with the
familiar Microsoft Word interface as an alternative to the content-entry forms that are
native to Oracle WebCenter Sites. Users can create their content in MS-Word
documents, import the Word documents as assets into the Sites database, and from
there, recall and edit the documents.

Note that Sites Desktop requires the content in Word documents to be structured. For
example, when using Oracle WebCenter Sites Desktop to author content, the user
opens a Word document, enters content, and structures the content by tagging it with
the same field names as defined in the equivalent content-entry form. The tagging
utility is embedded in the Word interface, and the selection of fields is determined by
the administrator. When the Word document is saved, the content in its fields is parsed
to the appropriate database table(s).

e Oracle WebCenter Sites DocLink (Sites DocLink), which supports unstructured
content in the flex asset family.

Sites DocL.ink provides a drag-and-drop interface for uploading and downloading
unstructured content—documents, graphics, or other single binary files that are
managed as flex assets. Sites DocLink also presents the hierarchical structure of any
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flex asset family in the Oracle WebCenter Sites database as folders and files in the
Windows Explorer application.

* Web Mode of the Contributor interface, which supports the editing of content
directly on the rendered page. Regular Oracle WebCenter Sites users can make quick
edits in context, while infrequent users can accomplish their work without having to
learn the Oracle WebCenter Sites interface.

Summary

It is important to understand that the components of a site are not site-specific; the
associations among them are.

Site components are constructs that either exist or must be created in a system-wide pool.
From this pool, you select the components that must interact with each other in order to
form a site; you then associate the components with each other, and assign them a site
name. Because the components are system-wide, they are re-usable—components that are
used to form one site can be used to form other sites.

Note that to content providers, site components appear to be site-specific. However, any
assets that content providers create on the site are indeed specific to that site. The assets
can be copied to other sites, or shared among them.

The options of sharing and copying site components play an important role in the
modeling and replication of online sites, as explained in the next section “Content
Management Models.”

Content Management Models

As the administrator, one of your biggest decisions, whether you make it alone or with
collaborators, is how to model the online site in the Oracle WebCenter Sites interface: as a
single site or a set of sites. Which content management model you choose depends largely
on the size of your online site and the nature of its content.

1:1 Model

The 1:1 model maps the
online site directly to a single

CM site. The CM site is the Online Site
sole source of the online site.

The 1:1 model works ?
efficiently for small online _
sites, where content tends to CM site

be limited, uniform, and
managed by few users. For
enterprise-level sites,
however, pages often number in the millions and differ significantly in subject matter,
content, presentation, and scope. Organizing large sites requires a model that can handle
the complexities of the task.
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1:n Model

The 1:n model maps the

online site to multiple CM
sites. Each section of the Online Site
online site, whether logical or

physical, maps to a certain / ? \

CM site as its source. The

CM sites can function CM site 1 CM site 2 CM site n
independently of each other
or overlap each other by

sharing components and
content.

For example, in a certain catalog site, content contributors who enter data about household
goods never enter data about yard goods, so two separate sites are used to represent
household goods and yard goods. Similarly, in a publication site where writers work
independently of each other, the sports writers have a site that represents the sports news
section, while the financial writers have a separate site that represents the financial news
section. In each design, two sites contribute to one online site.

In a 1:n model, each site is unique; it has its own content types, templates, content
providers, roles, workflow processes, and publishing mechanisms. Each site is the source
of content for its corresponding online section.

When using a 1: n model, administrators have the option to configure sites to be
independent of each other or to overlap each other by sharing components and content. An
independent model works well when certain content needs to be segregated from other
content. For example, the content is sensitive and must be handled only by certain content
providers; or the content is so dissimilar that it needs to be handled by different specialists.

Overlapping sites, on the other hand, are used to support collaborations among remotely
related content providers, such as those residing in different departments, or business
units.

For example, consider the following scenario. A growing e-business specializing in
mountain climbing disseminates mountain-climbing news and publishes a photograph
album. It also sells gear and answers FAQs. The online site is clearly segmented into four
sections: news, photos, gear, and FAQs. On many occasions, however, the news and photo
sections share photographic content. In this scenario, one of your options is to create four
sites: news, photos, gear, and FAQs such that news and photos share content. (Another one
of your options is to create three independent sites: one for news and photos, one for geatr,
and one for FAQs.)
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x:n Model

The x:n model maps multiple
online sites to multiple CM
sites. Of the three Online Site 1 Online Site 2 Online Site x
possibilities, this model is the
most complex, but offers the
greatest advantage to
enterprise-level e-businesses.

In this model, content assets CMsitel -~ oo CMsite2 - - - - - - . CM site n
are localized on a given site,

while the design and (content (design (management
management assets are assets) assets) assets)

configured on separate sites
from which they are shared
to all other sites. This type of
design allows the
administrator to separate content from presentation and business logic.

Note

To help administrators and other users understand sites and their relation to the
online site, Oracle WebCenter Sites provides sample sites named avisports and
FirstSitell. Each sample site maps 1:1 to its online site. If the sample sites are
installed, you can log in to the sites by following the login procedure in Chapter 2.
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Oracle WebCenter Sites Environment

Site configuration is a collaborative process that takes place in a Oracle WebCenter Sites
environment rather than an isolated Oracle WebCenter Sites system. An enterprise-level
environment typically consists of four different Sites-powered systems: development,
management, delivery, and testing, as shown in Figure 4. Each system runs on its own
database and at some point interacts with the other systems. One of the systems, testing, is
an optional system that large organizations typically install for increased quality
assurance.

As the Sites administrator, you will work with all of the systems at one time or another.
Your collaborators are developers, who work exclusively at the development system with
you and with users whom you appoint as collaborators. This section summarizes the
possible systems and your function in each of them.

Figure 4: Oracle WebCenter Sites Environment

Internet

h

A4

| Firewall L—_b
\

Deliver Database
y{ Web Server o App Server r—

System : i Server &
y (Satellite Server) (Sites Server) Testing
” System
| Firewall ',:'
Management — Web Server | o App Server | Database
. > . h>—] <
System (Satellite Server) (Sites Server) Server
Development — | Web Server | o App Server | Database
System (Satellite Server)| | (Sites Server) | |  Server
Note

The names of the systems in your Sites environment might vary from the names
used in this guide. Generally, the management system is also called “staging”; the
delivery system is also called “production”; and the testing system is also called
“QA” or “QA testing.”
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The development system is responsible for planning and creating the framework of
the online site: the data model that will be used by the CM sites and the data
presentation templates.

The management system is the staging area, responsible for configuring site
components (other than the data model), assembling the components (including the
data model) into sites, making the sites available to users, and managing users’ day-to-
day activities on the sites. The users’ responsibility is to develop and manage content
for delivery to the online site.

The delivery system is the production area, which receives content for the online site
from the management system and serves it to the target audience.

The testing system is where QA tests both the management and delivery systems, and
the online site itself before its launch. When the testing system is absent, the
development system doubles as the testing system.

The rest of this chapter describes your collaborators, your planning strategies, and your
functions at each of the systems.

Administrator’s Job

Collaborating

Before development begins you typically collaborate with a team comprising many
different specialists:

Site designers

XML and JSP developers

Java application developers

Database administrators

System network administrators

Marketers and advertising staff

Business managers

Product managers, if you are developing a commerce site
Content providers

The job of the team is to establish functional requirements and design specifications for
the management and delivery systems:

Page design

Caching strategy

Security strategy

Format vs. content

Data model

Content management model

Much of the preceding information is outlined in Chapter 1 of the Oracle WebCenter Sites
Developer’s Guide. The information is presented in this Administrator’s Guide in the
context of the administrator’s job.
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Planning

Planning is critical, as the decisions that you and your collaborators make will determine
how developers will code system security, the data model, and the delivery system. Your
job, in particular, concerns the management system, as described below.

During the planning stage, your job is to establish with collaborators (mostly business
managers) the requirements and design of the management system, and relay the
information to developers. Items to consider are listed below. The list is not meant to be
exhaustive, but to help you start gathering and organizing information that is most critical
to a successful start of the development cycle.

e Content management model

- Determine which of the models (1:1, n:1, and x:n) is most appropriate for your
operation

- Determine which content assets must be shared and which must copied. Do the
same for template assets.

e Site replication

Determine whether you will be replicating sites. If so, you must configure the source
sites to conform to the requirements that are set by the replication process.

Developers must know your decision in order to code correctly. For example, if sites
are to be replicated, the names of templates that will be copied to the new sites must
not be hard-coded.

» Data modeling
- What types of assets should be created
- Which asset types should use revision tracking
- Which users must have access to which asset types? on which sites?
- What types of templates need to be created by developers
e User management methods

In addition to its native user manager, Oracle WebCenter Sites supports LDAP plug-
ins, both hierarchical and flat-schema. Determine which method is appropriate for
your environment. (Procedures in this guide use Oracle WebCenter Sites’ native user
manager system throughout.)

« User management models
Determine the following:
- How many users are needed
- Who the users are
- What permissions the users must be given to the database tables:

- Which system ACLs the users must be assigned (without ACLsS, no user
accounts can be created).

- Whether custom ACLs need to be created.

(Note that you may also need to create ACLSs to assign to visitors of the online
site in order to restrict them from accessing certain database tables.)

- How many roles are needed
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- What types of roles are needed (writers, editors, illustrators). Make sure that
the roles are compatible with the users’ ACLSs.

- To which users the roles should be assigned.
«  Workflow processes

Workflow processes can be optionally attached to asset types to ensure that newly
created assets of those types are automatically engaged in workflow.

- Should workflow be implemented

- If so, which asset types need workflow processes

- How must the workflow processes be designed

- Which users and roles need to participate in the workflow processes
¢ Publishing system options

- Which type of publishing needs to be configured

- Whether publishing schedules need to be approved
» User interface options

Determine which interfaces the users will need:

- Contributor (Web Mode and Form Mode)

- Admin

- WEM Admin

- Sites Desktop

- DocLink

Use both this book and the Oracle WebCenter Sites Developer's Guide to help you make
these decisions.

Development

When the specifications of the online and sites are established, you are ready to begin your
work. As the Oracle WebCenter Sites administrator, you will be working on all systems in
the Sites environment during the development stage. (Once the online site is running,
however, you will spend most of your time at the management system, a smaller fraction
at the delivery system, and perhaps none at all at the development system.)

At each system, you have a specific set of jobs. While developers are responsible for the
data model and other code-based components, you are responsible for all other aspects.

At the Development System
The development system is where coding takes place.

« Your job is to provide developers with the specifications of the management system
and to assist with content management operations, such as creating sites.

e The developers’ job is to:

- Create sites with the same names as those that will be used on the management
system

- Code the data model (bearing in mind site-replication requirements:
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- Content asset types
- Design asset types
- Management asset types
- Create sample assets of each type.
- Test the data model.
- Code templates and, in general, the framework of the online site.

Once the data model is complete and tested to the satisfaction of all collaborators,
developers migrate the code to the management system.

Note

In your WebCenter Sites environment, developers might choose to not migrate the
data model, but to re-create the data model on the management system.

Note that once development is complete, the development system continues to operate.
One of its ongoing functions is to revise the data model in response to the evolving needs
of online site visitors, content providers, and administrators.

At the Management System

Configuration tasks that require no coding are typically completed at the management
system. Here, your administrative work is not collaborative unless you choose to make it
so. For example, because no data modeling or coding takes place at the management
system, you have no need for assistance from developers. However, you can appoint
developers (or other users) to be the site or workflow administrators, to manage specific
sites or workflow processes for the system.

Note

On occasion, you will need help from developers; for example, you might want to
add custom functionality to the tree tabs in Oracle WebCenter Sites’ interface.

At the management system, your job is the following:
» Create the sites

Note

In this release of Oracle WebCenter Sites, you can quickly spin off new sites by
using the Site Launcher feature to replicate source sites. You can then modify the
replicates as necessary. For information about site replication and selecting or
creating the appropriate source sites, see Chapter 10, “Replicating CM Sites.”

e Configure the users
- Create their ACLs in Oracle WebCenter Sites, as necessary
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- Create user accounts, either through Oracle WebCenter Sites, or external user
managers, such as LDAP plug-ins

- Create roles in Oracle WebCenter Sites, as necessary
- Assign users their roles for each site
e Assemble the sites by
- Associating the users with the sites
- Associating the correct asset types and publishing system with the sites
* Enable the users by
- Assigning users their roles for each site
- Using roles to associate users and asset types with start menu items
- Using roles to associate users with interface functions such as tree tabs
- Creating tree tabs, as necessary
» Create and manage workflows
» Enable revision tracking
« Configure site and workflow administrators, as necessary
e Configure the publishing process
« Configure the users’ interfaces, as necessary

At the Delivery System

The delivery system is configured by developers and typically does not involve an
administrator until the system is ready for use. For Mirror to Server and RealTime
delivery, the delivery system is the entire Oracle WebCenter Sites installation. For Export
to Disk and Export to XML delivery, the delivery system is simply the web server
component of the Oracle WebCenter Sites installation.

At the Testing System

The testing system is where QA analysts test the performance of both the management
system and the delivery system, as well as the online site itself before its launch. If the
testing system is absent, the development system doubles as the testing system. Ordinarily,
you are not involved in testing.

Implementation

When the management and delivery systems are in use and the online site is running, you
work almost exclusively at the management system, where you:

e Manage the users

- Adjust their permissions to database tables
- Add, delete, and re-organize users
- Create workflows
- Configure the users’ interfaces
* Manage the publishing system

* And otherwise respond to the needs of online site visitors, content providers, and the
e-business

Oracle WebCenter Sites Administrator's Guide



Chapter 1. Overview

The Focus of This Guide

The Focus of This Guide

This guide focuses on the configuration tasks that you complete at the management system
during the development stage, as described in “Development,” on page 40. It is assumed
that the data model resides on the management system by the time you begin your
configuration tasks.

Administrator’s Prerequisites

To function in the jobs that were described in the previous section, you must be equipped
with a certain amount of information. This section summarizes the information you need
to know or be familiar with.

Technical aspects of content management

Although you are not required to have a specific technical knowledge of programming
and system architecture, a basic knowledge of the following is desirable:

- Java

- JSPs

- Publishing

- Databases and database management
- Browsers

Your collaborators

For detailed information, see “Collaborating,” on page 38 and the Oracle WebCenter
Sites Developer’s Guide.

Online site specifications

Online site specifications are typically prepared by site designers or the corporate
communications department to define the site’s audience, the site’s size, its message
and goals, the nature of the content, and the presentation style. Having an
understanding of the online site will help you model the online site, plan sites, and
collaborate efficiently with developers.

The Oracle WebCenter Sites environment

As the Oracle WebCenter Sites administrator, you can work with up to four different
systems: development, management, delivery, and testing. Make sure you have a good
understanding of the systems and your function at each of them. For detailed
information, refer to the sections “Oracle WebCenter Sites Environment” and
“Administrator’s Job” (both in this chapter), and the Oracle WebCenter Sites
Developer’s Guide.

Oracle WebCenter Sites’ administrative interface and system defaults

The administrative interface provides you with site configuration tools, and access to
system defaults such as ACLs, roles, and asset types. For information about the
administrator interface, see Chapter 2, “Administrator’s Interface.” For information
about system defaults, see Appendix A, “System Defaults” and Appendix B, “System
Data: WebCenter Sites Database.”
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Administrator’s Interface

Oracle WebCenter Sites defines three kinds of administrators, each with a different range
of administrative rights. This chapter summarizes the administrators and shows you how
to log in to Oracle WebCenter Sites as the general administrator. It describes the

administrator’s interface, its tabs, the nodes within the tabs that allow you to manage sites,
and important system defaults that are accessible either from the interface or the back end.

This chapter contains the following sections:

e Types of Sites Administrators

¢ Logging in to the Administrator’s Interface
e Administrator Tabs

* Non-Administrative Tabs

» System Defaults

e Sample Sites
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Types of Sites Administrators

Oracle WebCenter Sites defines three types of administrators:
« The general administrator, for whom this guide is written.

The general administrator typically manages all systems in the WebCenter Sites
environment and therefore has unrestricted access to each system’s interfaces. The
jobs of the general administrator at each system are outlined in Chapter 1,
“Overview.”

« Site administrators, who administrate only certain sites on the management system.
*  Workflow administrators, who create workflow processes on the management system
Each administrator is given permissions to relevant parts of the Sites interface.

Procedures in this guide are specific to the general administrator. Whenever steps can be
executed by the site or workflow administrators, this guide indicates which steps.

Finally, this guide is not restricted to any particular system in the Sites environment. The
concepts and procedures it contains are valid at all systems in the Sites environment.

Note

As this guide is written for the general administrator, the word “you,” whenever it
is used, refers strictly to the general administrator.
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Logging in to the Administrator’s Interface

This section shows you how to log in to Oracle WebCenter Sites as the general
administrator.

Note

If you are not the general administrator and need to log in as a site administrator or
workflow administrator, obtain your user name and password from the general
administrator before following the steps below. Also bear in mind that because
your permissions to the Oracle WebCenter Sites interfaces are limited by your
role, only certain parts of this guide are relevant to you.

To log in to Oracle WebCenter Sites as the general administrator

1. Open your browser.

2. Set your browser so that it checks for newer versions of stored pages with every visit
to the page.

3. Navigate to the following URL:
http://<server>:<port>/<context>/login

where <server> is the host name or IP address of the machine running Oracle
WebCenter Sites, <port> is the port number for the server, and <context> is the
context path of the Oracle WebCenter Sites web application. Depending on how the
system was set up, you might also need to include the port number. The system can be
development, management, delivery, testing, or another system in your WebCenter
Sites environment.

Oracle WebCenter Sites displays the following log in form:

ORACLE" WebCenter Sites Version: 11gR1

Secure User Login

Username |

ORACLE"

Password

Forgot password?
Login

[ remember me
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4. Enter your user name and password.

Note

If you are the general administrator of a new installation that had no previous
administrator, log in as the default system user, with user name fwadmin and
password xceladmin and then immediately change the password. For instructions
on changing your password, follow the procedure in “Creating a New User,” on
page 86.

Because you have logged on as the default administrator, your user name has the
xceladmin ACL (Access Control List) assigned to it, in addition to being a part
of the REST_Admin security group. See Chapter 5, “Configuring Users, Profiles,
and Attributes” for information about user accounts and their ACLSs.

If you create any other general administrators, they must have the xceladmin
ACL assigned to them, and they must be part of the REST_Admin security group.

Click Login.

WebCenter Sites responds according to the number of sites that have been created in
its interface. To continue, complete one of the following steps:

If no sites have been created, you must log in to the AdminSite, which will be
listed in the drop-down list. (Note that the situation of no sites is rare. Most new
installations run the sample sites that are provided with Oracle WebCenter Sites.)
Continue with step 7.

If one site has been created, you still need to select the site from the list to log in to
that site. Continue with step 7.

If two or more sites have been created, they are listed in your Sites interface, along
with the sample sites that your installation engineer has elected to install.

a) Select the site that you want to work on.
b) Continue with step 7.
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7. Once a site is selected, you will see two icons appear. The left icon is to log in to the
Admin interface, and the right icon is to log in to the Contributor interface.

ORACLE" WebCenter Sites Version: 11gR1

Site

FirstSitell
ORACLE’ Ap

0@

« Login again

Click to enter the Admin interface.
If you select AdminSite, the icons will be slightly different.

8. At this point, you are logged in to the site of your choice. All the tasks that you
complete pertain to the site, until you switch to a different site. The one exception is
the set of administrative tasks that you execute from the “Admin” tab, which is not site
specific. The “Admin” tab contains data for all sites in the system.

Within your selected site, Oracle WebCenter Sites displays the administrator’s
interface, consisting of the three frames shown in the next figure:
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Top Frame: Button bar

Displays icons and buttons for navigating WebCenter Sites.

Site Design
Tabs \ Bookmarks | Marketing New
‘Workflow

Site Admin
 Site Plan.
* Sites
(+)-[H] Assethaker
(#)- (B3] Flex Family Maker
[ [ﬂ] Azset Types

Attribute Editor

[+ -4l Publizhing
[+ (5} Security Content Attribute
[+ g Sesrch
1 - Content Definition
(% Er SoUrces
i User Profiles Cantent Filter
(+1- . Roles
Nodes & =.E Warkflow Actions Content Parent Definition
&1y Ti -
L4 Timed Action Event CSElement
[+ 4] Email
[+ &2 Functions Dimension
()@ Start Menu ) )
= DimensionSet
E_ | Tree

| Clear Assignments Docurnent Attribute
| Clear Checkouts

3 X Management Toolz

x Locale

[+ ‘){ System Tools

Docurnent Definition

Docurnent Filker

Media Attribute

Media Definition

Media Filter

Docurnent Parent Definition

Plzase select the asset type that you want to create:

Type Name

Mew Attribute Editor

Mew Content Attribute

Mew Content Definition

Mew Content Filter

Mew Content Parent Definition

Mew CSElerment

Mew Dimension

MNew DimensionSet

Mew Document Attribute

Mew Document Definition

Mew Document Filter

Mew Docurnent Parent Definition

Mew Media Attribute

Mew Media Definition

Mew Media Filter

Left Frame: WebCenter Sites Tree

The WebCenter Sites tree is a collection of
tabs with nodes. Each node is a building
block of the site.

Right Frame: CM Site-Building Form

This frame displays the forms that WebCenter Sites
calls when you select nodes from the left frame.
Each form is used to enter data into the selected
node and manage the data.

Note

At this point, the first time you log in after selecting a site, you will be prompted to
create a new asset type, with the “New” screen displaying.

If you are a first time Sites user, we recommend that you familiarize yourself with the

following features:
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- The administrator’s interface—the “Admin” tab in particular. You will be using
the “Admin” tab almost exclusively throughout this guide to create, configure,
and manage sites. For more information, see “Administrator Tabs,” on page 51.

- System defaults, such as ACLs, which you will need in order to configure users,
their access rights, and so on. For more information about system defaults, see
Appendix A, “System Defaults.”

Administrator Tabs

Up to three administrator tabs can be displayed in Oracle WebCenter Sites’ tree:

e Admin
e Site Admin
*  Workflow
Site Design
Bookmarks Marketing
Site Admin Workflow
Site Plan
+-[Eg Stes

- [ sesethaker
) [E!] Flex Family Maker
[+ [E!] Azset Types
i+l Publizhing
[+ j Security
[+ .:p Search
[+ Ef' Sources
2 User Profiles
[+ L Roles
) c=ff Warkflow Actions
€5 Timed Action Evert
()[4 Email
[+ % Functions
+@F Start Menu
[{-| Tree
&) Clear Azsignments
&) Clear Checkouts
[+ ‘5{ Maragement Tools

‘){ Locale

) ‘5{ System Tools
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The tabs are permissions-based. To be exposed to the user, they require the user to have
the ACLs and roles shown below:

Admin xceladmin General Admin
Site xceladmin SiteAdmin
Workflow xceladmin WorkflowAdmin

The ACLs and Roles are covered in further depth in “Configuring Users, Profiles, and
Attributes,” on page 83, and “System Defaults,” on page 521.

The tabs are also conditional on the type of site in which you are working:

« Ifyou log in to a Oracle WebCenter Sites installation where no sites have been
created, you are required to log in to the AdminSite site. Here, you see only the
“Admin,” “Site Admin,” and “Workflow” tabs.

« Ifyou are logged in to a custom site, both the “Admin” and the “Site Admin” tabs are
displayed in your interface. The “Admin” tab remains system-wide. The “SiteAdmin”
tab is specific to the site you are logged in to. It is therefore a sub-set of the “Admin”
tab.

« If workflow processes have been created for any site (except the default site), the
“Workflow” tab is also displayed in your interface. The “Workflow” tab lists all
workflow processes that have been configured for all sites in the system.

Whether administrator tabs are exposed to other users depends on whether you assign the
users the associated ACLs and roles. For more information about ACLs and roles, see
Chapter 4, “Working with ACLs and Roles.”

‘Admin’ Tab

The “Admin” tab is the main administrative tab, used to create, configure, and manage
sites. The “Admin” tab accounts for all content management components in the Oracle
WebCenter Sites installation.
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The “Admin” tab displays the following

nOdeS: Site Design
« Sites, that is, CM sites BS::";:'I‘: ::::;T
(described in Chapter 1, Site Plan
Overview”). ~ (o E stes
The Sites node has the following & [E) Assetbtaker
functions: - [E Fles Family hiaker

The configuration pool consists of
the following nodes:

(+] [ﬂ] Azset Types

Lists sites that have been @ Futisting

created in the system.

Enables you to define sites and
associate to them the
components from the system- Hser Frofiles
wide configuration pool, oL Roles

i fmad? &) e warkflow Actians
below the “Sites” node. 5 Tmed Acton Evert

| :;“ Search

+
[+ (1) Security
+
+ Ef Sources

[+ [><] Email

Orac_le WebCenter Sites _ &8 Functions
prow_des several sample sites as &) @ Start Menu
learning tools. B Tree

| Clear Assignments
#| Clear Checkouts
[+ ‘}{ Management Tools

* AssetMaker, for site developers to 3¢ Locsle

create asset types using the basic
asset data model. See the Oracle

() ‘}{ System Tools

WebCenter Sites Developer’s Guide
for information.

* Flex Family Maker, for site developers to create new flex families and flex asset
types. See the Oracle WebCenter Sites Developer’s Guide for information.

« Asset Types, for configuring asset types:

To add subtypes or asset associations for basic asset types.

To create start menu items for asset types that appear on the New and Search
menus.

To enable or disable revision tracking for specific asset types. See Chapter 24,
“Revision Tracking” for information.

To enable assets for Sites Desktop. For information, see Chapter 22, “Configuring
the User Interfaces.”

To enable assets for Sites DocLink. For information, see Chapter 22,
“Configuring the User Interfaces.”

e Publishing, for setting up the publishing system on the development and management
systems. See Part 3, “Export and Mirror Publishing” for information about static and
dynamic publishing. See Part 4, “RealTime Publishing” for information about
interactive dynamic publishing.

» Security, for configuring the security groups and assigning users to those groups.
Adding someone to the security groups is tied to the WebCenter Sites interface. See
Chapter 6, “Setting Up External Security” and Oracle WebCenter Sites Developer’s
Guide for information.
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« Search, for configuring asset types so that they are indexed correctly when you are
using one of the supported third-party search engine modules. See Chapter 23,
“Configuring the Lucene Search Engine” for information.

e Sources, which you or your site developers use to add new content sources if your
asset types are designed to use them. See the Oracle WebCenter Sites Developer’s
Guide for information.

e User Profiles, which you use to specify e-mail addresses for your users. See
Chapter 5, “Configuring Users, Profiles, and Attributes” for information.

* Roles, which you use both for determining the recipients of workflow assignments
and to control users’ access to functions in the Oracle WebCenter Sites interfaces.

»  Workflow Actions, which you use to create the workflow building blocks called
actions and conditions. These items can be used by any workflow process. See
Chapter 9, “Creating and Managing Workflow Processes” for information.

e Timed Action Event, which you use to configure the frequency with which due dates
are calculated for assets that are in workflow. See Chapter 9, “Creating and Managing
Workflow Processes” for information.

« Email, which you use to create the workflow e-mail messages that can be used by any
workflow process. See Chapter 9, “Creating and Managing Workflow Processes” for
information.

* Functions, which administrators can enable or disable in the Oracle WebCenter Sites
interfaces of all users or selected users.

e Start Menu, which you use to create links in the form that is displayed when users
click the New button or Search button in the Oracle WebCenter Sites interface. You
use the links to create new assets or search for existing assets. Start Menu items can
also be created for managing access to the Sites Desktop and Sites DocL.ink interfaces.
See Chapter 8, “Managing Access to CM Site Components” for information.

Note

This release of Sites supports automatic creation of the New and Search Start
Menu items.

« Tree, which you use to control access to the existing tree tabs, create new ones, or
view assets in the tree in the Contributor interface. See Chapter 8, “Managing Access
to CM Site Components” for information.

e Clear Assignments, which you use to clear workflow assignments. See Chapter 9,
“Creating and Managing Workflow Processes” for information.

» Clear Checkouts, which you use to unlock and check back in to the database the
assets that are checked out by specific users. See Chapter 24, “Revision Tracking” for
information.

* Management Tools, which you use to create ACLs and users, to enable or disable
revision tracking for non-asset tables, and to perform various other operations on
WebCenter Sites’ database. For information, see Chapter 4, “Working with ACLs and
Roles,” Chapter 5, “Configuring Users, Profiles, and Attributes,” and Chapter 24,
“Revision Tracking.”
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* Locale, which you use to set the default locale for the Sites system. See Chapter 22,
“Configuring the User Interfaces” for information.

e System Tools, which you use to troubleshoot problems directly from the
administrator’s interface. Features include configuring log4j logging, accessing
various types of system information, managing caches, searching logs, and testing the
performance of the shared file system. See Chapter 28, “System Tools” for
information.

‘Site Admin’ Tab

The “Site Admin” tab is site-specific. It is used to manage the site that you are logged in to.

The “Site Admin” tab holds a subset of the
administrative functions in the “Admin” Site Plan Admin
tab. It allows you to manage existing users

of the site, as well as enable or disable asset ol

types. It does not allow you to create users, Bookmarks Marketing

asset types, or sites. m Workflow

For any other user to access this tab, the [ Firstsitel Site

user must be assigned the xceladmin Users

ACL and the SiteAdmin role for the site(s)

that the user logs in to. ) [E Asset Types

1+ [EI] Sites Desktop

‘Workflow’ Tab - [ sites DocLink

The “Workflow” tab is used to configure
workflow processes from the workflow building blocks that were created using the

“Admin” tab.
Site Plan Admin
Site Design
Bookmarks Marketing
Site Admin
=+ F2 States

[+] % Proceszes

Note
While the “Workflow” tab itself is site-specific, its content is not.

The tab. When a user selects a site, the “Workflow” tab is displayed if the user is
assigned the xceladmin ACL and WorkflowAdmin role for that site. In this
respect, the “Workflow” tab is site-specific.

The tab’s content. The “Workflow” tab displays system-wide information, that is,
all workflow processes for all sites in the installation. Therefore, the content of the
“Workflow” tab is not site-specific.
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Non-Administrative Tabs

Your interface displays default non-administrative tabs, and custom tabs if they have been
configured by another administrator. You can create additional tabs as necessary.

For information about the default tabs, see “Default Tree Tabs,” on page 532. For
information about creating and configuring tabs, see “Managing Access to the Tree
(Administrator’s interface only),” on page 142.

System Defaults

WebCenter Sites has a number of system defaults:
« Non-administrative tabs, described in the previous section

¢ ACLs
* Roles
e Users

e Asset types
e System Tables

You must be familiar with the defaults in order to configure users and sites. Information
about system defaults is given in Appendix A, “System Defaults” and Appendix B,
“System Data: WebCenter Sites Database.”

Sample Sites

To help you better understand WebCenter Sites, we have packaged it with sample sites
named avisports and FirstSitell. You can use the sites to learn about and experiment with
WebCenter Sites without affecting your own sites. The sample sites vary in complexity
and purpose. In addition to providing code samples for developers, they exemplify how
sites are configured.

If your installation engineer has elected to install the sample sites, they will be displayed
in your interface.

To work on the sample sites, follow the steps in “Logging in to the Administrator’s
Interface,” on page 47. You can access the corresponding online sites by pointing your
browser to each site’s URL, available from your installation engineer.
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Site configuration in WebCenter Sites is based on a relational system, where components
in a system-wide configuration pool must be associated with each other and with a site
name in order to function as a site. Making the correct associations creates a functional
site—one that hosts the correct users, provides them with the correct asset types for

authoring and managing content, supports workflow as necessary, publishes correctly, and
delivers approved content to the intended audiences.

This chapter contains procedures that show first-time administrators how to configure

sites. It also contains recommendations for the more experienced administrators to help
them manage and maintain established sites.

This chapter contains the following sections:
e Overview

e Site Replication Option

« Site Configuration Steps
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Overview

Overview

When creating and configuring sites, you will be using the “Admin” tab, shown in the
figure below. The tab is logically separated into two sections: (1) the “Sites” node, where
sites are first established, and (2) the system-wide configuration pool, where site
components are created, associated to each other, and managed. The configuration pool
begins with the “AssetMaker” node and ends with “Management Tools.”

Initially, when a new site is defined and added to the “Sites” node, it is empty and non-
functional, because it is not associated in any way with the configuration pool. You make
the site functional by associating with it the various components in the configuration pool.
The components are sharable among sites. Any component that you associate with one
site, you can associate with as many other sites as necessary. More information about the
“Sites” node and the configuration pool is given on the next page.

=] Sites 1. “Sites” node
v Add New
1+ AdminSite & a. Default site
¥ Firststel }47 b. Custom Sites (created by the general
=) avisports administrator. In this figure, they are
‘ Users sample sites provided with WebCenter
Sites.)

I+ [ﬂ:] Aszset Types .
] - c. Default nodes (one set per site). Each
+ (] stes Desktop default node must be configured by the

+ il Sites DocLink administrator.
) [Eﬂ AssetMaker —
1-[B)] Flex Famity Maker
) [Eﬂ Asset Types
+ @l Publishing
I+ j Security

+[+

+

-a— 2. System-wide configuration pool

-+ I9 Search Components in the configuration pool

= Sources must be selt_actlvely assoc_:lated W|_th each
E other and with the sites (in the “Sites”
& User Profies node) in order to make the sites

& Roles functional.

+}=f: Workflow Actions
(%) Timed Action Event
(+—[< Email
I+ % Functions
[+ @ Start Menu
[3=] Tree
[*] Clear Assignments
|1| Clear Checkouts
I+ X Management Tools
X Locale

I+ X System Tools
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Sites are configured in four basic steps from the “Admin” tab, as shown below. We
emphasize basic to indicate that the steps are intended to provide only an overview of the
site configuration process. Detailed procedures are given in the rest of this guide.

Note
In the procedure below, steps 1 and 2 are interchangeable.

1. Add sites to WebCenter Sites:

a. Inthe Admin tab, expand Sites and
double-click Add New.

b. Enter the site name and description.

c. Select a preview method by which you
will preview the site’s content (when the
content is created).

The “Sites” node (rather than the configuration
pool) can be the starting point for creating sites.

When you execute step 1, WebCenter Sites adds
the site to the “Sites” node. The Contributor and
Admin interfaces are automatically assigned to
each newly added site.

Under the newly added site, WebCenter Sites
creates a set of sub-nodes that prompt you for
site components:

» The “Users” sub-node prompts you for users.

e The “Asset Types” sub-node prompts you for
asset types (created by developers).

o The “Sites Desktop” sub-node prompts you
to enable Sites Desktop.

» The “Sites DocLink” sub-node prompts you
to enable Sites DocL.ink.

Each sub-node is equipped with a linking
mechanism that allows you to associate the sub-
node, and therefore the site, with data in the
configuration pool. Because of this linking
mechanism, the sub-nodes cannot be deleted or
supplemented with custom sub-nodes. All data
required by the sub-nodes must be entered in to
the configuration pool, described next.

2. Populate the configuration pool with
components, such as users, asset types, and
roles.

The configuration pool begins with the
AssetMaker node and ends with Management
Tools, as shown in the figure on page 58.

The configuration pool enables you to select
and create components for the site and to
associate the components with each other. Data
that you establish in the configuration pool
remains independent of any sites (and therefore
inaccessible to users) until you associate the
data with the sites.
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Site Replication Option

3. Associate and enable components in the
configuration pool with the site:

a. Inthe Admin tab, expand Sites and The “Sites” node is the endpoint of the site
double-click the desired site. building process. In this step, you once again

. use the “Sites” node, this time to associate

b. Add users and asset types to the site. | ;omponents in the configuration pool to the site

c. Enable the users and asset types by that you added in step 1.

means of start menu items, access Note that components in the configuration pool
permissions, and permissions to tree are reusable; they can be associated with as
tabs. many sites as necessary.

Site Replication Option

If you plan to create many sites that are similar in content and structure, you can shorten
the site creation process. You can configure the appropriate source sites, then replicate the
sites as often as necessary, and finally modify the replicates as necessary. The source sites
must conform to certain replication requirements. For more information, see Chapter 10,
“Replicating CM Sites.”

Site Configuration Steps

In the site configuration process, certain components in the configuration pool are
required by other components and must be created first if re-tracing of steps is to be
minimized. For example, before users can be created, their ACLs must first exist.

In general, the order of steps in the site configuration process is flexible. One possible
order is given in the procedure below (starting with “Assumptions”), where the critical site
components are created first, then assembled into a site, and finally enabled for use; the
optional components (with the exception of workflows) are considered last, after the
publishing process is configured.

If you are a first-time administrator, we suggest that you familiarize yourself with the
procedure below in order to obtain a basic understanding of the configuration process and
gather all the information that you will need. Once you understand how sites are
configured, you can modify the procedure to suit your needs.

We also suggest that you make a copy of the procedure below and keep it handy when
configuring sites. Each step refers you to sections of this guide (or the Oracle WebCenter
Sites Developer’s Guide) where you can find detailed information about the particular
step.

Assumptions

We assume that you and developers will code the data model at the development system,
and after successful testing, migrate the data model to the management system. At the
management system, you will complete the site configuration tasks, test the management
system, and finally deploy the system. Before beginning the configuration tasks, you
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Site Configuration Steps

should read Chapter 1, “Overview” for a general understanding of WebCenter Sites
concepts, components, and content management models.

Pre-Configuration Decisions

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Determine the user management method

Your options are WebCenter Sites’ native user manager, an LDAP plug-in, or an external
manager.

While this guide is based on the native WebCenter Sites user manager, it does describe
system behavior for LDAP-integrated systems. For information, see Appendix C,
“Managing Users, Sites, and Roles in LDAP-Integrated Sites Systems.” For information
about configuring users in LDAP, refer to the LDAP product documentation.

Determine users’ table-level permissions (ACLS)

Regardless of which user management method you will be implementing, you must have
ACLs defined in WebCenter Sites. Examine the list of system ACLs (and custom ACLs, if
any have been created) to determine which ACLs to assign to users, and whether you need
to create additional ACLs. Typically, the system ACLs are sufficient. For general
information about ACLs, see Chapter 4, “Working with ACLs and Roles.” For
specifications, see Appendix A, “System Defaults.”

Determine the users’ roles

WebCenter Sites defines several system roles and additional roles for the sample sites.
You can reuse the roles for your sites, or create your own. Typically, you will need to
create roles to cover the full range of users’ responsibilities on any given site.

For information about roles, see the following:

e Chapter 1, “Overview” and the section “Working with Roles,” on page 81 for general
information.

* Appendix A, “System Defaults,” for the list of system roles and their specifications.

Determine whether you will be replicating the sites you are configuring

If you plan to replicate the sites you are configuring, make sure that template-coding and
other requirements are satisfied for the source sites (the sites you are currently
configuring). For an overview of site replication as well as replication options and
requirements, see Chapter 10, “Replicating CM Sites.”

Determine system security

Before developers begin designing the online site, or contemplating changes to the user
interface on the management system, you must determine and implement your security
protocols. Decisions that you make about security affect the way that developers code and
implement the online site. For information about security, see Chapter 6, “Setting Up
External Security.”
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Configuration Steps at the Development System

Step 1.

Step 2.

Step 3.

Step 4.

Configuration steps at the development system are also given in detail in “Oracle
WebCenter Sites Development Process,” Chapter 3 of the Oracle WebCenter Sites
Developer’s Guide. When coding at the development system is complete, the data model
is migrated to the management system, where site configuration is completed.

Create the sites that will be used on the management system

In this step, you will create sites with the names that will be used on the management
system. For information and procedures on creating sites, see Chapter 7, “Assembling CM
Sites” (in particular “Creating a Site,” on page 106).

Create the data model (asset types and their definitions)

For developers to create a data model or any site used on the management system, the
developers must be created and configured, preferably as an administrative user, at the
development system. For more information on this, see “Configuration Steps at the
Management System,” on page 63, and create administrators on the developers’ system.

1. Create content asset types.

2. Create design asset types (templates), bearing in mind site-replication requirements, if
any.

3. Create management asset types.
4. Create sample assets of each type.

For information about creating asset types, see the Oracle WebCenter Sites Developer’s
Guide.

Test the data model

Migrate the data model to the management system

To migrate the data model, publish it to the management system. For instructions, see
Part 4, “Real Time Publishing.”
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Configuration Steps at the Management System

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Create ACLs, if necessary

For procedures on creating ACLs, see Chapter 4, “Working with ACLs and Roles” (in
particular “Creating a New ACL,” on page 73).

Notes
e Under no circumstances should you modify or delete a system ACL.

e Database tables. When the data model is migrated to the management system,
assign ACLs to the custom database tables (asset types), as necessary. For
procedures on assigning ACLs to database tables, see Chapter 4, “Working with
ACLs and Roles” (in particular “Assigning ACLs to Custom Tables,” on page 76).

« WebhCenter Sites page entries. Typically there is no need to assign ACLSs to
WebCenter Sites page entries on the management system because you use roles to
control access to assets and interface functions. However, if you need instructions
for assigning ACLs to WebCenter Sites page entries, see “Assigning ACLSs to
WebCenter Sites Pages (SiteCatalog Page Entries),” on page 78.

Configure the external user manager, if you are using one

For procedures on configuring an LDAP server, see Oracle WebCenter Sites
Configuration Guide for Supporting Software.

Create roles

For procedures on creating roles, see Chapter 4, “Working with ACLs and Roles” (in
particular, “Creating a Role,” on page 81).

Create the users (the content providers)

For instructions on creating user accounts in WebCenter Sites, see “Creating a New User,”
on page 86. If you are creating user accounts in external managers, refer to the product
documentation.

Create user profiles, if necessary

User profiles are required for users who will be working with:
« Sites content applications (Engage, Analytics)

« Language packs and setting a default language

»  Workflow processes, in which e-mail messages will be sent to notify workflow
participants of their assignments. The user profile supports workflow actions by
mapping a user name to an e-mail address.

User profiles must be created in WebCenter Sites. For instructions, see “Working with
User Profiles and User Attributes,” on page 93.
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Step 6. Set user attributes, if necessary

If users require attributes beyond the locale and e-mail attributes that are specified in the
user profile, you can create the attributes. For instructions, see “Modifying, Adding, and
Deleting User Attributes,” on page 95.

Step 7. Create workflow processes for asset types, as necessary

Implementing workflow processes is a business decision, and not a WebCenter Sites
requirement. If you need to create workflow processes, do the following:

1.

10.

Create the “Workflow” tab for the site, if one does not already exist. For instructions,
see “Creating a New Tree Tab,” on page 144.

Plan your workflow process by sketching it. See Chapter 9, “Creating and Managing
Workflow Processes” for help with this step. Then refer to your sketch and notes
throughout this section.

If you have not already done so, create the roles that are needed for the workflow
processes. in you need instructions, see “Creating a Role,” on page 81.

Ensure that users are set up to participate effectively in the workflow:

a. Ensure that users who will participate in workflow have user profiles created for
them. Otherwise, they will not receive e-mail messages from the workflow
process.

a. For shared assets, if you want the pool of workflow candidates to include people
from all the sites that an asset is shared to, enable the cross-site assignments
feature. See “Cross-Site Assignments and Participants,” on page 162 for details.

Create the e-mail objects that you need for your actions and enable the
xcelerate.emailnotification property in the futuretense_xcel . ini file.
For instructions, see Chapter 1, “Overview.”

Create the step actions, timed actions, deadlock actions, group deadlock actions, and
delegate actions that you need. For instructions, see “Setting Up the Workflow
Actions and Conditions,” on page 181.

If your states have deadlines, be sure to configure the Timed Action Event so that the
deadlines of assets are calculated regularly and the appropriate timed actions (if any)
are invoked in a timely way. For instructions, see “Setting Up the Timed Action
Event,” on page 184.

Create your states. For instructions, see “Setting Up the States,” on page 185.

Create your process. While creating your workflow process, you create the steps for
that process. The steps link together the states so they occur in the proper order.
Additionally, while creating your process, you configure any function privileges that
you need. For instructions, see “Setting Up the Workflow Processes,” on page 187.

Test your workflow processes. For instructions, see “Testing Your Workflow Process,”
on page 197.

Set up your start menu shortcuts so that workflow processes are assigned automatically to
assets when they are created. For help with start menu items, see “Creating Start Menu
Items,” on page 124.
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Step 8. Re-create the sites that were created on the development system

Again, for information and procedures on creating sites, see “Assembling CM Sites,”” on
page 105 (in particular “Creating a Site,” on page 106).

Step 9. Migrate the data model, if you have not already done so

At this point, you will need the data model in order to complete most of the remaining
steps. Real-time publish the data model from the development system to the management
system by using procedures in Part 4, “RealTime Publishing.”

Step 10. Assign custom ACLSs (if any) to the custom tables, if you have not already done so

For procedures on assigning ACLs to database tables, see Chapter 4, “Working with ACLs
and Roles” (in particular “Assigning ACLs to Custom Tables,” on page 76).

Step 11. Assemble the sites

1.

Grant users access to the sites. For instructions, see “Granting Users Access to a Site
(Assigning Roles to Users),” on page 112.

Enable asset types for the sites by associating the asset types with the sites. For
instructions, see “Enabling Asset Types for a Site,” on page 116.

Note

This step provides you with the option of allowing WebCenter Sites to
automatically create “Start Menu” items for the asset types you are enabling. The
“Start Menu” items New and Search items allow site users to create and search for
assets of those types. You can also create your own “Start Menu” items, as
summarized in the next step.

Step 12. Make site components available to users

1.

If you have chosen to create your own “Start Menu” items for various asset types, go
to “Managing Access to Asset Types via Start Menus,” on page 122 for instructions.

Set access permissions on assets. For instructions, see “Setting Access Permissions to
Assets,” on page 134.

Give users access to the tabs in WebCenter Sites’ tree. For instructions, see
“Managing Access to the Tree (Administrator’s interface only),” on page 142.

Step 13. Configure the Sites publishing process

1.

Determine which type of publishing your management system is to execute:
- RealTime

- Export to Disk

- Mirror to Server

- Export Assets to XML

2. Configure the publishing process so the information that content providers create can be
made available to the delivery system.
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For general information and instructions on configuring the publishing process, see Part 3,
“Export and Mirror Publishing.” For information on the RealTime publishing process, see
Part 4, “Real Time Publishing.”

Step 14. Configure user interfaces, as necessary

The user interface options are Contributor, Admin, WEM Admin, Sites Desktop, and Sites
DocLink. For instructions on making these interfaces available to content providers, see
Chapter 22, “Configuring the User Interfaces.”

Step 15. Enable asset types for search engines, as necessary

In some cases, such as upgrades, it may be necessary to configure the asset types to be
searched so that they can be indexed correctly and found by your search engine. For
instructions on configuring the asset types, see Chapter 23, “Configuring the Lucene
Search Engine.”

Step 16. Set up revision tracking, as necessary

Revision tracking prevents assets from being edited by more than one user at a time. When
you enable revision tracking for a database table, WebCenter Sites maintains multiple
versions of the assets in that table. For instructions on setting up revision tracking, see
Chapter 24, “Revision Tracking.”

Step 17. Set up the delivery system

For more information, see “Oracle WebCenter Sites Development Process,” Chapter 2 in
the Oracle WebCenter Sites Developer’s Guide.]

Step 18. Test all systems

Step 19. Give users the URL to the Sites installation and their log in information
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CM Site Configuration Procedures

This part contains detailed procedures for configuring and replicating sites on your
WebCenter Sites system.

This part contains the following chapters:

Chapter 4, “Working with ACLs and Roles”

Chapter 5, “Configuring Users, Profiles, and Attributes”
Chapter 6, “Setting Up External Security”

Chapter 7, “Assembling CM Sites”

Chapter 8, “Managing Access to CM Site Components”
Chapter 9, “Creating and Managing Workflow Processes”
Chapter 10, “Replicating CM Sites”
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Chapter 4
Working with ACLs and Roles

Several user management components are used to control access to a WebCenter Sites
system: ACLs, user accounts, user profiles, roles, and sites. Site configuration, itself,
begins with ACLs, with the creation of user accounts, and with the creation of roles.

ACLs can be used on both your management and your delivery systems. However, the
main focus of this chapter is user management on the management system. For
information about user management on your delivery system, see the “Site Development”
section in the Oracle WebCenter Sites Developer’s Guide.

This chapter contains the following sections:

e Overview

¢ ACLs

« Working with ACLs
* Roles

» Working with Roles
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Overview

Overview

ACLs and roles are of paramount importance in WebCenter Sites.

e ACLs are used to regulate entry in to the WebCenter Sites system. The assignment of
ACLs to users, database tables, and WebCenter Sites Pages determines users’
permissions to operate on WebCenter Sites’ database tables. If the user’s ACLs match
the database ACLs, the user has certain permissions (defined by the ACLSs) to operate
on the database tables. ACLs therefore serve as the foundation of the security and user
management model. Without ACLs user accounts cannot be created.

* Roles are used to manage access to sites and their components. The assignment of
roles to users and interface functions on a given site determines whether the interface
functions are enabled for the users or hidden from them. If the user’s roles match the
roles that are assigned to the interface functions, the functions are enabled for the user.
Otherwise, the functions are hidden.

Before you can establish users you must determine which ACLs and roles the users need
to be assigned. If the ACLs and roles do not already exist, you must create them in
WebCenter Sites, even if you intend to use LDAP plug-ins to create the user accounts.

This section provides you with a basic explanation of ACLs and roles, and shows you how
to create, modify, and delete ACLs and roles.

ACLs

Access Control Lists, called ACLs for short, are named sets of database operation
permissions such as read, write, create, and retrieve. Because just about everything in
WebCenter Sites (and the WebCenter Sites content applications) is represented as one or
more rows in one or more database tables, user management on any of your Sites systems
starts with ACLs.

With ACLs, you can limit access to the following items:
» Individual database tables
e Individual WebCenter Sites pages

WebCenter Sites and the Sites content applications use ACLs to enforce access restrictions
to the various functions of those applications by controlling the user’s access rights to the
database tables that represent those functions. How? By verifying that the users attempting
the function have the same ACL assigned to their user accounts as are assigned to the
database table.

For example, user account information is contained in the system tables named
SystemUsers and SystemUserAttrs. Because certain ACLs are assigned to those
system tables, only a user with the same ACLs assigned to his or her user account is able
to create new users or edit existing user information.

ACLs serve as the foundation of the security and user management model in your Sites
system by providing authorization functionality. Even if you are using an external user
manager like LDAP to store user information, you must use WebCenter Sites ACLSs.

A user must always have at least the Browser ACL in order to view Sites pages. However,
additional ACL restrictions are enforced only when the cc.security property in the
futuretense. ini file is set to true. For information about the cc.security
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property, see futuretense. ini in the Property Files Reference. For information about
configuring security on your Sites system, see Chapter 6, “Setting Up External Security.”

ACLs are assigned to three things: user accounts, database tables, and page entries in the
SiteCatalog table (that is, WebCenter Sites pages).

Note

User Management on the Delivery System. User management on your
delivery system is also based on ACLSs. If your online site is designed to require
visitors to register or log in before they can access areas of the site, you create the
ACLs that are needed on the delivery system and then assign them to the
appropriate database tables.

Typically your site designers take care of assigning ACLs to WebCenter Sites
pages. The Oracle WebCenter Sites Developer’s Guide discusses how to design a
user management process on the delivery system and provides code samples for
pages that log visitors in to the site and verify their identities.

User Accounts

Every user must be assigned at least one ACL and the ACLs assigned to a user define that
user’s access to the Sites system.

While users have one user account and one set of ACLSs, no matter how many sites they
have access to, they can have one set of roles for one site and a different set of roles for
another site. Therefore, users must be assigned all the ACLs necessary to provide them the
permissions that they need to fulfill all of their site-specific roles.

For example, if you create a role that allows a user with the role the ability to create
template assets, the user assigned that role must also be assigned the ElementEditor ACL,
because creating templates writes data to the ElementCatalog table.

Database Tables

To restrict access to the data in a table, assign an ACL to it through the WebCenter Sites
Database forms available through the Admin tab. Then, only those users with the same
ACL have access to the data in that table.

If you assign more than one ACL to a table, a user needs only one of those ACLs to access
the table. The user’s access rights to that table (read, write, create, and so on) are the ones
defined by the ACL.

All of the WebCenter Sites system tables (and several of the Sites content applications
tables) have ACL restrictions. The SystemlInfo table lists all the tables in the WebCenter
Sites database and the ACLs assigned to them.

Note

Do not add ACLs to database tables through the WebCenter Sites Explorer
application. Instead, use the WebCenter Sites Database form in the Admin tab.

With one exception—to register a foreign table in the WebCenter Sites database—never
attempt to change the information in the SystemInfo table even if your user account has
the ACL that allows you to do so.
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For information about:

¢ Assigning ACLs to database tables, see “Assigning ACLs to Custom Tables,” on
page 76

* Registering foreign tables, see the “Database” chapter in the Oracle WebCenter Sites
Developer’s Guide

Page Entries in the SiteCatalog Table

The SiteCatalog table holds page entries for all the pages displayed for the Sites
content applications as well as the pages displayed for your online site (that is, the site that
you are delivering from the delivery system.) If you want to restrict access to a page,
assign an ACL to it.

Typically, site developers determine how page restrictions should be configured on the
delivery system. If you are customizing the user interface on the management system,
however, you might need to use ACLSs to restrict access to your custom pages.

System ACLs

WebCenter Sites and the Sites content applications use a number of system ACLSs to
control user access to their features and functions. Different combinations of these ACLs
must be assigned to users. Information about system ACLs and their permissions are given
in Appendix A, “System Defaults.”

Sample ACLs

A newly installed WebCenter Sites system contains only system ACLs. No additional
ACLs have been created for any of the sample sites that are packaged with WebCenter
Sites.

Custom ACLs

Because WebCenter Sites provides a comprehensive set of ACLSs, it is unlikely that you
will need to create your own. However, situations can arise where user management needs
on the management or delivery systems require you to create ACLSs. For example,

< If your online site requires user registration, you may need to create a set of ACLs for
site visitors.

» If your developers create new functions and put them on new tabs to customize the
management system, you might need to create additional ACLs (or roles) to support
the new functions and tabs.

Although creating and applying ACLs is an administrative task, you must first work with
your site designers and developers to determine which ACLs you need and how to apply
them. Once you have determined the ACLs, create them by following procedures in the
rest of this chapter.
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Working with ACLs

This section shows you how to create ACLSs, edit, and delete custom ACLs; apply ACLs to
the database tables and WebCenter Sites pages; and customize “access restricted”
messages.

Note

When using an LDAP integration option, be aware of system response to user and
site management operations. For information about system response, see
Appendix C, “Managing Users, Sites, and Roles in LDAP-Integrated Sites
Systems.”

Creating a New ACL

Note

When creating ACLs, consider the roles you will be using in order to ensure that the
ACLs are commensurate with the roles. For example, if you will be creating a role
that allows a user to create template assets, the user who is assigned that role must
also be assigned the ElementEditor ACL, because creating templates writes data to
the ElementCatalog table.

To create a new ACL

1. Inthe Admin tab, expand Management Tools, then double-click ACLs.
The ACLs form appears.

ACLs

Select an ACL: Browser v

Select Operation: @& podify acL

O add acL

O Delete AL

2. Select Add ACL and click OK. The value in Select an ACL does not matter.
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The Add ACL form appears.

Add ACL

ACL Name:
Description:

Access Privileges:  [read
Cretrieve
[wwrite
Ccreate
Cloelete
revisionTracking Audit
[revisionTracking Admin

In the ACL Name field, enter a unique name.

Select the access privileges you want to assign to this ACL. For information on each
privilege, see “Permissions,” on page 522).

5. Click Add.

WebCenter Sites creates the ACL and writes it to the SystemACL table. The new ACL
appears in the drop-down list in the form described in step 2 of this procedure.

6. If you are using LDAP, create a group (on your LDAP server) that exactly matches the
ACL you just created. After you create the group, assign it to the appropriate users.

Editing a Custom ACL

Caution

Never modify any of the system ACLs. For a list of these ACLs, see
“System ACLs,” on page 524.

To edit a custom ACL
1. Inthe Admin tab, expand Management Tools, then double-click ACLs.
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The ACLs form appears.
ACLs

Select an ACL: Browser “

Select Operation: @& modify acL
O add acL

O Delete AL

2. Inthe Select an ACL field, select the ACL to edit.
Select Modify ACL and click OK.

If the ACL you selected is a system ACL, an alert will display. Do not modify system
ACLs.

4. Inthe Modify ACL form, make the desired changes to the Description and Access
Privileges. For information on the displayed options, see “Permissions,” on page 522.

5. Click Modify.
WebCenter Sites writes your changes to the SystemACL table.

Deleting a Custom ACL

Caution

Never delete a system ACL. For a list of these ACLs, see “System
ACLs,” on page 524.

To delete a custom ACL

1. If you are using LDAP, delete (from your LDAP server) the group corresponding to
the ACL you will be deleting.

1. Inthe Admin tab, expand Management Tools, then double-click ACLs.
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The ACLs form appears.

ACLs

Select an ACL: Browser “

Select Operation:  ® modify acL
O add acL

O Delete AL

2. Inthe Select an ACL field, select the ACL to delete.
In the form that appears, select the desired ACL from the drop-down list and click OK.
WebCenter Sites displays a warning message.

4. Click OK.
The ACL has been deleted.

Assigning ACLs to Custom Tables

If you or the site designers create new tables, you might need to restrict access to those
tables by assigning ACLs to them. Typically, you assign ACLSs to new tables when you
create those tables. (For more information, see the Oracle WebCenter Sites Developer’s
Guide.)

Note

Do not assign additional ACLs (beyond the ones assigned by default) to
system or core product tables.

To assigh ACLs to an existing table

1. Inthe Admin tab, expand Management Tools, then double-click Sites Database.
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WebCenter Sites displays the following form.

Sites Database

Enter Table Name:

[use "U&" 35 3 wild oard)

Select Operation: @& padify Table
O add Table

O Mirrar Table

O Delete Table

2. Enter the name of the table to which you want to assign ACLs. If you do not know the
name of the table you want to work with, do one of the following:

- Leave the field blank. WebCenter Sites will return a list of all tables in the
database.

- Enter a partial name, ending with the wildcard character (%). WebCenter Sites
will return a list of tables named similarly to your criteria.

Select Modify Table and click OK.
4. Inthe list of tables, select the desired table.
WebCenter Sites displays the “Modify Catalog” form.

5. Inthe ACL field, select the ACL(s) you want to assign to the selected table. To select
multiple ACLs, Ctrl-click each desired ACL. You can also select a range of ACLs by
Shift-clicking the first and last ACL in the range.

Note

Do not change the value of the File Storage Directory field. For information
about this field, look up the defdir property in the Oracle WebCenter Sites
Developer’s Guide.

6. Click Modify.
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Assigning ACLs to WebCenter Sites Pages (SiteCatalog Page
Entries)
There are at least two ways to assign ACLSs to SiteCatalog page entries.

« When developers create SiteEntry or template assets, they can assign ACLSs to the
page entry created for that asset through a field in the “Create” or “Edit” form.

« For page entries that are not associated with a SiteEntry or template asset, developers
can use the Management Tools.

To assigh ACLs to a page entry that is not associated with a SiteEntry or
template asset

1. Inthe Admin tab, expand Management Tools, then double-click Site.
WebCenter Sites displays the following form:

Site

Enter Page Wame:

[use "o" 5= 3 wild card)
Select Operation: & wodify Page
O add Page
@) Modify Status
O modify ACLs
@) Modify Page Cache
O Delete Pages

O Wiewy Page

2. Enter the full path and name of the page to which you want assigh ACLSs. If you do not
know the name of the page you want to work with, do one of the following:

- Leave the field blank. WebCenter Sites will return a list of all page entries in the
SiteCatalog table.

- Enter a partial name, ending with the wildcard character (%). WebCenter Sites
will return a list of pages named similarly to your criteria.

3. Select Modify ACLs and click OK.

Oracle WebCenter Sites Administrator's Guide

78



Chapter 4. Working with ACLs and Roles

Working with ACLs

The Modify ACLs screen appears.

Modify ACLs

Select the ACL:

Browser »
ContentEditor
ElementEditar
ElementFeader

FageEditar

FageReader

FemoteClient

SiteGod

TahleEditor

LlzerEditar L

Select the pages to modify: “ m
Page Name
Aoy Treef Ut fplacePage_XML ]
AlloyULf TreefloadAsset Tree F]
Aoy TreefloadSitePlanTres ]
Aoyl TreefplacePage F]

4. Inthe scrolling list at the top of the form, select the ACLs you want to assign to one or
more pages. To select multiple ACLs, Ctrl-click each desired ACL. You can also
select a range of ACLs by Shift-clicking the first and last ACLs in the range.

5. In the list of pages, select the Apply? check box next to each page to which you want
to assign the ACLs you selected in step 4. ACLs currently assigned to each page are
shown in the ACL column. (To select all of the pages in the list, click All. To deselect
all of the pages in the list, click None.)

6. At the bottom of the screen, click Apply.

Oracle WebCenter Sites Administrator's Guide

79



Chapter 4. Working with ACLs and Roles

Roles

Setting the ACL Restriction Error Message

When users attempt to access a page for which they do not have the appropriate
permissions, WebCenter Sites displays an error message. This message is stored in the
following file:

<cs_install_dir>/futuretense_cs/formpriv.html

You can customize this and other error message pages in the futuretense_cs directory,
with the following restrictions:

Roles

Do not rename any of the files.

Do not alter any occurrences of the {03} string in any of the files. WebCenter Sites
uses the {0}string to automatically generate these error messages.

User management includes the concept of roles. Roles complement users in the following
ways:

Whereas the user definition (account) describes an individual’s access to the
underlying Sites functionality (database tables) through ACLSs, roles are used to
manage site-specific access to WebCenter Sites’ interface functions.

A role represents a job description or the title of individuals with similar functions: for
example, content provider, editor, site designer, and administrator.

Each Sites user has one user definition (account) no matter how many sites have been
created. However, the user’s roles can vary by site.

When you enable a user for a site, you enable that user within the context of the roles
that user is to fulfill for that site.

The roles assigned to a user for a site determine the following:

Which assets the user can create on that site.
Which assets the user can search for on that site.
Which tabs are displayed in the tree when the user logs in to the site.

Whether the user is eligible for participation in any workflow processes, and, if so, for
which steps in those workflow processes.

Which functions a user can or cannot perform on an asset while it is moving through a
workflow process.

Whether the user can administer a workflow process or create or modify a workflow
group on that site.

System Roles

Several system roles are installed by WebCenter Sites. One role is required for the Sites
content applications to function, and three are required for the WebCenter Sites
administrators to function. For more information, see “System Roles,” on page 529.
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Sample Roles

If you installed one or more sample sites, you will have access to a number of sample roles
that are included with the sites. The roles permit the sample site users to access different
tree tabs. You can use the sample roles as examples of how you can configure access
control on your sites.

Custom Roles

Unlike ACLs, roles are objects that you will most likely need to create in order to account
for the full range of users’ responsibilities on your sites. To create roles, follow
instructions in the next section, “Working with Roles.”

Working with Roles

This section shows you how to create, edit, and delete roles.

Note

If you are using LDAP, be aware of system responses to user and site management
operations. For information about system responses, see Appendix C, “Managing
Users, Sites, and Roles in LDAP-Integrated Sites Systems.”

Creating a Role
To create a new role
1. Inthe Admin tab, expand Roles, then double-click Add New.
WebCenter Sites displays the “Add New Role” form.

Add New Role

*Name:

*Description:

=N OIS

In the Name field, enter a unique name of up to 32 characters.

3. Inthe Description field, enter a short and informative description of no more than 255
characters.

4. Click Add New Role.
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5. Add the role to the default tree tabs (Workflow, Bookmarks, Site Admin, Admin,
Site Plan, and Active List), as appropriate. For instructions, see “Editing Tree Tabs,”
on page 147.

Editing a Role

Although you cannot change the name of a role after you have created it, you can edit the
description of the role.

To edit the description of arole

1. Inthe Admin tab, double-click Roles. A list of all roles appears in the main window.
2. Inthe list of roles, navigate to the role you want to edit and click its Edit (pencil) icon.
3. Inthe “Edit Role” form, make your changes, then click Save.

Deleting a Role

Caution

Do not delete any of the system default roles: General Admin, SiteAdmin,
WorkflowAdmin, AdvancedUser, SitesUser.

To delete arole

1. Inthe Admin tab, double-click Roles. A list of all roles appears in the main window.

2. Inthe list of roles, navigate to the role you want to delete and click its Delete (trash
can) icon.

WebCenter Sites displays a confirmation message.
3. Click Delete Role.
The role has been deleted.
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Configuring Users, Profiles, and Attributes

Users can be created through one of the following options: WebCenter Sites’ native user
manager (in the administrator’s interface), or via LDAP. However, to configure user
profiles and attributes, you must use the administrator’s interface.

This chapter outlines your options for creating users. This chapter also shows you how to
create users in WebCenter Sites, and configure their profiles and user attributes. For
information about creating users in external sources, refer to the product documentation.

This chapter contains the following sections:

e Overview

e User Management Options

e Configuring Users in WebCenter Sites

» Working with User Accounts

» Working with User Profiles and User Attributes
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Overview

Overview

Sites users can be created through WebCenter Sites’ native user manager, through WEM
Admin, or through external user managers such as LDAP.

Every Sites user is defined by the following set of data:

« User account, which gives the user access to the WebCenter Sites system and its
database tables

e User profile, which is required for users who will be working with:
- Sites applications
- Language packs and setting a default language

- Workflow processes, in which e-mail messages will be sent to notify workflow
participants of their assignments. The user profile supports workflow actions by
mapping a user name to an e-mail address.

» User attributes (in addition to the e-mail and locale attributes in the user profile), if
actions and events in addition to workflow must be supported.

Once users are created and configured, they must be associated, by means of roles, with
the sites they are to work in. This chapter shows you how to create and configure users.
Procedures for associating users with sites are given in Chapter 7, “Assembling CM
Sites.”

User Management Options

WebCenter Sites’ Directory Services APl enables your Sites system to connect to external
directory servers or user managers that contain authentication information, user
information, and so on. The following connection options are available:

* Native system—The WebCenter Sites native user manager, which uses the native
WebCenter Sites user management tables SystemUsers and SystemUserAttrs.

e The LDAP plug-in—With this option, user names and attributes are stored in the
directory server rather than in the WebCenter Sites database.

Because WebCenter Sites security is based on ACLs, any external user management
system (such as LDAP) must be configured to match the WebCenter Sites ACLSs.

Information about configuring the plug-ins is given in our guide, Configuring Third-Party
Software. Properties that configure the plug-ins are located in the files

futuretense. ini (the Authentication tab), Idap. ini, and dir. ini files. The files
are described in the Property Files Reference.

Note
This guide uses the native WebCenter Sites user manager throughout.
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Native WebCenter Sites User Manager

If you are using the native WebCenter Sites user manager, follow the guidelines in
Chapter 3, “Site Configuration Guidelines” to create and configure users, and then grant
them access to the management system.

LDAP Plug-In

If you are using LDAP to manage your users on either the management or the delivery
system, you create user accounts with LDAP rather than with the WebCenter Sites
administrator’s interface. However, you must still use the administrator’s interface to
create ACLs and roles in the WebCenter Sites database (It is also possible to use WEM
Admin to create roles). Instructions for granting users access to a WebCenter Sites
management system integrated with LDAP are given in our guide, Oracle WebCenter
Sites Configuration Guide for Supporting Software.

Configuring Users in WebCenter Sites

Each WebCenter Sites user is completely defined by a user account, user profile, and, if
necessary, user attributes.

* A user account is required for anyone who is to work with WebCenter Sites.

e A user profile is required for users who will be working with WebCenter Sites
modules and products, setting a default language, and participating in workflow
processes in which e-mail messages will be sent.

e User attributes, in addition to the locale and e-mail attributes in the user profile, may
also be required for your operation. If so, the additional attributes can be created.

Once you have created the user, you must enable that user for the appropriate sites by
assigning roles to the user name for each site the user will work in. For information about
enabling users after you have created them, see “Granting Users Access to a Site
(Assigning Roles to Users),” on page 112.

After you have created and enabled a new user, be sure to give that user the following
information:

« The user name/password combination of the user account.

e The URL to the WebCenter Sites:
http://<server>:<port>/<context>/login
where

<server> is the host name or IP address of the machine running WebCenter Sites.
Depending on how the system was set up, you might also need to include the port
number— server :8080 for example; and

<context> is the name of the web application on the same server.

The rest of this chapter shows you how to create user accounts, profiles, and attributes, as
well as modify and delete them.
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Working with User Accounts

This section shows you how to create, edit, and delete user accounts in WebCenter Sites.

Note

This section provides procedures for creating, editing, and deleting users in the
WebCenter Sites administrator’s interface. If you are using LDAP, refer to the
LDAP product documentation. If you are using WEM Admin, refer to the Oracle
WebCenter Sites Administrator’s Guide for the Web Experience Management
Framework.

Also, be sure to substitute the word “group” for the word “ACL” when reading
that guide, and create users who belong to the groups with these names.

Creating a New User

Note

This section shows you how to create users in the WebCenter Sites administrator’s
interface. If you are using LDAP, refer to the LDAP product documentation, if you
are using WEM Admin, refer to the Oracle WebCenter Sites Administrator’s
Guide for the Web Experience Management Framework.

Before creating a user
1. Before creating a user, determine the user’s:
- Log in name
- Password
- ACLs, which regulate the user’s access to WebCenter Sites’ database tables.

- To determine the user’s required ACLs, see “Required ACLs for Custom
Users,” on page 528.

- To determine the user’s additional system ACLs, see “System ACLs,” on
page 524.

- To determine which ACLs are assigned to the database tables the user must
access, follow the steps in “Assigning ACLs to Custom Tables,” on page 76.

To create a user
2. Inthe Admin tab, expand Management Tools, then double-click User.
3. Inthe form that appears, select Add User and click OK.

You can add a user name before clicking OK; it will appear auto-filled in the Login
Name field on the next screen.
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4. Fill in the “Add User” form as follows:

Working with User Accounts

Add User

*Login Name:

*Access Privileges:

*Password:

*Re-enter Password:

Browser
ContentEditor
ElementEditar
ElementFeader
FageEditar
FageReader
FemoteClient
SiteGod
TahleEditor
LlzerEditar

In the “Login Name” field, enter a unique name. Do not include spaces or special
characters, such as punctuation. The underscore character (_) is allowed.

In the “Access Privileges” list, select ACLs for the user. To select multiple ACLs,
Ctrl+Click each desired ACL; you can also select a range of ACLs by
Shift+Clicking the first and last ACL in the range.

c. Enter the same password into the Password and Re-Enter Password fields.

d. Click Add.

The user has been created.

e. You can create a general administrator, For more information about making the
user an administrator or a content contributor, see “Creating Common User

Types,” on page 88.

To follow up with post-creation procedures

5. If the user will be implementing any of the following options:
- Oracle WebCenter Sites products such as Oracle WebCenter Sites: Engage
- Language packs and different languages

- Workflow processes that send e-mail messages

create a profile for the user. For instructions, see “Creating and Editing a User

Profile,” on page 93.
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6. If the user requires attributes in addition to or in place of locale and e-mail (specified
in the user profile), create the attributes. For instructions, see “Modifying, Adding,
and Deleting User Attributes,” on page 95.

7. Once the user has been completely defined, you must associate the user with a site by
means of roles.

a. If you have not already done so, create roles for the user, following instructions in
“Creating a Role,” on page 81.

b. To associate the user to the site, create the site and add the user to the site. For
instructions, see “Creating a Site,” on page 106, and “Granting Users Access to a
Site (Assigning Roles to Users),” on page 112.

Creating Common User Types

When creating a user, it is important to consider the roles that the user will have on
separate web sites. In many cases, a user may be an administrator on one site and a content
contributor on another. This section details how to make each user a specific type of user.

This section describes the following topics:

e “Making the User a General Administrator,” on page 88

e “Making the User a Site Administrator,” on page 89

« “Making the User a Workflow Administrator,” on page 90
« “Making the User a Content Contributor,” on page 90

Making the User a General Administrator

The general administrator for a site controls all aspects of the site. You should be aware
that when a user is a general administrator, their administrative actions can only be
controlled when they are logged in to the one site, however, they can administrate all sites
when logged in.

1. For the newly created user, double-check that it has the correct ACLs assigned to it.

To determine the ACLs for a user, see “Required ACLs for Custom Users,” on
page 528. Looking at the table there, you can see that the ACLs for a general
administrator are Browser, Element Reader, PageReader, UserReader, xceleditor,
xceladmin, TableEditor, UserEditor, and VisitorAdmin.

2. Onthe Admin tab expand security, expand Assign Users to Groups, and double-click
Add New. The “Assign Groups to User” screen appears.

3. Select the user to make a general administrator, and then select RestAdmin in the
Groups field.

You can use Ctrl+Click to select more than one user or group, but as you will likely
make few general administrators, it is suggested you add them one at a time to ensure
you do not accidentally add a user to the RestAdmin group.

Open the Sites tree, and select the site to add the user to.
Click Users to open the “User Role Management” screen.

This screen is also available under Site Admin tab by double clicking Users if you are
logged in to the specific site.
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Enter the log in information for the user, and click the Edit icon to open the “Edit
Roles for User” screen. Select GeneralAdmin as well as any other roles you wish the
user to have on this web site.

Note

The names of roles used in this documentation are the names of the roles used in
the FirstSitell example web site that comes installed. You might choose to use
different roles or role names with your published web site.

When adding a general administrator to a site, you may want to consider if you will
want the same person to have different roles on a different site. You will need to assign
these roles to the user when logged in to the site or sites you want to assign these
different roles for the user on.

When a user has general administrator rights, the Admin tab will only appear when
they are logged into the web site (or web sites) where they have the general
administrator role.

Making the User a Site Administrator

1.

For the newly created user, double-check that it has the correct ACLs assigned to it.

To determine the ACLs for a user, see “Required ACLs for Custom Users,” on
page 528. Looking at the table there, you can see that the ACLs for a site administrator
are Browser, Element Reader, PageReader, UserReader, xceleditor, and xceladmin.

Open the Sites tree, and select the site to add the user to.
Click Users to open the “User Role Management” screen.

This screen is also available under the Site Admin tab by double-clicking Users if
you are logged in to the specific site.

Enter the log in information for the user, and click the Edit icon to open the “Edit
Roles for User” screen.

Select the user to make a site administrator, and then select SiteAdmin_AdminSite in
the Groups field.

You can use Ctrl+Click to select more than one user or group, but as you will likely
make few site administrators, it is suggested you add them one at a time to ensure you
do not accidentally add a user to the SiteAdmin_AdminSite group.

Select SiteAdmin and Advanced User as well as any other roles you wish the user to
have on this web site. The SiteAdmin role grants the user access to the Site Admin
tab, the AdvancedUser role grants access to the Admin interface.

Note

The names of roles used in this documentation are the names of the roles used in
the FirstSitell example web site that comes installed. You might choose to use
different roles or role names with your published web site.
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When adding a site administrator to a site, you may want to consider if you will want
the same person to have different roles on a different site. You will need to assign
these roles to the user when logged in to the site or sites you want to assign these
different roles for the user on.

When a user has site administrator rights, the Site Admin tab will only appear when
they are logged into the web site (or web sites) where they have the site administrator
role.

Making the User a Workflow Administrator

1.

For the newly created user, double-check that it has the correct ACLs assigned to it.

To determine the ACLs for a user, see “Required ACLs for Custom Users,” on

page 528. Looking at the table there, you can see that the ACLs for a workflow
administrator are Browser, Element Reader, PageReader, UserReader, xceleditor, and
xceladmin.

Open the Sites tree, and select the site to add the user to.
Click Users to open the “User Role Management” screen.

This screen is also available under Site Admin tab by double-clicking Users if you
are logged in to the specific site.

Enter the log in information for the user, and click the Edit icon to open the “Edit
Roles for User” screen.

Select WorkflowAdmin and AdvancedUser, as well as any other roles you wish the
user to have on this web site. The WorkflowAdmin role grants the user access to the
Workflow tab, the AdvancedUser role grants access to the Admin interface.

Note

The names of roles used in this documentation are the names of the roles used in
the FirstSitell example web site that comes installed. You might choose to use
different roles or role names with your published web site.

When adding a workflow administrator to a site, you may want to consider if you will
want the same person to have different roles on a different site. You will need to assign
these roles to the user when logged in to the site or sites you want to assign these
different roles for the user on.

When a user has workflow administrator rights, the Workflow tab will only appear
when they are logged into the web site (or web sites) where they have the workflow
role.

Making the User a Content Contributor

1.

For the newly created user, double-check that it has the correct ACLs assigned to it.

To determine the ACLs for a user, see “Required ACLs for Custom Users,” on

page 528. Looking at the table there, you can see that the ACLs for all users are
Browser, ElementReader, PageReader, UserReader, and xceleditor. You may want to
add additional ACLs needed for a content contributor, depending on the type of
content you want the user to contribute.
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For example, the PageEditor ACL would allow the user to add pages to the site, and
modify the content based on the defined elements. The ElementEditor ACL would
allow the contributor to create templates. For more information on the specific ACLs
and how they impact the contributor’s editing access, see “System ACLs and Their
Descriptions,” on page 525.

The user does not need additional ACLs if you only want them to modify existing
content on a page. Simple editing is contained in the assigned role.

Open the Sites tree, and select the site to add the user to.
Click Users to open the “User Role Management” screen.

This screen is also available under Site Admin tab by double clicking Users if you are
logged in to the specific site.

4. Enter the log in information for the user, and click the Edit icon to open the “Edit
Roles for User” screen. Select SitesUser for the role.

It may be necessary to add different roles depending on how the roles are connected to
the assets. When assets are created, they are connected to roles. These roles are the
only roles that have access to the asset.

Note

Typically you would not assign a user the SitesUser role as well as the
AdvancedUser role for the same web site. The SitesUser role grants access to the
Contributor interface; the AdvancedUser role grants access to the Admin interface.

The names of roles used in this documentation are the names of the roles used in
the FirstSitell example web site that comes installed. You might choose to use
different roles or role names with your published web site.

For most content contributors, you will not want to assign them roles on the web site
beyond SitesUser, depending on how you have set up the different assets. Content
contributors will make changes to the content only through the Contributor interface,
and not through the Admin interface that administrators use.
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Editing a User

Note

This section shows you how to edit users in the WebCenter Sites administrator’s
interface. If you are using LDAP, refer to the LDAP product documentation.

To edit a user

Caution

Do not change the names or ACLs of WebCenter Sites system users
(DefaultReader, ContentServer, xceladmin).

In the Admin tab, expand Management Tools, then double-click User.

In the form that appears, enter the name of the user you want to work with. If you do
not know the user name, leave the field blank; WebCenter Sites will return a list of all
users in the system.

Select Modify User and click OK.
In the list of users, select the user you want to work with.
In the “Modify User” form, make the desired changes, then click Modify.

Deleting a User from the System

Note

This section shows you how to delete WebCenter Sites users using the WebCenter
Sites administrator’s interface.
If you are using LDAP, refer to the LDAP product documentation.

To delete a user from the system

Caution

Do not delete any of the WebCenter Sites system users (fwadmin - or the user used
as admin, ContentServer, or Defaul tReader).

1. Delete the user profile, as shown in “Deleting a User Profile,” on page 94, then
continue with the next step.

2. Delete the user:
a. Inthe Admin tab, expand Management Tools, then double-click User.

b. Inthe form that appears, enter the name of the user you want to delete. If you do
not know the user name, leave the field blank; WebCenter Sites will return a list of
all users in the system.
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c. Select Delete User and click OK.
d. Inthe list of users, select the Delete radio button next to the user you want to

delete.
e. Click Delete.

WebCenter Sites displays a warning message.
f. Click OK.

The user has been deleted.

Working with User Profiles and User Attributes

A user profile is required for any user who will be working with the following:
e Sites modules and products
e Language packs

»  Workflow processes in which e-mail messages will be sent to notify workflow
participants of their assignments. The user profile supports workflow actions by
mapping a user name to an e-mail address.

A user profile holds a set of user attributes. By default, the only user attributes a user
profile holds are:

e The email attribute, which is used to support workflow actions and takes the user’s
e-mail address as a value. (You can create workflow actions that send workflow
participants e-mail about the assets that are assigned to them.)

» The locale attribute, which is used to determine which language to use for a given
user. This attribute takes the user’s preferred location as a value.

* The timezone attribute, which is used to determine which time zone to use for a
given user. This attribute takes the user’s preferred time zone as a value.

If the user was created in the WEM Admin interface, the avatar is also an attribute. You
can add more user attributes and store values for them in the WebCenter Sites user
management tables if you want to. However, to use these values in the WebCenter Sites
interfaces requires you to customize the elements that display the user profile forms. For
information about customizing elements for the WebCenter Sites interfaces, see the
Oracle WebCenter Sites’ Developer’s Guide.

Creating and Editing a User Profile

Note

If you are using LDAP, be aware of system responses to user and site management
operations. For information about system responses, see Appendix C, “Managing
Users, Sites, and Roles in LDAP-Integrated Sites Systems.”

To create or edit a user profile

1. Log in to the Admin interface as an administrator.
2. Select the site you wish to work with.
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3. Inthe WebCenter Sites tree, select the Admin tab and double-click User Profiles.
WebCenter Sites displays the “User Profile Management” form.

4. Inthe form, enter the desired user name and click Select.
WebCenter Sites displays the profile of the selected user.

5. Click the Edit icon.
WebCenter Sites displays the “Edit User Profile” form.

Edit User Profile

User Name:  DefaultReader
Email:
Locale Preference: Mo preference b

Time Zone: | Auto-Detected v

In the Email field, enter the user’s e-mail address.

(Optional) Select a locale preference for this user from the “Locale Preference” drop-
down list. The user’s locale preference overrides the language preference for the
WebCenter Sites system (which is set from the Locale Manager).

Note

If you do not set a locale preference for the user (No preference is selected in
the “Locale Preference” drop-down list), the WebCenter Sites interfaces will
be displayed in the language set for the WebCenter Sites system. For
information about setting the locale preference for the WebCenter Sites
system, see “Setting the Locale for the WebCenter Sites Interfaces,” on

page 402.

8. (Optional) In the Time Zone drop-down menu, select the user’s time zone preference.

If you do not specify a time zone preference (Auto-Detected is selected in the drop-
down menu), the system will automatically detect the time zone of the user from the

user’s browser.
9. Click Save.

10. Enable this user for the sites the user needs to work with. For instructions, see
“Granting Users Access to a Site (Assigning Roles to Users),” on page 112.

Deleting a User Profile
To delete a user profile

1. Inthe Admin tab, double-click User Profiles.
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In the “User Profile Management” form, click Delete.
WebCenter Sites displays a warning message.

Click Delete User Profile.

WebCenter Sites displays a message confirming the deletion.

Modifying, Adding, and Deleting User Attributes

By default, the only user attributes that the Sites content applications need are an e-mail
address and locale preference. Users created in WEM will additionally have an avatar
attribute. You use the user profile feature to assign these attributes to a user, as shown in
“Creating and Editing a User Profile,” on page 93. If you need to, you can store and use
additional user attributes for your users in this table, even if you are using LDAP.

The Modify User Attributes option allows you to modify the attributes that are used in
the user profile. It also allows you to add and delete attributes.

To modify a user’s attributes

1.

In the Admin tab, expand Management Tools, then double-click User.

In the form that appears, enter the name of the user you want to work with. If you do
not know the user name, leave the field blank; WebCenter Sites will return a list of all
users in the system.

Click the user name in the list that whose attributes you want to modify. The User
Attributes form will display.

3. Fill in the User Attributes form, as explained below:

User Attributes:DefaultReader

Attribute Name Attribute ¥alues

Add new attribute and value .

Do one of the following, as required:

- Change the current value (or values) assigned to an attribute by editing the
contents of the Attribute Values field.

- Add a new attribute by entering its name and at least one value in the fields at the
bottom of the form.

- Delete any unwanted attributes by deleting the associated value (in the Attribute
Values field).

4. Click Modify.

Your changes are committed to the database.
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Chapter 6
Setting Up External Security

Determining what your security protocols should be and then implementing them is an
important part of a Sites administrator’s duties. You and the site developers must discuss
and determine how security will be configured on both the management and the delivery
systems before they start coding templates and designing asset types.

This chapter contains the following sections:
e Overview

e Implementing Security

e Testing Security
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Overview

Before developers begin designing the online site or contemplating changes to the user
interface on the management system, you must determine and implement your security
protocols. The decisions you make about security configuration affects the way that you
code and implement your online site.

At regular intervals, you should review your systems to determine whether they are
working as they should. The following figure shows an example of a secure Sites system:

Internet

y

| Firewall L:b
i

Delivery Web Server | o App Server | | Database

A

System (Cs-satelite) [*—| (Sites Server) ||  Server _
Testing
” System
| Firewall I:'
Management — | Web Server || App Server | . Database |
System (Cs-satelite) || (Sites Server) |7 |  Server [*
Development — | Web Server | | App Server | Database
System (cs-satellite) [~ | (Sites Server) [* | Server

ACLs and Security

As mentioned in Chapter 4, “Working with ACLs and Roles,” ACLs (access control lists)
serve as the foundation of the security and user management model in your Sites system.
ACLs are sets of permissions that restrict access to both database tables and WebCenter
Sites pages.

ACL restrictions are enforced only when the cc.security and the
security.checkpagelets properties in the futuretense. ini file are set to true.
These properties are set to true by default. If you need to disable security for any reason,
open the Property Editor and set the cc.security property to false. However, Oracle
recommends that you keep this property set to true on all systems to ensure that site
development is designed to work with security enabled.

When planning security measures for your system, examine the list of default ACLs (they
are described in Appendix A, “System Defaults™), and determine whether you need
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additional ACLs. You might need to create an ACL with a different combination of
permissions than any of the system ACLs provide if your developers plan to create new
tables or to make additions to the user interface.

Note

Under no circumstances should you modify a system default ACL or modify the
ACLs assigned to a WebCenter Sites system table or a Sites content application
table.

DefaultReader, secure.CatalogManager, and secure.TreeManager

WebCenter Sites and the Sites content applications are delivered with several default user
accounts, one of which is named DefaultReader. This account is assigned to all
unauthorized site visitors (because anyone who visits a site hosted by WebCenter Sites
must have a WebCenter Sites user identity).

By default, the DefaultReader user account has the following ACLs: Browser and
Visitor. Visitor enables the tracking of Engage asset visitors for demographic
purposes. Security issues arise because many of the database tables also have the
Browser ACL assigned to them, and various Engage tables are assigned the Visitor
ACL. Therefore, anyone using the DefaultReader account can examine information in the
tables (although they cannot write to the tables as this user). To prevent someone from
using the DefaultReader user account to view tables in your WebCenter Sites database, set
the following properties in the futuretense. ini file to true:

e secure.CatalogManager
¢ secure.TreeManager

When these properties are set to true, the DefaultReader user cannot access the
CatalogManager and TreeManager servlets—not even for read-only data.

Note

More information about Oracle WebCenter Sites: Engage ACLs (Visitor and
VisitorAdmin) is available in Appendix A, “System Defaults.” See Table A-2
for permissions that are associated with each ACL and Table A-3 for descriptions
of the ACLs.

BlobServer and Security

When you want to implement security for your blobs you must enable the security feature
for the BlobServer servlet. You do this by setting the bs.security parameter in the
futuretense. ini file to true.

When bs.security=true, BlobServer refuses to serve a blob unless the URL for the
blob contains evidence that the person requesting it has been authenticated as a valid user.
What evidence? A value in the URL from the csblobid parameter whose value matches
a session variable named csblobid. Therefore, when BlobServer security is enabled,
your developers must code links to blobs differently than usual.
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For information about how those links should be coded, see the Oracle WebCenter Sites
Developer’s Guide.

Security Goals

Typically, you have a different set of security goals for each of your Sites systems: the
development, management, and delivery systems.

Security Goals for the Development System

Even though development systems are typically behind firewalls, you should implement
the same security configuration on the development system that will be in place on the
system the developers are designing for (management or delivery). Why? To be sure that
the code will work properly on the target system, because the same conditions exist on
both systems:

« When you plan to use BlobServer security on the delivery system, templates that
create URLSs for blobs must be coded differently. Therefore, you must enable
BlobServer security on the development system as well.

e If your online site will require that visitors identify themselves, you must have the
same security configuration in place on the development system that you will use on
the delivery system.

Security Goals for the Management System
Security on the management system encompasses two main concepts:
« Ensuring that only valid Sites users can access the system (described in this chapter).

« Ensuring that those valid users can access only the functions that are appropriate for
them. For information, see Chapter 4, “Working with ACLs and Roles.”

Security Goals for the Delivery System

The precautions that you take on the delivery system are more stringent by nature because
when you deliver a site to the public, you must ensure that while visitors can access the
content on your site, hackers cannot access areas that you do not want made public.

When you configure your delivery system, you disable the WebCenter Sites user
interfaces to prevent anyone from adding assets or code through the interfaces or with any
of the developer tools. Additionally, you restrict access to some of the WebCenter Sites
servlets.

Implementing Security

This section describes the steps you must take to configure the security measures you have
decided to implement: setting properties, changing passwords for default user accounts,
using SSL for systems accessible outside your company’s network, mapping URLs for
specific WebCenter Sites servlets, and disabling certain parts of the applications on the
delivery system.

Each section states which steps should be performed on which system or systems.
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Properties That Configure Security Settings

This section describes how to configure the properties in the futuretense. ini file that
implement various kinds of security.

For All Systems

Use the Property Editor to open the futuretense. ini file and verify that the following
properties are set to true:

e cc.security
e security.checkpagelets

e secure.CatalogManager
* secure.TreeManager

If you plan to use BlobServer security, set the following property to true:
bs.security

To ensure that the session timeout value is appropriate for each system, set the following
property, as well:

cs.timeout

On the development and management systems, set the timeout value for as long as you
think that you safely can. On the delivery system, set the timeout value for as short a time
as you can without frustrating your visitors.

For the Delivery System

In addition to the properties described in the preceding section, there is one more property
to specify for the delivery system: cs.wrapper.

“Wrappers” are the HTML files located in the futuretense_cs directory on the web
server. Also included in that directory is a subdirectory named Dev, which you should
remove from your delivery system.

However, if you decide to remove the entire futuretense_cs directory from the web
server on the delivery system, you must set the cs.wrapper property to false.

For more information, see “Sites Forms and Pages (Delivery System Only),” on page 103.

Users and Passwords

Be sure that the default user accounts were made secure after Sites was installed on all
systems.

For All Systems
Complete the following steps on all systems—development, management, and delivery:

e Change the default password for the fwadmin user account (User node under
Management Tools in the Admin tab in the administrator’s interface).

« If the WebCenter Sites user that was created during the installation is named
ContentServer, verify that its password is not the default password (password). If
the password used is the default password, change it (User node under Management
Tools in the Admin tab in the administrator’s interface).

» Change the default administrator username/password for your application server.
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» Change the default administrator username/password for your web server.

¢ If you have the sample sites installed, a mirror user was created for the Mirror to
Server publishing method (name: mirroruser; password: mirroruser). Change
the password for this user.

e For any user accounts that have the SiteGod ACL, change the password frequently
(User node under Management Tools in the Admin tab in the administrator’s
interface). Handle any user account that has the SiteGod ACL as you would the UNIX
root user.

Note
Do not change the default password for the Defaul tReader user.

For the Management and Delivery Systems

If any of the sample sites except AviSports or FirstSitell were installed on either the
management or delivery systems, delete all the sample users including editor, but do
not delete the xceleditor ACL and do not delete the fwadmin user. Additionally, change
the password for the mirroruser user.

For the Delivery System

Do not assign the xceleditor ACL to any user on the delivery system other than the system
administrator of that system. This ACL allows access to the WebCenter Sites content
applications if they are installed on that delivery system.

SSL and Digital Certification

For any system accessible outside your company’s network or containing proprietary data,
such as a management system open to remote employees, it is recommended to use SSL to
establish a secure, encrypted connection.

You must use a digital certificate approved by a trusted authority rather than a self-
signed certificate. Using a self-signed certificate can have the following consequences:

¢ Internal calls to the system made through Java may fail.

« Some features of the user interface may not function correctly, for example, the left-
hand navigation tree or publishing.

URLs and the Web Server (Delivery System Only)

On the web server of the delivery system, be sure to give access to the following
WebCenter Sites servlets only. How? By mapping only their URLS to the application
server:

» ContentServer
« BlobServer

o Satellite

e CookieServer

Oracle WebCenter Sites Administrator's Guide



Chapter 6. Setting Up External Security 103

Implementing Security

Do not map URLSs to the application server for any of the other WebCenter Sites servlets.
Instead, map the URLSs for the following servlets to an error page such as the “404 Not
Found” page:

e HelloCS

e CatalogManager
e TreeManager

« DebugServer

» CacheServer

e Inventory

Sites Forms and Pages (Delivery System Only)

On the delivery system, be sure to disable or completely remove the following pieces of
the Sites applications:

¢ Remove the futuretense_cs/Dev directory from the web server. This directory
holds forms that are useful for developers, which means that you do not want them on
your delivery system.

Note

Do not remove this directory from the application server. Remove
it from the web server only.

You can optionally remove the entire futuretense_cs directory from the web
server. (Do not remove it from the application server.) If you do, be sure to set the
cs.wrapper property in the futuretense. ini file to false (the wrappers are the
HTML files from that folder). If you forget, visitors on the site will see “404 Page Not
Found” rather than some of the system error messages.

e Goto SiteCatalog/OpenMarket/Xcelerate/UlFramework and rename all of
the pages. At the very least, rename LoginPage and LoginPost.
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After you have implemented your security measures, test your systems.

Security Tests for All Systems

Complete the following steps on your development, management, and delivery systems:
1. Tryto log in to the database with Sites Explorer using the default user accounts:

- DefaultReader

If you can log in using SomeReader as the password, the
secure.CatalogManager and secure.TreeManager properties are set to
false. Change them to true.

- ContentServer

If you can log in using password as the password, change the password
immediately.

- editor

If you can log in using xceleditor as the password, change the password
immediately.

- fwadmin

If you can log in using xceladmin as the password, change the password
immediately.

Verify that the sample site users do not exist on the management or delivery systems.

Verify that you cannot log in with ContentServer/password using a
CatalogManager URL.:

http://<server>:<port>/<context>/
CatalogManager?ftcmd=login&username=ContentServeré&password=
password

4. Verify that you cannot flush the entire cache as ContentServer/password using a
CacheServer URL:

http://<server>:<port>/<context>/
CacheServer?al I=true&authusername=ContentServeré&authpassword
=password

Verify that you cannot log in to the application server as the default administrator user.
Verify that you cannot log in to the database as the default administrator user.
7. Verify that you cannot log in to the web server as the default administrator user.

Oracle WebCenter Sites Administrator's Guide



105

Chapter 7
Assembling CM Sites

CM sites can be assembled once their basic components are created. The basic
components are the users (including their ACLs and roles) and the data model. Optionally,
you can enable auxiliary user interfaces such as Sites Doclink and Sites Desktop. This
chapter shows you how to work with sites (create, edit, and delete sites); how to manage

site users (add, edit, and delete users); and how to manage asset types for the sites (enable
and remove asset types).

This chapter contains the following sections:
e Overview

« Working with Sites

e Assigning and Managing Site Users

¢ Enabling and Managing Asset Types

e Enabling and Managing User Interfaces
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Assembling a site requires you to assign users to the site, assign content (asset types) to
the site, and optionally enable the Sites Desktop and Sites DocLink interfaces. In this
chapter, you will create sites, associate users to the sites, and assign asset types to the sites.
In later chapters, you will develop each site by tuning site users’ permissions to content on
the site.

Working with Sites

» Creating a Site

» Obtaining Site Configuration Information
» Editing a Site

e Deleting a Site

Creating a Site

Creating a site means specifying a site name, description, and a method for previewing the
content that the site will display.

To create a site

1. Inthe Admin tab, expand Sites and double-click Add New.
The “Add New Site” form appears.

Add New Site
*Name:
*Description:
Preview method: | Use default (Standard servlet preview) v
=N

2. In the Name field, enter a unique name of up to 255 characters.

Note

Be certain that you have entered a correct name for the site. Although
you can edit the description of a site, you cannot change the name of a
site after you have created it.
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3. Inthe Description field, enter the name of the site as you want it to appear in the
WebCenter Sites interfaces (up to 64 characters). This display name will be used in
site lists throughout the user interface.

4. Inthe Preview method field, select the method how you will preview the site content.
Click Add Site.

The “Site” form appears, where you can execute a number of operations; for example,
inspect, edit, or delete the site, manage users, or configure Site Launcher to replicate
the site.

Site: LoafersBakery
@ Inspect CEdit @ Delete

Mame: LoafersBakery
Description:  Loafers Bakery
Publication ID: 1333670710396
Preview method:  Lse default (Standard servlet preview)
Wrapper page:
Users: Manage users for this site

Enabled Asset Types: Mo Asset Types are enabled for this site

Enable Aszet Types... Dizable Asset Types...

List all Start Menu itemns for this site

workflow Processes: List all wWorkflow Processes for this site
Sites Desktop: Configure Sites Desktop for this site
Site Launcher: Configure Site Launcher for this site
List all sites
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When the new site is added to the Sites node, WebCenter Sites creates, below the site
name, a set of sub-nodes that prompt you for site components:

- Click Manage users for this site to manage site users.

- Click Enable Asset Types to select asset types for the Web site; click Disable
Asset Types to remove asset types. Asset types are created by developers.

- Click List all Start Menu items for this site to display the Start Menu items
which have been created for the site.

- Click List all Workflow Processes for this site to manage the workflows for the
site.

- Click Configure Sites Desktop for this site prompts you to configure and enable
Sites Desktop.

- Click Configure Site Launcher for this site prompts you to configure and enable
Site Launcher.

Each sub-node is equipped with a linking mechanism that allows you to associate the
sub-node, and therefore the site, with data in the configuration pool. Because of this
linking mechanism, the sub-nodes cannot be deleted or supplemented with custom
sub-nodes. Selecting a sub-node allows you to create All data required by the sub-
nodes must be entered in to the configuration pool, described next.

Note that the procedure above only adds new sites.

« To make a site usable, you must associate users and asset types (created by
developers) with the site. If you plan to use workflow processes, you should create
those processes as well.

« To copy or migrate the site to another WebCenter Sites system, use the RealTime
publishing method. See Part 4, “Real Time Publishing.

Obtaining Site Configuration Information

In certain situations, you will need to know how a site has been configured—for example,
which asset types and workflow processes are enabled, and who are the site users.

To obtain site configuration information

1. Inthe Admin tab, expand Sites and double-click the desired site.
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2. Inthe “Site” form, select the option that provides the information you are looking for.

Site: LoafersBakery
@ Inspect CEdit @ Delete

Mame: LoafersBakery
Description:  Loafers Bakery
Publication ID: 1333670710396
Preview method:  Lse default (Standard servlet preview)
Wrapper page:
Users: Manage users for this site

Enabled Asset Types: Mo Asset Types are enabled for this site

Enable Aszet Types... Dizable Asset Types...

List all Start Menu itemns for this site

workflow Processes: List all wWorkflow Processes for this site
Sites Desktop: Configure Sites Desktop for this site
Site Launcher: Configure Site Launcher for this site
List all sites
Editing a Site

Editing a site means changing its description and/or preview method. If you need to
change the name of a site, you must delete the site and create a new one with the correct
name.

To edit a site description

1. Inthe Admin tab, expand Sites and double-click the desired site.
2. Inthe “Site” form, click Edit.

Oracle WebCenter Sites Administrator's Guide



Chapter 7. Assembling CM Sites
110

Working with Sites

3. Inthe “Edit” form, do the following:

a. Inthe Description field, make the appropriate changes.

b. Inthe Preview Method field, select a different preview method, if necessary.
4. Click Save.

Deleting a Site

When you delete a site, all configuration information for that site is either removed or
unshared (if the site shared data with other sites). The following configuration information
is affected by the deletion of a site:

« Start Menu items that were enabled for the site are deleted or unshared
e Smartlists are deleted or unshared

« Publishing destinations are unshared

e Users are removed from the site

« Workflows that were shared are unshared or deleted

« Template assets that were shared have their SiteEntry removed

» Asset subtypes that were enabled for that site as well as tree tabs are removed or
unshared

Therefore, before deleting a site, be sure that you have shared the assets that you need to
keep.

To delete a site

1. Inthe Admin tab, double-click Sites.
2. Inthe list of sites, navigate to the site you want to delete and click its Delete icon.
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A warning is displayed to inform you that site components will be deleted. The
warning identifies the components and prompts you to confirm your intention to
delete the site.

Delete Site

L This action will permanently delete assets that belong to the site exclusivety, It will delete all
site configuration infarmation, including start menus, workflow processes, woarkfiow groups
and tree tabs which are configured solely for this site, It will permanentty remove the site,
Are you sure that you want to delete this site?

Mame: LoafersBakery
Description:  Loafer's Bakery and Restaurant
Description:  Loafer's Bakery and Restaurant

Publication ID: 1329442552990

3. Click Delete Site.
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Assigning and Managing Site Users

This section shows you how to grant WebCenter Sites users access to a site, view site
users, change users’ role assignments on a site, and remove users from a site.

Granting Users Access to a Site (Assigning Roles to Users)

For a user to gain access to a site, the user must be assigned at least one role on the site.
Assigned roles associate the user with the site and allow the user to log in to the site. When

one of the user’s assigned roles is also specified for an interface function on the site, the
user gains access to the interface function.

Note

In this section, we assume that you have created at least one user, a role, and a site.
If you need to create one or another, follow the steps in:

e “Creating a New User,” on page 86
e “Creating a Role,” on page 81
e “Creating a Site,” on page 106

To give a user access to a site
1. Inthe Admin tab, expand Sites, then expand the desired site.
2. Double-click Users.

The “User Role Management” form appears.

User Role Management

Site: w» FirstSitell

Username:

Leave blank to select all users in FirstSitell.

3. Enter the desired user name and click Select.
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The “User Role Management” form displays the user name. No roles are listed next to
the user name.

Note
If you need a list of system-wide users, open the list as follows:

Expand Management Tools and double-click User. Leave the “Enter User
Name” field blank, select Modify User, and click OK.

4. Click the Edit icon next to the user name.
WebCenter Sites displays the “Edit Roles” form:

Edit Roles for User: Coco

User Mame: Coco

Site:  FirstSitell

*Roles: |Advancedlser -
Analyst
Anahtics
Approver
ArtweorkAuthor
ArtworkE ditor
Authior
Checker
Contentduthor
ContentEditor "
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5. Select one or more roles from the list. To select multiple roles, Ctrl-click each desired
role. To select a range of roles Shift-click the first and last role in the range.

Note

Consider the user’s type. A general administrator, site administrator, and
regular user require different sets of system-defined roles. For example, a
regular user requires access to the content contributor’s interface. In this
instance, select the SitesUser role. For additional help with selecting
system-defined roles, see “System Roles,” on page 529.

Selecting a role (or roles) makes the user a member of the site that you
chose to work with in step 1. It does not necessarily enable the user to
manage the site’s content. To manage content, the user must have access
to interface functions (such as Search) on the site.

If you know which roles are allowed to invoke which interface
functions on the user’s site, select the roles in this step. Otherwise, the
roles that you select here you will also specify (in later chapters) for
interface functions that the user needs. The functions may be start
menu items, tree tabs, workflow processes, and asset approval and
publishing functions.

For more information about assigning user roles, see “Working with
Roles,” on page 81. See also Chapter 8, “Managing Access to CM
Site Components” and chapters dealing with workflow and
publishing.

6. Click Save.

7. Give the user access to site components by following procedures in Chapter 8,
“Managing Access to CM Site Components.”
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Note

Remember that the user cannot perform the functions available to her roles
unless the user also has adequate ACL permissions to operate on the
database tables. (While roles allow access to interface functions, ACLs
activate those functions by allowing access to the database tables.) For more
information about roles and their relationship to ACLs, see page 31.

Viewing Site Users and Reassigning Roles
To view the list of users and their roles on a given site, and to reassign roles
1. Inthe Admin tab, expand Sites, then expand the desired site.
2. Under the desired site, double-click Users.
3. Inthe “User Role Management” form, leave the user name field blank and click Select.

WebCenter Sites displays a list of all the users currently assigned roles in the selected
site:

User Role Management

Site: HelloAssetWorld

Select the user to modify:

User Name  Roles

Q.78 B AdvancedUser, Workflowadmin, SitesLiser, Generaladmin
@ @ Coco HeloDesigner, AdvancedLiser, Sitedser, Generalddmin
Q. @ F Advanced Jser, Siteslser, HelloEditar

HeloDasignern, AdvancedUser, Siteddmin, WorkfiowAdmin, Siteslsar, HelloEditar,
Helosuthor, GeneralAdmin

@ 7@ Jos Advanced ker, Siteslser, HelloAuthor
@Q .~ & Moe AdvancedUser, Sitesiser, Helloauthor
Manage users for this site
4. (Optional) If you want to reassign the user’s roles, do the following:

a. Navigate to the desired user name and click its Edit icon.

b. Inthe “Edit Roles” form, select (and/or deselect) one or more roles from the list,
then click Save.

c. Repeat steps a and b for each additional user, as necessary.
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Deleting Users from a Site
You can delete a user from a site without deleting that user from the system.
To delete a user from a site
1. Inthe Admin tab, expand Sites, then the desired site.
2. Under the desired site, double-click Users.
3. Inthe “User Role Management” form, enter the desired user name and click Select.
4. In the form that appears, click the Delete (trash can) icon next to the user.
WebCenter Sites displays a warning message.
5. Click Delete User from Site.

Enabling and Managing Asset Types

This section shows you how add asset types to a site (enable the asset types), and delete
them from a site.

Enabling Asset Types for a Site

Enabling an asset type means associating the asset type with a chosen site or sites. Once
the assignment is made, the asset type itself must be made available to users through an
interface function such as a start menu item or a tree tab, as shown in Chapter 8,
“Managing Access to CM Site Components.”

Note

The following procedure describes how to enable an asset type for use.
Enabling an asset type for use with Sites Desktop is described in
“Configuring the Word Asset Types for Sites Desktop,” on page 408.

To enable asset types for a site

1. Inthe Admin tab, expand Sites, then expand the desired site.

Note

If you have the SiteAdmin role, but not the General Admin role, select the
Site Admin tab.

2. Under the desired site, expand Asset Types and double-click Enable.
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WebCenter Sites displays the “Enable Asset Types” form, listing asset types that have
not yet been enabled in this site:

Meame:

Description:

Publication ID:

Enable Asset Types:

Enable Asset Types: LoafersBakery

LoafersBakery

Loafer's Bakery and Restaurant

1328442563990

Name Description

OO0O0O0OO00O00~0A00

Contert_CD

Article

Article Flex

Attribute Editor

CSElement

Callection

Content

Content Attribute

Content Attribute

Content Definition

Content Definition

3. Select the asset types which you want to enable for this site.
4. Click Enable Asset Types.
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5. (Optional) In the

Enabling and Managing Asset Types

form that follows, check the box next to each start menu item that

you would like WebCenter Sites to create. (For more information on start menu items,
see “Managing Access to Asset Types via Start Menus,” on page 122.)

Start Menu selection

Article

Content Attribute

Content Attribute

Enable Asset Types: LoafersBakery

Asset Type W Available Start Menus

[] Enable Find Article for this site?
] Enabie Mew Article for this site?
[[] Enabe Mew Columnist Article for this site?

[[] Enabde Find Content Attribute for this site?

[] Enable New Content Attribute for this site?
[[] Enable Find Content Attribute, FirstSitell for this site?

[] Create Mew start menu for Content Attribute

Enable Asset Types

If you choose not

to generate start menu items at this time, you must manually create

them later. No one can create assets of the asset types you just enabled until the
corresponding start menu items are created.

Click Enable Asset Types.
The asset types are now enabled for the site. If you need to create start menu items for

them, continue to

“Managing Access to Asset Types via Start Menus,” on page 122.

Note

To view the assets in the Contributor interface’s trees (Site Tree, Content
Tree, and My Work tree) you also need to manually create the tree tabs for

the assets.

Oracle WebCenter Sites Administrator's Guide

118



Chapter 7. Assembling CM Sites

Enabling and Managing Asset Types

Removing Asset Types from a Site
To remove asset types from a site

1. Inthe Admin tab, expand Sites, then the desired site.

Note

If you have the SiteAdmin role, but not the General Admin role, select the
Site Admin tab.

2. Under the desired site, expand Asset Types and double-click Disable.

WebCenter Sites displays the “Disable Asset Types” form, showing asset types that
have been enabled for the selected site:

Disable Asset Types: LoafersBakery

Mame: |oafersBakery
Description:  Loafer's Bakery and Restaurant

Publication ID: 1328442563000

Disable Asset Types: Description
Ll yrticle Articke
[F] CAttribites Content Attribute
M ontent / Content Attribute

m Disable Asset Types

3. Select the asset types that you want to remove from the site.
4. Click Disable Asset Types.

Note

If start menu items or workflow processes exist for the asset type that you
disabled on a site, edit the start menu items or workflow processes so that
they reflect the change.
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Enabling and Managing User Interfaces

If you plan to enable the Sites Desktop and Sites DocLink interfaces for users on certain
sites, follow instructions in Chapter 22, “Configuring the User Interfaces.”
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Chapter 8
Managing Access to CM Site Components

This chapter shows you how to manage access to site components. It is assumed that users
have already been given the permission to access the site containing those components.

This chapter contains the following sections:

Overview

Managing Access to Asset Types via Start Menus

Setting Access Permissions to Assets

Managing Access to the Tree (Administrator’s interface only)

Oracle WebCenter Sites Administrator's Guide

121



Chapter 8. Managing Access to CM Site Components

Overview

Overview

Once users are granted permission to access a site (as shown in Chapter 7, “Assembling
CM Sites”) their ability to work with the site’s content is managed through:

« Start menus, which determine whether the users can create, search for, and edit assets
of certain types on the site to which the users are assigned.

» Permissions to assets (that are not part of a workflow process).
For such assets, you can create policies that define which roles have permissions to
perform which functions on assets.

e Permissions to WebCenter Sites’ tree.
You can control users’ permissions to the tree, tabs in the tree, nodes in the tabs, and
items in the nodes.

Roles are the components that you invoke in order to associate users with interface
functions and the content that the users must manage.

Managing Access to Asset Types via Start Menus

New

Please select the asset type that you want to create; Search
Type Name Type Name
Attribute Editor Attribute Editor Find Attribute Editor (Advanced search
Content Attribute Content Attribute Find Content Attribute {Advanced s=arc
Content Definition Content Definition Find Content Definition (&dvanced s=arch
Content Fiter New Content Filter Content Filter Find Content Filte (Ahvar
Content Parent Definition New Content Parent Definition Content Parent Definition Find Content Parent Definitic (Advanced
CSElement CSElement Find CSElement {2cvar
Dimersion Dimansian Find Dimension (advar
DimersionSet DimnensionSat Firud 1507 (Acvance
Document Attrioute Document Attrbute Fir rnent Attribute (Advanced sea
Diocument Definition Hew Document Definit) Document Definition Eir nent Definitior (Advanced s2a
Docurment Filter Document Filter Fir nent Fiter (&clvanced searct
Document Parent Definition New Document Parant Definitic

A start menu is a list of hyperlinked asset types, such as you see in Figure 5.

Figure 5: New and Search Start Menus in the Admin Interface

Clicking an asset type name opens a form for either creating an asset of the selected type,
or searching for assets of the selected type. For example, clicking an asset type in a New

start menu opens a form for creating an asset of the selected type. Clicking an asset type in
the Search start menu opens a form that is used to search for and edit assets of the selected

type.

The start menus shown in Figure 5 are accessible from the Admin Interface by the user
clicking the New and Search buttons, at the top left of the interface. You, as the
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administrator, grant a user permission to a start menu item by assigning the same role to
the user and the start menu item.

Start Menu Items

A start menu item is an option in a start menu. A start menu item names the type of asset
a user can create, copy, or search for. For example, the New start menu shown below
belongs to the Admin Interface and displays 16 start menus items to the user who is
authorized to work with the items. The user can create assets of the types that are listed in
the menu.

New

Please select the asset type that you want to create;

Type Name
start menu item ——Jp!  attrioute Editar

Content Attribute

Content Definition

Content Fiter

Content Parent Definition

CSElement

Dimersion

Dimersionset

Docurment Attrioute

Document Definition

Diocument Filter

Document Parent Definition

In the Admin Interface, start menu items are displayed in a list when users click New or
Search in the button bar.

You configure the start menu items to determine the following about the new assets that
are created with them:

« Which roles on which sites have access to the start menu item. Specifying roles
controls which content providers can create or search for assets of this type on the
specified sites.

« Field/value pairs. You can supply values for certain fields so that those fields are
automatically filled in whenever a content provider creates a new asset with the
shortcut.

For example, for basic assets, it might be useful to have the start menu item set a pre-
determined value for the Dimension, Description, End Date, Start Date, Subtype,
Template or User fields (or some combination). If your basic assets have associations
that can be different based on the subtype of the asset, be sure to create start menu
items that set a subtype for new assets so that the only the appropriate associations
appear in the “New” form.

For flex assets, it is useful to have start menu items that set the flex definition for new
flex assets so the content providers have fewer steps.
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*  Which workflow process to assign by default to new assets created with the start menu
item and the users who participate in that workflow process.

Start menu items also determine whether certain operations can be performed on an asset
type that is listed in a tree tab (in the Admin interface). If an asset type is displayed on a
tree tab, but there is no start menu item created for it, the only options listed in the right-
mouse menu for the asset type are Refresh, Edit, and Inspect. To have the New option
included in the right-mouse menu, a New start menu item must be created for the asset

type.
For Different Kinds of Users

If you have different groups of content providers who create different types of content,
you could create start menu items for each type.

For example, suppose that you have a group of writers who create business articles. You
could create a start menu item that creates a new article, sets the Category to Business, sets
the template to the correct template for articles on the business page, and places it in a
workflow for business articles. Additionally, if you create a role for business writers, you
can configure the start menu item so that only users with the business writer role can use
this start menu item.

For Flex Assets
For flex assets, you can set the definition of a flex asset with the start menu item.

For example, suppose that your public site were a catalog of household goods and that
your flex assets were products. You could create a start menu item named “Toaster” that
sets the product definition to “toaster” for new toaster products, a start menu item named
“glassware” that sets the appropriate product definition for new glassware products, and
S0 on. A start menu item that sets the flex definition in this way eliminates a step for your
content providers, thereby reducing the chance that they will select the wrong flex
definition by mistake.

Creating Start Menu Items

Managing user’s access to asset types on a site entails creating start menu items for the
asset types. Start menu items determine which users can create and search for assets of
specific types on a specific site. WebCenter Sites supports four kinds of start menu items:

« New — creates a link for the asset type on the list that is displayed when you click New
in the button bar. If you do not create New items for the asset types that are enabled for
a site, no one can create assets of those types. For information about creating New
start menu items, see “Creating “New” Start Menu Items,” on page 125.

» Search — creates a link for the asset type on the list that is displayed when you click
Search in the button bar. If you do not create Search items for the assets that are
enabled for a site, no one can search for and edit assets of those types in any of the
Sites interfaces. For information about creating Search start menu items, see
“Creating “Search” Start Menu Items,” on page 129.

» Sites Desktop — makes the asset type available to content providers who use the Sites
Desktop interface instead of one of the browser-based interfaces. For information
about creating Sites Desktop start menu items, see “Configuring the Word Asset
Types for Sites Desktop,” on page 408.

« Sites DocLink — makes the asset type available to content providers who use the Sites
DocL.ink interface instead of one of the browser-based interfaces. For information
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about creating Sites DocLink start menu items, see “Configuring the Sites DocLink
Asset Types,” on page 416.

Creating “New” Start Menu Items
Before you begin creating start menu items, note the following:

Create start menu items for only the asset types that are enabled for that site. If the
assets are not enabled, go back to Chapter 7, “Assembling CM Sites” and complete
the steps in “Enabling Asset Types for a Site,” on page 116.

If you want to specify a default workflow process, create the workflow process first.
For information about workflow, see Chapter 9, “Creating and Managing Workflow
Processes.”

Talk with your developers to ascertain which fields are used by queries, collections, or
other design elements for the online site. That way, you can specify useful default
values for those fields.

Talk with your developers about specific dates when the site will change so that you
can create start menu items with appropriate default start and end dates for Site
Preview. Also note that for published assets, the end date determines when the assets
automatically expire from the web site. Speak with developers about their needs when
formulating end date defaults.

Talk with your developers to find out which templates are appropriate for the various
subtypes of asset types that you are creating start menu items for.

You cannot set values for the following kinds of fields:

- Anupload field or any field that writes data to a URL column.
- Fields that accept more than one value.

- Association fields.

- Flex attribute fields for flex and flex parent assets.

To illustrate, the following asset types cannot have set values in the Start Menu:
- Visitor Attribute

- CSElement

- Dimension

- Dimension Set

- Flex Attribute

- Flex Child Definition

- Flex Filter

- Flex Parent Definition

- History Attribute

- History Definition

- Page Attribute

- Page Definition

- Page Filter

- SiteEntry
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- Template
- Attribute Editor
To create a “New” start menu item

1. Inthe Admin tab, expand Start Menu, then double-click Add New.
2. In the “Start Menu” form, do the following:

Start Menu

MNanme:

*agset Type: | Adicle -
Article Categary
Adtribute
Adtribute Editor
CSElement
Collection
Content
Content Attribute
Content Definition
Content Filter "

a. Inthe Name field, enter the name of the item, using up to 64 characters. Although
it is not required, it is a good idea to start the name with the word “New” (for
example, “New Article” or “New Template™). This is to help the user later realize
that the start menu item is for a new asset.

The name used in the New field will be displayed on the New and Search screens
if the Description field (described in step 4) is left blank.

b. Inthe “Asset Type” field, select the type of asset for which you are creating the
Start Menu item.

c. Click Continue.

3. If you have chosen a flex asset type, the Flex Definition field will appear. If you did
not select a flex asset type, skip to step 4.

a. Inthe Flex Definition field, select the asset subtype.
b. If the screen does not automatically reload, click Continue.
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4. Inthe next “Start Menu” form, fill in the fields as explained below:

Start Menu

*Name:

Description:

Type:

Asset Type:

Flex Definition:

Default Values

*Gites :

*Roles:

workflow Process:

Mew hd
Article

Article

Figld: | abstract(s)

Walue: |[Value]

Ay

FirstSitell
AdminSite
anvispons
LoafersBakery

Ay ~
AdvancedUser
Analytics

Approver
ArtworkAuthor
ArtworkEditar
Contentauthor
ContentEditar v

Select Workflow...

Remove

a. Inthe Description field, enter a short description, using up to 255 characters. The
name entered in the Description field will be displayed on the New and Search

Screens.

b. Inthe Type field, select New.

c. Note that the Asset Type field is an information-only field that displays your

choice of asset type from the previous screen.

d. (Optional) In the Default Values section, complete the following steps if you
want field values to be set automatically when a content provider creates an asset

with this start menu item.
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1) Select a field from the Field drop-down list. This list displays all the fields for
assets of this type; for example, category, source, and template.

2) Inthe Value field, enter or select a value.

Notes

* All values are case-sensitive.

» WebCenter Sites does not validate the value against the field that
you are setting it for. Therefore, you must be sure that you have
entered an appropriate value.

3) Click the Add arrow to add the value to the field.
4) Repeat the previous three steps, as necessary.

Note

When you set a field value through a start menu item, the field does not
become a read-only field. That is, no matter what value you set in the
“Start Menu” form, that value can be overridden by the content
provider who creates an asset through the start menu item. The values
that you specify are for convenience only.

e. Inthe Sites field, select which sites can use this start menu item. Use Ctrl-click to
select more than one site.

f. Inthe Roles field, select the roles that can have access to the start menu item. Use
Ctrl-click to select more than one role.

Note

If you are assigning a default workflow with this start menu item, the roles
that you select in this step must match the roles that are (or will be)
authorized for the start step in the workflow process.

g. (Optional) To configure workflow process details for assets created with this start
menu item, complete the following steps:

1) Click Select Workflow.

2) In the “Select Workflow” form, select the appropriate workflow process from
the drop-down list and then click Select Workflow.

3) Inthe “Set Participants” form, select at least one user for each role that
appears, and click Set Participants.

4) Click Continue.

The system saves the workflow information and redisplays the *“Start Menu” form.

5. Click Save.
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Creating “Search” Start Menu Items
To create a “Search” start menu item

1. Inthe Admin tab, expand Start Menu, then double-click Add New.
2. In the “Start Menu” form, do the following:

Start Menu

MNanme:

*agset Type: | Adicle -
Article Categary
Adtribute
Adtribute Editor
CSElement
Collection
Content
Content Attribute
Content Definition
Content Filter "

a. Inthe Name field, enter the name of the item, using up to 64 characters. Although
it is not required, it is a good idea to start the name with the word “Find” (for
example, “Find Article” or “Find Template™). This is the name that is displayed on
the Search list.

b. Inthe “Asset Type” field, select the type of asset for which you are creating the
Start Menu item.

c. Click Continue.

3. If you have chosen a flex asset type, the Flex Definition field will appear. If you did
not select a flex asset type, skip to step 4.

a. Inthe Flex Definition field, select the asset subtype.
b. If the screen does not automatically reload, click Continue.
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4. Inthe next “Start Menu” form, fill in the fields as explained below:

Start Menu

Type:

Asset Type:

Flex Definition:

Default Yalues

*Sites :

*Roles:

wWorkflow Process:

*Name:

Description:

M b
Article

Article

Field: | abstract3)

Walue: |[Walug]

Ay

FirstSitell
AdminSite
avisports
LoafersBakery

Ay ~
Advancedlser
Anaktics

Approver
ArtworkAuthor
ArtworkEditor
Contentduthaor
ContentEditar w

Select Workflow...

Remove

5. In the Description field, enter a short description, using up to 255 characters.

6. Inthe Type field, select Search.
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7. Note that the Asset Type field is an information-only field that displays your choice of
asset type.

8. (Optional) In the Default Values section, complete the following steps if you want
field values to be set automatically when a content provider creates an asset with this
start menu item.

a.

Select a field from the Field drop-down list. This list displays all the fields for
assets of this type; for example, category, source, and template.

In the Value field, enter or select a value.

Notes

o All values are case-sensitive.

» WebCenter Sites does not validate the value against the field that
you are setting it for. Therefore, you must be sure that you have
entered an appropriate value.

Click the Add arrow to add the value to the field.
Repeat the previous three steps, as necessary.

Note

When you set a field value through a start menu item, the field does not
become a read-only field. That is, no matter what value you set in the
“Start Menu” form, that value can be overridden by the content
provider who creates an asset through the start menu item. The values
that you specify are for convenience only.

9. In the Sites field, select which sites can use this start menu item. Use Ctrl-click to
select more than one site.

10. In the Roles field, select the roles that can have access to the start menu item. Use
Ctrl-click to select more than one role.

Note

If you are assigning a default workflow with this start menu item, the roles
that you select in this step must match the roles that are (or will be)
authorized for the start step in the workflow process.

11. (Optional) To configure workflow process details for assets created with this start
menu item, complete the following steps:

a. Click Select Workflow.

b.

In the “Select Workflow” form, select the appropriate workflow process from the
drop-down list and then click Select Workflow.
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c. Inthe “Set Participants” form, select at least one user for each role that appears,
and click Set Participants.

d. Click Continue.
The system saves the workflow information and redisplays the “Start Menu” form.

12. Click Save.

Editing Start Menu Items

To edit a Start Menu item

1. Inthe Admin tab, expand Start Menu, then expand the node the desired Start Menu
item is located under. Double-click the desired Start Menu item.

The “Start Menu Item” screen appears.
2. Click Edit.
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The “Start Menu” form with the stored information for the item displays.

Start Menu

*Name: Find Aricle Flex

Description: Find Aricle Flex

Type: Search w

Asset Type:  2rticle Flex

Flex Definition:  [Any]

*Gites 1 | Ay
FirstSitell

AdminSite

*Roles: | Any *
Advanced ser

Anaktics

ArtworkAuthor
ArtweorkEditor

Aubor [

ID: 1330554014955

3. Make the changes to the item.
4. Click Save.

Creating Start Menu Items for Sites Desktop

For information about creating Sites Desktop start menu items, see “Configuring the
Word Asset Types for Sites Desktop,” on page 408.
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Creating Start Menu Items for Sites DocLink

For information about creating Sites DocLink start menu items, see “Configuring the Sites
DocLink Asset Types,” on page 416.

Displaying a List of All Start Menu Items

In addition to the individual start menu nodes that appear for each of the asset types that
exist on your Sites system, there is a top-level Start Menu node in the Admin tab. Use
this node when you want to see a list of all the start menu items in the system.

Additionally, there is a link to the list of all the start menu items from the “Inspect” form
for any individual start menu item.

Setting Access Permissions to Assets

WebCenter Sites provides a system by which you can set access permissions to assets that
are not part of a workflow process. For such assets, you can create policies and, within
them, define which roles have permissions to perform which functions on assets. For
example, a policy for the function “copy” might specify which roles are allowed to copy
an asset. A different policy for “copy” might specify which roles are denied the ability to
copy an asset. For flex assets, inheritable policies can be set on parents, meaning that the
policies will be inherited by the children.

Functions that can be performed on assets, by default, are the following: checkout, copy,
edit, delete, rollback, share, approve, and build. (For definitions of the functions, see
“VI. Determine the Function Privileges,” on page 173).

All of the above-listed functions are defined in the futuretense_xcel . ini filg, as
values of the property xcelerate.authorizefunction (located in the Authorization
tab, if you are using the Property Editor). You can specify additional functions (which are
listed in the Authorization tab).

To summarize, access permissions serve a three-fold purpose:

« Extend the workflow function privileges system, making it possible to set permissions
for assets when they are not in workflow

« Introduce new functions (authorize, inspect, and preview) for viewing the contents of
assets that are not in workflow

» Introduce a hierarchical permission inheritance model for assets that are not in
workflow.

Note
The “access permissions” feature does not apply to other entities, such as pagelets.

Permission Structure

Permission structure determines which functions (for example, edit and view) a role can
perform. A user’s permissions are managed by assigning him the roles that can perform
the functions. WebCenter Sites implements a three-level permission structure: “Grant,”
“Deny,” and “Inherited.” “Grant” and “Deny” denote the explicit permissions, that is, they
grant or deny the permission to perform a function. “Inherited” means that permissions are
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neither granted nor denied. Instead, the permissions are inherited from the parent asset’s
policy, if one exists. If the parent’s policy does not exist, then the asset’s permissions are
inherited from the policy of the parent’s parent, and so on.

If permissions are ambiguous, the following considerations may help resolve the
ambiguity:

A permission is granted if at least one of the user’s roles grants the permission.

“Grant” overrides “Deny.”
If one role grants a permission, but another role denies the same permission, the
permission is granted.

A permission is denied if at least one of the user’s roles denies the permission, and
none of the user’s roles grant the permission.

The above scenarios are summarized in the following table:

Permission Granted Granted
Granted Denied Granted
Denied Denied

Assets can inherit permissions from parent assets.

For example, if a parent asset named “Money Market Funds” grants the “delete”
permission to a role named Editor, and user Bob has that role, then Bob can delete
the “Money Market Funds” asset and all of its child assets.

Asset permissions can override the parent assets’ permissions.

A “Prime Money Market semi-annual report” asset denies the “delete” permission to a
certain role. That same role is granted the “delete” permission in the “Prime Money
Market” parent asset. This means that Bob cannot delete the report, even though the
parent asset grants the “delete” permission.

If there are no applicable permissions found on a particular asset, then the
administrator needs to examine the futuretense_xcel . ini file for this
permission. In the futuretense_xcel . ini file, permissions for a particular
function are set for all assets, rather than for a single asset.

For more information about setting permissions in the futuretense_xcel . ini, see
“To set access permissions from futuretense_xcel.ini,” on page 140.

Asset permissions overrides futuretense_xcel . ini settings.

For example, if there is a permission xcelerate.copy.grant in the
futuretense_xcel . ini file and the permission to delete asset A is revoked, then
the permission to delete asset A is denied.

Types of Authorization

Three types of authorization can be defined on a particular function and a particular asset:
workflow function privileges, access permissions, and authorization properties in
futuretense_xcel . ini, all independent of each other. (For information about
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workflow function privileges, see Chapter 9, “Creating and Managing Workflow
Processes.”)

When a user attempts to perform a function on an asset, the system performs a series of
authorization checks in the following order, for that function:

For assets in workflow:

1. The system checks the workflow function privileges for the function in the workflow
process in which the asset is entered.

2. If no function privilege is defined for the function, the system checks the access
permission policy for that function, as defined in the asset’s access permissions
interface.

3. If no access permission is set for the function (including inheritance of the parent’s
policy) as defined in step 2, then the system checks the authorization properties in
futuretense_xcel.ini.

4. If none of the above types of authorization are defined, permission to perform the
function on the asset is granted, by default.

Note

The above types of authorization are checked in the order shown. If two or more
types of authorization are defined, the authorization that is found first overrides all
other types of authorization. For example, for a specific function such as Edit, if both
workflow function privileges and access permissions are defined on an asset, then
function privileges on Edit override access permissions on Edit.

For assets that are not in workflow:

1. The system checks the access permissions policy for the function, as defined in the
asset’s access permissions interface.

2. If no access permission is set for the function (including inheritance of the parent’s
policy), then the system checks the authorization properties in
futuretense_xcel.ini.

3. If none of the above levels of authorization are defined, permission to perform the
function on the asset is granted, by default.

Summary

The different types of authorization described above are independent of each other, which
means that only one type of authorization can apply to an asset at any given time for any

given function. The following guidelines can help you decide which type of authorization
to use:

1. If a function does not require authorization, do not use any of the authorization types.
All roles will have permission to perform that function.

2. If you need a simple authorization policy across multiple assets, set authorization
properties in futuretense_xcel . ini.

3. If you need a simple authorization policy on a particular asset, set access permissions.

Oracle WebCenter Sites Administrator's Guide



Chapter 8. Managing Access to CM Site Components 137

Setting Access Permissions to Assets

4. If you need a more complex type of authorization that allows workflow to control the
permissions on an asset, set workflow function privileges.

Setting Access Permissions

Setting access permissions means creating a policy for an asset by specifying which roles
can perform which function(s) on the asset.

There are several ways to set access permissions on assets:
e Using the administrator’s interface, to set permissions on individual assets
» Using the futuretense_xcel . ini file, to set permissions on all assets at once

Note

If your asset is entered in to a workflow for which function privileges are defined,
the function privileges override the asset’s access permissions. For information
about function privileges, Chapter 9, “Creating and Managing Workflow
Processes.”

Asset Toolbar

When an asset is viewed, a toolbar appears at the top to aid in working with the asset. This
is where you can perform certain function with each asset.

7B v aea % ore.

The icons in the toolbar perform the following actions, described from left to right:
» Edit - Clicking this icon opens the “Edit” screen for the asset.
» Delete - Clicking this icon deletes the asset.

« Approve for Publish - Clicking this icon approves the asset for publication the next
time publication for this asset occurs. See RealTime Publishing for more information.

« Share Content - Clicking this icon allows you to share the content with other sites as
enabled by the system administrator.

e Add to My Bookmarks - Clicking this icon adds a bookmark to this asset in the
Bookmarks tab. If the asset is already added to the bookmarks tab, it will be
unavailable.

« Status - Clicking this icon opens a screen detailing the workflow approval state of the
asset.

e Access Permissions - Clicking this icon opens the “Access Permissions” screen for
the asset. See Setting Access Permissions from the Administrator’s Interface for more
information.

* Drop-down menu - this menu allows you additional ways to work with the asset,
including using the asset to copy and create a new asset, as well as create a wholly
new asset and search for other assets.
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Setting Access Permissions from the Administrator’s
Interface

To set access permissions from the Administrator’s interface

1. Locate the asset for which you will set access permissions.

2. Inthe asset’s “Inspect” form, select Access Permissions from the icon menu bar.

3. Select one of the radio boxes, click View by role or View by function. In this
example, we use View by Function.

Attribute Editor: CKEditor

Name: CKECtar
Description: CKEditar
Status: Created
Created: Moriday, February 12, 2007 B8:19:37 &M PST by firstsite
Modified: Monday, February 12, 2007 £:10:37 &M PST by firstsite
Permissions: O wview by role

2 wiew by function

Functions Roles

Inherited Granted Denbed
Approve for F
Build
Checkout
Delete
Inspect
Presics
Follback
Share Assets
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Note

In this procedure, we are using View by function, which allows you to select a
function and then specify the roles that are granted or denied permission to
perform it. If you select View by role, the order will be reversed: you will
have to select the role first, then specify the functions it is granted or denied.

4. Select a function.

Roles that can perform the function are now displayed in the “Inherited” list box, by
default. “Inherited” refers to the permissions policy that the asset inherits from its
parent, or its parent’s parent, and so on, depending on which asset in the hierarchy has
a policy.

5. Select a role (or roles) to which you will deny or grant the permission to perform the
function. (To select a block of roles, Shift-click the extremes of the block. To select
non-adjacent roles, Ctrl-click each role).

6. Select either Grant or Deny to allow or forbid the role(s) to perform the function:

- Grant explicitly allows the selected role(s) to perform the selected functions on
the specific asset. All other roles are denied permission to perform the selected
function on that asset unless explicitly granted permission.

- Deny explicitly forbids the selected role(s) to perform the selected function on the
specific asset. All other roles are denied permission to perform the selected
function on that asset unless explicitly granted permission

- Selecting neither Grant nor Deny leaves the roles in the “Inherited” list box to
indicate that access permissions are inherited.

7. Repeat steps 4-6 for each function and role that must be granted or denied or which
you want to grant or deny permission.
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When you have completed selecting functions and roles, your access permissions
screen will look similar to the one below:

Attribute Editor:CKEditor
Name:  CKEditor
Description: CKEditos
status:  Crested
Created:  Monday February 12, 2007 §:19;37 AM PST by fistsite
Modified: Monday, February 12, 2007 8:19:37 AM PST by firstste

Permissions: iew by role

@ view by function

Functions Roles

Inherited Granted Denied
Approve for F Anolytics A ArworkAutho 4| [HelloEditor
Build Agprover ArwarkEditar Fricar
Chackout Designar Auther HellaDesight
Copy DocumentAu Checker W orkflowAdn
Delete DocumentEd Contentéutho
E it Editor m ContentEditor
Expert General4dmi
Prevew Hellouthar FroductAuthc
Flollback. Markeater ProductEdit
Share Assete R Siteddmin  w

8. Click Save when finished.

Users who now access this asset will be able to perform the functions that their roles
allow.

Setting Access Permissions from Property Files
To set access permissions from futuretense_xcel . ini

In futuretense_xcel . ini, either grant or deny permissions by setting the following
properties:

e xcelerate._grant.functionname =rolelist
e xcelerate.deny.functionname = rolelist
where
functionname is the name of the function, as shown in the

futuretense_xcel . ini file, on the “Authorization” tab if you are using the
Property Editor.

rolelistisacomma-separated list of roles for which the permission is either denied
or granted.

If the permission is granted or denied in the futuretense_xcel . ini, it is granted or
denied for all assets. These permissions can be overridden by specifically setting access
permissions on an asset-by-asset basis, using WebCenter Sites’ access permissions
feature.
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Configuring Other Options for Asset Types

In the Admin tab, there are several other items that configure asset types. These items
contribute to the design and implementation of the asset types, which means that they are
typically used by the developers. Administrators typically do not manage the items.

However, after an asset type is designed and installed, you might be asked to maintain the
following items:

sources
categories
subtypes
associations
mimetypes

For information about these items and procedures for creating and editing them, see the
section called “Data Design” in the Oracle WebCenter Sites Developer’s Guide.
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Managing Access to the Tree (Administrator’s
interface only)

You have several ways to configure the tree that is displayed in the left-hand panel of the
administrator’s interface:

* You can configure the tree to be either displayed by default in the main window or
hidden by default.

* You can control whether users who toggle a tree off are allowed to toggle the tree back
on.

* You can configure tabs within the tree, adding items or functionality to them, and
determining which users have access to them based on their roles.

* You can configure the tabs’ nodes to specify the number of items that are displayed
under any given node.

WebCenter Sites supports two general categories of tree tabs:

e System default tabs, which provide administrative functionality (Admin, Site Admin,
Workflow) and access to individual assets (History, Bookmarks, Site Plan).

Assets and asset types intended for developers (for example, Template) are either
available only for inspection or inaccessible in the Contributor interface. Conversely,
the following assets are available only through the Contributor interface: All flex
assets and their parent assets, all basic assets, Engage assets (such as
recommendations, segments and promotions), Query, Collection, and Page assets.

¢ Custom tabs

- Tabs that you create to make it more convenient for users in different roles to
create the most commonly used asset types.

- Tabs that developers create to offer customized behavior or new functionality.

Note

The Workflow Groups tab is a “hybrid” between a system default and a custom
tab. Although the Workflow Groups tab is not installed by default and you must
create it to use it, the element that provides its logic is installed. That is, while you
must manually create this tab, your developers do not have to code a new element
for you.

This section describes how to add roles to the system default tabs, how to create basic tree
tabs that provide access to asset types, and how to configure whether the tree is displayed
by default.

For information about creating custom tree tabs that implement new functionality, see the

section called “Management System Features” in the Oracle WebCenter Sites Developer’s
Guide.
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Displaying and Hiding the Tree

Any user can toggle the tree on and off whenever he needs less or more space in the main
window to display the assets that he is working on.

If you want, you can configure your Sites system so that the tree is toggled off by default
when users first log in to the system. You can also control whether users are allowed to
toggle the tree back on.

The WebCenter Sites features for working with assets are available in right-mouse menus
on the tabs as well as through the icons at the top of the window and the action bars
displayed in the New, Edit, and Inspect forms for individual assets managed solely in the
Admin interface. Therefore, it is not necessary to display the tree for content providers.
However, because the administrative functions are available only through the Admin, Site
Plan, and Workflow tabs, administrative users must always have access to the tree.

To configure display of the tree and toggling rights

1. Start the Property Editor and open the futuretense_xcel . ini file.
2. Select the Preference tab.

3. To specify that the tree should be toggled off by default when users first log in to the
administrator’s interface, set the value of the xcelerate .showSiteTree value to
false.

4. (Optional) To configure the system so that only administrative users (that is, users
who have the xceladmin ACL assigned to their user accounts) are allowed to toggle
the tree back on, set the xcelerate.restrictSiteTree property to true.

Save the property file and close the Property Editor.
Restart the application server.

Creating Tree Tabs

e Creating a New Tree Tab
e Creating the “Workflow Groups’ Tab

A tree tab is a tab (such as Admin) that appears in the left-hand panel of the
administrator’s interface. Access to tree tabs is controlled through roles.

Several default tree tabs are core to WebCenter Sites. Before creating a new tree tab,
review the default tabs to gain an understanding of WebCenter Sites’ existing capabilities.
The default tree tabs are:

« Bookmarks — displays the assets that you selected and placed in your bookmarks. All
users see this tab as soon as they use the Add to My Bookmarks button to place an
asset in their bookmarks.

« Admin - displays the administrative functions that affect all of the sites in the system.
By default, only users with the default system role named General Admin have access
to this tab.

« Design — serves as the source for creating pages on your site. Some of these sources
are: Templates, Product Definition, Content Definition, and other sources for the
creating pages.
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History — displays the assets that you worked with during the current session. All
users see this tab as soon as they create, inspect, edit, or copy their first asset. This tab
is not configurable.

Site Admin — holds a subset of the administrative functions that apply only to the site
that you are currently logged in to. By default, only users with the default system role
named SiteAdmin have access to this tab. This tab is useful if you have individuals
who manage which existing users have access to individual sites, but who do not need
to create new users or new sites.

Site Plan - displays a graphical and hierarchical representation of the pages,
collections, queries, and content assets that make up the online site that you are
making available on the delivery system. By default, all of the FirstSitell sample site
roles and system default roles grant access to this tab.

Workflow — has the workflow configuration functions. By default, only users with the
Workflow Admin role have access to this tab.

Creating a New Tree Tab

Note

Before creating a tree tab, familiarize yourself with the default tree tabs to avoid
duplicating their functions. The default tree tabs are described on page 143.

To create a new tree tab

1.

In the Admin tab, double-click Tree.
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Managing Access to the Tree (Administrator’s interface only)

Tree Tabs
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Content
Design
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Documents
Marketing
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Site Administration
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Site Plan Tab
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3. Fill in the “Add New Tree Tab” form:

Add New Tree Tab

*Title:

Tooltip:

*Gites: Ay ~
FirstSitell

AdminSite
avispons
LoafersBakery  w

*Required Roles: | Any ~
AdbvancedUser
Analytics
Approver
ArtwarkAuthar v

Tab Contents:  a,5able Zelecked

Aricle i

Aricle Category Display Order
Adtribute

Adttribute Editor
CSElerment

Callection
Content

Cortent Attribute b

Add Selected Ttems

e To create a custom section, enter the section name and elerment name, click “add MNew Section”, then Save,
wWhen the tree tab is reloaded, this elemment will be called.

« To edit an existing custom section, select the custom section name (in the Selected area above), make the
changes, click Edit, then Save.

Section Mame: [Mew Section Name]

Elerment Marme: Opentdarkety /. [[Element]

Add New Section Edit Section

In the Title field, enter a short, descriptive name of up to 64 characters.

b. Inthe Tooltip field, enter a short, informative description of the tab, up to 255
characters. This description is displayed when the mouse hovers over the tab.

In the Site field, select the sites that will display the tab.
In the Required Roles field, select which roles can access the tab.

e. Inthe Tab Contents field, select the asset types that will be displayed on the tab
and then click Add Selected Items.
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f. (Optional) If you want to add custom functionality to this tab, use the Section
Name and Element Name fields at the bottom of the form. You will need help
from your developers for this step. See also the Oracle WebCenter Sites
Developer’s Guide for more information.

Click Save.
The new tab is displayed in the tree (refresh the display, if necessary).

Creating the ‘Workflow Groups’ Tab

The Workflow Groups tab displays the workflow groups that exist for a site and the
assets that are included in those groups. For information about workflow groups, see
“Workflow Groups,” on page 156. This tab does not appear by default. If you want to use
it, you must create it.

To create the Workflow Groups tab

1.

In the Admin tab, double-click Tree.

WebCenter Sites displays the “Tree Tabs” form.

In the form, click Add New Tree Tab.

In the Title field, enter a short, descriptive name of up to 64 characters.
For example: Workflow Groups.

In the Tooltip field, enter a short, informative description of the tab, up to 255
characters.

For example: Workflow Groups.
In the Site field, select the sites that will display the tab.
In the Required Roles field, select which roles can access the tab.

In the Tab Contents area, scroll down to the section area. In the Section Name field,
enter the following name exactly as it appears here: Groups.

In the Element Name field, enter the following name exactly as it appears here:
OpenMarket/Gator/UlFramework/LoadWorkflowGroups

Click Add New Section.
The word “Groups” appears in the Selected column.

10. Click Save.

Editing Tree Tabs

Editing a tree tab means that you can:

Rename the tree tab

Edit its tooltip

Enable the tree tab for a different set of sites
Display the tree tab to a different set of roles

Select a different set of content for the tree tab, and/or rearrange the content’s display
order
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Note
A tree tab is displayed in the user’s interface when two conditions are met:
- The tree tab is enabled on the user’s site, and
- Both the tree tab and the user have at least one role in common.

When you create site users with new roles, you must select the new roles in the
default tree tabs so that the users have access. (Default tree tabs are not
automatically enabled for new roles.) The list of default tabs can be found on
page 143.

To edit a tree tab

4.

In the Admin tab, double-click Tree.

In the “Tree Tabs” form, navigate to the desired tab and click its Edit icon.

In the “Edit Tree Tab” form, make the necessary changes.

For example:

- If you wish to enable the tree tab for a new site, select the site from the Sites list.

- If your new site has users with new roles, and you wish to enable the tree tab for
those users, select the users’ roles from the Roles list.

Click Save.

Deleting Tree Tabs

To delete a tree tab

1.
2.

In the Admin tab, double-click Tree.

In the “Tree Tabs” form, navigate to the desired tree tab and click its Delete icon.
WebCenter Sites displays a warning message.

Click Delete Tree Tab.

The tree tab has been deleted.

Changing Tree Tab Order

You can change the order in which the tree tabs are displayed.

To change the order of tree tabs

1.

In the Admin tab, double-click Tree.

2. At the bottom of the “Tree Tabs” form, click Order Tree Tabs.
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WebCenter Sites displays the “Order Tree Tabs” form.

Order Tree Tabs

Tab Order: Site Flan
Adrmin
Site Adrmin
Wiorkflowe

Bookmarks )
Marketing Display Order

oite Design

Froducts

Content
Atk

Documents

Yisitors

Hello Content

Hello Design

Froduct

The form lists the tabs in the order in which they will appear in the tree.

The tree arranges its tabs into rows. When there are more tabs than a single row can
accommodate, an additional row is formed behind it. The tabs in each row are ordered
from left to right. Rows are ordered front-to-back.

3. To move atab in the tree, select the tab from the list and then use the arrow buttons to
move the tab to the correct position. Repeat this step for each tab that you want to
reposition.

4. Click Save.
The new tab order is displayed in the tree (refresh the display, if necessary).

Configuring the Number of Items Displayed Under Nodes on
Tabs

To optimize WebCenter Sites’ response time, you may want to limit the number of assets
that are listed under their respective node in a tree tab. Specifically, when the WebCenter

Sites database holds many assets of any one type, WebCenter Sites can take a long time to
load all the assets and then list them under their node in the tab. To minimize the loading

time, you can limit the number of items to be listed under the node by setting a threshold.
Then, when the number of assets (or other items) for a node exceeds the threshold, and a

user attempts to access the assets, the administrator’s interface prompts the user to enter a
search criterion that restricts the number of items to be returned.

For example, suppose that a node contains more than 300 articles, and the display
threshold is set to 100. When a user expands the node icon that represents the articles,
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WebCenter Sites displays a small search criteria form that prompts the user to enter values
which WebCenter Sites uses to limit the number of articles that it returns.

To configure the number of items under a node in a tree tab
1. Start the Property Editor and open the futuretense_xcel . ini file.
2. Select the Preference tab.

3. Select the xcelerate.treeMaxNodes property and specify a value for it. By
default, this property is set to 100, which means that up to 100 items can be displayed
under a node.

Save and close the property file.
Restart the application server.
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Chapter 9
Creating and Managing Workflow Processes

Workflow is a feature provided by WebCenter Sites that you use to manage the work on an
asset when more than one person participates in its creation. For example, if assets of a
certain type must be reviewed by an editor or a legal representative before it can be
approved for publishing, the workflow feature can route those assets to the appropriate
people at the appropriate time.

This chapter contains the following sections:
e Overview

e Planning Your Workflow Processes

e Configuring Your Workflow Processes

e Configuring Your Workflow Processes

* Moving Your Work

» Clearing Workflow Assignments
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Overview

Overview

The end goal for any content provider is to have content assets published. Before an asset
can be published, it must be approved for publishing. The workflow feature routes assets
through whatever series of tasks you deem necessary in a workflow process that ushers
assets from creation to approval.

You can configure a workflow process with as many or as few tasks as necessary to reflect
the way the work at your organization is accomplished. You can configure e-mail
messages that WebCenter Sites sends to notify people when assets are assigned to them
and to remind them that a deadline is approaching or has been missed.

Because there are so many configuration possibilities, it is typical to create a separate
workflow process for each asset type that you plan to use workflow with rather than
attempt to create one process for more than one asset type.

Workflow Participants

When you begin creating a workflow process, the first general question is this: what are
the job titles of the people who work on assets of this type? For example, are they authors,
editors, marketers, graphic artists, product managers, lawyers?

The job titles of the people who participate in a workflow process are considered roles in
the WebCenter Sites interfaces. Roles describe the function of an individual on a site.
When you enable a user for a site, you assign that user the roles that he fulfills for that site.

When you create a workflow process, you determine which roles are appropriate for each
task. Then, when an individual asset is going through that workflow process, only the
users who have the appropriate role are allowed to complete the task. The individual user
who is selected from the pool of users who have the correct role at any point is called a
workflow participant.

Workflow States

Next, what are the tasks that are performed for assets of this type? For example, writing,
pricing, editing, fact checking, legal review, and so on.

These tasks are called workflow states. A state is a point in the workflow process that
represents the status of the asset at that point. For example, writing article, reviewing
image, legal review, and so on. Participants complete the work that the state represents
while the asset is in that state.

An asset that a participant is working on (or is supposed to be working on) is called an
assignment. A user’s assignment list is displayed In the “My Assignments” form in the
administrator’s interface. An asset appears on a user’s assignment list as soon as it enters a
state for which the user has a role to fulfill as a workflow participant.

Should an asset in a specific state remain in that state for only a specific amount of time? If
S0, assign a deadline to the state. You can then configure the workflow process to send e-
mail messages that remind a participant when the deadline is approaching or has been
missed. These e-mail messages are examples of timed actions.

You can create one or more timed action for each state.

Oracle WebCenter Sites Administrator's Guide



Chapter 9. Creating and Managing Workflow Processes 153

Overview

Workflow Steps: Moving Assets from State to State

Next, how does the asset move from state to state? Does a marketing writer send a
prospectus asset to a legal reviewer? Does a graphic artist send an image asset to an
editor? And then what?

The movement of an asset between states is called a step. Because creating the steps in a
process links together states in a specific order, creating the steps in your workflow
process is what organizes your process.

When you create a step in a process, you specify which state a step moves the asset from
(the From State), which state that step moves the asset to (the To State), and which roles
can take the step.

How Steps Work

A step places an asset in a state and notifies participants from the appropriate roles. This
operation creates the assignment. You then need a step for the participants from those roles
to take that moves the asset to the next state. In other words, the roles notified by the
previous step should be the roles authorized to take the next step. For example:

Author can Editor can
take step take step
Edit Article
—| Send for Edit > Editor —— Approve >
Step notifies Editor

How does a user take a step in a workflow process? By specifying that he or she has
finished the assignment (except for the start step, which is described below). When a user
selects the Finish My Assignment option for an asset that is assigned to him or her, that
option invokes the step, moves the asset to the next state, and assigns the asset to the next
participants.

When more than one participant is assigned an asset in the same state, using the Finish
My Assignment option is also referred to as voting. Each participant “votes” to move the
asset to the next state.

The first step in a workflow process is a start step. A start step is one which has no From
State. That is, the start step begins the workflow process, moving the asset to the first state
in the series of states. This is the step that is invoked when the workflow process is
assigned to the asset. Only users who have the roles authorized for the start step can start
the workflow process for an asset.

Step Actions and Conditions

Step actions are events that occur when the step is completed. For example, when a step
occurs, the asset is assigned to a participant. Should the participant be notified that an asset
has been assigned to him or her? If so, you can configure a step action to send an e-mail
message to the new participant. You can specify one or more step actions for each step.

Another example of a step action is the ApproveForPublish action. It is a default action
delivered with WebCenter Sites that approves the asset. Typically you use this action in
the final step of a workflow process.
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Finally, are there any requirements that must be met for an asset in a state before the step
can move the asset to the next state? If so, configure and assign a step condition to the
step. For example, you could configure a condition that verifies that the asset has all of its
association fields filled—that an article has the associated images that it needs—before it
progresses to the next state.

Multiple Paths for the Asset

When a workflow process includes a state in which people are reviewing an asset,

typically there is more than one path possible for an asset in that workflow because the
reviewer can either accept it the way it is or reject it.

In such a case, you create two steps for moving the asset from the review state. When the
asset is in that state, the “Finish My Assignment” form lists both options and the
participants select the appropriate step when they finish their assignments. For example:

Editor can
take step

Edit Article — Approve >

Editor

—

Editor can

take step
|

A

Reject

What happens if more than one participant are reviewing the same asset in the same state
and they choose different steps (that is, vote differently)? That depends on how you
configured each step. There are several possibilities:

» Configure the steps so that the first participant to finish the assignment (vote)
determines the direction the asset takes.

« Configure the steps so that all participants have to select the same step (vote the same
way) in order for the asset to progress in either direction. A step that all the
participants must select before that step can be completed is called an all-voting step.
Note that this option can result in deadlocks, described in the next section.

« Use a combination of the preceding possibilities: configure one all-voting step (all
participants must agree), and configure the other step(s) so that if any participant
selects it, the step completes and the asset takes that path.

Managing Deadlocks
A deadlock occurs when the following conditions are true:
e There is more than one step from a state.

« Two or more of the steps require the participants to perform that step. That is, they are
all-voting steps.

e Anasset in that state is assigned to more than one participant.
» The participants select different all-voting steps when they finish the assignment.
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This diagram illustrates a deadlock:

Editor:
(All Voting)

Review — Approve —

Editor

Fact Checker " DEADLOCK

Fact Checker:
(All Voting)
1

Reject

A

Step notifies
Author

Note that if even one of the steps is not all-voting and a participant selects that step, the
asset will not become deadlocked.

Resolving Deadlocks

An asset that is in a deadlocked state cannot progress through the workflow process until
the deadlock is resolved. To resolve the deadlock, the participants must confer with each
other and agree on that path that the asset should take. Then, the participants who must
change their selection can do one of the following to resolve the deadlock:

» Finish the assignment and select the step that they all agreed to take.

e Select the Abstain from Voting option from the Workflow Commands drop-down
list on the asset’s “Status” form.

Preventing Deadlocks

Before configuring a workflow process that can result in a deadlock, be sure that it is
absolutely necessary to have complete agreement on all the possible steps from the state.
As you can see from this description, deadlocks cause additional work for all the
participants so be sure that you use this feature only when you need to.

For example, consider a review state with two possible steps: “return for revisions” and
“approve for publish.” If you configure the steps so that “return for revisions” does not
require a unanimous vote but “approve for publish” does, you have created a desirable
control—all the reviewers must agree before the asset can be published and any rejection
stops the asset from being published—without risking a deadlock.

Notifying Participants When Deadlocks Occur

If you do need to create a workflow process that can result in a deadlock, be sure to
configure and assign a deadlock action that notifies the participants of the deadlock for
each of the steps that can cause the deadlock. The default deadlock action is an e-mail
message that WebCenter Sites sends to the appropriate participants when a step causes a
deadlock.
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Workflow Groups

Is there ever a situation in which several assets are so closely connected that they need to
be thought of as one unit of work or they need to be approved at the same time? In such a
case, you can use the workflow group feature.

Using Workflow Groups

Workflow groups enable content providers to send a defined set of assets though the
workflow together. While it is the content providers who create workflow groups and
select the assets that are assigned to the group, you, the administrator, still need to know
what kind of assets will be included in workflow groups. Why? So that you can configure
the workflow processes appropriately.

For example, you can configure workflow steps that allow each asset in the group to
progress to the next state when it is finished or you can configure a step that requires all
the assets in the group to reach that point before any of them can progress. (This second
example, called a synchronize step, is described next.)

Adding a Synchronize Step

When creating a workflow process that will be used with workflow groups, it is usually
best to configure the process so that it has only one synchronize step. Multiple
synchronize steps can slow down the work on those assets unnecessarily. Assess the
business process that is reflected by the workflow process and determine which steps must
truly be synchronized: perhaps all the assets should go to legal review in one batch, or
perhaps all the assets should be approved for publishing at the same time, for example.

Managing Group Deadlocks

If you create a workflow process to be used with workflow groups and any of the steps can
result in a deadlock, be sure to configure and assign a group deadlock action that notifies
participants when there is a group deadlock and assign it to the process.

Delegating and Clearing Assignments

People go on vacation, get reassigned to new work groups, and move on to different jobs.
What happens to the assets that they are working on? They can delegate their assignments
to other participants who have the appropriate roles.

Additionally, each workflow process can have a workflow administrator. The
administrator of a workflow process can delegate assignments on behalf of the other
participants.

When an asset is delegated to a new participant, should that person receive an e-mail
notice? If so, configure a delegate action to send an e-mail message to new assignees
when assets are delegated to them. You can specify one or more delegate actions for each
workflow process.

If an asset no longer needs to be assigned or if it is easiest to clear the assignment and then
start over, you can use the Clear Assignments feature in the Admin tab.
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Placing an Asset in Workflow

An asset begins its participation in a workflow process in one of the following ways:

e A user selects a workflow process from the Workflow Commands field on the
“Status” form for the asset.

Selecting the workflow process invokes the start step for the process, which places the
asset into the first state.

e A user creates an asset and the start menu New item for assets of that type is
configured such that there is a default workflow process.

In this case, saving the asset invokes the start step for the process, which automatically
places the asset into the first state.

Because steps are enabled for specific roles, only the users who have a role that is assigned
to the start step of a process can select that process. This means that if you are using start
menu items to place assets in workflow, you must be sure that the roles assigned to the
start menu item are the same roles that are assigned to the start step of the default
workflow.

Restricting Access to Assets While They Are in Workflow

Although workflow routes an asset through a business process, sending it to the
appropriate users at the appropriate times, the fact that the asset is assigned to a specific
user does not stop other users from modifying or even deleting that asset.

If you want to restrict who has access to an asset while it is in workflow, use the workflow
feature called function privileges. These are restrictions set on functions such as edit,
copy, approve, delete, show versions, and so on in the context of workflow states and
workflow roles.

There are three parts to a function privilege:
« The function being restricted.
» The roles allowed or not allowed to perform the function.

» The state during which users with those roles are allowed or not allowed to perform
the function.

When a function privilege is in effect, it means that a user can perform that function only
when the following conditions are true:

e The user has an appropriate role.
» The asset is in the correct state.
e The asset is assigned to the user.

This means that even if the user has the correct role and the asset is in the correct state, the
user cannot perform that function on that asset unless the asset is assigned to that user.

Function Privileges and Step Actions

Function privileges restrict access to a function from the user interface only. This means
that you can program step actions that invoke a function when a step is taken regardless of
what the function privilege is set to at that moment.

The ApproveForPublish step action is an example. Even if you specify function privileges
that restrict users from using the Approve option in the user interface, those same users
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can approve an asset with a workflow step if the workflow step invokes the Approve For
Publish action and the user has the correct role to take the step.

In other words, you can use function privileges to prevent users from selecting and
changing assets by mistake and use actions to invoke those functions in a highly controlled
way.

Function Privileges: All or None

If you create even one function privilege that allows or restricts access to a function for a
given role, you must create function privileges that cover all the other roles for that
function.

For example, suppose that the only function that you want to restrict is the Delete
function—you want to allow only the editors to delete article assets and only then if the
article is in the Review state. If you create a function privilege that allows editors to delete
article assets that are in the Review state but you do not create any other function
privileges, nobody else can delete article assets that are in the Review state until you
explicitly grant other roles access to the Delete function in the Review state.

Additionally, if you create a function privilege that denies editors access to the Delete
function for assets in the Review state, no user can delete article assets that are in the
Review state until you explicitly grant other roles access to the Delete function in the
Review state.

Deadlines

There are two kinds of workflow deadlines:

« Assignment deadlines — which specify how long an asset should remain in an
individual state. When you set a value for the Estimated Time field of a state, that
creates a deadline for the assets that are assigned to workflow participants when the
assets are in that state.

« Process deadlines — which specify how long it should take for an asset to go through
the entire process.

Note that these different types of deadlines do not interact with each other—they are
calculated separately and are mutually exclusive. Most likely you will use either one kind
or the other, but not both for the same workflow process.

Setting and Overriding State Deadlines

When you create a workflow state, you can set an Estimated Time for it and determine
whether reminder e-mails should be sent when assignments miss the deadline that is
calculated from the Estimated Time.

When you create a workflow process that uses the state, you specify whether the
Estimated Time for the state can be changed (overridden) when a user takes the step that
moves the asset into that state.

If the deadline can be changed, any participant who takes the step can override the
deadline unless you configure function privileges that restrict their ability to do so. Note
that any participant who has a role that was designated as an administrator role for the
workflow process can always override an assignment deadline if the deadline can be
changed.
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Setting Process Deadlines

When you create a workflow process, you determine whether a process deadline can be
set. A process deadline is set when an asset is first placed in workflow, in the “Select
Workflow” form. Unlike an assignment deadline, however, you cannot configure the
process to send reminder e-mails when a process deadline is approaching.

If a process deadline can be set, any participant who places the asset in the workflow can
set a process deadline for that asset—unless you configure function privileges that restrict
their ability to do so. Additionally, any participant who has a role that was designated as an
administrator role for the workflow process can always set a process deadline, if a
deadline can be set.

Scheduling a Deadline Calculation

There are two kinds of actions:

< Actions that are invoked by a step. These actions are events that WebCenter Sites
completes when a step is taken.

e Actions that are triggered by a deadline. These actions are queued and are triggered
only after WebCenter Sites calculates the deadlines for the assets and determines
which timed actions (if any) should be invoked.

You specify how often the deadlines are calculated by configuring the Timed Action
Event. This is an event that invokes a background calculation process of all deadlines. It is
similar to the publishing event that invokes the background approval calculation process.

Just as the publishing process calculates approvals to determine which assets should be
published, the deadline calculation process that is invoked by the Timed Action Event
calculates the deadlines for all assets that are participating in workflow processes—to
determine whether any reminder messages should be sent for assignment deadlines and to
determine the times that should be displayed for assets in the Due and Process Deadline
columns of assignment lists.

You can configure the Timed Action Event on your management system to run as often
as you find it necessary.

How Does a Workflow Process End?

A workflow process ends when there are no more states for the asset to progress through.
This occurs when the final participant takes the end step for the workflow process.

An end step is the opposite of a start step—it has a From State but no To State. When a
user takes the end step, it is moved to a “stateless” state, which means the asset is no
longer in workflow and any function privileges set for that workflow process no longer

apply.

Roles Required to Configure Workflow Processes
The workflow building blocks are located on two tree tabs in the administrator’s interface:
¢ Admin - holds e-mail objects, actions, conditions, and the Timed Action Event.
*  Workflow —holds workflow states and processes.

For access to the Admin tab, you must be assigned the General Admin role and have the
xceladmin ACL assigned to your user account. For access to the Workflow tab, you must
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be assigned the WorkflowAdmin role for the site you want to create workflow processes
for.

For more information about access rights in the WebCenter Sites interfaces, see Chapter 4,
“Working with ACLs and Roles” and Chapter 5, “Configuring Users, Profiles, and
Attributes.”
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Planning Your Workflow Processes

When you create a workflow process, you create steps that link together the states for that
process. This means that you or someone else must create the workflow components—
roles, e-mail messages, the various kinds of actions, step conditions, and states—before
you can create a workflow process.

This section provides more details about the configuration of each of the workflow
components so that you can plan and implement your workflow processes. When planning
a workflow, you will do the following:

I. Start with a Sketch

I1. Determine Roles and Participants

I11. Determine the E-mail Objects, Actions, and Conditions
IV. Determine the States

V. Determine the Steps

VI. Determine the Function Privileges

VII. Determine Additional Workflow Process Details

|. Start with a Sketch

Where do you begin? With sketches of the business processes that you need to implement
as workflow processes:

» Use boxes to represent the states.
« Use arrows to represent the steps that connect the states.

|

ste

v
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\

 Stepw |
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As you read through the descriptions in this section, write on your sketches the details
about which roles, actions, conditions, deadlines, and so on are appropriate for each state
or step in the process.

Then, refer to your sketches as you use the administrator’s interface to create your
workflow processes, described in “Configuring Your Workflow Processes,” on page 178.

Il. Determine Roles and Participants

When you start planning your workflow processes, begin with the roles. What kind of
functional groups participate in workflow? Then, determine how the individual users from
those roles will become the participants in a workflow process for a specific asset.
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Planning Roles

To determine the roles that you should create for your processes, ask yourself the
following questions:

* What are the job titles or roles of the content providers who are using your Sites
management system?

« What do the people in each role do? (You can map the tasks that they complete to your
states.)

* How are the roles organized? For example, is there one group of reviewers who
review everything but several groups of content providers who are organized by
subject (for example, sports writers, financial writers, marketing writers, and so on)

« Do certain groups of people work with specific asset types but not with others? If so,
which roles should have access to each asset type that you plan to create a workflow
process for?

* Would you ever need to notify someone who is not participating in a workflow about
the status of an asset that is in workflow? If so, that person will need a role so a step or
timed action can send an e-mail message to that person.

On your sketches of your workflow processes, write the names of the roles that will have
the asset assigned to them in each state.

For information about creating roles, see Chapter 4, “Working with ACLs and Roles.”

Selecting Individual Participants

When you configure a workflow process, there are several ways to determine which
specific users participate in the workflow for each individual asset that goes through the
workflow:

e When the workflow is assigned.

You can configure the process so that the person who first assigns the workflow to the
asset must select all the users who will participate. For each state, they select users
from a list. The list includes all the users who have the correct role for that state.

* When a participant finishes the assignment.

You can configure the process so that each participant determines who the next
participant is when he or she finishes the assignment. That participant selects a user
name from a list that includes all the users who have the correct role for the next state.

You specify how participants will be selected when you configure the steps.

Cross-Site Assignments and Participants

Assets can be shared between sites. If a shared asset is entered into a workflow process,
should users from all the sites that have access to the asset be considered as candidates for
participating in the workflow? If the answer is yes, enable the cross-site assignments
feature.

When you use the cross-site assignments feature, users see all of their assignments from
all the sites that they have access to in their assignment list no matter which site they are
currently logged into. Having one, consolidated assignment list is very convenient for
your users.

Keep in mind, however, that if your users have different roles in different sites and you are
using function privileges in your workflow processes, they might not be able to work on
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an asset that they can see in their assignment lists. For example, say that some of your
users have the author role in one site and the editor role in another. If you are using
function privileges to restrict editing to editors in a certain state, they can see an asset that
they aren’t allowed to edit in their assignment list when they are logged in to the site
where they function as authors.

To enable this feature, you set the value of the xcelerate.crosssiteassign property
to true. This property is in the futuretense_xcel . ini property file. For information
about the property, see the Oracle WebCenter Sites Property Files Reference.

lll. Determine the E-mail Objects, Actions, and Conditions

An action is an event that is triggered in one of three ways:

e A step invokes it (step action).

e A deadline triggers it (timed action).

« A workflow situation triggers it (deadlock, group deadlock, and delegate actions)

A condition is an event that is assessed when a step is attempted. If the condition is not
met, the step cannot be completed.

When you create an action or a condition, you identify an element. Elements are named
pieces of code that are stored in the ElementCatalog table. It is the element that invokes
the function represented by the action. If the element is coded to expect variables or
arguments, you identify values for them when you create the action and those variables are
then passed to the element when the action is triggered.

As an administrator, you are not responsible for coding elements. If your workflow needs
cannot be met by the default workflow elements that are provided, your developers can
code the functionality that you need. See the Oracle WebCenter Sites Developer’s Guide
for information about customizing workflow.

WebCenter Sites provides the following default workflow elements:

OpenMarket/Xcelerate/Actions/Workflow/ target

StepActions/ApproveForPublish The name of the publishing destination
that the asset is to be approved for.

OpenMarket/Xcelerate/ Actions/Workflow/ emai Iname
StepActions/SendEmailToAssignees The name of the e-mail object to send.

OpenMarket/Xcelerate/Actions/Workflow/
StepConditions/ExampleStepCondition

OpenMarket/Xcelerate/Actions/Workflow/ emai Iname
AssignmentActions/SendEmail The name of the e-mail object to send.

OpenMarket/Xcelerate/Actions/Workflow/ emai lname
DeadlockActions/SendEmail ToAssignees The name of the e-mail object to send.

Oracle WebCenter Sites Administrator's Guide



Chapter 9. Creating and Managing Workflow Processes

164
Planning Your Workflow Processes

OpenMarket/Xcelerate/Actions/Workflow/ emai Iname

GroupActions/SendEmail ToAssignees The name of the e-mail object to send.

These elements are described in detail in the Oracle WebCenter Sites Developer’s Guide.

With the exception of ApproveForPublish and ExampleStepCondition, these
elements take a variable called emai Iname and send the e-mail message that is identified
by that variable.

How do you determine the value of the emai Iname variable? By creating workflow
e-mail objects. The names of the e-mail objects that you create in the Admin tab in the
WebCenter Sites administrator’s interface are the names that you specify as the arguments
with the emai Iname variable when you create actions that send e-mail messages.

About E-Mail Objects

E-mail objects are building blocks separate from the actions so that you can use them with
more than one action. For example, the default deadlock action and the default group
deadlock action use the same e-mail message (named Deadlock Message).

You create e-mail objects by giving them a name, a description, a subject line, and text for
the body. When the message is sent, the text provided for the subject is placed in the
subject line and the text provided for the body is placed in the body of the message.

Workflow E-Mail Variables

There are several variables that you can use in the subject line and body text which makes
it easier for you to write e-mail messages that are personalized for each recipient.

The following table lists the default workflow variables that you can use with any e-mail
message:

Variables_assetname The name of the asset.

Use this variable in every e-mail message so the
recipient knows which asset is being referred to.

Variables.assigner The user name of the participant who assigned the asset
to the person receiving the e-mail.

Use this variable in e-mail messages for step actions that
notify participants that a new asset has been assigned to
them.

Variables.time The time specified in the Estimated Time field for a
state.

Use this variable for timed actions.

Oracle WebCenter Sites Administrator's Guide



Chapter 9. Creating and Managing Workflow Processes 165

Planning Your Workflow Processes

Variables.instruction |The text that the previous participant entered in the
Action to Take field of the “Finish My Assignment”
form when he or she finished the assignment.

Use this variable in e-mail messages for step actions that
notify participants that a new asset has been assigned to
them.

For examples of custom e-mail variables, see the e-mail object named Deadlock Message
and the corresponding deadlock action element named OpenMarket/Xcelerate/
Actions/Workflow/DeadlockActions/SendEmai lIToAssignees.

Default Workflow E-Mail Objects
The default workflow e-mail objects are these:
« Assignment Due Reminder — specifies the asset and the time that it is due.

« Assignment Message — specifies the asset, the person who assigned it, and in the
message from the Action To Take box on the “Finish My Assignment” form.

« Deadlock Message — describes how the deadlock occurred by listing the users and the
steps that they took.

« Rejection Message —is similar to the Assignment Message, but states that the asset
was rejected by the previous participant (the assigner).

Planning Your E-mail Objects

To determine the e-mail objects that you need to create, you must also determine the
actions that will send the e-mail messages held in the objects. By using the e-mail
variables in the subject and body;, it is likely that you can use the same e-mail object with
more than one timed action or step action.

Typically, you need to compose e-mail messages that specify the following kinds of
things:

* An asset has been assigned to a participant. (For step actions.)

e An asset has been delegated to a new participant. (For delegate actions.)
e A deadline is approaching for an asset. (For timed actions.)

» A deadline for an asset has been missed. (Also for timed actions.)

e Anassetis in a deadlock. (For a deadlock action.)

« A group of assets are in a deadlock. (For a group deadlock action.)

In the Admin tab, double-click Email. Examine the default e-mail objects to determine
whether you can use them. You can modify the default messages or create your own email
messages.

In one corner of your sketches of the workflow processes, list the e-mail messages that
you will need for that workflow.
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About Timed Actions

Timed actions are actions that are based on the deadline of a state. If you specify a
deadline for a state, you can specify a timed action to remind the participants about the
deadline.

You create a timed action by giving it a name and a description, specifying an element,
and then providing argument values for the element, if necessary.

To create a timed action that sends e-mail notices about a deadline, specify the
OpenMarket/Xcelerate/Actions/Workflow/AssignmentActions/SendEmail
element and use the Argument field to specify which e-mail message to send.

When you create a state, you specify which timed actions to use and when to trigger them,
relative to the deadline specified for the state. You can specify more than one timed action
for each state.

When the Timed Action Event runs and calculates the deadlines for all the assets currently
participating in workflow, the appropriate timed actions are triggered.
Default Timed Actions

There is one default timed action: Send Email. It uses the OpenMarket/Xcelerate/
Actions/Workflow/AssignmentActions/SendEmai l element to send the
Assignment Due Reminder e-mail message.

Planning Timed Actions

When planning your timed actions, you must also consider the following workflow
components:

« The states that you will create, because these actions are triggered in terms of the
deadlines that you set for your states.

« The e-mail objects that you need to create, because it is likely that your timed actions
will send e-mail messages

Because the time that a timed action is triggered is determined outside of the action itself
(you do this in the form for the state), you can probably create a small number of generic
timed actions—whose only difference is the e-mail message they send—and use them
repeatedly with your states.

In the Admin tab, expand Workflow Actions, then Timed Actions. Examine the Send
Email action to determine whether you can use it. You can modify the default timed action
or create your own.

On each of your sketches of your workflow processes, list the timed actions that you need
for that process near the list of the e-mail messages.

About Delegate Actions

When you assign a delegate action to a workflow process, the action is triggered whenever
a participant (or the workflow administrator) delegates an assignment to another
participant.

You create a delegate action by giving it a name and a description, specifying an element,
and then providing argument values for the element, if necessary.

You can specify one delegate action per workflow process.
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Default Delegate Action
There are no default delegate actions provided.

Planning Delegate Actions

It is likely that your delegate action will send an e-mail message to the participant to
whom an assignment is delegated. If this is the case, you can create a delegate action that
uses any of the default workflow elements that send e-mail and create a new e-mail object
for that element to send.

On each of your sketches of your workflow processes, write the name of the delegate
action that you will use for that process. (You can assign one for each process.)

About Step Actions

When you assign a step action to a step, the action is triggered when a participant takes the
step.

You create a step action by giving it a name and a description, specifying an element, and
then providing argument values for the element, if necessary.

There are two general categories of step actions: those that complete functions and those
that send e-mail messages to the participants who are being assigned the asset by the step.

Step actions are completed regardless of function privileges. That is, if you create a step
action that performs a WebCenter Sites function, the action does not check the function
privileges of the participant taking the step. This means that you can restrict access to a
function from the user interface and require participants to use a step in a workflow in
order to complete a specific function (approve for publish, for example).

You can specify one or more step actions for each step.

Default Step Actions
The default step actions are these:

e Approve for Publish, which uses the OpenMarket/Xcelerate/Actions/
Workflow/StepActions/ApproveForPublish element to approve the asset.
Then, the next time a publishing process runs, the asset is published (as long as all of
its dependencies are also approved).

To use this action for your workflow processes, you must specify the publishing
destination(s) that the asset is to be approved for by using the targets argument.

« Send Assignment Email, which uses the OpenMarket/Xcelerate/Actions/
Workflow/StepActions/SendEmai I ToAssignees element to send the
Assignment Message e-mail object to all the participants assigned the asset (that is,
who are specified in the Assignment Method for the step).

« Send Rejection Email, which uses the OpenMarket/Xcelerate/Actions/
Workflow/StepActions/SendEmai I ToAssignees element to send the Rejection
Message e-mail message to the new assignee (the participants specified in the
Assignment Method for the step).

Planning Step Actions

To determine what kind of step actions you need to create, you must consider the
following workflow components:
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» The steps that you will create for the process. Do people need to be notified that a step
has assigned an asset to them? If so, you need a step action that sends an e-mail
message.

« The states that the steps move the assets into. Does the state represent the asset after a
function has been completed? If so, you need a step action that implements that
function.

In the Admin tab, select Workflow Actions, then Step Actions. Examine these actions to
determine whether you can use them. You can both modify the default step actions and
create your own.

On each of your sketches of your workflow processes, write the name of the step actions
next to the appropriate steps. You can assign one or more step actions for each step.

About Step Conditions

When you assign a step condition to a step, the condition is assessed when the step is
taken. The condition determines whether the step can be completed or not.

You create a step condition by giving it a name and a description, specifying an element,
and then providing argument values for the element, if necessary. If you want to use
conditions in your workflow processes, talk to your developers about the conditions you
need them to implement through elements.

You can specify one or more conditions for each step.

Default Step Conditions

There is one default step condition: Example Step Condition. It is a “hello world”-style
example that illustrates how to code an element to check for a condition. You and your
developers should examine it to learn how it works and then your developers should create
their own condition elements.

Planning Step Conditions

When thinking about step conditions, you must consider the steps and the state. If you
determine that conditions are necessary for your workflow processes, ask your developers
to create them.

On each of your sketches of your workflow processes, write the name of any step
conditions that you need next to the appropriate steps.

About Deadlock Actions

When you assign a deadlock action to a step that can result in a deadlock, the action is
triggered whenever an asset becomes deadlocked during the step.

You create a deadlock action by giving it a name and a description, specifying an element,
and then providing argument values for the element, if necessary.

You can assign one or more deadlock actions per step.

Default Deadlock Action

There is one default deadlock action: Send Deadlock Email. It uses the OpenMarket/
Xcelerate/Actions/Workflow/DeadlockActions/SendEmai I ToAssignees
element to send the Deadlock Message e-mail message.
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Planning Deadlock Actions

When thinking about possible deadlock actions, you need to consider the steps that you
will create for your workflow processes. If you plan to design your steps so that deadlocks
cannot occur, there is no need to create any deadlock actions.

In the Admin tab, expand Workflow Actions, then Deadlock Actions. Examine this
action to determine whether you can use it. You can modify the default deadlock action or
create your own.

In your sketches of your workflow processes, write the name of the appropriate deadlock
action next to any step that can result in a deadlock.

About Group Deadlock Actions

A group deadlock action is triggered when workflow group becomes deadlocked.
Whoever creates the workflow group selects the group deadlock action. That person can
select one or more for each group.

The group deadlock actions are invoked in addition to any other actions that are associated
with the states or the steps in the workflow process.

Default Group Deadlock Action

There is one default group deadlock action: Send Deadlock Email. It is identical to the
default deadlock action.

Planning Group Deadlock Actions

The same considerations apply for group deadlock actions as for deadlock actions.
However, because it is a content provider who selects the group deadlock action for a
workflow group, be sure that you give a group deadlock action a meaningful,
unambiguous name.

V. Determine the States

When you create a state, you specify the following kinds of information:

« Name and description. The name of a state should be meaningful and should represent
the kind of work that is being done while the asset is in that state.

e Amount of time an asset should remain in this state (the Estimated Time). The
deadline is calculated in terms of the number of hours or days since the asset entered
the state.

Note that you set the estimated time (the deadline) in terms of hours or days rather
than as a specific date because a state deadline is calculated for each asset as it passes
through the state.

e The timed actions that should occur and when they should occur, in terms of days or
hours before or after the deadline.

There are no default states, although there are example states provided with all of the
sample sites. On a system where the sample sites are installed, select Workflow > States
and then select a state to examine to learn about how the sample site states are configured.
Planning Your States

To determine the states that you need to create, ask yourself the following kinds of
guestions:
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*  Which roles participate in each state? On your sketches, write the names of the roles
next to the states.

« Do any of these states apply to more than one asset type? If so, it’s possible that you
can reuse the same state in more than one workflow process.

¢ How long should it take to complete each state?

« Does this amount of time differ by asset type or by site? If yes, you cannot reuse the
same state in more than one workflow process or share the workflow process with
another site.

« [Ifthere is a deadline, should WebCenter Sites notify the participant when the deadline
is approaching? If yes, when? The day before? Several hours before? And which
timed action (which determines which e-mail message) should be used?

» Should there be a notice when a deadline is missed? If yes, when? And which timed
action should be used?

On the sketches of your workflow processes, list all of this information next to each state.

Depending on your goals, you might consider creating a workflow process that does not
really end. For example, the Hello Asset World sample site workflow process ends after a
HelloArticle asset has been approved. However, in a case like this, someone could open
and save the asset by mistake, which would mean that it is no longer approved and will not
get published.

To keep assets from being edited after they have been approved and before they have been
published, you could create a final state that holds assets after they have been approved
with a function privilege on the state that restricts anyone from editing the asset.

Be sure that if you do create a state like this that you create a step that can move the asset
back into an editing state in the workflow so someone can edit it on purpose.

V. Determine the Steps

You create steps within a process. You use the steps to link together the states. This is how
the process is actually created.

You specify the following kinds of information for each step in your process:

e The name of the step. The name should be meaningful and should describe the path
being taken. For example, Send for Review, Send for Approval, and so on.

* The From State, which is the state that the step is moving the asset from. If the step
has no From State, it is the start step that begins the workflow process. A From State
is required for each step other than the start step.

» The To State, which is the state that the step is moving the asset to. If the step has no
To State, it is the end step the ends the workflow process.

e Which roles are authorized for the step.

If this is the very first step, the roles you specify determine which users can select this
workflow for an asset. If you are using a Start Menu item to assign the workflow
process to an asset, be sure that the roles assigned to this first (start) step match the
roles assigned to the Start Menu item.

For subsequent steps after the first (start) step, the roles that you select must either
match or be a subset of the roles that were selected to be notified by the previous step.
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Otherwise, the asset cannot leave the state because no one who is assigned the asset is
allowed to move it to the next state.

¢ Who gets the asset next? (That is, when this step is completed). You specify the
assignee for the To State by selecting one of the following assignment methods:

- Retain “From State” assignees.

This option assigns the asset to its current assignees—that is, to the user who
completes the step.

This option is useful when you are creating a step that returns to the same state
(which creates an iterative state) or when it is the start step and you want the asset
to be assigned to the person who selects the workflow process (whether through a
start menu item or by selecting it on the “Status” form).

- No assignments; control actions with function privs.

This option keeps the asset in the workflow process, which means that function
privileges are enforced, but the asset is not actually assigned to anyone.

Note

When an asset is assigned to the current assignees (Retain “From
State” assignees option) or assigned to no one (“No assignments”
option), the workflow system records workflow history for that
step.

- Assign from a list of participants.

With this option, you select roles. When a user assigns the workflow process to an
asset, a list of users with the roles that you selected is displayed. The user selects
one or more users from the list, and those users are assigned the asset when it is in
the state that this step moves the asset to.

- Choose assignees when the step is taken.

You also select roles with this option. This option means that the person who takes
this step (by completing the assignment) during the workflow process selects the

user who is assigned the asset next from a list of users with the roles selected for

the step.

* Whether the estimated time for the state that this step moves the asset to can be
changed or not. (Called an Assignment Deadline.)

e Any step actions that should occur.
« Any step conditions that should be assessed.

« |f the step can be taken by more than one user (assignee), whether all the assignees
must take this step before the asset can move to the next state. (The All assignees
must vote field.)

» If the step can result in a deadlock, what the deadlock action should be.

» If the process will be used for a workflow group, whether all the assets in the group
must complete this step before any of the assets can move to the next state. (The Step
is group synchronized field.)
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There are example steps in all of the sample site workflow processes. On a system where
the sample sites are installed, select Workflow > Processes and examine a process to
learn about how the sample workflow steps are configured.

Planning Your Steps
When determining what your steps should be, consider the following questions:

Every process needs a start step. Before you create a start step, you must first
determine how the asset is created and then placed into workflow.

Does the first participant create the asset, place it into workflow, and then keep
working on the asset? If so, configure the step so that it is assigned to the person
taking the start step (choose the Retain “From State” assignees option) and
remember to create a start menu item that assigns the workflow to the asset by default.

Or does a supervisor create the asset and then assign to it a participant? If so,
configure the start step so that the person taking the start step has to select the
assignees.

What is the order of the states?

How many paths do you need between each state? This answer determines how many
steps you need.

Do you need to create an iterative state? If so, configure the step that takes the asset
back to that state so that it is assigned to the person taking the step (choose the Retain
“From State” assignees option).

For steps that move an asset from a state in which more than one person is working on
that asset, must all the participants complete their assignment before the step can be
taken? If so, configure the step to be an all-voting step.

Does the asset have more than one possible path from a state? (That is, there needs to
be more than one step with the same From State.) If yes, do any of the steps from the
state require that all participants vote the same way before the asset can progress? If
yes, try to design the process so only one of the steps that lead from that state require
that all the participants vote the same way. If you have two all-voting steps from the
same state, deadlocks can occur.

For each step, should WebCenter Sites notify the affected participants when the step is
completed and the asset progresses to the next state? If yes, which step action (which
determines the e-mail message) should the step use?

Do groups of related assets ever need to be worked on at the same time? If so, can you
configure your steps to work appropriately for both a single asset and a group of
assets? If not, create separate workflow processes for the workflow groups.

For a workflow group, are there any states that all the assets in the group must enter at
the same time? (For example, all the assets should be approved at the same time.) If
so, configure that step to be a synchronize step. Note that it’s best to have only one
synchronize step per workflow process.

What should happen to the asset if you decide not to publish it, after all? Should you
have a cancel step? How many cancel steps do you need?

On your sketches of your workflow processes, right next to the box that represents a step,
list the step actions, the roles who can take the step, the roles who should be notified when
the step is taken, whether the step is an all-voting step, and whether the step is a
synchronize step.
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VI. Determine the Function Privileges

Administrators grant or deny roles the privilege to use functions (such as create and edit)
on a given site. When the privilege is granted, the functions are displayed to site users with
those roles. Users can invoke the functions when an asset is in the state specified by the
privilege. (By default, function privileges are granted to all roles on a given site.)

You can set function privileges for each function in a workflow process, as necessary.
Instructions for setting function privileges can be found on page 194 (“Step E: (Optional)
Configure Function Privileges”).

The following table lists the functions that you can allow or disallow users to perform
during a workflow process.

Abstain from Voting Users have the option to not vote in a workflow step.

Displayed as an option in the Workflow Commands
drop-down list on the asset’s “Status” form.

Approve for Publish Users can mark an asset as approved for publishing.

Displayed as an option in the more... drop-down menu
on the asset’s “Inspect” and “Status” forms.

Authorize Users can configure permissions to an asset.

Build Users can build a collection asset.

Displayed as an option in the more... drop-down menu
on an asset’s “Inspect” and “Status” forms.

Checkout Users can check out an asset, as long as revision
tracking is enabled for the asset type.

Displayed as the Check Out button at the top of an
asset’s “Edit” and “Status” forms.

Copy Users can copy an asset.

Displayed as an option in the more... drop-down menu
on an asset’s “Inspect” and “Status” forms.

Delegate Assignment Users can delegate an asset (assigned to themselves) to
another user (one who has the appropriate role for the
asset while it is in that state).

Displayed as an option in the Workflow Commands
drop-down list on the asset’s “Status” form.

Delete Users can delete an asset.

Displayed as an icon in the action bar on an asset’s
“Inspect” and “Status” forms. Also displayed as an icon
next to the asset in lists.

Edit Users can open an asset in its “Edit” form.

Displayed as an icon in the action bar on an asset’s
“Inspect” and “Status” forms. Also displayed as an icon
next to the asset in lists.
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Inspect

Users can open an asset in its “Inspect” form.

Note: Users without permission to inspect an asset
cannot view any data specific to the asset type. Instead,
they see a limited version of the “Inspect” form, which
displays only standard, unrestricted fields (such as
name, description, and ID).

Make Root of Translation

Users can set an asset as the master asset of translations.
(Used by multilingual assets.)

Displayed as the Make Master link in the
“Translations” field of a multi-lingual asset’s “Inspect
form.

Place Page Users can place a page on the Site Plan tab.
Displayed as an option in the right-mouse menu on the
Site Plan tab when the user right-clicks Placed Pages.
Preview Users can view an asset in the context of its page.

Displayed as the Preview icon in the asset’s toolbar.

Remove from Group

Users can remove the asset from a workflow group.

Displayed as an option in the Workflow Commands
drop-down list on the asset’s “Status” form.

Remove from Workflow

Users can remove the asset from a workflow process.

Displayed as an option in the Workflow Commands
drop-down list on the asset’s “Status” form.

Rollback

Users can return an asset to one of its previous versions
(all of which are stored in the revision tracking system).

Note: This function is displayed as the Rollback button
at the top of an asset’s “Edit” and “Status” forms when
revision tracking is enabled and at least two versions of
the asset exist.

Set Export Destination Path/
Filename

Users can fill in the Path and Filename fields on an
asset’s “New” or “Edit” forms.

Set Participants

Users can set participants for a workflow process.

Displayed as an option in the Workflow Commands
drop-down list on the asset’s “Status” form.

Additionally, this function prompts the user to select
participants when the workflow process is configured.
In this manner, the user finishing an assignment must
select the next participant (person being assigned the
asset).
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Set Process Deadline

Users can set a deadline indicating the date and time by
which the workflow process must be completed.

Note: This function is displayed only if the workflow is
configured to allow its users to set a process deadline.
This function then appears as an option in the “Select
Workflow” form for assets, and when a workflow group
is created or edited.

Set Assignment Deadline

Users can set a deadline indicating the date and time by
which the next state must be completed. A deadline set
with this option overrides any deadlines set for the state
in the workflow process.

Note: This function is displayed only if the workflow is
configured to allow its users to set an assignment
deadline. This function then appears as an option in the
asset’s “Select Workflow” form and in the “Finish My
Assignment” form.

Share Assets

Users can share the asset with another CM site.

Displayed as the Share Asset option in the more... drop-
down menu on an asset’s “Edit,” “Inspect,” and “Status”
forms when the asset type is enabled for more than one
CM site.

Show Participants

Users can view a list of the participants in the workflow
process that is currently assigned to the asset.

Displayed as an option in the Workflow Commands
drop-down list on the asset’s “Status” form.

Show Status

Users can view the “Status” form for an asset.

Displayed as an option in the more... drop-down menu
on an asset’s “Inspect” and “Status” forms.

Show Version

Users can view information about each version of the
asset that the revision tracking system is storing.

Displayed as the Show Versions button at the top of an
asset’s “Edit” and “Status” forms when revision tracking
is enabled for this asset type.

Set Nested Workflow

Users can create a workflow within an existing
workflow.

Note: The administrator’s interface does not support
nested workflow, but functionality can be obtained with
the use of tags.

Translate

Users can create a translation of the master asset.
(Used by multilingual assets.)

Displayed as an option in a multi-lingual asset’s more...
drop-down menu, on the “Edit,” “Inspect,” and “Status”
forms.
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Planning Function Privileges

For each workflow process, determine which functions you want to restrict access to,
during which states you want to restrict those functions, and which roles should or should
not have access to those functions when assets that are assigned to them are in those states.

List any restrictions that you want to enforce next to the appropriate states on your
sketches of your workflow processes.

Remember that in order for your function privileges to enforce the restrictions that you
intend, the roles of the users specified for the state in the function privilege must match the
roles of the users associated with those states in the workflow process itself. If the roles
don’t match, the result can be a condition in which no one can move the asset out of a state
because the users who are allowed to work with the asset by the privilege are not allowed
to by the state.

Also, remember that if you create even one function privilege that allows or restricts
access to a function for a given role, you must create function privileges that cover all the
other roles for that function.

Implementing Simplified Access Control

Because function privileges are associated with workflow processes, you can restrict
individual users’ access to specific functions only when an asset is participating in a
workflow process.

What can you do if you do not want to design and implement workflow processes but you
still want to control access to specific functions? Create a simplified workflow process
with one state and use the No assignments; control actions with function privs
assignment method.

When a step moves an asset into a state using the No assignments assignment method, the
asset does not appear on anyone’s assignment list, it just stays in the state which means
that any function privileges assigned to that state are enforced.

To implement access control in this way, follow these general steps:

1. Create a state. It needs a name and a description. It does not need a deadline or any
timed actions.

2. Create a new workflow process. Select all the roles you want to enforce restrictions
for and all the asset types you want to use this workflow process for.

3. Create one step— the start step that puts assets of those types into the state. For the
step, select the No assignments option. Enable the step for the roles that you want to
be able to create assets of this type and assign this workflow to.

4. Configure the function privileges that you want to enforce for assets in the state that
you created.

5. Create start menu items for the asset types that automatically assign this workflow
process. Be sure that the roles who can use the start menu item match the roles who
are assigned to the start step in the workflow process.

Now when users select New, then select asset type, the new asset is automatically placed
into your single-state workflow. Because the workflow has only the start step which places
all assets of that type into the single state, those assets do not leave the state and the
function privileges are always enforced.
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VIl. Determine Additional Workflow Process Details

If you have been sketching your workflow processes, filling in all the details about
actions, conditions, e-mail messages, states, steps, and function privileges, by now you
have planned nearly the entire design of your workflow processes.

Although the main task when creating a process is to create the steps that link the states
(which is how your business process is represented), you must also specify the following
kinds of information for each workflow process:

Its name and description. The name should be descriptive so that users select the
correct workflow process for the correct asset types.

Which sites can use the process.
Which asset types can use the process.

Which roles can participate. This is a superset of all the roles that are designated in the
steps.

Which role will serve as the administrator of the workflow. A workflow administrator
can delegate assignments on behalf of other participants.

Whether a process deadline can be set for assets that participate in this workflow
process.

What the delegate action is.

What the steps are. For each step, you specify the information described in the section
named “V. Determine the Steps,” on page 170.

Whether any of the Sites content application functions should be restricted to users in
certain roles while they are working on assets in specific states. For function
privileges, you specify the information described in “VI. Determine the Function
Privileges,” on page 173.

There are example workflow processes delivered with all of the sample sites. They are
described in detail in the next section.

Oracle WebCenter Sites Administrator's Guide

177



Chapter 9. Creating and Managing Workflow Processes

Configuring Your Workflow Processes

Configuring Your Workflow Processes

This section presents the procedures for creating all the components for a workflow
process and then stitching those components together into your workflow processes.

Remember that to create e-mail objects, actions, and conditions or to schedule the timed
action event, you need access to the Admin tab, which means that you need the
General Admin role and the xceladmin ACL. To create workflow states and workflow
processes, you need access to the Workflow tab, which means that you need the
WorkflowAdmin role.

Overview

Before you create a workflow process, you must create the individual workflow
components that you need for that process. Here are the general steps that you must take
presented in the order you perform them:

1.

Plan your workflow process by drawing it. See section “Planning Your Workflow
Processes,” on page 161 for help with this step. Then refer to your sketch and notes
throughout this section.

Create the roles that you need for your workflow processes. See Chapter 4, “Working
with ACLs and Roles,” for help with this step. Be sure that any users who will
participate in workflow have user profiles created for them. Otherwise, they will not
receive e-mail messages from the workflow process.

Note

If you want the pool of users who are candidates to be participants in a
workflow to include folks from all the sites that an asset is shared to, be sure
to enable the cross-site assignments feature. See “Cross-Site Assignments
and Participants,” on page 162 for details.

Create the e-mail objects that you need for your actions and enable the
xcelerate._emailnotification property in the futuretense_xcel . ini file.
See “Setting Up E-Mail Objects,” on page 179.

Create the step actions, timed actions, deadlock actions, group deadlock actions, and
delegate actions that you need. See “Setting Up the Workflow Actions and
Conditions,” on page 181.

Create your states. See “Setting Up the States,” on page 185.

Create your process. While creating your workflow process, you create the steps for
that process. The steps link together the states so they occur in the proper order.
Additionally, while creating your process, you configure any function privileges that
you need. “Setting Up the Workflow Processes,” on page 187.

If your states have deadlines, be sure to configure the Timed Action Event so that the
deadlines of assets are calculated regularly and the appropriate timed actions (if any)
are invoked in a timely way. “Setting Up the Timed Action Event,” on page 184.

Test your workflow processes. See “Testing Your Workflow Process,” on page 197.

Set up your start menu shortcuts so that workflow processes are assigned
automatically to assets when they are created. For help with start menu items, see
“Creating Start Menu Items,” on page 124.
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Setting Up E-Mail Objects

You create e-mail objects so that your step and timed actions can send them to the
appropriate participants at the appropriate times. Examine the sketches of your workflow
processes, determine the e-mail messages you need, and then use the procedures in this
section to create and edit them.

Your user account must give you access to the Admin tab in order for you to create e-mail
objects.

Enabling the E-mail Feature

To ensure that your workflow process can successfully send e-mail messages, the
following conditions must be true:

* Inthe futuretense. ini file, the properties on the Email tab must be configured to
provide information about your e-mail server.

* Inthe futuretense_xcel . ini file, the xcelerate.emailnotification
property must be set to true.

For information about the properties cited above and using the Property Editor, see the
Property Files Reference.

¢ The workflow participants must have e-mail addresses specified in their user profiles.
(For information about creating user profiles, see “Working with User Profiles and
User Attributes,” on page 93.)

Creating E-Mail Objects
To create e-mail objects

1. Inthe Admin tab, expand Email and double-click Add New.
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WebCenter Sites displays the “Add New Workflow Email” form:

Add New Workflow Email

*Name:
*Description:
*Subject:

*Body:

=N G

2. In the Name field, enter a unique name of up to 36 characters. This is the name that
you provide to the emai Iname variable when you use this e-mail object with an
action.

In the Description field, enter a short, informative description of up to 36 characters.

In the Subject field, enter a short, informative subject for the e-mail message. (See
“About E-Mail Objects,” on page 164 for a list of variables that you can use.)

5. Inthe Body field, enter the text for the message. (See “About E-Mail Objects,” on
page 164 for a list of variables that you can use.)

6. Click Save.

Editing E-Mail Objects

To edit e-mail objects

1. Inthe Admin tab, expand Email, then double-click the desired e-mail object.
2. Inthe action bar, click Edit.

3. Inthe “Edit Workflow Email” form, make the necessary changes. (See “About E-Mail
Objects,” on page 164 for a list of variables that you can use.)

4. Click Save.
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Deleting E-Mail Objects

To delete e-mail objects

1. Inthe Admin tab, expand Email, and double-click the desired e-mail object.
2. Inthe action bar, click Delete.

WebCenter Sites displays a warning message.
3. Click Delete Email.

Setting Up the Workflow Actions and Conditions

When you create any kind of action or a step condition, you identify an element and you
supply values for the variables that the element expects. If you are creating an action that
sends an e-mail message, you identify which e-mail object to send with the emai Iname

variable.

Before you begin creating actions or step conditions, be sure that you have the elements
and e-mail objects that you need. WebCenter Sites provides several default action
elements and e-mail objects. Use the administrator’s interface to examine the e-mail
objects and use WebCenter Sites Explorer to examine the ElementCatalog table.
Determine which elements you plan to use and then write down the entire name of those
elements. If you need additional e-mail messages, consult the previous section, “Setting
Up E-Mail Objects,” on page 179 and create the e-mail messages that you need.

The following procedures describe how to create, edit, and delete the workflow actions—
step, timed, delegate, deadlock, and group deadlock action—and step conditions. Your
user account must give you access to the Admin tab in order for you to create actions or
conditions.

Creating Workflow Actions and Conditions

To create workflow actions and conditions

1. Inthe Admin tab, expand Workflow Actions.

2. Under Workflow Actions, expand the category describing the action you are creating,
then double-click Add New.

The available categories are: Step Actions, Step Conditions, Timed Actions,
Delegate Actions, Deadlock Actions, or Group Deadlock Actions.
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WebCenter Sites displays the “Add New” form corresponding to the type of action
you selected. The example below shows the “Add New Step Action” form:

Add New Step Action

*Name:
*Description:
*Element Name:

Arguments:

=N G

In the Name field, enter a unique name of up to 40 characters.
In the Description field, enter a short, informative description of up to 40 characters.
In the Element Name field, enter the name of the element in its entirety.

For example, to use the default workflow element SendEmai I ToAssignees, enter:

OpenMarket/Xcelerate/Actions/Workflow/StepActions/
SendEmai lIToAssignees

In the Arguments field, use the following convention to supply values for the
arguments or variables that the element needs to function correctly:

name=value

For the SendEmai IToAssignees element, for example, you must provide a value
for the emai Iname variable (that is, the name of an e-mail object). For example:

emai lname=AssignmentDueReminder

If an element takes more than one variable, separate the name/value pairs with the
ampersand (&) character. For example:

namel=valuel&name2=value2
Click Add New Action.

Configuring Approve for Publish Step Actions

The approval process approves an asset to a specific publishing destination. To use the
default Approve for Publish step action with your workflow processes, you specify the
publishing destination for the assets that are approved by the action.

If all the assets for all of your workflow processes are published to the same destination,
you can simply configure the existing Approve For Publish action. However, if some
types of assets are published to a different destination than the others, you must create an
additional Approve for Publish action for each publishing destination, or combination of
publishing destinations.
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The Approve for Publish step action uses the OpenMarket/Xcelerate/Actions/
Workflow/StepActions/ApproveForPublish element which takes the targets
variable. You can use this same element with as many additional approval step actions as
you need.

For the default Approve for Publish step action, provide a value for the targets variable.
Possible values for the targets variable are the names of any of the publishing
destinations that have been created on this Sites system.

For example:
targets=serverxX.

To specify more than one publishing destination, separate each with a comma. For
example:

targets=serverx,serveryY

Note

If the name of a publishing destination that is referenced by the targets
variable is changed, you must also change the value of the targets
variable in your Approve for Publish steps.

Editing Workflow Actions and Conditions
To edit workflow actions and conditions

1. Inthe Admin tab, expand Workflow Actions.
2. Under Workflow Actions, expand the category describing the action you want to edit.

The available categories are: Step Actions, Step Conditions, Timed Actions,
Delegate Actions, Deadlock Actions, or Group Deadlock Actions.

3. Under the selected category, double-click the action you want to edit.
In the action bar, click Edit.
Make your changes, then click Save.

Deleting Workflow Actions and Conditions

To delete workflow actions and conditions

1. Inthe Admin tab, expand Workflow Actions.

2. Under Workflow Actions, expand the category describing the action you want to delete.

The available categories are: Step Actions, Step Conditions, Timed Actions,
Delegate Actions, Deadlock Actions, or Group Deadlock Actions.

Under the selected category, double-click the action you want to delete.
4. Inthe action bar, click Delete.

WebCenter Sites displays a warning message.
5. Click Delete Action.
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Before any of your timed actions can be triggered, you must configure the timed action
event so that it calculates deadlines at regularly occurring intervals. Note that there can be

only one timed action event per Sites system.

To set up timed action events

1. Inthe Admin tab, double-click Timed Action Event.

2. Inthe action bar, click Edit.

WebCenter Sites displays the “Edit Workflow Timed Action Event” form.

Edit Workflow Timed Action Event

Enabled Dates and Times

Recurrence Pattern

Days of the week Days of the month Months

select: All | Mone

Sunday | Monday | Tuesday | Wednesday | Thursday | Friday | Saturday

Times of Recurrence

Hours Minutes

12112345878 09/wu®™ o5
PM

121123456 /780/101 152025

30|35 40

45 50|55

OEnabled @ Disabled

Information:

Event will run only on the selected days of the selected
months,

Mote: Selecting none and selecting all both have the
same effect on the schedule,

Information:

Event will run only on the selected minutes during the
selected hours,

3. Set the schedule for how often the state deadlines should be calculated in terms of
months, days, hours and minutes, depending on the selected interval.

Selected values will be highlighted in blue. All values are toggled separately, so it is
not necessary to use Ctrl to select multiple values.

The method of setting a timed action event is similar to the method for setting a
publication event. See “Example Schedule,” on page 320 for more information.

4. Inthe Enabled Times and Dates field, select Enabled.

Click Save.
A summary of the schedule is displayed.
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WebCenter Sites uses the same abbreviations and codes to summarize the schedule for the
timed action event that it does for your publishing events. For information about how to
read the schedule, see “Reading the Schedule Abbreviations,” on page 322.

Setting Up the States

When you create a workflow state, you specify a deadline, select a timed action, and
configure when the timed action should run. Therefore, before you begin creating your
workflow states, be sure that you have created the timed actions that you need.

To work with workflow states, your user name must be assigned the WorkflowAdmin role
for the site that you are working with.

Creating Workflow States

To create workflow states

1. Inthe Workflow tab, expand States and double-click Add New.
WebCenter Sites displays the “Add New Workflow State” form:

Add New Workflow State

*Name:
*Description:

Estimated Time: on days |0 % hours

==

In the Name field, enter a unique, meaningful name of up to 40 characters.
In the Description field, enter a short, informative description of up to 40 characters.

4. (Optional) In the Estimated Time fields, configure the deadline for assets in this state.
You can specify a deadline in terms of days, hours, or a combination of the two.
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5. (Optional) Click Add Timed Actions and complete the following steps:

Add Timed Action to Workflow State: Workflow for Flex Assets

Name:  Flex workflow
Description:  workflow for Flex &ssets

Estimated Time:  10days:Ohours

SendEmail nn 0 || Before Deadline
After Deadline

In the Action to Take list, select a timed action.

b. Inthe Offset field, specify whether the action should be triggered before the
deadline or after the deadline.

c. Inthe Days field and/or the Hours field, specify how many hours or days before
or after the deadline (that you specified in step 5) that the action is to be triggered.

d. Click Add Timed Action.
e. Repeat this entire step for each timed action that you want to set up for this state.
6. Click Add New State.

Editing Workflow States

To edit workflow states

1. Inthe Workflow tab, expand States and double-click the state you want to edit.
2. Inthe action bar, click Edit.

3. Inthe “Edit” form, make the desired changes.

4

(Optional) To change the timed action or the time that it is scheduled to run, click Add
Timed Actions, make the appropriate changes, and click Add Timed Actions again.

5. Click Save.
Deleting Workflow States

To delete workflow states

1. Inthe Workflow tab, expand States and double-click the state you want to delete.
2. Inthe action bar, click Delete.
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3. WebCenter Sites displays a warning message.
4. Click Delete State.

Setting Up the Workflow Processes

When you create a workflow process, you specify global process information and then
you create steps, assigning step actions to them as needed. The steps in the process create
the flow of the process by linking the states in a specific order.

Before you can begin creating a workflow process, you must have already created your
step actions, step conditions (if necessary), and states.

To work with workflow processes, your user name must be assigned the Workflow Admin
role for the site that you are working with.

Note

If your content providers will use workflow groups, be sure to enable the
Workflow Groups tab for them. For information, see “Creating the
“Workflow Groups’ Tab,” on page 147.

Creating Workflow Processes

When you create a workflow process, you configure three categories of information:
global process settings, steps, and function privileges.

Step A: Name and Set Global Settings for the Process
1. Inthe Workflow tab, expand Processes and double-click Add New.
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WebCenter Sites displays the “Workflow Process: (new)” form.

workflow Process: (new)

*Process Name:
*Description:

*Site:

*asset Type:

*Roles:

*Start Step:

Administration Roles:

Process Deadline:

Delegate Actions:

ID:

Ay
GE Lighting

BurlingtonFinancial

HelloAgsetwodd

Ay

Article Flex
Image Flex
Fecommendation
Adticle

Advancedlser
Analyst
Analtics
Approver
ArtworkAuthor

Ay
AdvancedlUser
Analyst
Analtics
Approver

O dllowed

& ot alowad
Mo delegate actions are currently defined,

(e )

LY

W

Mo process steps are currently defined.

W

N o o s~ D

this workflow process when an asset is using it.
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In the Name field and enter a unique name of up to 25 characters.

In the Description field, enter a short, informative description of up to 64 characters.
In the Sites list, select the sites that can use this workflow process.

In the Asset Type list, select the asset type(s) that this workflow process is for.

In the Roles list, select the roles that will participate.

In the Administration Roles list, select the roles that can act as the administrator for
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8. Inthe Process Deadline section, specify whether the workflow administrator (or other
user if you configure function privileges that allow it) can set a process deadline for
the assets that participate in this workflow process.

9. If you have configured one or more delegate actions, select the appropriate actions in
the Delegate Actions list.

10. In the Start Step section, click Add New Step.
WebCenter Sites displays the “Add New Workflow Process Step” form.
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Add New Workflow Process Step

Process Name:  sales_workflow
*Step Name:

*States:  From State

*Authorized Roles: | AdvancedUser
Anakdtics

assignment Deadline: O Can change

& Use default

Step Actions:  gvailable Action(s)

nane - (Start of Workflow)
F3I: Approvved and Locked
FEIl: Ready for Approwal
FSIl: Ready to Edit

*assignment Method: O Retain "From State” assignees

@] Assign fram list of participants
O thoose assignees when step is taken

O Assign to Everyone

ApproveForPublish
MNotifyAllParticipants
SendassignmentEmail
SendRejectionEmail
SendRevisionNoticeEmail

Add Selected Ttems

Step Conditions: | ExampleStepCondition

voting: [ all assignees must vote

workflow Groups: [ Step is group synchronized

C T

To State

nane - (End of Workflow)
F3I: Approved and Locked
FEIl: Ready for Approwal
FSIl: Ready to Edit

O Mo assignments; control actions with function privieges

(Select Roles)

Approver
ArtweorkAuthor
ArtweorkEditar

Selected Action(s)

KD

Remove

Deadlock Actions:  Please add Deadlock &ctions to choose fram

1. Inthe Step Name field, enter a unique, meaningful name of up to 64 characters.

2. Configure the states as follows:

a. Inthe From State list, select none (start of workflow).

b. Inthe To State list, select the name of the first state in the workflow process.
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In the Authorized Roles list, select the roles that are allowed to take this step by
assigning this workflow to an asset.

In the Assignment Method section, specify which roles will be assigned the asset by
selecting one of the following options:

- Retain “From State” assignees, which, for a start step, means that the user who
assigns the workflow to the asset is assigned the asset

- No assignments; control access with function privs
- Assign from list of participants
- Choose assignees when step is taken

If you select either Assign from list of participants or Choose assignees when
step is taken, select the appropriate roles from the list that is to the right of those
options. (For definitions of these options, see “V. Determine the Steps,” on

page 170.)

- Assign to everyone

In the Assignment Deadline section, determine whether the workflow administrator
(or another user holding the appropriate function privileges) can override the
Estimated Time (deadline) set for the state that this step moves the asset to.

(Optional) In the Step Actions list, select one or more step actions that should be
invoked when this step is taken.

(Optional) In the Step Conditions list, select a step condition, if appropriate.
(Optional) Check Voting to select that all assignees must vote to approve.
(Optional) Check Workflow Groups to have the step group synchronized.
Click Save.

The start step is added and the “Steps for Workflow Process” form is displayed.
Click Save.

WebCenter Sites saves the process and displays it in the “Inspect” form. Note that this
step appears as the Start Step in the form.

Continue to the next procedure.

Step C: Create the Subsequent Steps

Use the following procedure to create the rest of the subsequent steps, including the end
step:

1.
2.
3.

In the “Inspect” form of the workflow process, click Edit in the action bar.

At the bottom of the “Edit” form, click Add/Edit Steps.

In the “Steps for Workflow Process” form, click Add New Step.

WebCenter Sites displays the “Add New Workflow Process Step” form.

In the Step Name field, enter a unique, meaningful name of up to 64 characters.
Configure the states as follows:

a. Inthe From State list, select the name of the state that you selected as the To
State for the previous step.

Oracle WebCenter Sites Administrator's Guide

191



Chapter 9. Creating and Managing Workflow Processes

10.
11.

12.

13.

14.

15.
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b. Inthe To State list, select the name of the next state in the workflow process.
(Note that if you want to create an iterative step, select the same state in the From
State and the To State lists.)

In the Authorized Roles list, select the roles that are allowed to take this step by
finishing the assignment. The roles that you select from this list should either match or
contain a subset of the roles that you selected for the Assignment Method in the
workflow step that immediately precedes this workflow step.

In the Assignment Method section, specify which roles will be assigned the asset by
selecting one of the following options:

- Retain “From Step” assignees

If the From State and the To State are different, the first person who takes this
step (finishes the assignment) is assigned the asset, even if the previous step
assigned the asset to more than one participant.

If the From State and the To State are the same, every user who was assigned the
asset by the last step is assigned the asset again with this step.

- No assignments; control access with function privs
- Assign from list of participants
- Choose assignees when step is taken

If you select either of the last two options above, select the appropriate roles from
the list that is to the right of those options. (For definitions of these options, see
“V. Determine the Steps,” on page 170.)

- Assign to everyone

In the Assignment Deadline section, determine whether the workflow administrator
(or other user if you configure the appropriate function privileges) can override the
Estimated Time (deadline) set for the state that this step moves the asset to.

(Optional) In the Step Actions list, select one or more step actions that should be
invoked when this step is taken.

(Optional) In the Step Conditions list, select a step condition, if appropriate.

If the step moves the asset from a state in which more than one participant was
working on the asset and you want all participants to finish their assignments before
the step can complete, select the All Assignees must vote option.

If there are any other steps in this process with the same From State and any of those
steps are also all-voting steps (All Assignees must vote is selected), select a
Deadlock Action. For information about deadlocks and avoiding them, see
“Managing Deadlocks,” on page 154 and “About Delegate Actions,” on page 166.

If this workflow process will be used for workflow groups and you want all the assets
to progress at the same time to the To State that you selected in step 4 of this
procedure, select the Step is group synchronized option. it is recommended that you
create only one synchronized step in the process.

Click Save.

The step is saved and the “Steps for Workflow Process” form is displayed.
Click Save.

WebCenter Sites saves the process and displays it in the “Inspect” form.
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Repeat this procedure for each step—except the end step—that you want to create for
this process.

To create the end step, continue with the next procedure.

To configure function privileges, continue to “Step E: (Optional) Configure Function
Privileges,” on page 194.

Step D: (Optional) Create the End Step

An end step ends the workflow which means that the asset is no longer in a process and no
longer has function privileges controlling access to it, if you are using function privileges.
Use the following procedure to create an end step for the workflow process:

1.
2.
3.

10.

11.

12.

13.

In the “Inspect” form of the workflow process, click Edit in the action bar.

In the “Edit Process” form, click Add/Edit Steps (a button at the bottom of the form).
In the “Steps for Workflow Process” form, click Add New Step.

WebCenter Sites displays the “New Workflow Process Step” form.

In the Step Name field, enter a unique, meaningful name of up to 64 characters.
Configure the states as follows:

a. Inthe From State list, select the name of the state that you selected as the To
State for the previous step.

b. Inthe To State list, select none (end of workflow).

In the Authorized Roles list, select the roles who are allowed to take this step by
finishing an assignment. The roles that you select from this list should either match or
contain a subset of the roles that you selected for the Assignment Method of the
workflow step that immediately precedes this workflow step in the process.

(Optional) In the Step Actions list, select one or more step actions that should be
invoked when this step is taken.

(Optional) In the Step Conditions list, select a step condition, if appropriate.

If the step moves the asset from a state in which more than one participant was
working on the asset and you want all participants to finish their assignments before
the step can complete, select the All Assignees must vote option.

If there are any other steps in this process with the same From State and any of those
steps are also all-voting steps (All Assignees must vote is selected), select a
Deadlock Action. For information about deadlocks and avoiding them, see
“Managing Deadlocks,” on page 154 and “About Delegate Actions,” on page 166.

If this workflow process will be used for workflow groups and you want this step to be
performed on all the assets in the group at the same time, select the Step is group
synchronized option. it is recommended that you create only one synchronized step in
the process.

Click Save.

The start step is added and the “Steps for Workflow Process” form is displayed.
Click Save.

WebCenter Sites saves the process and displays it in the “Inspect” form.

If you do not need to configure function privileges, this workflow process is completed. If
you do need to configure function privileges, continue to the next procedures.
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Step E: (Optional) Configure Function Privileges

To configure function privileges

1.

2
3.
4

Find the desired workflow process and open its “Inspect” form.
In the action bar, click Edit.
Click Add/Edit Function Privileges at the bottom of the form.

In the “Functions for Workflow Process” form, scroll down to the function for which
you want to set a privilege.

Click New next to the desired function.
WebCenter Sites displays the “Add Function Privilege” form:

Add Function Privilege

Process Mame: FSIL: Approval for Content

Function: Authorize

*State: F3I: Approved and Locked
F=ll: Ready for Approval
FSIl Ready to Edit

*Role: Approver
Contentauthor
ContentEditor
aAllowed?

= O

Select the appropriate state from the State list.

In the Roles list, select the roles that are allowed or not allowed to perform this
function when an asset is in this state.

Do one of the following:

- To allow users with the selected roles to perform the function, select the Allowed
check box.

- To restrict users with the selected roles from performing the function, clear the
Allowed check box.

Click Add New.
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WebCenter Sites saves the privilege and redisplays the “Functions for Workflow
Process” form.

Repeat steps 3-8 for each function privilege that you need to configure. For more
information about function privileges, see “VI. Determine the Function Privileges,”
on page 173.

After you have configured all of your function privileges, click Save.

WebCenter Sites saves the workflow process and redisplays the “Workflow Process”
form.

The workflow process is complete.

Editing Workflow Processes

To edit workflow processes

1.

4,

In the Workflow tab, expand Processes and double-click the workflow process you
want to edit.

In the action bar, click Edit.
Make your changes as follows:

- To modify the name, description, or any of the other global settings, make your
changes directly in the form.

- To edit the steps, see “Editing Steps,” on page 195
- To edit the function privileges, see “Editing Function Privileges,” on page 195.
When you are finished, click Save.

Editing Steps

To edit a workflow step

1.

o~ 0D

In the Workflow tab, expand Processes and double-click the workflow process you
want to work with.

In the action bar, click Edit.
In the “Workflow Process” form, click Add/Edit Steps (at the bottom of the form).

In the “Steps for Workflow Process” form, click Edit next to the step you want to edit.

In the “Edit Workflow Process Step” form, make your changes, then click Save.
WebCenter Sites saves the process and displays it in the “Inspect” form.

Editing Function Privileges
To edit a function privilege, you must delete it and then re-create it.

To edit a function privilege

1.

In the Workflow tab, expand Processes and double-click the workflow process you
want to work with.

In the action bar, click Edit.

In the “Workflow Process” form, click Add/Edit FunctionPrivs (at the bottom of the
form).
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In the “Functions for Workflow Process” form, click Remove next to the function that
you want to change.

In the pop-up dialog box that appears, click OK.

Click New next to the function you just removed.

In the “Add Function Privilege” form, make your selections and click Save.

In the “Functions for Workflow Process” form, click Save.

WebCenter Sites saves the workflow process and displays it in the “Inspect” form.

Copying Workflow Processes

You can copy a workflow process, which can save you some steps in configuring
additional processes.

To copy a workflow process

1.

I

In the Workflow tab, expand Processes and double-click the workflow process you
want to copy.

In the action bar, select Copy Process from the drop-down list.
WebCenter Sites displays the “Copy Workflow Process” form.

Copy Workflow Process: FSII: Approval for Content

*Process Name:

*Description:

In the Process Name field, enter a unique name for the process.

In the Description field, enter a short, informative description of the process.

Click Save.

Edit the process as necessary. See the following procedures for help:
“Editing Workflow Processes,” on page 195.

“Editing Steps,” on page 195.
“Editing Function Privileges,” on page 195.

Deleting Workflow Processes

To delete a workflow process

1.

In the Workflow tab, expand Processes and double-click the workflow process you
want to delete.

In the action bar, click Delete.
WebCenter Sites displays a waning message.
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Click Delete Process.
The process has been deleted.

Deleting Steps

To delete workflow steps

1.

In the Workflow tab, expand Processes and double-click the workflow process you
want to work with.

In the action bar, click Edit.
In the “Edit Process” form, click Add/Edit Steps (at the bottom of the form).

In the “Steps for Workflow Process” form, click Remove next to the step you want to
delete.

In the pop-up dialog box that appears, click OK.
Click Save.
WebCenter Sites saves the workflow process and displays it in the “Inspect” form.

Deleting Function Privileges

To delete function privileges

1.

In the Workflow tab, expand Processes and double-click the workflow process you
want to edit.

In the action bar, click Edit.

In the “Workflow Process” form, click Add/Edit FunctionPrivs (at the bottom of the
form).

In the “Functions for Workflow Process” form, click Remove next to the function
privilege you want to delete.

Click Save.
WebCenter Sites saves the workflow process and displays it in the “Inspect” form.

Testing Your Workflow Process

Before you move your workflow process to the management system and implement it
there, test it on your development system.

To test your workflow process

Log in as a user with administrator access and configure start menu items that assign
workflow processes to assets, if necessary.

Log in as a user who has a role that has been authorized to take the start step of the
workflow process. Create an asset, select the workflow process (only if the start menu
item does not assign it), and then finish the assignment.

Log in as the participant who has the assignment now. Finish the assignment and then
log in as the next participant. Continue through the entire workflow in this manner.

Verify that the e-mail messages that should be sent are being sent.
Verify that your workflow sends the asset through the process correctly.
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Moving Your Work

Typically you create and fine-tune a workflow process on a development system to ensure
that it functions exactly as you need it to before you introduce that workflow process to the
management system.

When your workflow is ready to be used by content providers, use the Initialize Mirror
Target feature to move your workflow components to the management system.

For information about this feature, see “Migrating a Site from One System to Another,” on
page 314.

Clearing Workflow Assignments

People go on vacation, get reassigned to new work groups, and move on to different jobs.
What should happen to their workflow assignments in these situations? One option for
handling work assignments that cannot be finished by the original assignee is to delegate
the assignments to someone else. However, even with the delegate feature, you, the
administrator, might still be called on to clear assignments from some user’s assignment
list.

To clear assignments for a user

1. Inthe Admin tab, double-click Clear Assignments.
2. Inthe “Search for Assignments” form, enter the desired user name. For example:

Search for Assignments

*lUser Name:

Show Assignments

3. Click Show Assignments.

WebCenter Sites displays a list of assets that are currently assigned to that user.
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Clearing Workflow Assignments

For example:

Clear Assignments

The following assets have been assigned to: firstsite.
To clear an assignment, select the asset's check box and click Clear Assignrments.

Type Mame Description Assigned to Task status Clear

M Page FSIHome  Home firstsiteDesignet ) active O
M Page Home (ft) Page Principale  firstsite{Designer) active L
M Page  Home (de)  Home (de) firstsiteDesignet ) active O
M Page Home (es) Home (es) firstsiteDesignet ) active L

Clear assighment comment:

Remove the asset from workflow if there are no other assignees for the asset:

Oves
®mo

Clear Assignments

4. Inthe “Clear Assignments” form, select the Clear check box next to each assignment
you want to clear.

5. (Optional) In the Clear assignment comment field, enter a brief explanation of the
reason for which you are clearing the selected assignments. The explanation you enter
in this field appears in the Action Taken field in the Workflow History section of the
asset’s “Status” form.

6. Do one of the following:

- If you want the asset to be removed from workflow if it is not assigned to anyone
else, select Yes.

If you want the asset to remain on the assignment list of any other user who is also
assigned the asset, select No.

7. Click Clear Assignments.
WebCenter Sites displays a “Clear Assignments Report” summarizing your changes.
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Clearing Workflow Assignments
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Chapter 10
Replicating CM Sites

To speed up the deployment of online sites, WebCenter Sites provides Site Launcher. This
new feature enables you to replicate a suitably-prepared CM site and, in the process, either
share or copy its components to the new site. You can then modify the new site as
necessary, and deploy it. This chapter provides an overview of Site Launcher, replication

guidelines, requirements and options, and procedures for enabling and using Site
Launcher.

This chapter contains the following sections:
« Site Launcher Overview

e Preparing for Replication

e Site Replication Steps

« Post-Replication Tasks and Guidelines
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Site Launcher Overview

Site Launcher Overview

To minimize your effort in creating new sites, WebCenter Sites provides a site-replication
utility called “Site Launcher.” This utility is designed not for backing up CM sites, but for
spinning them off.

For example, your management system hosts a dedicated CM site for a department named
“Products.” A new department named “Services” has been recently established and must
be quickly introduced to the public. “Services” is similar to “Products” in size and
structure, although its members are public relations specialists rather than advertising
staff. Instead of creating a “Services” CM site from scratch, you can replicate the
“Products” CM site directly on the management system, and modify the replicate to
accommodate the newly established “Services” department.

Site Launcher replicates source sites directly on their native WebCenter Sites system, re-
using the existing database schema. The sites are replicated quickly and easily, without the
need for coding. However, while replication itself is a quick and straightforward
procedure, it does require preparation and follow-up on the part of the administrator. How
much, depends on the content management needs.

The rest of this chapter provides the steps that you need to follow in order to successfully
replicate sites for use in any content management model—1:1, 1:n, or x:n, described in
“Content Management Models,” on page 34.

Note

Site replication can be carried out only by the general administrator. Site and
workflow administrators cannot replicate the sites they manage, as they have no
access to Site Launcher.

Preparing for Replication

Before attempting to replicate a site, you need to consider several recommendations
regarding the nature of the site and its replicate. You must also make decisions about
which components to copy or share, and finally ensure that the source site meets system
requirements for replication. This section outlines our recommendations, your options,
and the system requirements.

Ensuring the Source Site Meets Replication Requirements

Site Launcher can be used to replicate almost any CM site: small, large, functional,
incomplete, independent of other sites, and overlapping other sites by the sharing of
components.

However, to use Site Launcher most effectively, it is best for you to start with a site that is
small, functional, and similar to the site that you need to have. In general, the source site
should be a skeletal one, meaning that it has structure and design, but little content. These
characteristics, beyond ensuring a tractable replicate, will help you conserve resources and
minimize replication time.
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Preparing for Replication

In addition, make sure that the source site resides on the management system. (If you need
to first create a replicable source site, follow the steps in “Site Configuration Steps,” on
page 60.)

Planning the New Site

This section outlines your site replication options and the system requirements.

Copying vs. Sharing

When designating a source site, you must decide whether to copy or share certain site
components, and therefore, determine from the start, how the new site will function in
relation to its source site—as a duplicate or a subset; as an independent site or an
overlapping site. (On a bigger scale, you will also need to determine how the new site will
function in relation to other sites in your content management model.)

The table below shows that when the source site is being replicated, most if its
components are shared by default. Other components are shared or copied at your
discretion. Users are neither copied nor shared.

asset subtypes Shared
asset types Shared
assets Either copied or shared (admin decides)
associations Shared

Sites Desktop and Sites DocLink configuration |Copied

publishing destinations Shared

roles Shared

start menu items Shared

templates (design assets) Either copied or shared (admin decides)
tree tabs Shared

users Neither shared nor copied

workflow processes Shared

Note that copying and sharing of assets is selective at the asset type level, but not at the
asset level—when you select an asset type to be copied (or shared), all assets of that type
are copied (or shared). The same holds for templates (design assets).

Concerning assets and templates, your specific tasks are to determine:

* Which asset types must have their assets copied or shared.

* Whether template assets must be copied or shared.

*  Whether assets will be previewed on the new site as formatted content.
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To determine whether assets and templates must be copied or shared, use the following
guidelines:

Sharing an asset does not require you to share the template that renders the asset. The
template can be copied.

Whether you share or copy an asset depends on how the rendering logic in the
template treats asset names. For example, template logic can be written in such a way
as to assume either shared templates (constructed with explicit template names in the
render:satellitepage and render:callelement tags) or copied templates
(constructed with a template name using Variables.site prepended to the name in
the render:satellitepage and cal lelement tags).

The same reasoning applies to other asset types. If in your rendering logic you use
asset names such as flex attribute name, or image name, then the template logic will
treat the asset type as either shared (explicit name) or copied (constructed name), and
you need to designate the source site accordingly.

If you decide to copy template assets, make sure that the template assets do not
contain hard-coded template names, and a template is not named in the “Default
Values” list of any start menu item.

When assets are shared to a new site by Site Launcher, their data is not changed. The
single exception is Template assets. A Template asset maintains a SiteCatalog entry
for each site to which it is shared. Therefore, when a template is shared to a new site,
the template’s list of SiteCatalog entries is updated (the new site is added to the list of
SiteCatalog entries).

Because data in a shared asset is not changed, asset references of that asset also remain
unchanged. Therefore, if assets with asset references are to be shared, the asset
references must also be shared. For example, if you have Article assets that have
references to ImageFile assets, you may

- share both asset types,
- copy both asset types, and
- copy the Articles and share the ImageFiles.

However, you must not share the Article and copy the ImageFiles. Doing so will cause
errors to be displayed when a copy of the site is launched.

Start menus are shared among the source site and its replicates. Therefore, if a
workflow process is set in the source site's start menu, that workflow will be set in the
replicate sites. When users in the new site invoke the start menu item to create an
asset, the workflow will take effect.

Your decisions in the planning stage are governed by the specifics of your installation as
well as your own methods of managing the WebCenter Sites environment. The site that
you create by replication must ultimately fit in to the content management model that is
being (or has been) established on the management system. For example, if you have
central sites and centrally managed sites, you need to determine how your new site will
function in relation to them. For information about site modeling, see “Content
Management Models,” on page 34.
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Preparing for Replication

Naming Assets

Assets that are copied to the new site are named algorithmically, by use of prefixes as
follows:

» The prefix for the source is specified when you designate a site as a site launcher
source site and is, by default, the name of the site.

e The prefix for the new site is specified in Site Launcher itself and is, by default, the
name of the new site. When specifying a prefix, make sure it is short.

« If the source asset has a prefix, or the asset type requires a unique name, then a prefix
will be used in the name of the new asset. If the source asset has a prefix, the new asset
will have the new prefix in place of the old prefix.

« |If the source asset does not have a prefix, then the prefix is prepended to the asset
name to make the new asset name.

Planning Users

Given that users are not copied or shared to the new site during replication, you will have
to manually add them to the new site.

If the users will be different from those on the source site, you will need to create new user
accounts. In the process, consider the users’ functions on the new site, the roles they will
need, their access to start menu items, workflows, tree tabs, and so on.

Bear in mind that the original associations among components are preserved on the new
site. If you redefine users’ functions, you may have to redefine their associations with
other components on the site. Accounting for new associations in the planning stages will
help you to assess your post-replication workload and create a functional site that also
meets your expectations.

Choosing the Replication Time

Because normal operations affect site replication, it is best to run Site Launcher when the
source site is not being actively edited. Otherwise, the replicate site might not match the
source site. Also, make sure that prior to replication, all assets in the source site are
checked in to the database. Otherwise, if revision tracking is enabled and an asset to be
shared is checked out, the sharing of the asset will fail.
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Site Replication Steps

This section shows you how to enable and use Site Launcher. The procedure consists of
three basic steps:

I. Ensure that Replication Requirements Are Satisfied
I1. Enable the Source Site for Site Launcher, on page 206
I11. Replicate the Source Site, on page 207

The steps are given in detail in the rest of this chapter.

l. Ensure that Replication Requirements Are Satisfied

1. Prepare for replication by ensuring that source sites and planned sites meet the
requirements. For more information, see “Preparing for Replication,” on page 202.

2. Go to section “ll. Enable the Source Site for Site Launcher” to enable the source site.

Il. Enable the Source Site for Site Launcher
In order to replicate a source site, you must first configure Site Launcher.
To configure Site Launcher

1. Make sure that you have completed the steps shown above (“I. Ensure that
Replication Requirements Are Satisfied”).

2. When you complete the steps in this section, be prepared to follow up immediately
with the steps in the next section, “Ill. Replicate the Source Site.” Immediate follow-
up ensures that the condition of the source site has not changed.

3. Inthe Admin tab, expand Sites and double-click the site you want to replicate. This is
your source site.

4. Inthe site’s “Inspect” form, click Configure Site Launcher for this site (at the
bottom of the form).

5. Inthe “Configure Site Launcher” form, do the following:

a. If you want to copy assets, go to the Asset prefix field and either enter a prefix for
the assets, or accept the default (the name of the source site).

b. Inthe “Enabled Asset Types” panel, locate the asset types whose assets you want
to copy or share, and click their Copy or Share radio buttons.

Note

If you want to copy or share all assets of all types, click the Copy All or
Share All button.

Oracle WebCenter Sites Administrator's Guide

206



Chapter 10. Replicating CM Sites

c. Click the Save button to save your configuration options.

Site Replication Steps

Configure Site Launcher: FirstSitell

*Asset prefioo: Fsl

Enabled Asset Types: Description

Ittribute Editor
CSElerment

Conkent

Content Attrbute
Segment

Sita Visitor

Site Visitor Attribute
Site Visitor Defnition
Site Visitor Panent
Site Visitor Parent Definition
SiteEntry

TiErnplate

LI Configuration

Wator Attribute

1

Axzet Type Skip Dista

At Types
C5Bemant
Content_C
Content_&
Segments
FSIlWisitor
FSITYisitor Atr
FSIMVisitorDef
FaIlvisitorPansrit
FSIMvEitorPDef
SiteErtry
Timplate
Fw_LilCorfiguration

Scalaryds

i~

e

el e

o

® AF zezats wil be gharad or copeed o rew Bite. Copied asrets Wil ba renamed usng the amset prafy, iF a
L nama [ reguredt AR stand mar dams wil e gharad with raw ata, A Star Dasktoo and Stas
Docled cordigurarion sfbomanon wil be copiad 10 the new #te.

Copy

F

FSII Approva for Artwork
FSIL: dpprowd for Content
FSIL: Approvwd for Dooumenits
FSIL: Approwd for Products
FSIL Approva for Prorncitions

FSII: Approwd for Structune

workflow Process: () af worirow processes vl be shared with new ste

=N

6. Go to the next section, “Ill. Replicate the Source Site,” to complete the site replication

procedure.

lll.  Replicate the Source Site

Once you have enabled the source site for replication, you can use Site Launcher to create
as many copies of the source site as you wish.

To replicate the source site

1. Make sure that you have completed the steps above (“I. Ensure that Replication
Requirements Are Satisfied,” and “Il. Enable the Source Site for Site Launcher”).

At the bottom of the “Inspect” form, click Launch Copy.

In the “Site Launcher” form, do the following:

a. Inthe Name field, enter the name for the new site.
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b. Inthe Description field, enter the description for the new site.

c. Inthe “Publish Destinations” area:
1) Select the publish destinations you would like to be available for the new site.
2) Initialize the destinations by selecting the checkboxes, as necessary.
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Site Replication Steps

d. Click Add Site to copy the site.

Site Launcher: New Site from FirstSitel I (FirstSite 11)

*Name:

*Description:

*Asset prefix:

Copied assats with names baginning with 'FSIT wil be renarmed with this value,

Enabled Asset Types: Description Asset Type SkipData Copy Share
Attribute Editor AttrTypes v
CSElerment CSElerment v
Content Content_ v
Content Attribute Contant_A v
Cortent Defirition Content_cCD v
Content Fitter Content_F v
Content Parent Content_P v
Content Parent Definition  Content_PD v
Dimension Dirnensicn v
DimnensionSet DimansionSet v
Docurment Docurment_C v
Docurnent Attribute Document_& v
Document Definition Document_iD v
Document Fitter Document_F v
Docurnent Parent Docurnent_P v
Site Visitor Parent Definition FSTIVisitorPDef v
SiteEntry SiteEntry v
Template Template v
UT Configuration Fad_LIConifigurration v
isitor Attribute Scalari/als v

Workflow Process: workflow

FSII: Approval for Artwork
FSII: Approval for Content
FSII: Approval for Documents
FSII: Approval for Products
FSII: Approval for Promotions
FSII: Appraval for Structune

Publish Destinations: Enable? Initialize

Cloestination 1 {static) [Cset publish start point Lsing FSIHome',

_ [ as a production site.
[Coestination 2 {dynamic)
[as a management site.

[Jis a production site
[CJFs Destination (RedTima)
[ &s a managemant site

[ &5 a production site.

[CIrsit Destingtion (dynarmic) _
[ as a management site.
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Post-Replication Tasks and Guidelines

After the new site is created, WebCenter Sites displays a summary that indicates:

- Which assets were copied or shared. For each asset that is shared, WebCenter
Sites adds a row in the AssetPublication table, indicating the site id
(publication id) of the new site. For each asset that is copied, WebCenter Sites
enters the copy into the table where the original asset is stored.

- The number of start menu items, workflow processes, and publish destinations
that were shared with the new site.

4. At this point, you need to add users and otherwise ensure that the new site is properly
configured. For instructions and guidelines, see the next section, “Post-Replication
Tasks and Guidelines.”

Post-Replication Tasks and Guidelines

When the new site is established, you need to complete its configuration by completing
the following steps:

1. Add existing users to the new site, or establish new users, depending on how you
planned the new site.

- To add existing users, follow instructions in “Granting Users Access to a Site
(Assigning Roles to Users),” on page 112.

- To establish new users, follow the guidelines in Chapter 3, “Site Configuration
Guidelines.”

2. If workflow processes exist, make sure that the correct asset types and roles are
associated with the processes through Start Menu items.

Test the new site.

If necessary, create a site administrator. Be sure to assign the xceladmin ACL to the
user account and give the user the SiteAdmin role for the new site.
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Part 3
Export and Mirror Publishing

This part describes Oracle WebCenter Sites” Export and Mirror publishing systems and
the approval system which validates content intended for publication. This part also
contains procedures for configuring and managing these publishing methods.

This part contains the following chapters:

» Chapter 11, “Publishing with Oracle WebCenter Sites”

e Chapter 12, “The Approval System”

e Chapter 13, “Various Topics in Export to Disk Publishing and the Approval Process”
e Chapter 14, “The Export to Disk Publishing Process”

e Chapter 15, “The Mirror to Server Publishing Process”

e Chapter 16, “The Export Assets to XML Publishing Process”

e Chapter 17, “Additional Publishing Procedures”
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Publishing with Oracle WebCenter Sites

Content is made available to the visitors of your online site by copying from the
management system to the delivery system. Copying content from one system to another
is called publishing.

The WebCenter Sites publishing system supports three publishing methods: Export to
Disk, Mirror to Server, and Export to XML. WebCenter Sites also provides an approval
system that determines which content gets published, a scheduling function that enables
you to set the publication time, and a utility for configuring site-specific publishing
destinations.

This chapter describes the publishing and approval systems. It contains the following
sections:

e Overview

e Publishing Methods

¢ Publishing Destinations

e The Approval System

e The Publishing Schedule

« What Happens During a Publishing Session?

e Obtaining Information About a Publishing Session
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Overview

Before assets can be published, either you or WebCenter Sites must determine the
following information:

*  Which publishing method WebCenter Sites should use: Export to Disk, Mirror to
Server, or Export Assets to XML.

As an administrator, you specify the publishing method for the destination when you
configure the publishing destination. For more information, see “Publishing
Methods.”

» To which publishing destination WebCenter Sites should publish during a given
session.

As an administrator, you configure the publishing destinations for your system. For
more information, see “Publishing Destinations,” on page 217.

« Which assets have been approved and are ready to be published to the current
destination. The approval system determines this information.

When an asset is deemed ready for publication, a content provider marks it as
“approved” for a specific publishing destination. The approval system validates the
“approved” label to determine whether publishing the asset is likely to create broken
links on the live site. If the potential for broken links exists, the asset is held back from
the publishing session until its dependencies on other assets are resolved by the user
approving those assets, as well. If the approved asset either has no dependencies or its
dependencies are satisfied, the approval system releases the asset to the publishing
system.

The approval system’s process is complex and varies from one publishing method to
another. For detailed information about the workings of the approval system, see
Chapter 12, “The Approval System” and Chapter 13, “Various Topics in Export to
Disk Publishing and the Approval Process.”

* When assets should be published.

As an administrator, you set up the publishing schedule. The publishing process runs
as a batch process that you schedule to occur at regularly-occurring intervals. On an

as-needed basis, you can also override the schedule and publish on demand. For more
information about publishing schedules, see “The Publishing Schedule,” on page 218.

During a publishing session, the session information is recorded in log files. You can
monitor the session through the Publish Console to determine both the publishing history
and the status of currently running publishing sessions. You can also use your browser to
complete other administrative tasks, as the publishing process runs in the background. For
information about the events that occur during a publishing session, see Chapter 11,
“What Happens During a Publishing Session?” For information on how to obtain
publishing information, see Chapter 11, “Obtaining Information About a Publishing
Session.”
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Publishing Methods

This section describes the publishing methods that WebCenter Sites supports. Figure 6, on
page 216 summarizes the publishing methods.

For Export to Disk publishing, the delivery system is a web server. Publishing to this
type of system is done as follows:

Approved assets in the CM system database are rendered by templates into HTML
files. The files are saved to a file system and subsequently published to the web
server by an administrator using a transfer protocol, such as FTP.

When published content is requested by site visitors, the HTML files are served as
pages to the browser.

For Mirror to Server publishing, the delivery system is a WebCenter Sites system.
Publishing to this type of system is done as follows:

Approved assets and their database tables are mirrored from the CM system
database to the delivery system database. Throughout the publishing session, the
publishing system communicates and cooperates with the CacheManager on the
delivery system. The CacheManager is a WebCenter Sites servlet that manages a
system’s page cache. CacheManager ensures caching of the pagelets or pages that
refer to the assets which will be mirrored. After the publishing session concludes,
CacheManager generates those pages again to display the updated content, and
caches the new pages and pagelets.

When published content is requested by site visitors, it is provided on-the-fly. The
content is drawn from the delivery system database by templates and served to the
browser, where it is finally rendered as pages.

For Export Assets to XML, the delivery system is a database or an external system
running an application other than WebCenter Sites. The publishing method is a data
transformation method that outputs XML files. Rather than creating pages that are
ready to be displayed by a web server, this publishing method uses the Export API to
create one XML file for each approved asset.

When published content is requested by site visitors, it is provided on-the-fly. The
content is drawn from the delivery system database by templates and served to the
browser, where it is finally rendered as pages.

These chapters describe each publishing method in detail:

Chapter 13, “Various Topics in Export to Disk Publishing and the Approval Process”
Chapter 14, “The Export to Disk Publishing Process”

Chapter 15, “The Mirror to Server Publishing Process”

Chapter 16, “The Export Assets to XML Publishing Process”
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Figure 6: WebCenter Sites’ Publishing Methods
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Publishing Destinations

A publishing destination is either the WebCenter Sites database to which you are
mirroring content, or a directory to which you are exporting. A publishing destination is
expressed as a named object that defines the following parameters:

A publishing method (Export to Disk, Mirror to Server, or Export Assets to XML)
e Alocation

- For Export to Disk publishing and Export Assets to XML, the publishing system
converts the approved assets into HTML or XML files. The location is the root
directory to which the files are saved. You set this directory with the
cs.pgexportfolder property in the futuretense. ini file.

- For Mirror to Server publishing, the destination is the server name in URL
format (including the port number) of the server that is supposed to deliver the
content. (You set the server name in the Destination address field of the
“Destination” form.)

* The names of CM sites whose assets can be published to the destination.

For any publishing method, you can configure more than one publishing destination for
your Sites system. Depending on how your online sites are designed by the developers,
you may need to publish both static content (HTML files, using Export to Disk) and
dynamic content (pages generated on the fly by the Mirror to Server or Export to XML
publishing method). For this kind of dual implementation, consult with your developers to
determine how to configure your publishing destinations.

In this document, the following terms are used when discussing publishing destinations
and configuration:

« Source. The WebCenter Sites database that serves as the source for a publishing
session. Because you can mirror assets from any Sites system to any other Sites
system, the source is not always the content management system.

« Destination. Either the WebCenter Sites database that you are mirroring to or the
directory that you are exporting to.

For information about creating publishing destinations, see “Step 3. Configure an Export
Destination,” on page 275 and “Step 5: Create a Mirror Destination,” on page 293.

The Approval System

When assets are approved for publication on a specific destination, WebCenter Sites
verifies that each asset is ready to be published by invoking the approval system. The
approval system runs a pre-publication process that protects the online site against the
possibility of broken links and outdated content. In this process, the approval system
determines answers to the following questions:

1. Which assets are deemed to be ready for publishing—that is, which assets are marked
by the user as approved?

2. Do the approved assets have dependencies? That is, must any other assets also
accompany those approved assets? or, must any other assets also exist on the
destination to ensure that all the links on the site will work correctly?
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For example, you may have a site set up that has article assets that refer to image files.
An approved article with an unapproved associated image file cannot be published
until the image file is also approved.

Depending on the answers to these questions, the approval system either allows the
publishing system to publish approved assets at the next publishing session, or it stalls the
publication of assets that fail the dependency test.

Note

e In Export to Disk publishing, the choice of templates can cause assets to
bypass the approval system. For more information about the approval system
in Export to Disk publishing, see Chapter 13, “Various Topics in Export to
Disk Publishing and the Approval Process.”

e Itis typical to build an approval step into your workflow processes. For
information about workflow, see Chapter 9, “Creating and Managing
Workflow Processes.”

» For information about how to approve assets, see the chapter on publishing in
the Oracle WebCenter Sites User's Guide.

Detailed information about the workings of the approval system is given in Chapter 12,
“The Approval System” and Chapter 13, “Various Topics in Export to Disk Publishing and
the Approval Process.”

The Publishing Schedule

A publishing session (no matter what the publishing method) runs as a background, batch
process called a publish event. As the administrator, you configure the schedule for
publishing events.

You can schedule publishing events to occur daily, weekly, hourly, every 15 minutes, or in
various combinations of these time increments. When scheduling multiple publishing
sessions, bear in mind several rules:

« Publishing to a given destination must be done serially.

Because each publishing session is a background event, a given destination can
support only a single publishing session at a time. If publishing to a specific
destination is still in progress when the next event for that destination is scheduled, the
second event attempts to run and then fails, reporting that a publishing session to that
destination is already underway.

Similarly, multiple sources must not be configured to publish simultaneously to the
same destination. Doing so will cause publishing errors and problems with data
integrity.

« Never schedule a publishing session to a destination for a time when the destination
system could be publishing to another destination.

For example, you publish from the development system to the management system,
and from the management system to the delivery system. Do not schedule a publishing
session from the development system to the management system while the
management system is publishing to the delivery system.
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» Publishing to multiple destinations can be done simultaneously. You can publish to
multiple destinations at the same time by setting up events for the destinations and
selecting the same time for them.

Because a publishing event completes database transactions, the publishing feature must
have a user account specified for it. This user is called the batch user and you use the
xcelerate.batchuser and xcelerate.batchpass properties in the
futuretense_xcel . ini file to identify the batch user account for your Sites system.

Note

Publishing also requires a mirror user, different from the batch user. For more
information, see “Users and Mirror to Server Publishing,” on page 288.

What Happens During a Publishing Session?

When the publishing system begins publishing approved assets, WebCenter Sites does the
following:

« Creates a publishing session by adding a row to the PubSession table and assigns the
session a unique 1D, called the PubSession ID.

* Runs a query to gather all the assets that are approved and are ready to be published to
the destination that the session is publishing to.

« Locks the assets that are returned by the query, and also notifies the CacheManager
about these assets, so that they cannot be edited while the publishing session is
underway.

« Invokes the appropriate element for the publishing method, passing it the list of assets
that should be published.

Then, those assets are either rendered into files or mirrored to a destination database,
depending on the publishing method in use. For information about what the Export to
Disk, Mirror to Server, and Export Assets to XML publishing methods do with the list of
approved assets, see the following chapters:

e Chapter 14, “The Export to Disk Publishing Process”
e Chapter 15, “The Mirror to Server Publishing Process”
e Chapter 16, “The Export Assets to XML Publishing Process”

When the publishing session concludes, the publishing system notifies the approval
system of which assets were published and then it updates the page cache.
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Obtaining Information About a Publishing Session

WebCenter Sites writes information about each publishing session to log files and to
several tables in the WebCenter Sites database. Much of this information is displayed in
the Publishing Console as the publishing history for a session. To display the Publishing
Console, click the Publish button located in the top button bar in the main window. See
also “Troubleshooting,” on page 329.

Note
You must have the xcelpublish ACL to view the Publish Console.
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Chapter 12
The Approval System

This chapter explains the basic workings of WebCenter Sites’ approval system. It does not
contain procedures on performing specific operations. Rather, its purpose is to help the
administrator gain a basic understanding of the approval system’s process, which is both
complex and highly interactive, especially in the case of Export to Disk publishing.

Each section of this chapter is written to be as self-contained as possible, with many
examples to illustrate the concepts. For continuity, users can read the sections sequentially,
and for reference, turn to the section of interest. As this chapter progresses, it builds on the
introductory material (especially approval-system terms and definitions), and ends with a
comprehensive picture of how the approval system performs its function.

Note

Readers who would like a summary of the approval process can skip to the section
“Putting It All Together,” on page 243.

This chapter contains the following sections:
e Overview

e A Brief Look at Dependency Analysis

e Terms and Definitions

* Rules for Dependency Analysis

» Putting It All Together

« Reference: Approval States
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Overview

Before a publishing session can begin, the user is required to approve assets for the
publishing destination. This task is far more intricate than it appears to be. Enterprise sites
host enormous numbers of assets, making it impossible for users to track which assets are
bound to each other by dependencies and therefore must be approved together in order to
be published. As a result, users typically approve only some of the assets that require
approval. The unapproved assets compromise the integrity of the approved assets by
causing broken links among them. This is where the approval system takes over.

The ultimate purpose of the approval system is to protect the integrity of published
content. To this end, the approval system does not automatically allow the publication of
user-approved assets. Instead, it evaluates the condition of the user-approved assets in
order to determine whether they are indeed ready for publication. If necessary, the
approval system then assists the user in approving the supporting assets.

During its operation, the approval system ensures that asset dependencies, encoded in
templates or the data model, are kept intact among approved assets, so the dependencies
can be reproduced on the publishing destination when the assets are published. If an
approved set of assets is free of broken links, it is likely to be free of broken links when
published. If an approved set of assets upholds version matching, it is likely to uphold
version-matching when published.

Export to Disk Publishing

Exported
Pages

Template Code user- system-

Dependencies [ approvals< ’approvals = publishing —p-

Mirror to Server Publishing

TN
Data Model user- system- -
Dependencies [ approvals™™ approvals ™ publishing —pe Mirrored
Assets
.|| v
Export to XML
Data Model user- system- - Third-Party
Dependencies [|  approvals™™ approvals ™™ publishing —pe System
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A Brief Look at Dependency Analysis

When analyzing approved assets for broken links and inconsistent versions the approval
system performs a dependency test:

1. The approval system determines whether dependencies among user-approved assets
match dependencies that are specified in either the template code or the data model,
taking into consideration the publishing method. As shown in Figure 8, on page 228:

- In Export to Disk publishing, the approval system tests dependencies (among
approved assets) against template code. The dependencies are determined as the
code in the template is evaluated. If a default template has been assigned to assets
of a given type, the approval system uses that template to determine the
dependencies. If there is no default template, the approval system uses the
template that is specified for the given asset. (For detailed information about
approvals and Export to Disk publishing, see Chapter 13, “Various Topics in
Export to Disk Publishing and the Approval Process.”)

- In Mirror to Server publishing and Export to XML, the approval system tests
dependencies (among approved assets) against the data model.

2. If the approval system finds that dependencies among user-approved assets are
satisfied, it allows the assets to be published and releases them to the publishing
system for inclusion in the next publishing session.

However, if it finds the dependencies to be breached, the approval system looks for
published assets that will satisfy those dependencies at publication time and therefore
turns to published content. The approval system scans the Publ ishedAssets table
to determine what has been published to the target destination:

- If an asset requiring approval does not exist on the target destination (and in the
correct version, if applicable), the approval system prompts the user to approve
the asset.

- If the asset requiring approval already exists on the target destination (and in the
correct version, if applicable), the asset will satisfy the dependency at publication
time and therefore does not require approval (and re-publication).

Note

Version matching can be imposed by the Sites administrator, in which
case user-approved assets must match the versions of published assets in
order to satisfy the dependency criteria (which are called exists and
exact).

For Mirror to Server publishing, version matching is specified in the
mwb . conservativedependencies property, in gator.ini. For
Export to Disk publishing it is specified in the template code. For more
information see “Ensuring Version-Matched Content,” on page 237.
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Figure 7: Approvals and Publishing Methods
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3. On completing its analysis of all the user-approved assets, the approval system either
approves or disallows the publishing of certain assets:

The approval system supports fractional publishing rather than “all or none”
publishing. Assets that pass the dependency test are released to the publishing system
for inclusion in the next publishing session. Assets that fail the dependency test are
held back from the publishing system, and the user is informed as to which additional
assets also require approval. Dependencies among approved assets are hence the cause
of lighter-than-expected publishing sessions.

Dependencies among approved assets have a specific treatment and a name (“approval
dependencies™), both of which are critical to the understanding of how the approval
system works. Approval dependencies are the main subject of the rest of this chapter. They
are described and explained in the section “Terms and Definitions,” on page 225, along
with the equally important terms, “approvals” and “approval states.” (A summary of the
approval process can be found in the section “Putting It All Together,” on page 243.)

Terms and Definitions

Three especially important terms in the WebCenter Sites publishing model are “approval,”
“approval dependencies,” and “approval states.” These terms deal with dependencies that
are critical to the understanding of how the approval system works. They are also used
throughout this guide, as well as the WebCenter Sites publishing interface. We recommend
that you familiarize yourself with the terms, their definitions, and the supporting
examples. For information about these terms, see the following sections:

* Approval: Intent to Publish vs. Permission to Publish
* Approval Dependencies
e Approval States

Approval: Intent to Publish vs. Permission to Publish

For an asset to be published, it requires approval first from the user, then from the
approval system. To distinguish one type of approval from the other, we use the terms
user-approval and system-approval.

» The difference between user-approval of assets and system-approval of assets is the
following:

Whereas the user’s approval of an asset signals the user’s intent to publish the
asset, the system’s approval of the asset grants the publishing system permission
to publish the asset.

The user’s approval of an asset is equivalent to submitting the asset to the
approval system for a dependency test. The system’s approval of a user-approved
asset is equivalent to (1) confirming that the user-approved assets pass the
dependency test, and (2) releasing the asset to the publishing system for
publication in the next publishing session.

« The approval system never approves assets before the user has had a chance to do so:

When we say that an asset is system-approved, it is understood that the user has
already approved the asset.
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* When a user approves an asset, it is always to a given publishing destination.

When we say that an asset is user-approved, the publishing destination is
understood (and explicitly identified, if necessary).

e System-approvals are conditional:

When approving assets, the user can assign only one state to them, and that is
“Approved.” The approval system responds by treating the approval as tentative
and requiring verification. Only when the approval system completes its
dependency test and confirms that the “Approved” state is valid does the system
approve (release) the assets for publication.

If, however, the approval system cannot confirm the “Approved” state, it rejects
the state, assigns its own approval state to the assets, informs the user as to which
supporting assets also require approval, and holds the current user-approved assets
from publication until the user can approve the supporting assets. The system’s
approval of a user-approved asset is thus conditional on the user also approving
the supporting assets. Conditional approvals are caused by approval
dependencies, which are explained in the next section.

« The approval system can unapprove assets:

The approval system supports an approval queue to handle asset modification
events as a way of keeping approval tables up to date. For example, if an asset is
approved for publication, but then changed, the approval queue handles this
change by unapproving the asset—that is, rejecting it from the publishing queue.

The approval queue is not accessible to the user. It runs, by default, every

5 minutes. However, when you invoke a feature that uses approval functionality
(such as the Publishing tab), the approval queue is forced to run before the screen
is rendered in order to keep approval information up to date.
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Approval Dependencies

Note

Before reading this section, make sure you understand the distinction between the
terms “user-approval” and “system-approval.” For more information, refer to the
section “Approval: Intent to Publish vs. Permission to Publish,” on page 225.

An approval dependency is a conditional

dependency and results in a conditional Approval Dependency =
approval: Conditional Dependency

Condition 1. An approval dependency is
created if the user approves an asset that
refers to another asset for content. A1 Referring Asset:

User Approved

Condition 2. When an approval (can be system-

dependency is created, the system’s approval approved only when
of the referring asset is conditional on the the referenced asset
approval of the referenced asset. 'ussg%pro"ed by the
In other words, the approval system can A,

approve a referring asset only if the Referenced Asset

referenced asset is also approved. The
referring asset is said to have an approval
dependency on the referenced asset.

Note

From this point forward, we define “referring asset” to be the parent asset. The
“referenced asset” is the child asset. For simplicity, we also assume that parent
assets are solely parents, and child assets are solely child assets.

An important implication of approval dependencies is the following:

While approval dependencies originate in one of two sources (the data model or
template code), the number of approval dependencies is not necessarily equal to
the number of dependencies in the source. As shown in Figure 8, the existence of a
dependency in the source can lead to an unsatisfied approval dependency, a satisfied
approval dependency, or no approval dependency at approval time. Which outcome is
observed depends on two factors:

- Which asset(s) the user has approved.

- How the approval system treats approval dependencies. The approval system does
not simply determine that a dependency exists for a given pair of assets. It
explicitly accounts for the direction of the dependency by testing whether the
approved asset is a parent or a child. If it determines that a parent asset has been
approved, it logs an approval dependency. If it determines that a child asset has
been approved, it does not log an approval dependency.

For detailed examples of how approval dependencies are determined, see page 229.

Oracle WebCenter Sites Administrator's Guide



Chapter 12. The Approval System 298
Terms and Definitions

Figure 8: Encoded Dependencies and Approval Dependencies

Encoded Dependency Possible Approval Dependencies

Encoded Dependency Unsatisfied Approval Dependency
(in data model or template code)

A1 Parent Asset A1 User-Approved

A, Az
Child Asset

A1 can be approved by the approval system
only when A, is also approved by the user.

For detailed examples of how approval
dependencies are determined, see
“Examples of Approval Dependencies,”
on page 229.

Satisfied Approval Dependency

Ap User-Approved

Az
User-Approved

A1 and A, can be approved by the approval
system.

No Approval Dependency

Ay

/

Az
User-Approved

A, can be approved by the approval
system. A, is disregarded.
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Examples of Approval Dependencies

This example supplements the previous section (especially Figure 8, on page 228), by
illustrating in greater depth how approval dependencies are determined.

In this example, we have a two-asset data
model. Asset A, refers to asset A, for content.
While the data model specifies one
dependency (A; —A,), the user has three
different ways to approve the assets and,
therefore, create different approval
dependencies:

« Unsatisfied approval dependency
« Satisfied approval dependency
* No approval dependency

1. Unsatisfied approval dependency

In this instance, the user approves the
parent asset (A,), but not its child
(A,). The approval system crawls the
data model (using the approved asset
as a seed), discovers the A; —A,
dependency, determines the
dependency to be unsatisfied (by the
user’s approval of A, alone), classifies
the dependency to be an unsatisfied
approval dependency, rejects the
“Approved” state for A, disallows the
publication of A until A, is also
approved, and informs the user that A,
needs approval.

Encoded Dependency

Ay Parent Asset

Az
Child Asset

Unsatisfied Approval Dependency

Aq Approved (by
user)

In this instance, the system’s approval of A, is conditional on the user approving
A,. A is said to have an approval dependency on A,. (Because the approval
dependency is unsatisfied, the approval system notifies the user.)

2. Satisfied approval dependency

In this instance, the user approves
both the parent asset and its child. The
approval system finds the data model
dependency to be satisfied (by the
user’s approval of both A; and A,),
classifies the dependency to be a
satisfied approval dependency,
confirms the “Approved” states, and
allows publication of both A; and A,
when the next publishing session
begins.
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A1 Approved (by
user)

Az

Approved (by user)
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As in the previous instance, the system’s approval of A, is conditional on the user
approving A,. This time, however, the approval dependency is satisfied. No notice
is returned to the user. The asset will be published in the next publishing session.

3. No approval dependency

In this instance, the user approves the
child asset (A,), but not its parent
(Ay). Here, the approval system does
not recognize an approval dependency
(because A, has no dependency on
A,). The approval system confirms the Aq

user’s “Approved” state. As a result, /

No Approval Dependency

A, will be published (but A; will not).
Az
Approved (by user)

Summary

* Whereas data models and template code distinguish between the types of
dependencies they specify (for example, associations and recommendation
associations), the approval system simplifies these dependencies by treating them as
parent-child approval dependencies. The parent is the referring asset and depends on
its child for content.

More information about this rule (and other rules regarding dependency analysis) is
given later in this chapter. See “Rules for Dependency Analysis,” on page 234.

* Whereas data model dependencies and template dependencies are created by the
developer to specify how and which assets refer to each other for content, approval
dependencies are created by users who approve assets. Approval dependencies are
analyzed by the approval system and used to flag which user-approved assets can be
released for publication and which must be held back from publication; which assets
have yet to be approved by the user, which assets have been published, and so on.

« Data model and template code dependencies are fixed for the given data model and
template. Approval dependencies can vary, even for a fixed set of assets and a given
publishing destination. This is so because the combination of assets approved by the
varies from one approval attempt to another.
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Approval States

When the approval system detects an approval dependency, it must either confirm the
user’s “Approved” label for each of the assets, or flag the assets with approval states of its
own. An approval state is a label assigned to user-approved assets by the approval system
in order to identify their approval status: why an approved asset cannot be published,
whether the asset has been approved and published, whether an asset is eligible for
publishing (that is, approved but not yet published because the publishing session has not
yet been started), and so on. A complete listing of approval states is given in Table 2, on
page 246.

For example, in the figure at the right,
the user marked asset A, as
“Approved.” The system, however,
treats the approval as tentative.

Unsatisfied Approval Dependency

Following a dependency analysis, the A1 Approved
system determines that A;—even / (by user)
though approved— has an unsatisfied

approval dependency on A, and must Az

be held from publication (until A; is
also approved).

The system overrides the user’s
approval of A; by assigning A; the
“Held” approval state. It assigns A,
the “Needs Approval” state.

System-Assigned Approval States

A1 Held

Az
Approval State Scenarios Needs Approval

Even for a fixed set of assets and a given

publishing destination, the list of approval

states can (and typically does) vary from one

approval attempt to another. This is so, because the combination of assets approved by the
user tends to vary from one approval attempt to another. To illustrate, we use a simple
dependency model and three approval scenarios, all involving one and the same user:

In the figure at the right, each arrow

represents an approval dependency. For all

four assets to be published, four approval

dependencies must be satisfied at publication

time: A1
A1 A, /
Az A3

A2 —)A4

Az
A3 —)A4
(None of the assets have been previously / \
published.)

Now, consider three scenarios in which the
user approves different combinations of
assets:

Example Dependency Model
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1.

2a.

2b.

In the first (and ideal) attempt, the user

approves all four assets, which satisfies all

four approval dependencies at once.

In this scenario, the system logs four
approval dependencies, determines they
are satisfied, confirms the assets as
approved, and allows their publication

when the next publishing session begins.

In the second scenario, the user approves
two assets—A; and A,—which satisfies
one of the four approval dependencies.
Three approval dependencies remain to
be satisfied:

Az DAz

Ay, =A,

Az —A,

The approval system logs three
unsatisfied approval dependencies,
determines that none of the assets are
ready for publication, assigns its own
approval states to all the assets, and
returns to the user the following list:

- Agand Ay, in the “Needs Approval”
state

- Ajand A,, in the “Held” state; these
assets cannot be published until Az
and A, are approved
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1. User approves four assets.
Approval system allows their
publication.

A1 Approved

/ (by user)

A2 Approved

/ Y user)
- A

A
Approveé
(by user)

3 Approved
(by user)

2a. User approves two assets:

Ay Approved

/ (by user)

Ay Approved
(by user)

Ay Ag

2b. System assigns approval states:

A1 Held
A2 Held
Ay Aj
Needs Needs
Approval Approval
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3a.

3b.

In the third scenario, the user also
approves two assets—A, and Az—but
this time, satisfies none of the four
approval dependencies:

A A,

Ay —A3

Ay oA,

Az oAy

The approval system logs four
unsatisfied approval dependencies, and
determines that none of the assets are
ready for publication. The approval
system returns a list of assets and
approval states different from the list in
scenario 2. The list identifies:

- Ajand A, in the “Needs Approval
state

- A and Az in the “Held” state

Note

Terms and Definitions

3a. User approves two assets:

Ax
Approved
(by user)

A A Approved
4 8 (by user)

3b. System assigns approval states:

AL el
Needs
2 Approval
Ay Aj
Needs Held
Approval

If the user had approved a different set of assets, the system would have
determined different approval dependencies, and therefore different

approval states for the participating assets:

e If the user had approved A,, the approval system would have
determined only three approval dependencies (A, A3, A, —A,, and
Az —A,), even though the data model in our example specifies four

dependencies.

» If Az were approved, one approval dependency would have been

determined (A; —A,).

» If A, were approved, no approval dependencies would have been

determined.

For more information as to how approval dependencies are determined,
see “Approval Dependencies,” on page 227.
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Rules for Dependency Analysis

To perform its function, the approval system follows several rules, summarized below and
covered in more detail in the sections that follow:

« The approval system simplifies all approval dependencies by treating them as parent-
child relationships. For more information, see “Approval Dependencies and Parent-
Child Relationships,” on page 234.

« In Export to Disk publishing, the approval system tests approval dependencies against
template code. For more information, see “Export to Disk Publishing,” on page 235.

< In Mirror to Server publishing and Export to XML, the approval system tests approval
dependencies against the data model. For more information, see “Mirror to Server
Publishing and Export to XML,” on page 237.

« If version matching needs to be controlled, the administrator can set an exists,
exact, or none dependency to impose or cancel version matching. For more
information, see “Ensuring Version-Matched Content,” on page 237.

« If the approval system determines the existence of an unsatisfied approval
dependency, it searches for published content to avoid redundant approvals. For more
information, see “Evaluating Published Content,” on page 242.

Approval Dependencies and Parent-Child Relationships

The approval system simplifies the many types of dependencies that are specified in data
models and template code (for example, associations and recommendation associations).
Regardless of their origin and type, the approval system classifies all approval
dependencies as parent-child relationships and adheres to the following rules.

« An asset that refers to another asset is always the parent asset; the referenced asset is
the child asset. Figure 9 shows an example of parent-child relationships, in which one
asset is solely a parent asset, another is solely a child asset, and the rest are a mixture.

Figure 9: Parent-Child Relationships
A1  Parent asset

/

Ay Child asset of Aj; parent asset of Az and Ay

Child asset A4 <=——— A3 Child asset of A,; parent asset of A,
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e A parent asset is dependent on the child asset for content.

e The approval system approves parent assets only if the child assets are either user-
approved or they already exist on the publishing destination.

- If the child assets are also parents, then their child assets must be approved (or
must exist on the destination), and so on.

- If the publishing method is Mirror to Server or Export Assets to XML, version
matching can be a requirement (at the Sites administrator’s discretion), in which
case the approval system checks assets for version. For more information about
version matching, see “Exists/Exact Dependency Rules,” on page 239.

« The approval system approves child assets for publication independently of their
parent assets. On the live site, the link from parent to child will not appear to be
broken; it simply will not appear. (In this respect, parent data can be inadvertently
dropped from the live site.)

Figure 10 displays a hierarchical dependency among four assets to illustrate which assets
must be approved concurrently (as a result of approval dependencies), and which can be
approved alone.

Figure 10: Approval Dependencies

Aq For Al to be system-approved, Ay, A3, and A, must
exist as approved assets (or published assets on the
/ destination)

For A, to be system-approved, A3 and A, must exist as

/ \ approved assets (or published assets on the destination)

Ay =—— Az For As to be system-approved, A, must exist as an
Can be published alone approved asset (or published asset on the
destination)

Export to Disk Publishing

For Export to Disk publishing, the approval system tests approval dependencies against
template code.

Note

Approval templates represent the developer’s approval strategy for Export to Disk
publishing. Because approval for Export to Disk publishing is complex, it is given
a separate treatment in Chapter 13, “Various Topics in Export to Disk Publishing
and the Approval Process.” The section below introduces the basic concepts.
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Evaluating Approval Dependencies

For both flex and basic assets that are published using Export to Disk, there are two types
of approval dependencies: template and reference.

Template dependencies are strictly independent of the data model, regardless of how (or
whether) the assets are associated in the data model. For example, your data model can
specify an article-image association. In Mirror to Server publishing, the article depends on
the image for content, and cannot be published without the image. In Export to Disk
publishing, however, the template chosen to render the asset defines its own dependencies.
Some possibilities are:

« The approval template code re-creates the article-image association as a dependency,
thereby creating on the published page a relationship that already exists in the data
model.

« The approval template code creates dependencies on yet other assets (such as audio
files), thereby creating relationships that do not exist in the data model, but will exist
on the published page.

« The approval template code does not create any dependency between the two assets,
thereby creating no relationship at all on the published page. The assets are treated as
stand-alone content and published independently of each other, even though the data
model specifies an association.

Tags that generate template dependencies are:

* <asset:load>

* <asset:loadall>

e <assetset:setasset>

* <assetset:setlistedassets>

e <render:logdep>

Reference dependencies are generated when a link is created from one page to another.
They are registered as reference dependencies between the primary assets of the two
pages. For example, if we create a hyperlink from the approval template of asset A to a
page where asset B is the primary asset, the approval system will register this as asset A’s
reference dependency on B. Tags that generate this kind of dependency are:

* <render:getpageurl>

* <render:gettemplateurl>

¢ <render:gettemplateurlparameters>

Approval dependencies for Export to Disk publishing are a complex topic. Additional

information about approval dependencies can be found in Chapter 13, “Various Topics in
Export to Disk Publishing and the Approval Process.”

Test Rendering

When an asset is user-approved to a Export to Disk publishing destination, the approval
system determines approval dependencies for that asset by evaluating the code in the
template that is assigned to the asset. The approval system also performs a “test-render” in
which it evaluates the template code for compositional dependencies, which are
manifested when the content is published.

Compositional dependencies are the dependencies of a generated page on the assets that
were used to generate that page. They are determined by the logic in that page’s template.
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The same tags that create template and approval dependencies at approval time also create
compositional dependencies at publication time.

If a default template has been assigned to assets of that type, the approval system uses it to
determine the dependencies. If there is no default template, the approval system uses the
template that is specified for the given asset.

Your developers create default templates for asset types for the following reason: when the
Export to Disk publishing method actually publishes an asset, it does not necessarily use
the template that is assigned to the asset—the code in another element could determine
that a different template renders that asset in certain cases. If this is the case for your
online site, it is likely that the developers who created the templates also designed default
templates for the approval system to use when determining approval dependencies.

You or your site designers can set default approval templates for each asset type and for
each publishing destination. See “Assigning Approval or Preview Templates,” on
page 324.

Mirror to Server Publishing and Export to XML

For Mirror to Server and Export to XML publishing methods, the approval system tests
approval dependencies against the data model.

Note

Mirror to Server publishing and Export to XML allow for the possibility of
unsatisfied compositional dependencies on the live site, because templates that
render the page are not evaluated during Mirror to Server and Export to XML
publishing.

Compositional dependencies appear when a dynamic page is assembled. They
involve a set of assets that are used to generate the page. For more information
about compositional dependencies, see “Test Rendering,” on page 236 and
Chapter 13, “Various Topics in Export to Disk Publishing and the Approval
Process.”

Ensuring Version-Matched Content

Any publishing session (such as the one in Figure 10, on page 235) can be made more
stringent by the administrator requiring parent assets to match child assets in terms of
version, thereby ensuring self-consistent content. Dependency on version is not encoded
in either the data model or the template code:

« For Mirror to Server and Export to XML publishing, it is specified in one of
WebCenter Sites’ properties—mwb . conservativedependencies (in the
gator. ini file)—by setting the value of the property to exists or exact.

» For Export to Disk publishing, it is specified by setting the deptype attribute in the
relevant tags to exists, exact, or none (the tags are listed in “Evaluating
Approval Dependencies,” on page 236).

Dependency on version is qualified by the terms exists, exact, or none.

* Anexists dependency does not require version matching. For a parent to be
published, its child assets must simply exist either as approved assets or as published
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assets on the publishing destination. The version of the parent asset need not match
any versions of its child assets.

« Anexact dependency requires version matching. This dependency is identical to the
exists dependency, except that the version of the parent must match the versions of
its child assets (which means that all assets in the dependency must match each other’s

version).

« A none dependency causes the tag in which it is used to specify no approval
dependency, at all.

Figure 11 summarizes and illustrates exists and exact dependencies.

Figure 11: Exists/Exact Dependencies
Exists dependencies do not require version matching:

Aq For A, to be system-approved, Ay, Az, and A4 must exist
either as user-approved assets (or as published assets on
/ the target destination)
For A, to be system-approved, Az and A4 must exist either as

Az
user-approved assets (or as published assets on the target
/ \ destination)

Ay =—— Az For Ag to be system-approved, A4 must exist either as a
Can be published alone user-approved asset (or as a published asset on the target
destination)

Exact dependencies require version matching:

A System-approval of A is the same as in Figure 11
1 (exists dependency, but the version of A; must match

/ the version of its child asset, Ay

Ay System-approval of A; is the same as in Figure 11
(exists dependency), but the version of A, must match
the version of its child assets, Az and A4

Ay =— Ag System-approval of Az is the same as in Figure 11 (exists
dependency), but the version of Az must match the version of

Can be published alone ( ]
its child asset, Ay
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Exists-Exact Dependencies in Mirror to Server and Export
to XML Publishing

For Mirror to Server and Export to XMI publishing of flex assets, whether the exists or
exact dependency is in effect depends on the value of the property
mwb . conservativedependencies, in the gator. ini property file.

e The default value (False) sets exists dependencies.
« Avalue of true sets exact dependencies.

Note

When mwb . conservativedependencies is set to false (exists) and an
attribute is in use, the following fields of the attribute are locked and cannot be
changed: Value Type, Storage Style, External 1D, External Table, and External
Column.

If you change the value of mwb. conservativedependencies, you must re-
approve the assets that were affected by the change.

Exists-Exact Dependencies in Export to Disk Publishing

For Export to Disk publishing, the developer sets exists, exact, or none dependencies
using the deptype attribute in applicable tags, such as getpageur|l and assetload.
(For a listing of the tags, see “Test Rendering,” on page 236).

Template dependencies are by default exact dependencies—if you wish to approve
asset A you must approve B if B has been changed. Reference dependencies are always
exists dependencies—if you approved and published B once, you are not required to
approve it again in order to re-publish A.

The exception is when you set deptype=""none” on any of the tags. As a result, no
approval dependency at all is created by the tag. This means no record is created for the
dependency during approval. In all other contexts, such as Export to Disk publishing and
live sites, the deptype attribute is ignored.

Exists/Exact Dependency Rules

When an asset is approved to a Mirror to Server or Export Assets to XML destination,
the approval system determines approval dependencies against the data model.

Note

When reading this section, bear in mind that in the context of an approval
dependency, the term “dependent asset” is equivalent to the “parent asset.” For
rules governing parent-child relationships in approval dependencies, see
“Approval Dependencies and Parent-Child Relationships,” on page 234.
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For basic assets, the approval system follows these dependency rules:

Association

For page asset only: another page asset at a
lower level in site plan

Embedded link
Embedded pagelet

by default, unless configured to be

exact

v

v

v

* Rules for associations:

- Depending on how your asset associations are designed, an approved asset has
either an exists or exact dependency on assets that it references through

named asset associations.
* Rules for page assets:

- Anapproved page asset has an exists dependency on page assets that are lower
than itself in the hierarchy of the site plan (which is reflected in the

SitePlanTree table).
* Rules for embedded links:

- Anapproved asset has an exists dependency on assets that it references by an
embedded link. For information about embedded links, see the Oracle WebCenter

Sites Developer’s Guide.
* Rules for embedded pagelets:

- Anapproved asset has an exact dependency on assets that it references as
embedded pagelets. For information about embedded pagelets, see the Oracle

WebCenter Sites Developer’s Guide.

CSElement and SiteEntry Assets

The root element for a SiteEntry asset is represented by a CSElement asset. The following

rule applies:

An approved SiteEntry asset has an exists dependency on the CSElement that it

references.

Oracle WebCenter Sites Administrator's Guide

240



Chapter 12. The Approval System
p pp Y 241

Rules for Dependency Analysis

Flex Families
For flex family members, the approval system follows these dependency rules:

Flex Parent Definition exists exists
Flex Parent exists exists exists
Flex Definition exists exists
Flex Asset exists exists exists exists
Flex Attribute exists exists
(by default)

* Rules for flex parent definitions:

- Anapproved flex parent definition has an exists dependency on its flex parent
definition(s) and flex attributes.

* Rules for flex parents:

- Anapproved flex parent has an exists dependency on its flex parent definition,
flex parent, and flex attributes.

* Rules for flex definitions:

- An approved flex definition has an exists dependency on its flex parent
definition, flex parent, and flex attributes.

* Rules for flex assets:

- An approved flex asset has an exists dependency on its flex parents, flex asset
definitions, flex attributes, and template.

* Rules for flex attributes:

- Anapproved flex attribute has either an exists or an exact dependency on its
flex filter, depending on how the flex filter is coded. The default flex filter is
coded for an exists dependency. If the attribute is of type “asset,” the user can
decide whether there is an exists or exact dependency on that asset.

- An approved flex attribute has an exists dependency on its attribute editor (if
one is assigned).

For information regarding exists and exact dependencies among flex family members,
see “Flex Families,” on page 241. For more information about the functions of the flex
family members, see chapter 1 of the Oracle WebCenter Sites Developer’s Guide.
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Oracle WebCenter Sites: Engage Visitor Data Assets

The approval system uses the following rules to determine approval dependencies for the
Engage visitor data asset types:

History definition exact

Segment exists exists
Recommendation
Promotion exists

Flex Asset exists

« History definitions have exact dependencies on their history attributes.

» Segments have exists dependencies on the history definitions and visitor attributes
used in them.

« Promotions have exists dependencies on the recommendation assets that they
override.

« Flex assets have exiists dependencies on any assets that are designated as related
items (for Related Items recommendations)

Evaluating Published Content

If the approval system determines the existence of an unsatisfied approval dependency, it
searches for published content to avoid redundant approvals.

Specifically, the approval system reads the Publ ishedAssets table. If assets currently
requiring approval are listed as published to the given destination, the approval system
considers it unnecessary to approve (and re-publish) the same assets, assuming version-
matching is not a requirement. If an exact dependency is specified in the data model or
template code, the approval system checks the versions of the published assets.
Information about enforcing version-matched content is given on page 237.
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Putting It All Together

This section contains a scenario that provides a comprehensive illustration as to how the
approval system works. The scenario begins with the user approving an asset, continues
with the approval system’s dependency analysis, and ends with the approval system’s
response. This scenario touches on all the concepts that were discussed throughout this
chapter: approvals, approval dependencies, and approval states, using the Mirror to Server
publishing example and an exists dependency.

1. Inthis scenario, a user edits and approves a single
asset — A, (out of a possible four) — to be
published dynamically under an exists
dependency. Only A, has been previously A1
published to the target destination.

User Approves Assets

Az Approved (by
user)

A, Ag

2. When the user attempts to publish, the approval
system crawls the data model to determine the System Crawls the Data Model
encoded dependencies (represented by arrows in
the figure to the right).

Using the approved asset as a seed, the approval
system follows the asset’s links to and from other /

assets in the data model, follows the other assets’

links to and from yet other assets, and so on until A2 Approved (by
the system determines the boundaries of the user)

seed’s dependency “network” and no more

dependencies remain to be detected.

-

3. From the results of step 2, the approval system
constructs an approval “landscape,” which System Credates Approval
identifies all the interdependent assets and Landscape

relationships among them. A
1

e

Az Approved (by

/ N
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4. The approval system tests for approval dependencies and their impact on the
publishing session. In this example, the approval system determines the following:

- A; does not require approval because
the approved asset A, as its child, can
be published independently. However,
A, is also a parent asset and cannot be

System Analyzes Approval
Dependencies

published until the status of its child Aptprovaﬁ .
assets (Az and A,) is determined. ][‘0‘; qut‘é'fe
published

The approval system now searches for Ay

; ; . d(b
previously published assets. Referring ué’é’rr)"ve by
to the Publ ishedAsset table, the
approval system determines:

- Agshas never been published to the ?2 A, Az ?
target destination. Az requires approval
to satisfy the A, —A; dependency.

- Because A, has been previously published to the target destination, its re-approval
(and re-publication) is unnecessary. The dependency of A, and Az on A, will be
satisfied at publication time.

5. From step 4, the approval system concludes :

’ X System A lts Own A |
that three approval dependencies must be ystem SS'ggfat:s Wn Approva
satisfied in order for the approved asset to
be published, and, accordingly, assigns its

own approval states to the assets: ﬁ\&p{é’é&'red
- The A, —A; approval dependency L°Jb’ﬁ§ht2dbe
needs to be satisfied (by the user A2 Held
approving Az). The system assigns A, €
the Needs Approval state and A, the
Held state.
- Az —A, needs to be satisfied (by the Ay Aj
user approving Ag, which is already Approved Needs
assigned the Needs Approval state). and Published Approval

- A, oA, is automatically satisfied by
the pre-publication of A4, which is now assigned the Approved and Published
state.

(A complete list of approval states is available in Table 2, on page 246.)
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6. Finally, the approval system displays the
list of assets and their approval states
(shown in the figure above). In response,
the user approves the asset that was

User Approves Supporting Asset

Approval

assigned the Needs Approval state (Aj). not required
for Ay to be
published
A2 Held
Ay Aj
Approved Approved
and Published (by user)

7. To complete the approval process, the A .
pproval System Confirms
approval system updates the approval state User's Approvals
of A, to Approved and releases both A,
and Az to th_e publishing system for _ Approval
publication in the next publishing session. not required

for Ay to be
published

Az Approved

A, Ag
Approved Approved
and Published
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Reference: Approval States

Table 2 lists the possible approval states that can be assigned by the approval system to
assets in an approval dependency and displayed to the user.

Note

When referring to Table 2, bear in mind that in the context of an approval
dependency, the term “dependent asset” is equivalent to the “parent asset.” For
rules governing parent-child relationships in approval dependencies, see
“Approval Dependencies and Parent-Child Relationships,” on page 234.

Table 2: Approval States Assigned by the Approval System

Approved. Approved and ready to
publish to destination.

(Informational) This asset will be published at the
next publishing event to this destination, unless the
asset is changed, or an exact dependency changes.

Approved and published. Asset version
is the same as that on destination.

(Informational) An asset with an exact dependency
has been published to this destination.

Currently checked out. Will not be
published to destination.

(Action may be required) The asset is checked out
under revision tracking. Although approved, it cannot
be published until revision tracking relinquishes
control:

* Check in — The asset must be re-approved.

« Undo Checkout — The asset remains approved and
can be published.

« Rollback — The asset must be re-approved.

Approved for inclusion as a link in pages
exported to destination.

(Informational) This asset is approved for Export to
Disk publishing, if it is linked to from the page that is
being exported.

Asset has been modified since approved
for publish to destination.

(Action required) The asset must be re-approved.

Approved, but approval for publish to
destination was based on versions of the
child assets that no longer exist.
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Table 2: Approval States Assigned by the Approval System

Held. Approved, but child assets have
not been approved for publish to
destination.

(Action required) The asset is held from a publishing
session when any one of the following conditions is
true:

« The asset was approved, but was then re-edited and
has not yet been re-approved.

« The asset has a child asset with an exact
dependency, and that child asset is not approved.

 The asset has a child asset with an exists
dependency and that child asset has never been
published.

» The asset has a child asset with an exact
dependency. The child asset has been published,
but it has since been edited and is not yet approved.

e The asset has an exact dependency on a child of
another asset that was previously approved, but has
since been edited and is not yet re-approved.

« The asset is checked out (revision tracking).

Needs Approval. Not yet approved for
publish to destination.

(Action required) The asset must be approved.

This asset cannot be published until the
assets it references have been approved.

(Action required) A referenced asset must be
approved before this asset can be published. Related
assets that are held are also listed and may require
approval.
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Chapter 13

Various Topics in Export to Disk Publishing
and the Approval Process

This chapter presents the main concepts and features of Export to Disk publishing,
including the approval process as its relates to Export to Disk publishing. When reading
this chapter, keep in mind the approval and publishing contexts. While they tend to be
discrete—for example, approval templates, pubkeys, and starting points apply to only one
context, but not the other—approval and publishing systems depend on each other and
therefore interact to some extent.

This chapter contains the following sections:

Export to Disk Publishing Terminology

Approvals and Export to Disk Publishing

Export to Disk Publishing

Frequently Asked Questions

Behavior and Functionality

Approval and Publish-Time Templates: What Happens When They Differ?
Sample Templates
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Export to Disk Publishing Terminology

Compared to mirror publishing, in which dependencies in both the approval and
publishing stages are determined by the asset model, Export to Disk publishing is an
entirely template-driven process, in both the approval and publishing stages. If the
approval template and publishing templates differ with respect to the dependencies they
specify—a condition we do not recommend—the likelihood of publishing unapproved
content increases.

Coding templates is the responsibility of the developer. However, the WebCenter Sites
administrator (and any other users who publish) must understand which templates to
invoke and what outcome to expect in order to prevent adverse effects on publishing
sessions.

This chapter begins by explaining the most commonly used terms in Export to Disk
publishing, then delves into the workings of the approval system. It concludes with a
series of examples illustrating how various relationships among assets and templates
determine approval and publishing results.

Note

The terminology presented here refers only to Export to Disk publishing. Terms
such as publish key, dependencies, and references, have completely different
meanings in mirror publishing and are beyond the scope of this document.

Page

In the Export to Disk publishing context, a page is typically an HTML file that is exported
to a disk. (The file is not to be confused with a Page asset type.) Each exported page is
represented by a Publish Key.

Publish Key

A publish key (or pubkey) is strictly a publish-time term. A pubkey represents an atomic
publishing unit, which in the case of Export to Disk publishing is an exported file
(equivalent to a Page, not to be confused with a Page asset type).

A pubkey is defined by two constructs: an asset (called a Primary Asset) and a publish-
time template (not to be confused with an Approval Template, because they may be
different).

The initial pubkeys in Export to Disk publishing are the Starting Points, defined by the
user who initiates the publishing session. All other pubkeys are discovered and logged
during publishing.

Publish Queue

A publish queue is a list of pubkeys awaiting publication. For a pubkey to be added to the
publish queue, its Primary Asset must be approved.

Oracle WebCenter Sites Administrator's Guide



Chapter 13. Various Topics in Export to Disk Publishing and the Approval Process 251

Approvals and Export to Disk Publishing

Primary Asset

The primary asset participates in the definition of a pubkey. In layman’s terms, its ID and
type become the cid and c parameters for the template. A primary asset must be approved
before its page(s) can be exported.

Note

If it is determined that a page’s primary asset is not approved, the page will not be
exported. This can lead to the creation of a broken link on the publishing
destination, depending on which approval and publishing templates were used.

Ultimately, it is the developer’s responsibility to code approval templates such that
they can validate the dependencies that are expected to exist on the target
destination.

Approvals and Export to Disk Publishing

Exporting a page first requires approval of the page’s primary asset. Approval of the
primary asset is contingent on the approval states of its dependent assets, which are
dictated by the primary asset’s approval template. The dependent assets’ dependencies
are further dictated by their own approval templates.

Note

Because the approval template is not necessarily the one used to render the asset, it
is possible to publish assets without passing them through the approval system.
This implication and others are discussed and illustrated in “Behavior and
Functionality,” on page 255 and “Approval and Publish-Time Templates: What
Happens When They Differ?,” on page 257.

Also note that compositional dependencies (involving non-primary assets of a
page, as explained on page 253) need not be approved in order to appear on an
exported page (to filter out unapproved assets, see the <render : filter> tag in
the Developer’s Tag Reference for more information).

Approval Template

The purpose of approval in Export to Disk publishing is to allow the developer to define
dependencies in a way as to ensure that the correct content is published and it is published
intact.

Compared to mirror publishing, in which asset dependencies in both the approval stage
and publishing stage are determined by the asset model, Export to Disk publishing is
entirely template-oriented. As a result, approval behavior (as well as publish-time
behavior) is very much defined by the developer who writes the approval templates (as
well as the publish-time templates). WebCenter Sites then uses the approval template to
discover an asset’s dependencies. If an asset is published against the approval template, its
approval dependencies are likely to be the same as its Compositional Dependencies.

Approval templates are assigned by use of the “Set Default Templates” feature in the
publishing destination screen.
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« If a default template is not explicitly chosen, the approval system will choose the
asset’s default template.

¢ If neither the approval nor default template is specified, the asset will be approved
without an approval template (i.e., it will have no approval dependencies).

If the approval template is shared among sites, the approval system will choose the site
entry corresponding to the current site.

Approval Queue

The approval queue handles asset modification events to keep approval tables up to date.
For example, if an asset is approved for publication, but you then change it, the approval
queue will handle this by unapproving the asset—rejecting it from the publish queue.

You never work directly with the approval queue. The queue runs every 5 minutes by
default. However, if you invoke a feature that uses approval functionality (such as the
Publishing tab), the approval queue is forced to run before the screen is rendered to keep
approval information up to date.

Approval Dependencies

When you approve an asset, its Approval Template is used to determine its approval
dependencies. The following tags create approval dependencies:

* <asset:load>

e <asset:loadall>

* <assetset:setasset>

* <assetset:setlistedassets>

e <render:logdep>

* <render:getpageurl>

* <render:gettemplateurl>

* <render:gettemplateurlparameters>

If you approve asset A whose template (or any element called by the template) references

asset B using one of the tags above, an approval dependency is created from A to B. This
generally means that when you want to approve A, you must also approve B.

Types of Approval Dependencies

Approval dependencies are created and used at approval-time, not to be confused with
publish-time dependencies (even though they can be the same). Approval for Export to
Disk publishing involves two types of approval dependencies:

» Template dependencies
» Reference dependencies

Template dependencies are created when an asset’s approval template uses another asset
to define the content. For example, if asset A’s approval template loads asset B, then A has
a template dependency on B. In more practical terms, if you have an approval template for
a Page asset that shows an Avrticle asset, the Article asset is used on the Page, so the
dependency is of a template kind. The following tags generate template dependencies:

e <asset:load>

* <asset:loadall>

* <assetset:setasset>
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* <assetset:setlistedassets>

* <render:logdep>

Reference dependencies are generated when a link is created from one page to another.
They are registered as reference dependencies between the primary assets of the two
pages. For example, if we create a hyperlink from the approval template of asset A to a
page where asset B is the primary asset, the approval system will register this as asset A’s
reference dependency on B. Tags that generate this kind of dependency are:

* <render:getpageurl>

* <render:gettemplateurl>

* <render:gettemplateurlparameters>

Template dependencies (in Export to Disk publishing) are by default exact dependencies
— if you want to approve A you must approve B if B has been changed. Reference

dependencies are always exists dependencies—if you approved and published B once,
you are not required to approve it again in order to re-publish A.

The exception is when you set deptype=""none” on any of the tags. In that case, no
approval dependency at all is created by that tag. This means no record is created for it
during approval; in all other contexts, such as Export to Disk publishing and live sites, the
deptype attribute is ignored.

Export to Disk Publishing

Three main components play a role in the Export to Disk publishing process:
e Publish-Time Template

e Starting Points

e Compositional Dependencies

Publish-Time Template

The purpose of the publish-time template is to render content as files. Typically, publish-
time templates are identical to the approval templates. However, when they differ, content
can be published without first being approved. Bypassing the approval system requires the
developer to provide a means by which publishable content can be validated.

Starting Points

The starting point is the pubkey (or pubkeys) where export begins, which is at publish-
time. Typically, starting points are selected to link to most, if not all the pages on your site.
(The page may not necessarily be the home page; for example, it could be a sidebar with
many links. The choice is yours.) The Export to Disk publishing system will crawl your
site, beginning with the starting points, and will keep logging new pubkeys as it discovers
them.

Compositional Dependencies

Compositional dependencies are the dependencies of a generated page on the assets that
were used to generate that page. They are determined by the logic in that page’s Publish-
Time Template. Compositional dependencies dictate what is rendered on the exported
page as prescribed by the template, completely ignoring any deptype attributes. The
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same tags that created template and reference dependencies in the approval template also
create compositional dependencies at publish-time. The tags are listed in “Approval
Dependencies,” on page 252.

Frequently Asked Questions

How Do | Select an Approval Template?

The approval template (if specified) is the only template ever used by the approval system
to validate a given asset. This template may or may not be used at publish-time, depending
on what the starting point is set to. The best advice is to set approval templates that most
closely represent the asset’s intended dependencies.

What if the template that contains the most representative set of dependencies is not
the template that you want to publish the asset with? Set it as the approval template for
assets of that type, and use any desired template(s) as starting point(s).

Are Data Model Dependencies Accounted For in Any Way?

Associations, attributes, and so on, are not used in Export to Disk publishing. The only
dependencies that matter are those established by templates.

Why Do We Track Publish-Time Compositional Dependencies?

After you export a page, its content is frozen. However, the assets used to generate that
page may evolve, making the affected pages obsolete.

Because it records dependencies, WebCenter Sites is able to remind you which pages need
updating, assuming you will want to republish those pages. WebCenter Sites gives you
two republishing options: automatic refresh and manual refresh.

« With automatic refresh, pages are queued automatically for the next publishing
session, without your having to approving compositional dependencies that have
changed.

If you choose this option, you will not have to approve the modified assets in order for
the page to be queued for publishing; in other words, the article page will be
republished as soon as you change the image asset. To set up automatic refresh,
specify exists or no dependencies between the article and the image; this disables
the approval system from prompting you to approve the assets.

« With manual refresh, you review the updated pages before publishing them.

If you choose this option, the affected pages will be Held until approved; in other
words, you must reapprove the article page every time the image changes. For this to
work, you need to set up exact dependencies.
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Behavior and Functionality

Following is a compilation of simple scenarios which demonstrate Export to Disk
publishing behavior:

« Example 1: Template Dependencies
» Example 2: Reference Dependencies
* Approval and Publish-Time Templates: What Happens When They Differ?

The participating asset types are Page and HelloArticle (from HelloAssetWorld). The
templates are Ttemplate, RTemplate, and dummyTemplate.

For clarity, the asset IDs have been hardcoded into the templates. Normally, assets would
be loaded somehow instead of being hardcoded, so developers would need to leverage the
deptype="none" attribute in their tags if they do not wish to set up additional
dependencies. See “Sample Templates,” on page 259 for the template code.

Example 1: Template Dependencies

Setup: Page P asset uses Ttemp late for both approval and publishing. Ttemplate loads
HelloArticle A, therefore establishing a template dependency.

Starting Point: P+Ttemplate
Pubkeys (exported files): P+Ttemplate

Approval Dependencies: Page P has template dependencies on Ttemplate because of
<render: logdep>, and on HelloArticle A because of <asset: load>. Because
Ttemplate does not create any links, there are no reference dependencies.

Publish Dependencies: Starting Point is the only pubkey; therefore only one file will be
exported.

Note that the exported page does not have any publish-time compositional dependencies
because it is never actually used by the template. There is only reason why P had to be
approved—r is the exported page’s primary asset. So, the only compositional
dependencies determined at publish-time are the exported page’s dependencies on A and

Ttemplate.

Initial Approved: Published: P was not published because it
P, A, Aand was not referenced by the
Ttemplate Ttemplate template.

Edit P P status Not affected by [Since there are no compositional
becomes change. dependencies on P, the change
Changed had no effect.
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Edit A P status After approval, | Template dependency on A
becomes Held. |page is causes P to be held, and
A status published again |subsequent approval makes the
becomes page publishable again.
Changed —
need to approve
P again.

Example 2: Reference Dependencies

Setup: Page P asset uses Rtemplate for both approval and publishing. Rtemplate
references HelloArticle A, which is in turn rendered by dummyTemplate.

Starting Point: P+Rtemplate
Pubkeys (exported files): P+Rtemplate, A+dummyTemplate

Approval Dependencies: Page P has the routine <render : logdep> template
dependency on its Rtemplate. In addition, it establishes a reference dependency on A
because of <render:getpageurl> (but not on dummyTemplate, because
dependencies between pages are logged only between their primary assets). Note that
dummyTemplate does not participate in an approval dependency because it is not
referenced by any tags.

Publish Dependencies: The relevant tags are <render : logdep> and
<render:getpageurl>. These dictate the publish-time compositional dependencies as
Rtemplate and A. As before, note that Page P does not have a compositional dependency
because it is not used by any of the templates. When export encounters
<render:getpageurl>, it detects that another page is involved, so it creates the
A+dummyTemplate pubkey on-the-fly, and runs dummyTemplate to generate its
contents. Note that dummyTemp late does not officially have a compositional dependency
because it is not used by any tags—it participates only as a pubkey member; so, if
dummyTemplate is changed, the approval/publishing cycle will not recognize the change.
For this reason, we advise not altering <render : logdep>, which appears on every
newly created template.

Initial | Approved: Published: P was not published

P, A, Rtemplate A, Rtemplate because it was not
referenced by any
template. The result is two

HTML files:
P+Ttemplate and
A+dummyTemplate
EditP  |P status becomes Not affected by change. |Since there are no
Changed — approve it compositional
to go back to status quo dependencies on P, the

change had no effect.
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Edit A |A status becomes
Changed; P is still
Approved, not Helld
because it has only an
exists dependency on

A (no reason to hold
P).

P+Rtemplate was
automatically queued for
re-publishing because
<render:getpageurl>
generated a compositional
dependency. (If you are
not sure as to why, keep
reading);

A+dummyTemplate was
not affected because it
does not use A.

A+dummyTemplate was
not affected because it
does not have tags that
use A.

Approval and Publish-Time Templates: What
Happens When They Differ?

Generally, using the same template for approval and for publishing does not create
problems, because approval dependencies match compositional dependencies. Problems

start to occur when you use a different template for approval than for publishing. This can

happen in several situations. (For template code, see “Sample Templates,” on page 259.)

Example 1

Asset A uses T1 for approval. T1 does not reference any assets.

Asset A uses T2 for publishing. T2 references asset B using <asset: load>.
T2 loads asset B, which was never approved, but B will nevertheless be on the exported

A+T2 page!

Does this mean you can publish assets that were never approved?

Yes! Some users prefer this, only to avoid approving assets before publishing. Approval
can be a taxing operation because exact dependencies cause primary assets to be given
He I d status if the dependent assets change. As a result, pages of those primary assets
cannot be exported. However, a better way to handle such situations is to make good use
of the deptype attribute with exists or none values to avoid unwanted approval

dependencies.

Now, what happens after asset B is published and then we change B? In this case,

there is no approval dependency between asset A and asset B, but there is a compositional

dependency. This means that whenever asset B is changed, the affected pages will be
automatically re-published. (Because there are no dependencies, the automatic refresh
option is chosen). So, A+T2 will be placed in the publish queue automatically as soon as
asset B is saved—not approved. (For information about republication options, see “Why
Do We Track Publish-Time Compositional Dependencies?,” on page 254.)

Example 2

Asset A uses T1 for approval. T1 references asset B using <asset: load> under an exact

dependency. Asset A uses T2 for publishing. T2 does not reference asset B.
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In this case, there is an approval dependency between asset A and asset B, but there is no

compositional dependency. This means that whenever asset B is changed, asset B has to be
approved before asset A can be approved, even though the published page does not make
any use of asset B.

Example 3

Asset A uses T1 for approval. T1 does not reference any assets.
Asset A uses T2 for publishing. T2 references asset B using <asset:getpageurl>.

In this case, there are no approval dependencies, so A is the only approved asset. During
publishing of A+T2, we realize there is another page to be created, with B as primary asset.
Now, remember that primary assets must be approved before their page is exported.
However, B is not approved, so its page will not be exported. A+T2 is exported, but has a
broken link.

Unknown dependencies and Export to Disk publishing. Situations become complicated
when you start using <render : unknowndeps>. This tag removes compositional
dependencies, and it records unknown dependencies to the pubkey. Assets thus remain in
the publish queue permanently (meaning they are refreshed with every publish cycle).
This behavior is expected, because if unknown dependencies exist (that is, dependencies
may change at any moment, such as query results), the system cannot determine which
assets a given asset depends on. To be on the safe side, the system always republishes the
assets.

Many exact dependencies. While this is not always avoidable, keep in mind that when a
primary asset has exact dependencies on other assets, a change to any of the dependent
assets will cause the approval system to change the primary asset’s status to Held. The
primary asset’s page is not publishable unless approved again. If the modified asset is used
by many pages, they will all need re-approval. You may consider setting the deptype to
exists, and make the dependent pages automatically publishable—but the modified
asset must be ready when the publishing session begins.

Note

The preferred way to customize export URLSs (without using simplename) is to
use PREFERREDFILE and PREFERREDDIR as parameters to
<render:getbloburl> and <render :getpageur I> to specify arbitrary
names. For example:

<render:getbloburl

blobtable="MungoBlobs® blobcol="urldata*"
blobkey="1d" blobwhere="1088466917821"
outstr="pagelogoURL" csblobid="1088466917821">

<render:argument name="PREFERREDFILE"
value="myBlob.out"/>

<render:argument name="PREFERREDDIR" value="myDir"/>

</render:getbloburl>

This code exports the blob whose id is 1088466917821 to myDir/
myBlob.out.
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This section lists the template implementations used in the examples on pages 255
and 257. Taglib and import definitions have been skipped.

Ttemplate.

<%-- Record dependencies for the Template --%>

<ics:if
condition="<W=ics.GetVar(""tid") '=nul 1%>"><ics:then><render:I
ogdep cid="<W=ics.GetVar("'tid")%>" c="Template''/></
ics:then></ics:if>

<asset:load name="myArticle” type="HelloArticle"
objectid="1156878442427" />

Rtemplate:

<%-- Record dependencies for the Template --%>

<ics:if
condition="<W=ics.GetVar(
ogdep cid="<W%=ics.GetVar(
ics:then></ics:if>

<render:getpageurl outstr="myURL" pagename="HelloAssetWorld/
dummyTemplate® cid="1156878442427" c="HelloArticle"/>

Got URL: <a href="<Y%=ics.GetVar("'myURL'")%>"> Click here</a><br/
>

D 1=nulI%>"><ics:then><render:|1

tid'
"tid")%>" c="Template"/></

dummyTemplate:
completely blank, no TogDep.
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Chapter 14
The Export to Disk Publishing Process

This chapter explains how Export to Disk publishing works and how it is configured.
This chapter contains the following sections:

* Rendering Export to Disk Pages
e How Export to Disk Publishing Works
< Path Naming Convention

e Configuring Your System for Export to Disk Publishing
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Rendering Export to Disk Pages

In extremely simple terms, WebCenter Sites renders a Export to Disk page as follows:

1. A page name is submitted by the client browser to WebCenter Sites (through HTTP or
another protocol).

2. WebCenter Sites locates the page in the SiteCatalog table, invokes the root
element, and renders the page to an html file.

3. You publish the file (either through FTP or another file transfer protocol) to the web
server that is hosting your online site.

Typically, administrative users of the Export to Disk publishing method set up a quality
assurance process to test the rendered files before moving them to the web server of the
delivery system.

Management System Delivery System

1 CS publishes ;"'H?“Ei{ﬁg
static HTML files. N ™G

e 2 Web server delivers
i ~_  static HTML pages
- -’/J to end user.

@

Static Page Generation

How Export to Disk Publishing Works

When content is published using Export to Disk, the approval system, the publishing
schedule, and your destination configurations all contribute to the process of exporting
your approved assets into static HTML files.

When a Export to Disk publishing session runs, this is what happens:

1. The publishing system notifies the CacheManager servlet that a session is about to
begin for a specific destination. CacheManager clears all the pages that were
previously exported to this destination from the page cache on the source system.

During an export publishing session, exported files are cached to the page cache. If
publishing sessions occur more frequently than the cache is configured to be cleared
(expiration time), there could be exported pages in the cache that have the same names
as the newly exported pages. To ensure that old files are not used, the CacheManager
servlet clears the page cache of any pages that were exported to during previous
publishing sessions before a new publishing session starts.

2. WebCenter Sites creates an export queue and adds all references that can be published
to it. A reference that can be published is one of the following:
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- A pubkey that has been designated as an export starting point. (See “Export
Starting Points,” on page 272.)

There must be a starting point for the site and its asset must be approved, or the
export session cannot begin. Every site that is exported must have at least one
export starting point designated for it.

- Any previously exported page or pagelet (reference) whose assets have changed
and been approved again since the last publishing session to this destination.
(After a site has been published, the publishing system knows which references
have been published. It reads the data in the Publ ishedAssets table and then
adds any references whose assets have been changed and approved again for this
destination to the export queue.)

- Any asset whose template uses RENDER . UNKNOWNDEPS tag.

This tag alerts the approval system that the dependencies for the asset being
rendered by the template cannot be calculated because they are unknown. It is
typically used for queries. When the dependencies are unknown, the system
cannot determine whether changed dependents would require the asset to be
published. Therefore, the presence of this tag means that the asset must be
published during every publishing session.

- Any page or pagelet (reference) that has not yet been published and is connected
to another page or pagelet through a RENDER . GETPAGEURL tag. (That is, it is
referenced from another page and has not yet been published.)

- Any page or pagelet (reference) identified by a RENDER . SATELL I TEPAGE or
satellite._page tag.

3. For the first export starting point, WebCenter Sites determines whether its asset has
been approved:

- If the asset has not been approved, the publishing session ends.

- If the asset is approved, WebCenter Sites determines the page name of the
template assigned to the asset.

4. WebCenter Sites renders the export starting point by passing the following
information to WebCenter Sites:

- The page name of the template for the starting point.
- The rendermode variable set to export[destinationlD].

- The name and location of the export directory where the rendered files should be
saved.

5. WebCenter Sites invokes the root element of the page name, and begins rendering
every approved asset that is connected to that export starting point as a reference.
WebCenter Sites writes the resulting rendered pages to files rather than posting them
to the browser.

6. After each file is rendered, WebCenter Sites writes a message about that reference to
the publish log for the session.

7. If there is more than one export starting point, the process cycles back to step 3 in this
description.

8.  When the publishing session is successful, WebCenter Sites concludes the session by
writing information about the published references to the PubKey and
PublishedAssets tables.
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9. WebCenter Sites also writes information about the assets that were published to the
ApprovedAssets and ApprovedAssetDeps tables. It logs the date from the assets’
updated field at the time that the assets were published so the approval system can
calculate dependencies correctly the next time an asset is approved.

Path Naming Convention

How WebCenter Sites names paths to exported files depends on the type of asset that is
published and path information that might have been set for the asset. The export path can
be as simple as a single directory or it can be a path of several directories, limited only by
the number of characters that are supported by the operating system.

The export path naming convention is:
<cs.pgexportfolder>/<DIR>/<file_dir>

where <cs.pgexportfolder> is a required directory. The subdirectories are
conditional. Whether <file_dir> is used depends on a publishing argument named
SIMPLEDIR.

Before summarizing the possible export paths, we define the export path variables and the
SIMPLEDIR publishing argument.

Export Path Variables and SIMPLEDIR

Export path variables are defined as follows:

* <cs.pgexportfolder> defines the root directory for all exported files.
<cs.pgexportfolder> is the value of the cs.pgexportfolder property in the
futuretense. ini file. It is a required value and applies to all Export to Disk
publishing destinations.

Typically, <cs.pgexportfolder> names a testing location (a file system where the
exported files are verified) rather than a location directly on the delivery system.

e <DIR> is the value of the publishing argument DIR, which is used to create
subdirectories of the root directory (specified by cs.pageportfolder). When
<DIR> is specified, WebCenter Sites creates <cs.pgexportfolder>/<DIR>.

Note

The DIR publishing argument is available to administrators as the “Base
Directory” field in the “Add New Destination” screen (page 276).
Throughout this section, we use <DIR> to mean “Base Directory.”

This argument is typically used to organize the contents of the root export directory
when multiple export destinations exist for your sites.

Note

The directory specified by <cs.pgexportfolder> or
<cs.pgexportfolder>/<DIR> is called the destination directory.
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o <File_dir> takes one of the values listed below, depending on whether the exported
asset is a page asset and whether path information is available. <file_dir>is
determined hierarchically, as WebCenter Sites looks for the values listed below, in the
order shown. It is assumed that SIMPLED IR=Ffalse.

<ForDestination:Path>

Value of the For Destination: Path field, shown on
page 282, step 8 (the field is displayed in the
“Specify Path/Filename for destination” form for a
specific destination).

Setting a value in the ForDestination: Path field
forces the asset to take the specified path when the
asset is exported to the specified destination.

If <ForDestination:Path> is not set, WebCenter
Sites uses <parent_page’s_path>

<parent_page’s_path>

Value of the Path field for the exported asset’s
parent page.

Note for Page Assets: When exported, a page asset
takes the path that is set for its parent page, not the
one set for itself. (As a rule, a page asset’s Path is
applied only to child assets.)

If <parent_page’s_path> is not set, WebCenter
Sites uses <ID_of_parent_page>.

<asset’s_path>

Value of the exported asset’s Path field.

Note: <asset’s_path> is used only for assets that
are not page assets.

» If<asset”s_path> is not set, WebCenter Sites
uses <parent_page’s_path> as the value of
<file _dir>.

e If both <parent_page’s_path> and
<asset’s_path> are not set, WebCenter Sites
uses <ID_of parent_page>.

<ID_of_parent_page>

ID of the asset’s parent page. This value is used if
<parent_page’s_path> and <asset’s_path>
are unknown.

* SIMPLEDIR. Although this publishing argument is not explicitly part of the export
path, it determines whether <file_dir> is used when path information is

unavailable. That is:

- IfSIMPLEDIR is set to true and path information is unavailable, <file_dir>is
omitted from the export path. Setting a path overrides SIMPLEDIR.
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- If SIMPLEDIR is set to false and path information is unavailable, <file_dir>
takes <ID_of_parent_page> as its value.

Note

The SIMPLEDIR publishing argument is available to administrators as the
“Use simple directory naming” checkbox in the “Add New Destination”
screen (see page 276).

Export Path Construction

This section summarizes the export paths that WebCenter Sites can construct using the
convention:

<cs.pgexportfolder>/<DIR>/<Ffile_dir> [1]
as explained in “Path Naming Convention,” on page 264. (Note that only <file_dir>
varies in all the examples below).

Forced Export Path

When <ForDestination:Path> (defined on page 265) is specified, the asset being
published to the named destination is forced to take the specified path, even if other path
information is set. The asset’s full export path is:

<cs.pgexportfolder>/<DIR>/<ForDestination:Path> [2]

Export Path for Page Assets

If <ForDestination:Path> is not set, WebCenter Sites constructs the export path as
shown below (for examples, see Table 3, on page 268).

« When <parent_page’s_path> is specified, the page asset’s export path is:
<cs.pgexportfolder>/<DIR>/<parent_page’s_path> [31
(even if <asset”s_path> is specified).

Reminder

When exported, a page asset takes the path that is set for its parent page,
not the one set for itself (that is, <fi le_dir> takes the value
<parent_page’s_path>).

As a rule, a page asset’s Path information is applied only to child assets.

e When <parent_page~s_path> is not specified:
- If SIMPLEDIR=False, WebCenter Sites uses <ID_of_parent_page>:

<cs.pgexportfolder>/<DIR>/<ID_of parent_page> [41
- If SIMPLEDIR=true, WebCenter Sites omits <file_dir>:
<cs.pgexportfolder>/<DIR> [51
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Export Path for Assets Other than Page

For an asset that is not a page, WebCenter Sites constructs one of the following export
paths depending on which information is available. For examples, see Table 4, on
page 268.

*  When <asset’s_path> is specified, the export path is:
<cs.pgexportfolder>/<DIR>/<asset’s_path> [61

¢ When <asset”s_path> is not specified, WebCenter Sites uses
<parent_page’s_path>:

<cs.pgexportfolder>/<DIR>/<parent_page’s_path> [71
¢ When both <asset”s_path> and <parent_page”s_path> are unspecified:
- If SIMPLEDIR=Talse, WebCenter Sites uses <ID_of _parent_page>:

<cs.pgexportfolder>/<DIR>/<ID_of parent_page> [81
- If SIMPLEDIR=true, WebCenter Sites omits <file_dir>:
<cs.pgexportfolder>/<DIR> [9]
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Table 3: Sample Export Paths for Page Assets when SIMPLEDIR=False

Home lexport fabstracts lexport

Home /export /Japan /abstracts lexport /Japan

World News | /export lJapan fabstracts | /news/ 998877665 export/Japan/news

World News | /export /abstracts | /news/ 998877665 lexport/news

World News | /export /Japan [abstracts 998877665 /export/Japan/
998877665

World News | /export [abstracts 998877665 /export/998877665

Table 4: Sample Export Paths for Assets Other Than Page when SIMPLEDIR=False

Oil Price lexport /Japan lenergy 997766554 lexport/Japan/
energy

Oil Price lexport /Japan lenergy | /news/ 997766554 lexport/Japan/
energy

Oil Price lexport lenergy | /news/ 997766554 lexport/energy

Oil Price lexport /Japan /news/ 997766554 lexport/Japan/
news

Oil Price lexport /Japan 997766554 lexport/Japan/
997766554

Oil Price lexport 997766554 lexport/997766554
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Paths for Links Within Exported Files

URLs in links for HREFs within the exported files do not include the values that specify
the destination directory (<cs.pgexportfolder>/<DIR>). Instead, they begin within
the destination directory and are relative to that directory.

The “URL Prefix” setting on the destination configuration screen is used to resolve URLs
by specifying the location of those files on the delivery system. That is, URLSs for links
within the exported files are created like this:

<URLPREFIX>/<path_of parent_page>

This means that the value for the “URL Prefix” parameter must match the value of the web
alias that identifies the directory where the files are found. If you are using only
cs.pgexportfolder to create the destination directory, the web alias that the “URL
Prefix” represents must point to that location. And if you have set the “Base Directory”
field on the destination configuration screen to add a subdirectory to the root directory
specified by cs.pgexportfolder, be sure that the web root or the web alias represented
by the “URL Prefix” parameter points to this directory.

File Naming Conventions

How WebCenter Sites names an exported file depends on whether a file name is provided
by the asset (in the “Inspect” form) and whether the “Use Simple File Naming” parameter
is selected (on the Destination Configuration form; for more information on this setting
see “Configuring Your System for Export to Disk Publishing,” on page 273). Possible file
names are shown in Table 5. The naming convention is explained below the table.

Table 5: File Naming Conventions

<pagename>_ Used for assets with a populated “Filename”
<packedargs(if any)>_ field and “Use Simple File Naming” is not
<filename>_<SUFFIX> selected.

Used for assets with a populated “Filename”

<packedargs(if any)>_ field and “Use Simple File Naming” is

<filename>.<SUFFIX>

selected.
<pagename>_ Used for assets with an empty “Filename”
<packedargs(if any)>_ field and “Use Simple File Naming” is not

Used for assets with an empty “Filename”
field and “Use Simple File Naming” is
selected.

<packedargs(if any)>_
<assetlID>.<SUFFIX>
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Note

When export files are named, the following syntax changes are made:

* Slash characters (/) in page names are converted to hyphens (-) in file
names.

» Equal signs (=) in packed arguments are converted to hyphens (=) in
file names.

» Ampersand characters (&) in packed arguments are converted to
underscores (_) in file names.

* <pagename> is the name of the SiteCatalog page entry of the template that is used to
render the asset. (All template assets have SiteCatalog page entries.)

Note

<pagename> is dropped when the “Use Simple File Naming” parameter
is selected in the Destination Configuration form. Use “Use Simple File
Naming” selectively. If your assets are rendered by more than one
template, do not select “Use Simple File Naming.” For more information
about “Use Simple File Naming,” see “Configuring Your System for
Export to Disk Publishing,” on page 273.

e <packedargs(if any)> are passed in from the page entry’s root element. If any
packed arguments are passed in from the root element of the asset’s rendering
template, the values of those arguments are also included in the name of the file
generated for the asset.

For information about packed arguments and how they relate to URLS, see the Oracle
WebCenter Sites Developer’s Guide.

* <Filename> is the value of the asset’s “Filename” field. If the “Filename” field is
empty, WebCenter Sites uses the asset_ID specified in the asset.

Note

A file name set for an asset for a specific destination in the “Specify Path/
Filename for destination” form supersedes the file name provided in the
“Filename” field on the asset’s “New” or “Edit” form when the asset is
exported to that destination.
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e <asset_ID> isthe ID that is specified in the asset. <asset_1D> is used if the
asset’s “Filename” field is empty or if the following note applies.

Note

WebCenter Sites needs both the asset’s ID and type to determine whether a
file name is provided for the asset. If the identity of the asset’s type is not
provided, the file name cannot be used. In such a case, WebCenter Sites
uses the asset’s object ID in place of its file name.

e <SUFFIX> is a destination configuration option that specifies the extension of the file
name. For more information about the “suffix” parameter, see “Configuring Your
System for Export to Disk Publishing,” on page 273.

Table 6 provides examples of how file names are created during Export to Disk
publishing. In the examples “Use Simple File Names” is not selected in the destination
configuration.

Table 6: Export File Naming Conventions

Home BF/Page/Home | cid=123 123 BF-Page-
c=Page Home_123.html
Home BF/Page/Home | cid=123 123 .htm BF-Page-
c=Page Home_123.htm
Home BF/Page/Home | cid=123 home.html | 123 BF-Page-
c=Page Home_home.html
Home BF/Page/Home | cid=123 home.html | 123 .htm BF-Page-
c=Page Home_home.html
Home BF/Page/Home | cid=123 home.htm 123 BF-Page-
c=Page Home_topicword_
oil_home.htm
PACKEDARGS=
“topicword=o0il”
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Export Starting Points

The Export to Disk publishing method cannot begin rendering files unless it knows where
to start. You tell it where to start by designating at least one starting point: that is, a page
asset and the template that should be used to render it. WebCenter Sites invokes the root
element of the template’s page name, and begins rendering every approved asset that is
connected to that export starting point —assets connected through an association, a
hyperlink, a navigation bar, a query, and so on.

Note

There must be at least one export starting point for an exported site. Typically it is
your home page. However, depending on how your online site is designed, you
may need to designate more than one export starting point. Why? Because if there
is a section on your site that isn’t connected to the rest of the site, it will not be
rendered. For example:

e If your online site has more than one top-level page asset, you need an export
starting point for each one.

» If your site uses a combination of static pages and dynamic pages and there is
a hard-coded static URL in an HREF on a dynamically-generated page, the
asset that the URL points to should be designated as an export starting point.
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Configuring Your System for Export to Disk
Publishing

The main steps when configuring a system for Export to Disk publishing are these:

Step 1. Create the Batch User Account (If One Does Not Exist)
Step 2. Specify the Root Export Directory

Step 3. Configure an Export Destination

Step 4. Map a URL Prefix for Your Web Server

Step 5. Create the Export Starting Points

Step 6. Approve Your Assets

Step 7. Publish and Test the Results

Step 8. Set Up the Schedule

Note

Configuring a system for Export to Disk publishing requires you to provide
information that is specific to your WebCenter Sites installation and your business
practices. Before starting the procedures in this section, it is best to read them in
order to gather and confirm the information they prompt you to provide.

Step 1. Create the Batch User Account (If One Does Not Exist)

Note

The steps in this section must be completed only once regardless of the number
and types of publishing methods you are setting up. If an account already exists for
your installation, skip to “Step 2. Specify the Root Export Directory,” on page 275.

The purpose of creating a batch user account is two-fold:

Configure a batch user account for the publishing system on the source to use.
Specify where the publish logs should be stored.

The procedures in this section require you to set several properties in the
futuretense. ini, batch.ini, and futuretense_xcel . ini files. Additional
properties are also available to you for fine-tuning your system configuration. For a
complete list of properties, see the Property Files Reference.

To create the batch user account

1.
2.
3.

Log in to the administrator’s interface on your source system.
In the Admin tab, expand Management Tools and double-click User.

Create a user account for the publishing system on the source system to use (that is,
the batch user) and assign it the following ACLSs:
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Browser

ElementEditor

PageEditor

TableEditor

UserReader

Visitor (if your installation includes Oracle WebCenter Sites: Engage)
VisitorAdmin (if your installation includes Oracle WebCenter Sites: Engage)
xceladmin

xceleditor

If you need help with this step, see “Creating a New User,” on page 86.
4. Start the Property Editor:

Windows: propeditor.bat, typically located in <sites_install_dir>/

UNIX: propeditor.sh, typically located in $SHOME/
<sites_install_dir>

Open the futuretense_xcel . ini file for the source system.
1) Inthe Publishing tab, set values for the following properties:
- xcelerate.batchhost

Set this property to the host name of the application server that is hosting the
source system. The source system is the batch host. If the port number of the
web server is anything other than 80, you must also include the port number.
For example, myserver:7001. In a clustered WebCenter Sites environment,
only one batch host is supported. The xcelerate .batchhost property
must be set on each cluster member to point to the dedicated host.

- xcelerate.batchuser

Set this property to the name of the user that you created in step 3 of this
procedure.

- xcelerate_batchpass

Set this property to the password of the user that you created in step 3 of this
procedure.

Save and close the property file.
Open the batch. ini file for the source system.

1) Inthe Results tab, set the request.folder property to point to the
directory that you want to hold your publish log files. By default, this property
is set to the dispatcher subdirectory in the application server installation
directory.

Note

Be sure to set this property to a directory that can be written to.
Otherwise, no session information will be displayed in the Publish
History tab of the Publish Console.
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2) Save the property file and close the Property Editor.
Restart the application server.

Continue with the configuration procedure for Export to Disk publishing. Go to
“Configuring Your System for Export to Disk Publishing,” on page 273 the next
procedure in this section.

Step 2. Specify the Root Export Directory

As mentioned previously in this chapter, the directory that WebCenter Sites exports files
to is determined by the cs.pgexportfolder property in the futuretense. ini file.
(If you wish to add subdirectories to this directory, you enter a value in the “Base
Directory” field in the Destination Configuration screen.)

To set the root directory for the exported files

1. Start the Property Editor on the source system. If you need help with this step, see the
Property Files Reference.

Open the futuretense. ini file.

3. Inthe Export/Mirror tab, select the cs. pgexportfolder property and set the
value to the file directory (location) to which all files should be exported.

This is a global setting for the system. If you have multiple destinations and want the
files published to those destinations to be stored in separate subdirectories within this
directory, enter a value in the “Base Directory” field when you configure those
destinations (in “Step 3. Configure an Export Destination”).

For more information about export directories, see “Path Naming Convention,” on
page 264.

4. Save the property file and close the Property Editor.
Restart the application server.

Note

Before you run an export publishing session, make sure that this root export
directory exists and that it has enough space for the HTML pages that will be
created there.

Step 3. Configure an Export Destination
To create an export destination

1. Log in to the administrator’s interface on the source Sites system.
2. Inthe Admin tab, expand Publishing, then Destinations, and double-click Add New.
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WebCenter Sites displays the “Add New Destination” form.

Add New Destination

*Name:

Delivery Type: | RealTime: Copy assets to remote dynamic server w

Selact the desired publishing option
& Complete publish

O Dedayed publsh

*Destination address: | hitp//[targetserverpor]/cs/
*Remote User:  |fwadmin
*Remote Password:

Send Email on Failure: ]

verbose Dutput:  []
More Arguments:

*GCites: | Amy -
2FirstSite2
AdminSite

EIurImEtDn Financial

GE Lighting w

*Roles (Approve for Publish):  EE0% o

AdvancedUser
Analyst

Analytics

Approver
ArvworkAuthor w

*Roles (Publish): A
AdvancedUser
Analyst
Analytics
Approver
ArnworkAuthor  w

Add Mew Destination

3. Fillin the fields on the “Add New Destination” form as follows:
- In the Name field, enter a unique name for the destination.

- Inthe Delivery Type drop-down list, select Export to Disk: Export Web Files to
Disk. The available fields on the screen will change slightly.

- Base Directory: Enter a subdirectory name for the files published to this export
destination. The base directory is created as a child directory of the root directory
that is specified by the cs.pgexportfolder property.

When you enter a value in this field, the export path for the publishing destination
is as follows:

<cs.pgexportfolder>/<DIR>
where DIR is the base directory.
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Note

URLSs that are contained in exported files do not include this destination
directory path in the URL. Exported files have URLSs that begin below
this level, inside the destination directory. Therefore, if you enter a value
in this field and you enter a value in the “URL Prefix” field as well, be
sure that the web root or the web alias represented by the “URL Prefix”
field points to this directory.

This parameter is typically used to organize the contents of the root export
directory when there are multiple export destinations for your sites.

- URL Prefix: Enter the prefix that the export process will add to the beginning of
the URLSs that are used as links (HREFs) within the exported files.

Specify the web server alias of your delivery system in the URLS so that the links
in the HTML files can be resolved when the files are moved to that system. If you
leave this field blank, URLs will be relative.

The names of the generated files do not include this prefix—only the links within
the files use it.

Because you should always test the HTML files before you move them to the
delivery system, be sure that the name of the web alias on the testing system is the
same as the name of the web alias on the delivery system.

- Suffix: In this text box, specify the file suffix to use for the generated files when
the Filename field for the asset is not used or it does not specify a suffix. The
default is html.

- Use simple file naming: If this parameter is selected, WebCenter Sites overrides
the normal file-naming conventions by ignoring the SiteCatalog page entry of
the template that is used to render the asset and uses only the value entered in the
asset’s Filename field as the file name. If the asset does not have a filename,
WebCenter Sites uses the asset’s ID, instead. (For a description of the file-naming
conventions, see “File Naming Conventions,” on page 269.)

Note

There is one exception to this rule: assets with upload fields (assets that
are blobs) will always receive a standard (long) file name, even when this
value is set to true.

Caution!

The Use simple file naming parameter must be used with caution. If
your site is designed such that individual assets are rendered by multiple
templates, you must not use this parameter. Without the SiteCatalog
page entries used in the file name, file names cannot be guaranteed to be
unique when an asset is rendered by more than one template.
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- Use simple directory naming: When selected, this parameter overrides the
normal directory-naming convention. (For a description of the file-naming
conventions, see “Path Naming Convention,” on page 264.)

When Use simple directory naming is selected, WebCenter Sites puts the
rendered HTML file directly into the default export directory when there is no
path information available from the parent asset. (Normally, WebCenter Sites uses
the page asset’s ID when there is no path information.) Note that if there is a value
in the Path parameter of the asset’s parent page asset, this selection is ignored.

- Old Template: Select this parameter to use the rendering methodology that was
standard in 3.5 and earlier versions of the product.

Note

If the online site that you present on your delivery system was
designed for the rendering model used in Sites versions prior to 3.6
and it has not yet been redesigned for the 3.6 rendering model, you
must select this parameter.

If you select this parameter, do not set an export starting point for your site. The
export starting point is determined by the templates themselves.

- Send Email on Failure: If publishing fails and email notices to that effect are
required, select this option. Additional fields appear.

- Email Addresses: Enter the recipient’s email address, and click Add. (This
field is displayed only when Send Email on Failure is selected). All email
addresses that will receive an email on failure are displayed.

- Verbose Output: Activates detailed error logging during the publishing process.
When selected, messages in addition to error messages are written to the
PubMessage table. Because additional information lengthens the publishing
process, be sure to select this option only for troubleshooting.

- More Arguments: No additional arguments may be specified at this time.

- Sites: Select the sites whose assets can be approved for and published to this
destination.

- Roles (Approve for Publish): Select the roles to which you are assigning
approval privileges. All users assigned these roles can approve assets.

- Roles (Publish): Select the roles that have publish privileges. All users assigned
these roles can publish.

4. Click Add New Destination.
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The “Publish Destination” screen appears showing the new destination.

Publish destination: FirstSiteII_E2D
Name:  FirstSitell_E2D
Delivery Type:  Export to Disk: Export weh files to disk
Base Directory:
URL Prefix:
Suffix:
Use simple file naming:  false
Use simple directory naming:  false
Old Template:
Send Email on Fallure:  false
Verbose Output:  false

MMore Arguments:
Sites:  FirstSite 11
Roles {(Approve for Publish):  Any
Roles (Publish}:  any

Publish Event: Mo existing publish event

Set Publish Event...

ID: 1328442570750

Force Approve Published Assets

List all Publish Destinations

5. Repeat steps 2-4 for each additional export destination you need to configure.
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Step 4. Map a URL Prefix for Your Web Server

To make your exported content available to the public at its final destination (your
delivery system), you must configure your web server to map a URL path prefix to the
place where the files will reside so that URLS can be resolved.

Refer to the vendor documentation for your web server for information about the
appropriate procedure for mapping URL prefixes on your web server. Remember that the
name you specify for this prefix must match the name that you specified with the URL
Prefix destination configuration parameter for the destination. If you enter a URL Prefix,
be sure that the web root or alias includes the directory you entered.

Step 5. Create the Export Starting Points

To create an export starting point

1.

Using the administrator’s interface on the source system, find the asset that you want
to specify as an export starting point.

Open the asset in its “Status” form and scroll to the “Publishing Destination” section.
Do one of the following:

- If the asset is not yet approved for the destination you are currently configuring,
select Approve for Publish from the toolbar (The green check mark icon) and go
to step 4.

- Ifthis asset is already approved for the destination you are currently configuring,
go to step 6.

In the publishing approval form, select the destination for which you are approving the
asset and click Approve.

WebCenter Sites calculates dependencies for all the assets linked to this asset and
displays the results.

When WebCenter Sites displays the approval results, click the Status icon (a clock
face with a green check mark) from the toolbar.

Scroll down to the section of the “Status” form that displays the selected destination.
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7. Inthe File/Path field, click Specify Path/Filename, Start points to configure the

export starting point:

Content Attribute:FSTIBody
Mame:
Description:
Status:
Created:
Modified:
workfow commanids:
workflow process:
whork flow state:
Workflow history:

F5I1 Destination (RealTime):
FSIT Destination {dynamic):

FirstSitell _E2D:

LoalersBakery:

FEliEndy

Body

Edited

Tuesday, October 19, 2004 9:36:13 AM POT by adin

‘Wisdnescyy, Mowernber 3, 2004 10:19:37 AM PST by admin

<Select Worldlow Actiony »

This asset is not in Workfiow,

There are no curment assgnments, Workflow & inactre.

Apprioval State: Heeds Approval. Mot yet aporoved fior publish to FSIL Destination (RealTime),
Approval State: MNesds Approval. Mot yet apgroved for publish to FSIT Destination (dvnamic)
-
&= apn

Approval State: approved, Aporoved and ready to publsh to FrstSitell_E20,

Templabe: Operiarket | TemplateDe fault

File/Path; Fy Ptk

A

Start points: kot an export starting point.

approve Dependents: ko decendent ssets

Approval State: Heeds Approwal. Mot yet aporoved for publish to LoafersBakery

e
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8. Inthe next screen, fill in the fields as instructed below:

Content Attribute: FSIIBody

S —
MName:  FSIIBocy
Description: Body
Template:
Status: Edited
ID: 1112192431363
Created: Tuesday, October 19, 2004 9:36:13 AM POT by adrin
Modified: wednesday, Movember 3, 2004 10;19:37 AM PST by admin
Path:
Filename:
For Destination: FirstSitell_E2D
Path:
Filename:
Is this asset an export starting point? Oves @no
Using templates:
Termplate Wrapper page Force specified path Force specified filename
[ FelDetai —Mone— v O O
[ Fellink —Mone— v O O
O Femsurmmary | —None— v O O
—) i)

a. (Optional) For Destination section:

1) Path: If you want to specify unique path information for the asset being
published to this destination (the path information is not provided elsewhere
for this asset), enter the path in the Path field.

2) Filename: If you want to specify file name information that is different for
this destination, enter it in the Filename field. A file name entered in this
form for this destination overrides any file name information provided
elsewhere for the asset.

b. Select Yes for Is this asset an export starting point?
c. (Optional) Using Templates section:

1) Select a template.

2) Select a wrapper page.

3) Select Force specified path if you would like to force this asset to be
exported to the path that is named in the For Destination section.
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4) Select Force specified filename if you would like to force the use of the file
name that is specified in the For Destination section.

Click Save.

10. Repeat steps 1-9 for each top-level page asset in the site.

Step 6. Approve Your Assets

If you want to perform a simple test of your configuration, select the export starting point
with the fewest number of dependent assets and approve each of those assets.

If you want to complete a test publish of your entire site, approve all the assets for the site.
See “Approving Multiple Assets,” on page 315 for help with approving many assets at
once.

Step 7. Publish and Test the Results

Once the assets you want to publish to the selected destination are approved, run a test
publishing session:

1.

In the administrator’s interface on the source system, click Publishing in the button
bar.

In the Publish Console, select your destination from the drop-down list and click
Select Destination.

WebCenter Sites displays information about the assets that are ready to be published
to this destination. (If you have not yet created an export starting point for this
destination, the form states this fact. You must create at least one export starting point
before the publishing session can begin.)

Click Publish.

A confirmation message appears. Click Yes to proceed with the publish.

The publishing system exports all the approved assets for this destination into files.
In the Publish Console Active tab you can observe that the session is running.

When the session completes, click the History tab to view the session summary for
this session.

Mouse over the session information to view summary information;
In the Publish Console History tab, select the link to the publishing destination.

A session summary displays a list of all the files that were created during the export
process.

Click the Preview (binoculars) icon next to the file representing the top-level page in
your site.

WebCenter Sites opens the page in a new browser window.

Scan the page for errors and test all the links. Make sure to test links to all of the other
files that were generated.

Test the results by directly entering the URL of the rendered home page into your
browser and navigating the entire site. To do this, you must first set up a web server
root on the Sites management system that points to the export directory.

10. If you decide that the files are ready for delivery, copy them to your delivery system.
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Step 8. Set Up the Schedule

After you have ensured that:

* Your destination is configured correctly,

« The file names and directory names are created according to your needs, and
e Your web server is delivering the files correctly,

you can finish configuring your publishing system by completing the following steps on
the source system:

« Create scheduled publish events for the destination. For help with this step, see
“Scheduling Publish Events,” on page 319.

« Plan how you will copy the generated files to your web servers, for both the testing
area and the delivery system. For example, you can set up a script that automatically
copies the files via FTP to a testing area after a publishing session completes.
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Chapter 15
The Mirror to Server Publishing Process

This chapter explains how Mirror to Server publishing works and how it is configured.
This chapter contains the following sections:

* How Mirror to Server Publishing Works

« Before Configuring Mirror to Server Publishing

e Configuring Your System for Mirror to Server Publishing

e Approval Query for Performance Enhancement

* Retrieving Logs From Delivery Sites Systems
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How Mirror to Server Publishing Works

The Mirror to Server publishing method gathers information from the approval system,
the publishing schedule, and the destination configurations, copies data to the destination,
unpacks that data on the destination system, and then invokes the CacheManager servlet to
refresh any pages that should be regenerated to take advantage of the new content.

Management System

1 Local CS server mirrors
file structure on remote
CS server.

Dynamic Page Generation

2 End user requests a page
from mirrored CS server.

Delivery System

3 CS dynamically generates
and assembles the pages.

T

4 The web server
delivers the pages
to the end user.

Whether or not your Sites delivery system delivers content dynamically, you probably use
the Mirror to Server publishing method to move data from your development systems to
your management system. For information about that process, see “Troubleshooting,” on

page 329.

When a Mirror to Server publishing session runs, this is what occurs:

Source System

Publishing System

Mirror API

Database

Queue of
approved
assets

Target System

Mirror API

»| unpacks assets

—

Inserts
assets

Database

1. On the source system, Mirror to Server publishing uses the list of approved assets that
the publishing system passed to it to create a mirror queue for the destination.

Mirror Queue for Basic Assets

For basic assets, the following information is added to the queue:

- The asset’s main table row. For example, for page assets, the asset’s row in the
Page table.
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- The appropriate rows in the AssetPublication table. These rows list sites and
which assets belong to them.

- Rows in the AssetRelationTree table that refer to any assets that are
associated with the asset being published.

- The associated assets referenced by those rows in the AssetRelationTree
table. The asset table rows, AssetPublication rows, and associated assets of
any dependent assets are also mirrored, if they are approved and have not yet been
published.

Mirror Queue for Flex and Complex Assets

For flex asset types and the other multi-table asset types like template and
CSElement, the information from the appropriate rows from all of their tables are
serialized into an object and stored in the _Publ ish table for that asset type.

For example, when a template is to be published, the appropriate rows from the
Template, SiteCatalog, and ElementCatalog tables are serialized into an
object and stored in the Template_Publish table.

Each item in a_Publish table is added to the mirror queue.

2. WebCenter Sites uses the AssetPublishList table to create a list of all the assets
that are in the mirror queue.

3. The mirror operation starts.
First, the AssetPublishList is mirrored from the source to the destination.

4. The mirror queue is delivered and the publishing system unpacks the assets in the
queue.

For flex assets, Mirror to Server publishing de-serializes the objects in the _Publish
tables, and inserts the results in the appropriate tables.

For basic assets, each row in the queue is copied.

5. When the items in the mirror queue are unpacked, the publishing system sends
messages that the mirror publish concluded successfully. The destination system
responds as follows:

- The newly-published assets are marked as changed on the destination system,
which means that before they can be published from that system to another
destination, they must be approved. Note that this feature is enabled by default.
You can turn it off if you need to. See “Step 12: Turn Off Asset Invalidation on the
Delivery System,” on page 302 for details.

- The CacheManager servlet on the destination regenerates the appropriate pages in
the cache so that all pages that refer to the assets that were just published are
updated. It also rebuilds any pages that have unknown compositional
dependencies.

- CacheManager then communicates a message about which pages must be
refreshed to each Satellite Server identified by the satel lite. ini file on the
destination system. It communicates with the co-resident version and any remote
instances that are identified as belonging to this Sites system. The Satellite Server
applications then use that information to refresh the Satellite Server page caches.

- The AssetPublishList table is cleared, making it ready for the next publishing
session.
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6. On the source system, the publishing system updates the publish log file. Unlike the
Export to Disk publishing method, which writes to the publish log after each asset is
exported, Mirror to Server publishing waits until the entire mirror queue has been
successfully mirrored before writing the results to the publish log.

7. When the publishing session is successful, WebCenter Sites concludes the session by
writing information about the published references to the PubKey and
PublishedAssets tables and by clearing the AssetPublishList table on the
source system.

8. WebCenter Sites also writes information about the assets that were published to the
ApprovedAssets and ApprovedAssetDeps tables so the approval system can
calculate dependencies correctly the next time an asset is approved.

Before Configuring Mirror to Server Publishing

Before you configure the Mirror to Server publishing process, take into the consideration
the topics that are presented in this section. Prior knowledge of the information you will be
providing will help to ensure a smooth configuration process:

» Users and Mirror to Server Publishing
» CacheManager
e Configuring a Mirror Destination

Users and Mirror to Server Publishing

In addition to the batch user account on the source system that a publish event uses to
process a publishing session, the Mirror to Server publishing method requires another user
account: the mirror user account, which is located on the destination server. This is the
user account that the publishing system uses to unpack the mirror queue on the destination
system.

When you set up a Mirror to Server publishing destination, you must create the mirror user
account on the destination system that the destination represents.

CacheManager

The CacheManager is a WebCenter Sites servlet that maintains the page cache on any
dynamic Sites system, including the management system.

CacheManager is important to the publishing system because it locks the appropriate
assets on the destination during a mirror publish and ensures the integrity of the page
cache both before and after a mirror publishing session.

For more information about the CacheManager, see the Oracle WebCenter Sites
Developer’s Guide.

Configuring a Mirror Destination

The Mirror to Server publishing method copies information for approved assets from one
Sites database to another. This information must be configured for the mirror destination.
Configuring a mirror destination involves two steps: initializing the destination, and
configuring the data for the destination.
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Whenever you create a new mirror destination, you must initialize it before you can
publish to it. To initialize a mirror destination, you specify the following information:

The sites. Based on the sites that you select, the appropriate rows from the
Publication, SitePlanTree, and PublicationTree tables are mirrored to the
destination.

Any custom table that supports or is directly related to your asset types. In other
words, a table for assets that was not created by either AssetMaker or Flex Family
Maker. Examples of these are Source and Mimetype. These tables are called
“auxiliary tables.”

Mirror destination configuration is the process of indicating which data (for example,
assets types, associations, and start menu items) will be mirrored to the target destination.
Mirror destination configuration moves configuration data and rows from auxiliary
tables—which are non-asset database tables that are used for the dynamic display of the
assets—from one Sites database to another.

When to Use Mirror Destination Configuration

You use the Mirror Destination Configuration feature in several situations:

To set up any new mirror destination.

To move configuration items that support asset types (start menu items, associations,
and so on) from a development system to a management system or to a delivery
system.

To move workflow configuration data from a development system to a management
system.

If you or your developers add any additional sites, asset types, or auxiliary tables to
your system.

If you or your developers add any additional categories or subtypes for existing asset
types.
When you need to troubleshoot your configuration. If you can successfully initialize a

mirror destination, that means that the source and the destination systems are
communicating.

Configuring Your System for Mirror to Server
Publishing

The main steps when configuring a system for Mirror to Server publishing are as follows:

Step 1: Create the Batch User Account (If One Does Not EXxist)

Step 2: Set Up the Destination System

Step 3: Identify the Mirror User to the Source System

Step 4: Identify the Local Proxy Server to the Source System (If One EXists)
Step 5: Create a Mirror Destination

Step 6: Initialize the Destination

Step 7: Configure the Mirror Destination
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e Step 8: Approve Your Assets

e Step 9: Publish the Assets

e Step 10: Test the Results

e Step 11: Set Up the Schedule

o Step 12: Turn Off Asset Invalidation on the Delivery System

Note

Configuring a system for Mirror to Server publishing requires you to provide
information that is specific to your WebCenter Sites installation and your business
practices. Before starting the procedures in this section, it is best to read them in
order to gather and confirm the information they prompt you to provide.

Step 1. Create the Batch User Account (If One Does Not Exist)

Note

This procedure needs to be performed only once on each source system,
regardless of the number and types of publishing destinations you are configuring.

If a batch user account already exists on your source system, skip to “Step 2: Set
Up the Destination System.”

» If you have not already done so, create the batch user account. For instructions, see
“Step 1. Create the Batch User Account (If One Does Not Exist),” on page 273.

« If a batch user account already exists for your installation, skip to “Step 2: Set Up the
Destination System.”

Step 2: Set Up the Destination System

To mirror publish assets from one Sites system to another, you must ensure that the sites
and asset types are the same on both the source and the destination system. You must also
create an additional user on the destination system, called the mirror user (as opposed to
the batch user, which exists on the source). This user completes the mirror publish
database transactions on the destination system.

Note

Database properties on the source and destination systems, if not an exact
match, must be compatible, particularly database schema options (set in
futuretense. ini). Be sure to restart the application server if you make
changes to futuretense. ini.

To set up your destination system

1. If you have any custom support tables—a lookup table for a field in an asset type, for
example—create those tables on the destination system.
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2. On the destination system, create the mirror user and note the following:

Note

The mirror user has the same privileges as the RealTime user configured
for RealTime publishing. If a RealTime user is configured for RealTime
publishing, the same user may serve as the mirror user.

- This user must have the following ACLSs:

Browser

ElementEditor

PageEditor

TableEditor

Visitor (if Oracle WebCenter Sites: Engage is installed)
VisitorAdmin (if Oracle WebCenter Sites: Engage is installed)
xceladmin

xceleditor

- Because the mirror user account is used by the CacheManager to regenerate the
page cache after a publishing session, the mirror user must have sufficient
privileges to regenerate all the pages in the cache. Therefore, the mirror user
account must be given to all ACLs which are assigned to page entries in the
SiteCatalog table or database tables that are holding data to be rendered.

Note

If any of the sample sites are installed on the destination system, a user
named “mirroruser” already exists. For security, if you decide to keep this
user as your mirror user, be sure to change the password for this user; or
if you decide to create a different mirror user, be sure to delete the sample
site “mirroruser.”

- If you need help with creating the mirror user, see “Creating a New User,” on
page 86.

Step 3: Identify the Mirror User to the Source System

Next, you identify the name and password of the mirror user on the destination system to
the source system by setting property values in the futuretense. ini file on the source

system.

Note

Because the proxy server is used by both Mirror to Server and Real Time
publishing, it may have been set up for Real Time publishing. In such a case,
review the properties in the steps below to ensure they are set correctly.
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To identify the mirror user to the source system

1. Start the Property Editor and open the futuretense. ini file on the source Sites
system. If you need help with this step, see the Property Files Reference.

2. Inthe Export/Mirror tab specify values for the following properties:

- cs.mirroruser

Set this property to the name of the user that you created on the destination system
in the preceding procedure.

- cs.mirrorpassword

Set this property to the password of the user that you created on the destination
system in the preceding procedure.

Save the property file.
Do one of the following:

- Ifthere is a firewall separating your source system from the destination system, go
to “Step 4: Identify the Local Proxy Server to the Source System (If One Exists),”
on page 292.

- If there is no firewall separating your source and destination systems, close the
Property Editor. Stop and restart the application server. Then go to “Step 5: Create
a Mirror Destination,” on page 293.

Step 4: Identify the Local Proxy Server to the Source System (If
One Exists)

Note

This procedure needs to be performed only once on each source system, regardless
of the number and types of publishing destinations you are configuring.

Skip to Step 5: Create a Mirror Destination if:
e The local proxy has already been identified to your source system, or
e A proxy server is not used.

To identify the local proxy to the source system:

1. Open futuretense. ini in the Property Editor on the source system, select the
Export/Mirror tab, and specify values for the following properties:

- cs.mirrorproxyserver
Set this property to either the name or the IP address of the local proxy server.
- cs.mirrorproxyserverport
Set this property to the port number of the local proxy server.
2. Save the property file and close the Property Editor.
Restart the application server.
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Step 5: Create a Mirror Destination

To create a mirror destination
1. Log in to the administrator’s interface on the source Sites system.
2. Inthe Admin tab, expand Publishing, then Destinations.
3. Under Destinations, double-click Add New.
The “Add New Destination” form appears.

Add New Destination

*Name: |

Delivery Type: | Mirrar to Server: Copy database rows to remote dynamic server v

*Destination address: | hitp:A[targetserverpor]/cs/ |

*Remote User: |fwadmin |

*Remote Password: | |

Send Email on Failure: O

VYerbose Output: O

More Arguments: |

*Sites: | Any
AdminZite

avisports

*Roles (Approve for Publish): ﬁ
AdvancedUser
Analytics

Approver
ArtworkAuthor
ArtworkEditar v

*Roles (Publish): ﬁ
AdvancedUser
Analytics

Approver
ArtworkAuthor
ArtworkEditar v

Add New Destination

4. Configure the fields on this screen as follows:
- Name: Enter a unique name for the destination.
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- Delivery Type: Select Mirror to Server: Copy database rows to remote server.

- Destination Address: Enter the URL of the remote server in the format shown.
For [targetserver:port], enter the hosthame or IP address of the target
system and the port to be used by the destination. (A slash is required at the end of
the URL because this URL is appended dynamically.)

- Remote User: Enter the name of the mirror user created in “Step 2: Set Up the
Target System,” on page 330. This user will be invoked by the publishing system
to unpack the mirror queue on the target system.

- Remote Password: Enter the password of the mirror user.

- Send E-mail on Failure: If publishing fails and e-mail notices to that effect are
required, select the checkbox.

- Email Addresses: Enter the recipient’s e-mail address. (This field is available
only when Send E-mail on Failure is selected).

- Verbose Output: Select this option to activate detailed error logging during the
publishing process. When selected, messages in addition to error messages are
written to the PubMessage table. Because additional information lengthens the
publishing process, select this parameter only for troubleshooting.

- More Arguments: This parameter is reserved for future use; no additional
arguments may be specified at this time.

- Sites: Select the sites whose assets can be approved for and published to this
destination.

- Roles (Approve for Publish): Select the roles to which you are assigning
approval privileges. All users who are assigned these roles will be allowed to
approve assets.

- Roles (Publish): Select the roles to which you are assigning publish privileges.
All users assigned these roles can publish.

5. Click Add New Destination.

Oracle WebCenter Sites Administrator's Guide



Chapter 15. The Mirror to Server Publishing Process

Configuring Your System for Mirror to Server Publishing

WebCenter Sites displays the Publish Destination screen.

Publish destination: Dynamic

¥ Delate Approve Multiple Assets

&, Inspect " Edit

Name:

Delivery Type:

Destination address:

Remote User:

Remote Password:

Send Email on Failure:

Verbose Output:

More Arguments:

Sites:

Roles (approve for Publish):

Roles {Publish):

Publish Event:

ID:

List all Publish Destination:

& Dynamic

ver: Copy database rows to remote dynamic sarver

Initialize Mirror Destination...

http:f [targetserver:port s/
faradmin
false

false

FirstSite IT
A
By

Mo existing publish event

Set Publish Event...

1328442570735

Force Approve Published Assets

6. If you are ready to initialize this destination system (you must initialize the destination
system before you can publish to it), click the Initialize Mirror Destination button in
the “Publish Destination” form, then proceed to Step 6: Initialize the Destination” for
detailed instructions (begin at step 4 of that procedure).

If you need to create more mirror destinations, repeat steps 2 through 5 for each
additional mirror destination that you need to create for your source system.
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Step 6: Initialize the Destination

You must initialize the destination system before you can publish to it. This creates the
basic site information on the destination system. Specifically, the Publication and
PublicationTree tables are updated with the site names and asset types published to
the target.

To initialize the destination system
1. Inthe Admin tab, expand Publishing, then Destinations.
2. Under Destinations, double-click the destination you want to initialize.

3. Inthe “Publish Destination” form, click Initialize Mirror Destination.
The Initialize Mirror Destination screen appears.

Initialize Mirror Destination: Dynamic

Sites:  Select al sites that will be supparted on this destination:
2Firstsited ~
AdminSite
EiurlinEh:m Financial
GE Lighting w

Auxiliary Tables:  add any other non-Asset tables whose data is referenced or displayed. These
tables must enist on the destination before data can be mirored over.
Source
MimeType
Category

4. Select the sites whose assets you want to publish to this destination.
5. Inthe Auxiliary tables fields, enter the names of the following tables:
- Source, if you are using the source feature for any of your asset types

- Mimetype, if you are using Sites DocL.ink, flex filter assets, the ImageFile asset
type, or if you are using this table for any of your custom asset types.

- Filters, if you are using flex filters on your site. (The Fi l'ters table lists the
classes that are used by the flex filters. You will need to copy jar files and classes
manually.)
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- Any other auxiliary tables (such as lookup tables) for your asset types.

Note

Only five fields are provided for table names. If you have to enter more than
five table names, complete this procedure through step 6 for the first five
tables, then repeat steps 3-6 for the remaining tables.

6. Click Mirror.

If the initialization is successful, WebCenter Sites displays a confirmation message;
otherwise, an error message is displayed.

Based on the sites that you selected in step 4, the corresponding rows from the
Publication, SitePlanTree, and AssetType tables are copied to the destination.

Additionally, all the rows in the tables that you specified as auxiliary tables are copied
to the destination.

Note
You can also initialize the target destination from the Publish Console:

1. In the button bar, click Publishing.

2. Inthe Publish Console, select your mirror destination from the
drop-down list and then click Select Destination.

3. Click the Create Site on Target button. When the confirmation
screen appears, click Yes. This creates the basic site information on

the destination system.

Step 7: Configure the Mirror Destination

Now you need to configure the data that will be on your target destination. This
configuration will vary depending on the purpose of the target destination. For example, if
the target destination is strictly a delivery machine, it makes sense to only include asset
types when mirroring. Before proceeding with configuring the destination, you may find it
helpful to refer to “Migrating a Site from One System to Another,” on page 314.

Note

If Revision Tracking is turned on at the publishing target destination for
either ElementCatalog or SiteCatalog, then the publishing of template will
fail and the template may become corrupted.

It is not recommended to enable Revision Tracking on the target destination.

1. Inthe in the Admin tab on the source system, expand Sites and double-click the site
whose data you want to publish on the target destination.

2. In Publish Destinations (near the bottom of the screen), click Mirror site

configuration for destination (dynamic), where destination is the target destination.
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WebCenter Sites displays the “Mirror site configuration” form.

Mirror site configuration for: » FirstSitell

Publish destination:  FSII Destination {dynamic)

Asset Types:  enabled in FirstSitell
hute Editor

1t

Asset Subtypes for selected asset types
[ asset sssociations for selected asset types
[ categaries for selected asset types
[ sites Desktop configuration for selected asset types
[“sites DocLink configuration for selected asset types

Start Menu Items:  available in FirstSitell

Workflow Processes:

[ workfow States used by selected workflow processes
Al woarkflow Actions
[ sl warkfiow Conditions
wWorkflow Groups:  available in FirstSitell
FSll Home Page Translations

[ workfiow Group Actions

Tree Tabs:  available in FirstSitell

Saved Searches:  available in FirstSitell

Roles:  available in all sites
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Select the data you wish to make available on the target destination:

- Asset Types: Select the asset types that you want to make available on the target
destination.

If your asset types have subtypes and categories, choose the appropriate options
from the list in the Asset Types section and select the corresponding check boxes.
For example, the AssocNamed table contains information about associations for
asset types. The table will be mirrored only if you select Asset associations for
selected asset types and then the relevant asset types.

Select the Sites Desktop / Sites DocLink configuration check boxes to configure
the selected asset types for Sites Desktop and Sites DocL.ink.

- Start Menu Items: Select any start menu items that you or the developers
designed for your content providers to use.

- Workflow Processes: If there are workflow processes for your asset types, select
these processes and the appropriate workflow items.

- Workflow Groups: Select any workflow groups that you or the developers
designed for your content providers to use.

- Tree Tabs: Select the tree tabs that you want to make available on the target
destination.

Note

If any of the following tree tabs already exist on the target destination,
mirroring the tree tabs will fail and potentially corrupt the tree tabs on the
destination: Site Plan, Admin, Site Admin, Workflow, Bookmarks.

It is not recommended to mirror tree tabs that already exist on the target
destination.

- Saved Searches: Select any saved searches that you or the developers designed
for your content providers to use.

- Roles: Select the roles you want to exist on the target destination.
3. Click Mirror.

Based on which asset type configuration options you selected in step 2, appropriate
rows from the AssocNamed, AssocNamed_Subtypes, and Category tables are
copied to the destination.

If you selected Start Menu Items or Saved Searches, appropriate rows from the
tables that implement those features are copied to the destination.

Based on which workflow configuration options you selected in step 2, appropriate
rows from the w