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About This Guide

This guide contains information about pre-installing and configuring databases, web
servers, and other software used by Oracle WebCenter Sites.

Applications discussed in this guide are former FatWire products. Naming conventions are
the following:

» Oracle WebCenter Sites is the current name of the application previously known as
FatWire Content Server. In this guide, Oracle WebCenter Sites is also called
WebCenter Sites.

* Oracle WebCenter Sites: Satellite Server is the current name of the application
previously known as FatWire Satellite Server. In this guide, Oracle WebCenter Sites:
Satellite Server is also called Satellite Server.

Audience

This guide is intended for installation engineers with experience installing and configuring
enterprise-level software, including databases, database drivers, application servers, web
servers, and LDAP servers.

How This Guide is Organized
The guide is divided into the following parts:

e Part 1, “Creating and Configuring a Database” shows you how to create and configure
supported databases before installing WebCenter Sites. (This part supplements the
WebCenter Sites installation guides.)

e Part 2, “Installing a Web Server” shows you how to install and configure supported
web servers, if you choose to use one. (This part supplements the WebCenter Sites
installation guides.)

e Part 3, “Installing and Configuring an LDAP Server” shows you how to set up the
supported LDAP server for integration with WebCenter Sites. (This part supplements
the guide named Oracle WebCenter Sites: Integrating with LDAP.)

« Part 4, “Installing and Configuring Authentication Services” shows you how to
integrate WebCenter Sites with supported third-party applications that provide

Oracle WebCenter Sites: Configuring Supporting Software



About This Guide

Related Documents

authentication services and single sign-on. (This part supplements the WebCenter
Sites installation guides.)

Related Documents

For more information, see the following documents:

¢ Oracle WebCenter Sites: Installing on Apache Tomcat Application Server

¢ Oracle WebCenter Sites: Installing on IBM WebSphere Application Server
e Oracle WebCenter Sites: Installing on Oracle WebLogic Application Server
» Oracle WebCenter Sites: Installing Satellite Server

Graphics in This Guide

Graphics in this guide are screen captures of dialog boxes and similar windows that you
will interact with during the installation or configuration process. The graphics are
presented to help you follow the installation and configuration processes. They are not
intended to be sources of information such as parameter values, options to select, and
product version numbers.

Conventions
The following text conventions are used in this guide:

« Boldface type indicates graphical user interface elements that you select.

« Italic type indicates book titles, emphasis, or variables for which you supply particular
values.

* Monospace type indicates file names, URLS, sample code, or text that appears on the
screen.

e Monospace bold type indicates a command.

Third-Party Libraries

Oracle WebCenter Sites and its applications include third-party libraries. For additional
information, see Oracle WebCenter Sites 11gR1: Third-Party Licenses.

Oracle WebCenter Sites: Configuring Supporting Software



Part 1
Creating and Configuring a Database

WebCenter Sites requires access to a supported database configured specifically for
WebCenter Sites. Instructions for creating and configuring supported databases are
available in the following chapters:”

e Chapter 1, “Creating and Configuring an Oracle 11g Database”
e Chapter 2, “Creating and Configuring an MS SQL Server Database”
e Chapter 3, “Creating and Configuring an IBM DB2 9.7 Database”

The databases listed above are not configured for production; they are set up with full
permissions. In practice, the permissions can be restricted for the user that WebCenter
Sites will use to access a database. However, the following rights must exist: ability to
create, modify, and delete tables and indexes.

If you need instructions on installing a supported database, refer to the product
documentation. For instructions on creating and configuring a supported database refer to
the chapters listed above. (Note that database configuration is identical across different
application servers.)

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1

Creating and Configuring an Oracle 11g
Database

Use this chapter to set up an Oracle 11g database for your WebCenter Sites installation.

For background information regarding database configuration and users’ permissions, see
Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
« Step I. Create an Oracle 11g Database
e Step Il. Create a New User for WebCenter Sites

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1. Creating and Configuring an Oracle 11g Database 12
Step I. Create an Oracle 11g Database

Step I. Create an Oracle 11g Database

1. Launch the Oracle Database Configuration Assistant by executing the following
command:

<ora_home>/bin/dbca
2. Inthe “Welcome” screen, click Next.

Database Configuration Assistant : Welcome

Welcame to Database Configuration Assistant for Oracle database.

The Database Configuration Assistant enables wou to create a database, configure database
options in an existing database, delete a database, and manage database templates.

Cancel )l Help )l Back:

Oracle WebCenter Sites: Configuring Supporting Software



Chapter 1. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

3. Inthe “Operations” screen, select Create a Database and click Next.

Select the operation that wou want to perform:

® Create a Database
" Configure Database Options
" Delete a Database
T Manage Templates

" Configure Automatic Storage Managerment

Cancel )l Help )l

4. Inthe “Database Templates” screen, select General Purpose or Transaction
Processing and click Next.

Templates that include datafiles contain pre-created databases. They allow wou to create a
new database in minutes, as opposed to an hour or more. Use templates without datafiles
only when necessary, such as when wou need to change attributes like block size, which
cannot be altered after database creation.

Select Template Includes Datafiles
General Purg 0
[ Custorn Database Mo
[ Data Warehouse Yes

Cancel )l Help )l % Back Mext

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1. Creating and Configuring an Oracle 11g Database

5.

6.

Step I. Create an Oracle 11g Database

In the “Database Identification” screen, enter the global database name and the SID.
(Oracle recommends using the same value for both; in our example, we are using
contentDB.) When you are finished, click Next.

An Oracle database is uniguely identified by a Global Database Mame, typically of the form
"name. domain”.

Clobal Database Mame: |contentDB

A database is referenced by at least one Oracle instance which is uniguely identified fram
any other instance on this camputer by an Oracle System Identifier (5100,

51D contentDB

Cancel )l Help )l % Back

In the “Management Options” screen, select the Configure Enterprise Manager
check box. Select other options as desired. When you are finished, click Next.

W Configure Enterprise Manager

C Register with Grid Contral for centralized managerment

Management Semvice |N0 Agents Faund

® Configure Database Contral for local management

[ Enahle Alert Motifications

Dutgoing Mail SMTR) Server: |

Recipient Email Address: |
[ Enakle Daily Disk Backup to Recovery Area
Backupm start Tirme: ’E ’E Lo R 1

05 Usernarme: |

05 Fassword: |

Cancel )l Help )l

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1. Creating and Configuring an Oracle 11g Database 15
Step I. Create an Oracle 11g Database

7. Inthe “Database Credentials” screen, do one of the following:

- Ifyou are installing a production system, select Use Different Administrative
Passwords, enter a unique password for each database user shown in the table,
and click Next.

- Ifyou are installing a non-production system, select Use the Same
Administrative Password for All Accounts, enter and re-enter a password, and
click Next.

Far security reasons, wou must specify passwords for the following user accounts in the new
database.
T Use Different Administrative Passwords
lser Mame Passyard Canfirm Fassword
SYS
SYSTEM
DESHMP
SYSMARN

@ |Jse the Same Administrative Password for All Accounts

Password: |

Confirm Passward: |

Cancel )l Help )l % Back

Oracle WebCenter Sites: Configuring Supporting Software



Chapter 1. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

In the “Storage Options” screen, select File System and click Next.

iguration Assistant, Step 6 of 15

Select the storage mechanism wou would like to use for the database.

W File System
Use the File System for Database storage.

O Automatic Storage Management (ASh)
Automatic Storage Management simplifies database storage administration and
optimizes database [ayout for /O perfarmance. To use this aption wou must either
specify a set of disks to create an ASM disk group or specify an existing ASM disk group.

T Raw Dewices
Faw partitions ar wolumes can provide the required shared storage for Real Application
Clusters (RAC) databases if wou do not use Automatic Storage Management and a Cluster
File System is not available. You need to hawe created one raw dewice for each datafile,
cantrol file, and log file wou are planning to create in the database.

[ Specify Raw Devices Mapping File Browse. ..

Cancel )l Help )l 4 Finish )l

In the “Database File Locations” screen, select Use Database File Locations from
Template (unless you want to use custom file names and locations) and click Next.

n Assistant, Step 7 of

Specify locations for the Database files to be created:

® lse Database File Locations from Template

T lse Commaon Location for All Database Files

Database Files Location: | Browse. ..

" Use Oracle-Managed Files

Database Area: | Browse. ..

Multiplex Redo Logs and Contral Files...

If wou want to specify different lacations for amy database files, pick any of the abowe
options except Oracle-Managed Files and use the Storage page later to customize
each file lacation. If wou use Oracle-Managed Files, Oracle autamatically generates
the names for database files, which can not be changed on the Storage page.

File Location Yariables...

Cancel )l Help )l % Back Finish )l

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

10. In the “Recovery Configuration” screen, leave the default values and click Next.

Choose the recovery aptions far the database:

W Specify Flash Recovery Area

This is used as the default for all disk based backup and recovery operations, and is
alsa required for automatic disk based backup using Enterprise Manager. Oracle

recommends that the database files and recovery files be located on physically differant
disks for data protection and perfarmance.

Flash Recovery Area: |{ORACLE_BASE},ffIash_reco\rerv_ Browse. ..

Flash Recovery Area Size: |2048 : M Bytes -

" Enakle Archiving Edit Archive Mode Parameters...

File Location Yariables...

Cancel )l Help )l % Back

Finish )l

11. In the “Database Content” screen, click Next.

Custam Scripts

Sample Schemas illustrate the use of a layered approach to complexity, and are used
by some demaonstration programs. Installing this will give wou the following schemas in
wour database: Human Resources, Order Entry, Online Catalog, Product Media,

Information Exchange, Sales History It will also create a tablespace called EXAMPLE.
The tablespace will be about 130 MB.

Specifywhether or not to add the Sample Schemas to wour database.

[” Sample Schemas

Cancel )l Help )l % Back Mext Finish )l

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

12. In the “Initialization Parameters” screen, do the following:

a. Inthe Memory tab, set the preferred memory size for your database. The value
you enter here will depend on the size and contents of your database. Oracle
recommends a minimum of 384MB.

Memory [ Sizing Character 5ets Connection Mode
w Typical
Memory Size (304 and PLA) (296 ME | : ] :
Percentage: 40 % 250 ME 492 ME
" Use Automatic Memory Management Showe Memory Distribution... )l
T Custarmn
Memory Managerment |Aut0matic Shared Memory Management |
SGA Size: [297 M Bytes
RIGA Size: EE M Bytes

Total Memary for Oracle: 296 M Byies

Al Initialization Parameters...)l

Cancel )l Help )l 4 Finish )l

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

b. Inthe Character Sets tab, do the following:
1) Select the Use Unicode (AL32UTFS8) radio button.

2) In the “National Character Set” drop-down list, select UTF-8 - Unicode 3.0
UTF-8 Universal Character Set.

Memory Sizing Character 5ets Connection Mode

Database Character Set

T Use the default
The default character set for this database is based on the language setting of this
operating system: WESMSWIN1252.

® |lse Unicode (AL22UTFS)
Setting character set to Unicode (ALZ2UTFE) enables wou to stare multiple language
groups.

T Choose from the list of character sets

Database Character Set: |AL32UTF8 - Unicode UTE-& Universal character set

¥ Show recommended character sets only:

Mational Character Sat: |UTF8 - Unicode 2.0 UTF-8 Universal character set, CESU-... v|

e |

Default Language: |American

e |

Default Territorny: |United States

Al Initialization Parameters...)l

Back Mext Finish )l

Cancel )l Help )l 4

c. Click Next.

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

13. In the “Security Settings” screen, click Next.

Database Configuration Assistant, Step 11 of 14 : Security Settings.

Oracle recommends using the enhanced default security settings.

® Keep the enhanced 11g default security settings (recomrmended)
These settings include enabling auditing and a new default passward profile.

" Rewert to pre-11g default security settings
To disable a particular category of enhanced settings for compatiblity purposes choose
fram the following.

I~ Revert audit settings to pre-11g defaults

" Revert password profile settings to pre-11g defaults

Cancel )l Help )l 4

Finish )l

14. In the “Automatic Maintenance Tasks” screen, click Next.

uration Assistant, Step 12 of 14 : Automatic Maintenance |

Oracle Database 119 provides the ahility to automatically manage maintenance tasks such
as optimizer statistics caollection and proactive advisor repaorts. These tasks are run in a
predefined maintenance window and their CPU consumption is throttled to prevent them

00 AM on weekdays, and all weekend long. These defaults can be changed using Enterprize
Manager at any time.

W Enahle automatic maintenance tasks

Cancel )l Help )l % Back

fram interfering with normal user work, The default maintenance windows are 10:00 PM - 2:

Finish )l

Oracle WebCenter Sites: Configuring Supporting Software

20



Chapter 1. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

15. In the “Database Storage” screen, review the selected file locations. (If you need to

make changes, click File Location Variables.) Click Next.

. Database Configuration Assistant, Step 13 of 14 : Database Storage

|»

7] Contralfile Database Storage

Datafiles

Fram the Database Storage page, vou can specify storage parameters for database
Reda Log Groups creation. This page displays a tree listing and surmmany view (multi-colurmn lists) to
enahle wou ta change and wiew the following objects:

Control files
Tahlespaces
Datafiles

Follhack Segments
Fedo Log Groups

e e e e

Fram any object type folder, click Create to create a new okbject. To delete an abject,
select the specific abject from within the abject tyoe folder and click Delete.

Important If vou select a database template including data files, then vau will not be
able to add ar remowe data files, tablespaces, aor rollback segments. Selecting this
e of template enahles wou to change the following:

« Destination of the datafiles
« Contral files ar log groups.

For more information, refer to the

-

Oracle Database Storaae Administrator's Guide,

Create| Delete File Location Yariables...
Cancel )l Help )l % Back Mext Finish )l

16. In the “Creation Options” screen, click Finish.

Select the database creation options:
W Create Datahase

[ Sawve as a Database Template

MName: contentDE

Description:

[ Generate Database Creation Scripts

Destination

Diractory: |,fu0 1fsoftware/DE/Oracleforacledbfadmin/contentDBfscripty  Browse...

Cancel )l Help )l % Back [t

Oracle WebCenter Sites: Configuring Supporting Software
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Chapter 1. Creating and Configuring an Oracle 11g Database

Step I. Create an Oracle 11g Database

17. In the “Confirmation” screen, review the selected options, then click OK.

Confirmation

The fallowing operations will be perfarmed:
A database called "contentDB" will be created.

Database Details:

General Purpose or Transaction
Processing

Use this database template to create a pre-canfigured database optimized for general
purpose or transaction processing usage.

Common Options

| Option belected
Oracle JvM true
Oracle Text true
Oracle XML DB true
Oracle Multimedia true
Oracle OLAP true
Oracle Spatial true
Oracle Ultra Search true
Oracle Label Security false
Sample Schemas false

0],8 Cancel Help

18. Allow the database creation tasks to complete. If any one of the tasks fails, remedy the
problem before continuing.

Database Configuration Assistant

« Copying database files
Ideal Platform for
Grid Computing Creating and starting Oracle instance

Completing Database Creation

Clone database creation in progress

[ 0%

Log files for the current operation are located at:
Suolfsoftware DB/ Oracleforacledb/cfgtoollogsfdbcafcontentDB

Oracle WebCenter Sites: Configuring Supporting Software
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23
Step I. Create an Oracle 11g Database

19. At the summary screen, make a record of the database SID and the database control
URL, then click Exit.

Database creation complete. Far details check the logfiles at:
Suolfsoftware DB/ Oracleforacledb/cfgtoollogsfdbcafcontentDB.

Database Information:
Clobal Database Mame: contentDB
Swstem ldentifier(s10y: cantentDB
Server Parameter Filename:  fudlfsoftware DB/ Oracleforacledb/productf11.1.0fdb_1/dbs/spfilecantentDB. ara

The Database Control URL is hitps: fflocalhost. localdomain: 5500 fem

Management Repasitary has been placed in secure mode wherein Enterprise Manager data will be encrypted.
The encryption key has been placed in the file: judl/software/DBfOracleforacledbfproductf11.1.0
fdb_1/localhost. localdomain_contentDEfsysmanfconfigfemkey.ara.  Please ensure this file is backed up as the
encrypted data will become unusable if this file is last.

Mote: All database accounts except 55, SYSTEM, DBSMMP, and SYSMAMN are locked. Select the Passward
Management buttan to view a complete list of locked accounts or to manage the database accountsiexcept
DESMMP and SYSkAN). From the Passwoard Management window, unlock anly the accounts syou will use. Oracle
Corporation strongly recommends changing the default passwords immediately after unlocking the account.

Passward Management... )l

Oracle WebCenter Sites: Configuring Supporting Software
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Step Il. Create a New User for WebCenter Sites

Step Il. Create a New User for WebCenter Sites

1. Determine the Console Server port:
a. Open the emoms.properties file in a text editor. The file is located in:
<ora_home>/<servername>_<SID>/sysman/config/
b. Find the line,
oracle.sysman.emSDK.svIlt_ConsoleServerPort
and make a record of the port number value at the end of the line.
2. Log in to the Oracle Enterprise Manager console:
a. Execute the following command: emctl status dbconsole

The command should return an output similar to the following:

Oracle Enterprise Manager 11g Database Control Release 11.1.0.6.0
Copyright (c) 1996, 2007 Oracle Corporation. All rights reserved.
https://localhost.localdomain:1158/em/console/aboutApplication
Oracle Enterprise Manager 11g is running.

Logs are generated in directory /uOl/software/DB/Oracle/oracledb/
product/11.1.0/db_1/localhost. localdomain_vmorcldb/sysman/log

b. Open a browser and go to the URL highlighted in bold in step a above. If you see
a “Security Mismatch” error, ignore it (the error appears if you are using a self-
signed certificate).

c. Log in as the sys user (you specified a password for this user in step 7 on
page 15) connecting as SYSDBA.

ORACLE Enterprise Manager 11g Help
Database Control

+ User Name Fys

(_Login

Copyright © 1996, 2007, Cracle. All rights reserved.
Cracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Cracle Corporation and/or its affiliates. Cther rames may be trademarks of their respective owners.
Urauthorized access is strictly prohibited.
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25
Step Il. Create a New User for WebCenter Sites
3. Inthe tab bar, click Server.
ORACLE Enterprise Manager 11g Setup Preferences Help Logout
Datahase Control Database

Logged in As SYS
Database Instance: vmorcldb

Home { Performance Avaik bility CSH'-;H) Schema Data Movement Software ancd Support

Latest Data Colleoted From Target Oct 1, 2007 4:38:29 PMEDT (Rafresh ) Vew Datal Automatieally (80ses) |

General ¥ HostCPU Active Sessions S0OL Response Time
[ Shutdown ) Black Qut )

100% Lo Lo

Status Up 75 =t
Wi
Up Since Oct 1, 2007 12:50:34 PM EDT 50 Other 05 B o 0.5
Instance Name vmorcidb W vmorckb —_—

. 25 M cru

Version 11.1.0.6.0 00

Hest lecalhost.ko omain 0 0.0 o
Listener LISTENER lbcalhostbbcakiomain Reference collection is empty.
Load 443 Paging 000 Maximum CPU 1 50L Response Time (%) Unavailable

View All Froperties

[ Reset Reference Collection )

Diagnostic Summary
ADDM Findings T
Period Start Time QOct 1, 2007 3:00:02 PM EDT
Alert Log Mo ORA- errors
Active Incidents 0 o]

Database Instance Health

Space Summary
Database Size (GB)
Problem Tables paces
Segment Advisor Recommendations
Policy Violations
Dump Area Used (%)
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Step Il. Create a New User for WebCenter Sites

4. Create the new user. Do the following:
a. Inthe “Security” section of the page, click Users.

ORACLE Enterprise Manager 11¢g

Database Control

Logged in As SYS

Database Instance: vmorcidb

Home Performance Availability J Server l Schema Data Movement Software and Support

Storage Database Configuration Oracle Scheduler
Control Files

Resource Manager Security

Users

ppings

Audit Settings

Transparent Data Encryption

b. Click Create near the top right corner of the user list.

ORACLE Enterprise Manager 11¢g

Database Control

Database Instance: vmorcidb = Logged in As SYS
Users
Object Typel User |
Search

Enter an object name to fitter the data that i displayed in your results set.

Object Name I

@)

By default, the search returms all uppercase matches beginring with the string you entered. To run an exact or case-sersitive match, double quote the search string. You can use the wildzard symbal (%) in a double quoted
atring.

Sekction Mods | Singe |

Edit ) View ) Delete Actionsl Create Like j@o & Previous I 1250183 ¥ Nexin &

Temporary
Select |UserName / [Account Status Expiration Date Default Tablespace Tablespace Profile Created
| AnoNYMOUS EXPIRED & Sep 25, 2007 3:33:21 PM SYSALX TEMP DEFAULT Aug 3, 2007 1:34:38 AM EDT
LOCKED EDT
{ |APEX_PUBLIC_USER EXPIRED & Sep 25, 2007 3:39:21 PM USERS TEMP DEFAULT Aug 3, 2007 2:04:08 AM EDT
LOCKED EDT
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Step Il. Create a New User for WebCenter Sites

c. Inthe “Create User” form, fill in all required fields (marked with an asterisk).
Fill in all other fields as necessary.

ORACLE Enterprise Manager 11¢g Setup Preferences Help Logout

Database Control

Logged in As SYS

Database Instance: contentDE = Users =

Create User
| Show SQL | | Cancel ) [ OK )

General [ Roles System Privileges Object Privileges Quotas Consumer Group Privileges Proxy Users

* Name [csuser

Profile | DEFAULT Z |

Authentication | Password| ¢ |

* Enter Password [oouoou ]

* Confirm Password [oouoou ]

For Password choice, the role is authorized via password.

[ Expire Password now

Default Tablespace [USERS 4

Temporary Tablespace [TEMF’| ] 1,,3?

Status O Locked @ Unlocked

General [ Roles System Privileges Object Privileges Quotas Consumer Group Privileges Proxy Users

Y e

| Show SQL | | Cancel ) [ OK )
Database | Setup | Preferences | Help | Logout

Copyright © 1996, 2009, Cracle. All rights reserved.
Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affiiates. Other names may be trademarks of their respective owners.

About Oracle Enterprise Manager
5. Select the default and temporary tablespaces for the new user. Do the following:

a. Select the default tablespace:

1) Inthe “Create User” form, click the flashlight button next to the Default
Tablespace field.

2) Inthe form that appears, select the USERS radio button.
3) Click Select.

Search and Select: Tablespace
| Cancel | | Select )

Search
Search for Tablespace | Go )

Results

Select Tablespace
SYSALX

SYSTEM
TEMP
UNDOTBES1

[O1Re TR T Tie

USERS

| Cancel | | Select )

b. Select the temporary tablespace:
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Step Il. Create a New User for WebCenter Sites
1) Inthe “Create User” form, click the flashlight button next to the Temporary
Tablespace field.
2) In the form that appears, select the TEMP radio button.
3) Click Select.
6. Assign roles to the new user, as required.
a. Inthe tab bar, click Roles.
ORACLE Enterprise Manager 11g Setup Preferences Help Logout
Database

Database Control

Database Instance: contentDB > sers = Logged in As SYS
Create User
(Show SQL ) (_Cancel ) (_OK

General Roles System Privileges Object Privileges Quotas Consumer Group Privileges Proxy Users

[ Edit List
Role Admin Option Default
No items found

General Roles System Privileges Object Privileges Quotas Consumer Group Privileges Proxy Users

(Show SaL ) ( Cancel ) ((OK )
Database | Setup | Preferences | Help | Logout

Copyright © 1996, 2009, Cracle. All rights reserved.
Cracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Cracle Corporation and/or its affiiates. Other names may be trademarks of their respective owners.

About Oracle Enterprise Manager

b. Click Edit List at the top right corner of the list of roles.
c. Inthe “Available Roles” list, select the required roles and click Move.
The roles appear in the “Selected Roles” list.
d. Click OK.
7. Assign system privileges to the new user. Do the following:
a. Inthe tab bar, click System Privileges.

Database Instance: contentDB > sers = Logged in As SYS
Create User
(Show SQL ) (_Cancel ) (_OK

General Roles System Privileges Object Privileges Quotas Consumer Group Privileges Proxy Users

[ Edit List
System Privilege Admin Option
No items found

General Roles System Privileges Object Privileges Quotas Consumer Group Privileges Proxy Users

(‘Show SQL ) | Cancel ) | OK )

Database | Setup | Preferences | Help | Logout

Copyright © 1996, 2009, Cracle. All rights reserved.
Cracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Cracle Corporation and/or its affiiates. Other names may be trademarks of their respective owners.

About Oracle Enterprise Manager

b. Click Edit List at the top right corner of the list of privileges.

c. Inthe “Available System Privileges” list, select CREATE SESSION, CREATE
TABLE, CREATE VIEW, and UNLIMITED TABLESPACE, then click
Move.
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Next Step
The privileges appear in the “Selected System Privileges” list.
d. Click OK.
ORACLE Enterprise Manager 11g Setup Preferences Help Logout

Database Control

Database Instance: contentDE > Users >

Modify System Privileges

Available System Privileges

ACCESS_ANY_WORKSPACE
ADMINISTER ANY SQL TUNING SET
ADMINISTER DATABASE TRIGGER
ADMINISTER RESOURCE MANAGER
ADMINISTER SQL MANAGEMENT OBJECT
ADMINISTER SQL TUNING SET

ADVISOR

ALTER ANY ASSEMBLY

ALTER ANY CLUSTER

ALTER ANY CUBE

<]

Copyright © 1996, 2009, Cracle. All rights reserved.

I.)).I
Move All
.'.g'.
Remove

=]

Remove All

Selected System Privileges

CREATE SESSION
CREATE TABLE
CREATE VIEW

UNLIMITED TABELESPACE

Database | Setup | Preferences | Help | Logout

Cracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Cracle Corporation and/or its affiiates. Other names may be trademarks of their respective owners.

About Oracle Enterprise Manager

A message confirming the creation of the new user is displayed. The user appears in the

list of users.

ORACLE Enterprise Manager 11¢g
Database Control

Setup Preferences

Database Instance: contentDBE =

Users

Search

Enter an cbject name to filter the data that is displayed in your results set.

Object Name [CSUSER | (co

Help Logout

Logged in As SYS

| Cancel | [ OK )

| Cancel | [ OK )

Logged in As SYS

Object Type| User <

By default, the search returns all uppercase matches beginning with the string you entered. To run an exact or case-sensitive match, double quote the search string. You can use the wildcard symbaol

(%) in a double quoted string.

Selection Mode | Single | ¢ | Create )
((Edit ) _view ) Delete ) Actions | Create Like ¢len
Account Default Temporary User
Select|UserName / |Status Expiration Date Tablesp Tablesp Profile |Created Type
® CsUsSER OPEN Jul 3, 2012 7:16:53 AM USERS TEMP DEFAULT Jan 3, 2012 7:16:33 AM LOCAL

EDT

Next Step

EST

You are now ready to create and configure the data source. For instructions, refer to your

WebCenter Sites installation guide.
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Next Step
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Chapter 2

Creating and Configuring an MS SQL Server
Database

Use this chapter to set up a SQL Server database for your WebCenter Sites installation.
For background information regarding database configuration and users’ permissions, see
Part 1, “Creating and Configuring a Database.”

This chapter contains the following section:
e Creating a Database on MS SQL Server 2008 R2
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Creating a Database on MS SQL Server 2008 R2

Creating a Database on MS SQL Server 2008 R2

To create and configure a database on MS SQL Server 2008 R2

1.

10.

Use the Windows Account Manager to create a new user account for the WebCenter
Sites database user (for example, csuser), and assign a password to the account.

Open SQL Server Manager Studio.

Log in to MS SQL Server:

a. Enter your user name and password (the default user name is sa).

b. Click Connect.

Create the database:

a. Inthe left-hand tree, expand the Databases node.

b. Right-click the Databases node and select New Database from the pop-up menu.

c. Inthe “New Database” window, enter a name for your database and click OK.
Your newly created database appears under the Databases node in the tree.

In the tree, expand the node representing your newly created database, then expand
the Security node underneath it.

Click the Users tab.

Right-click within the white space underneath the list of existing users and select
New User from the pop-up menu.

In the “Database User - New” window, enter the user name of the WebCenter Sites
database user (which you created in step 1 of this procedure) into the User name and
Login name fields.

In the “Owned Schemas” and “Role Members” areas, select the db_owner check box.
Click OK.
The database is created.

After the database has been created, turn on READ_COMMITTED_SNAPSHOT as shown
below. For more information, refer to the vendor documentation.

ALTER DATABASE <your_db_name>

SET ALLOW_SNAPSHOT_ISOLATION ON GO

ALTER DATABASE <your_db_name>
SET READ_COMMITTED_SNAPSHOT ON GO

Database configuration is complete. You are now ready to create and configure the data
source using the user name and password of the WebCenter Sites database user you
created in step 1 of this procedure. For instructions, refer to your WebCenter Sites
installation guide.
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Chapter 3

Creating and Configuring an IBM DB2 9.7
Database

Use this chapter to set up a supported IBM DB2 database for your WebCenter Sites

installation. For background information regarding database configuration and users’

permissions, see Part 1, “Creating and Configuring a Database.”

This chapter contains the following sections:
» Installing and Configuring DB2 9.7 for WebCenter Sites
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Installing and Configuring DB2 9.7 for WebCenter

Sites

To install and configure a DB2 9.1 database, you will complete the following steps:
A.

B
C.
D

Installing and Configuring DB2 9.7 for WebCenter Sites

Install DB2

Create a New DB2 Database
Create a User for the New Database
Configure the Database

A. Install DB2

1.

2
3.
4

Uncompress the correct installation file for your distribution.

Run ./db2setup

In the “Information Management Software” screen, select Install a Product.
Under “DB2 Enterprise Server Edition,” select Install New.

& DBZ Setup Launchpad ] =[S

DB2 Setup Launchpad

Welcome Install a Product as root
Felease Infarmation Click Install Mew to launch the DB2 Setup wizard for the desired product and to install
Installation Requiremants the product to a new lacation

Upgracle Infarmation
Install a Product
¥ Install a Produ DE?2 Enterprise Server Edition Version 9.7
DEZ Enterprise Server Edition is designed to meet the data server needs of medium to large
businesses. It can be deployed on Linux, URIX, or Windows servers of any size, from one CPU to
arry number of CPUs

Ezit

DEZ Enterprise Server Edition is an ideal foundation for building on demand enterprise-wide
solutions, such as multi-terabyte size data wwarehouses, or high performing 24x7 available high
wolurme transaction processing business solutions, or Web-hased solutions. DEZ Enterprise
Serwver Edition incorporates a native XML data store and delivers flexible access to XML data
using XQuery, XPath, 0L, and standard reporting tools

Optional features for DE2 Enterprise Server Edition are availahle that provide additional
acwanced product capahilities in areas such as database partitioning, compression,
performance, workload management, and security. For more information, see
hittp: f fasnese. ibm, com

Install New

Database Management and Application Development Tools

A suite of QU tools for managing DB2 for Linux, UNES and Windows data and data-centric
applications is awailable to install. Individually these tools provide powerful capahilities that
Tr— I S target specific data management roles and tasks, more importantly, the components

interoperate seamlessly, enabling cross-role collaboration, productivity, and effectiveness.
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Installing and Configuring DB2 9.7 for WebCenter Sites

5. Inthe “Welcome to the DB2 Setup Wizard,” click Next.

DBZ Setup - DBZ Enterprise Server Edition EE ’E

6. Inthe “Software License Agreement” screen, click Accept, then click Next.

DBZ Setup - DBZ Enterprise Server Edition

of the license agreement which accompanies WebSphere MQ, except as
lirnited in this license, The WebSphere MQ program may hot be used for any
other purpose unless a full license for WebSphere MQ is purchased.

B.2) Usage Restriction - IBM Eclipse Help System

The following subset of Excluded Components and/or Separately Licensed
Code was obtained from the Eclipse Foundation: Tomcat, MX4), Lucene,
Lucene HTML Parser, Ecligse Help System (herein collectively referred 10 as
“Eclipse Code"). Motices and imgortant information, including instructions far
obraining source code, for the Eclipse Code may be found in associated
“about.html® files ¢ About Files”y located in a directony for the Eclipse Code.

These About Files are provided for informational purposes only, and
notwithstanding anything to the contrary therein, the terms governing Your use
of such Eclipse Code shall ke as set forth above n the applicable Excluded
Components or Separately Licensed Code section.

D/ L-CLAW-FPURSE
PR L-CLAW-7PURSE
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Installing and Configuring DB2 9.7 for WebCenter Sites

7. In “Select the Installation Type,” select Typical and click Next.

DBZ Setup - DBZ Enterprise Server Edition EE ’E

8. In “Select installation, response file creation, or both,” select Install DB2 Enterprise
Server Edition on this Computer and click Next.

DBZ Setup - DB2 Enterprise Server Edition EE ’E

JrootjdbZesze.rsp
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Installing and Configuring DB2 9.7 for WebCenter Sites

9. In “Select the installation directory,” either enter a directory or use the default and
click Next.

DBZ Setup - DBZ Enterprise Server Edition EE ’E

JUO1 software /[DEjdb2 jv8.7

10. In “Install the IBM Tivoli System Automation for Multiplatforms (SA MP),” select
Do not install SA MP, unless “SA MP” is required by your environment.

DBZ Setup - DB2 Enterprise Server Edition EE ’E
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Installing and Configuring DB2 9.7 for WebCenter Sites

11. In “Set user information for the DB2 Administration Server”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.
c. Click Next.

DEZ Setup - DBZ Enterprise Server Edition Q[ﬂ ’E

oo

fhome/dasusrl
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Installing and Configuring DB2 9.7 for WebCenter Sites

12. In “Set up a DB2 instance,” select Create a DB2 instance and click Next.

DBZ Setup - DBZ Enterprise Server Edition

13. In “Set up partitioning options for the DB2 instance,” select Single partition instance
and click Next.

DBZ Setup - DB2 Enterprise Server Edition

I s o AT 1Cl
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Installing and Configuring DB2 9.7 for WebCenter Sites

14. In “Set user information for the DB2 instance owner”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.
c. Click Next.

DEZ Setup - DBZ Enterprise Server Edition Q[ﬂ ’E

dbZinstl
dh2iadml

fhome/db2instl
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15. In “Set user information for the fenced user”:
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.
c. Click Next.

DEZ Setup - DBZ Enterprise Server Edition

=101 ]

fhome/db2fencl

WEEIEEiE
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Installing and Configuring DB2 9.7 for WebCenter Sites

16. In “Prepare the DB2 tools catalog,” select Do not prepare the DB2 tools catalog and
click Next.

DBZ Setup - DBZ Enterprise Server Edition EE ’E

17. In “Set up notifications,” do one of the following:

DBZ Setup - DBZ Enterprise Server Edition

- If your system is a production server, select Set up your DB2 server to send
notifications, enter a correct address for the local host, and click Next.
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Installing and Configuring DB2 9.7 for WebCenter Sites

- If your system is a not a production server, you can select Do not set up your
DB2 server to send notifications at this time, and click Next.

18. In “Start copying files,” check that your options are correct and click Finish.

DBZ Setup - DB2 Enterprise Server Edition

Proguct to install:
Installation type:

Previously Installed Components:

Selected Components:
Base client support
Java support
SOL procedures
Base server support

IBM Software Dewelopment Kit (0K} for Java(TH)

Connect support

Communication support - TCPSIP

Replication tools

Control Center

DB2 data source support
DBZ2 LDAP support

DB2 Instance Setup wizard
DB2 Update Service

First Steps

sample database source

Languages:
English
A11 Products

Tarnor firartorwe

19. Allow the installation to proceed.

lnstalling DEBZ Enterprise Server Edition

DB2 Enterprise Server
Typical

20. In “Setup has completed successfully,” read the notes, check the log tab, and click

Finish.

The installation of DB2 9.7 is now complete.
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Installing and Configuring DB2 9.7 for WebCenter Sites

B. Create a New DB2 Database

1. Loginas db2instl (or your instance user created during the installation, step 14).
2. Navigate to: ./sqllib/bin and run db2cc
3. Inthe “Control Center View” screen, select Advanced.

- Control Center View o] [x]

4. Inthe “Control Center,” open the application for creating a database:
a. Click the plus sign next to the tree option All Systems.

:: Contral Center
7 Al Systems

tm

7 All Databases

Actions: Select an object from the list abowve to display more

gp Create Mew Database
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Installing and Configuring DB2 9.7 for WebCenter Sites

b. Click the expanded branch All Databases. (If you have not created a database
previously, this branch is empty.)

c. Right-click the branch All Databases and select Create Database > Standard.
5. In “Specify a name for your new database”:

a. Enter a name for this database.

b. Select the check box Enable database for XML.

c. Inthe drop-down “Default bufferpool and table space page size,” select 32 and
click Next.

I
[romejoanss

G &)
|
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Installing and Configuring DB2 9.7 for WebCenter Sites

6. In “Specify where to store your data,” click Next (a value is unnecessary, as we kept
the default option of Let DB2 manage my storage (automatic storage), on the
previous page).

EEMYE
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Installing and Configuring DB2 9.7 for WebCenter Sites

7. In “Specify the locale for this database,” ensure that the drop-down “Code set”
displays UTF-8 and click Next.

"i.j.' Create Database Wizard _
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Installing and Configuring DB2 9.7 for WebCenter Sites

8. In “Review the actions that will take place when you click finish,” confirm that
everything looks correct and click Finish.

9. Allow the “Progress” window to complete creating the database. The window will
close automatically when the database has been created.
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Installing and Configuring DB2 9.7 for WebCenter Sites

10. The database has now been created and is displayed in the control center.

The figure below shows that a single database named vmdb291 is present in the
control center

'f Control Center

.@_ @R O =00 RO

I
:: Cantrol Center

.F-m All Systams

DVMDB291 LOCALH... db2instl  Local  WMDB231  jhom...

) ;
&+ [0 vMDB291

£3 All Databases (?) Helb %
Actions: Select an object from the list above to display more

o Create Mew Database

C. Create a User for the New Database

1. Go to the command line. As the system user, create a new user named csuser that
will be used to access the database from your Oracle product.

For example, to create a user named csuser on Linux:
useradd -d /home/csuser -m -p demo4132 csuser
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Installing and Configuring DB2 9.7 for WebCenter Sites

2. Go back to the “Control Center” and add the user:

a. Expand the newly created database in the tree by clicking the plus sign, then
expanding the branch User and Group Objects.

b. Click DB Users to open the right-hand panel.

c. Right-click the branch DB Users and select the Add option.

i Control Center

:: Contral Center
."EI All Systems
=k Al Databases

=k 3 vmpB291

— ] Takles

— T Wiews

— ] Aliases

— 7 Micknares
k[ Cache Objects
[— 1 Triggers

- ] Schermas

— T Indexes

-] Table Spaces 1 DB Users

@x

— (] Ewvent Monitors

|- 7 Buffer Pools

"EI Application Objects

=k ] User and Group Ohbjects
[ES4 00 Users
(7 DB Groups

(7 Federated Database Ohjects

(77 ¥ML Schema Repository (X5R)

Actions:
on Add Mew User
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3. Inthe “Add User” application:
a. Select the user that was created in step C on page 49.
b. Under “Authorities,” select all check boxes.
c. Click OK.

T Add User =) [x]
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Installing and Configuring DB2 9.7 for WebCenter Sites

D. Configure the Database

1. Right-click the database that you created (listed in the branch that displays the
database icon) and select Configure Parameters.

2. In “Database Configuration”:

a. Scroll through the list of options and replace the values of the following
parameters with the values shown here:

LOCKT IMEOUT 30
APP_CTL_HEAP_SZ 1024
APPHEAPSZ 1024
LOGFILSIZ 32768

Note: 32768 is the recommended value for
this parameter. However, for large publishing
jobs, this parameter may need further tuning to
suit your setup.

b. Click OK.

- Database Configuration - VYMDB291 =1E3

= Applications
AV G_APPLS AUTOMATIC(1)
DLCHKTIME 10000
LOCKTIMEOUT MNaone
MAXAPPLS AUTOMATIC(40)
MAXFILOP 64
MAXLOCKS AUTOMATIC(G0)
< Environment
ALT_COLLATE
CODEPACE

CODESET

AT A CE

Oracle WebCenter Sites: Configuring Supporting Software



Chapter 3. Creating and Configuring an IBM DB2 9.7 Database 53

Installing and Configuring DB2 9.7 for WebCenter Sites

3. Right-click the database that you created (listed in the branch that displays the
database icon) and select Restart.

A status window flashes. This does not mean that the operation has been completed.
Typically, you will need to wait 2 to 3 minutes for the system to restart.

4. Stop the instance:

a. Expand the following “Control Center” tree branch: All Systems >
LOCALHOST > Instances > name_of your_ instance

b. Right-click the instance.
c. Select Stop.

P~ Control Center

:: Contral Center
: 7 Al Systems
£hef LocaLHosT
..'EI Instances
S dhzinst
‘EI Databases
|=F7 Al Databases
=k 3 vmpB291
— ] Takles
— T Wiews
— ] Aliases
— 7 Micknares
k[ Cache Objects
[— 1 Triggers
- ] Schermas
— T Indexes
— ] Tahle Spaces
— (] Ewvent Monitors
|- 7 Buffer Pools
"EI Application Objects
F-E User and Group Objects

% DB2INSTL
& CSUSER

1 DB Users @ Help %

Actions: Select an object from the list abowve to display more
on Add Mew User

d. Inthe “Confirm stop” dialog box, click OK.
e. Wait for the message that the instance has been stopped.
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Installing and Configuring DB2 9.7 for WebCenter Sites

5. Start the instance:

a. Expand the following “Control Center” tree branch: All Systems >
LOCALHOST > Instances > name_of_your_ instance

b. Right-click the instance.
c. Select Start.

% Control Center

:: Contral Center
: 7 Al Systems
£hef LocaLHosT
..'EI Instances
S dhzinst
..'EI Databases
|=F7 Al Databases
=k 3 vmpB291
— ] Takles
— T Wiews
— ] Aliases
— 7 Micknares
k[ Cache Objects
— (7 Triggers
- ] Schermas
— T Indexes
— ] Tahle Spaces
— (] Ewvent Monitors
|- 7 Buffer Pools
"EI Application Objects
FE User and Group Objects

& CSUSER

1 DB Users @ Help %

Actions: Select an object from the list abowve to display more
on Add Mew User

6. Wait for the message that the instance has been started. This does not mean that the
operation has been completed. Typically, you will need to wait 2 to 3 minutes for the
system to restart.

Your database is now ready for use with your Oracle software product.
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Part 2
Installing a Web Server

This part describes how to install a web server. It contains the following chapters:
e Chapter 4, “Worksheets for Documenting the Web Server Installation”

» Chapter 5, “Installing IBM HTTP Server 7.0”

e Chapter 6, “Installing Internet Information Services on Windows”

e Chapter 7, “Installing Apache on Solaris and Linux”
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Chapter 4

Worksheets for Documenting the Web Server
Installation

This chapter contains worksheets listing the web server parameters that you need to track.

Print this chapter. Then, as you install software, fill in the blank fields in these worksheets
with the values of the specified parameters. You will save considerable time by doing this.
Additionally, if something fails during the installation, the information in these worksheets
will be valuable while you are troubleshooting. Use a separate set of worksheets for each
installation so that each installation is fully documented.

The worksheets are constructed as tables that are divided into the following categories:
« Key to Sample Values
* Web Server Parameters
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Key to Sample Values

Key to Sample Values

The installation worksheets list parameters along with their sample values. Each sample
value is classified as one of the following:

« Default: the value is automatically created at the time of the installation.

« Normal: the value represents the normal configuration for a simple installation. Do
not use a different value unless your system requires it.

e Option: the value must be chosen from a preset list of options.

e Suggested: the value is recommended for the parameter.

Note

A Suggested account name has an Example password value. We strongly
recommend that you select a password for this account that is appropriate for

the security of your system.

» Example: the value is only an example that must be replaced by the value that is
appropriate for your installation. The example value is not likely to be valid in your

environment.

Web Server Parameters

Table 1: IS Web Server Parameters

Web Version WebVersion Example:
Apache 1.3.37
Web Host Name WebHost Example:
Jeeves
Web Host IP Address WeblIP Example:
104.222.111.155
Web Server Port WebPort Default:
80
11S Only: FilterName Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/apache
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Web Server Parameters

Table 2: Apache Web Server Parameters

Web Version WebVersion Example:
Apache 1.3.37
Web Host Name WebHost Example:
Jjeeves
Web Host IP Address WeblP Example:
104.222.111.155
Web Server Port WebPort Default:
80
11S Only: FilterName Suggested:
Filter Name (ISAPI plug- iisforwardfilter
in name)
Apache Only: ApacheRoot Example:
Apache Root Directory /usr/apache
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Web Server Parameters
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Chapter 5
Installing IBM HTTP Server 7.0

This chapter contains the following sections:
« Installation Steps
» Installing IHS with WebSphere Application Server on the Local Server

Note

In this guide, IBM HTTP Server is referred to as “IHS.” WebSphere Application
Server is referred to as “WAS.”
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Installation Steps

Installation Steps

Download the correct file, WebSphere Plugins, for your IBM operating system.
2. Extract the file to a temporary directory.
- OnUnix: tar -xvf <file name>

For example:

gzip -d C87XTML_Plugins.tar.gz
tar -xvf C87XTML_Plugins.tar

- OnWindows: unzip <file name>
For example:
unzip C87XTML_Plugins.zip
3. Change the directory to 1HS/.
For example:
cd IHS/
4. Run the installer:
- For Unix: .Zinstall
- For Windows: install .exe
5. The “GUI” installer appears. Click Next.

Ite

IBM HTTP Server 7.0 - 0O x

Welcome to IBM HTTP Server 7.0

This wizard installs IEM HTTF Server 7.0 on your computer.
See the |EM HTTFP Server 7.0 Installation Guide to learn more about this
installation.

Click Next to continue.

InstallShield

Mext = | | LCancel
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Installation Steps

Click the radio button I accept the IBM and non-1BM terms, to accept the license

agreement and click Next.

Ite

Agreement

Flease read the following license agreement carefully.

International Frogram License Agreement

ME

Fart 1 - General Terms

EY DOWNLOADING, INSTALLING, COPYING, ACCESSIMNG, OR USING THE
FROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
WCCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A COMPANY
OR OTHER LEGAL EMTITY, YOU REFRESENT AND WARRANT THAT YOU HAVE
FULL AUTHORITY TO EIND THAT PERSON, COMPANY, OR LEGAL ENTITY TO
THESE TERMS. IF YOU DO MOT AGREE TO THESE TERMS,

1]

- DO MNOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGRAM; AND

| Eead non-1EM terms

® | accept both the IBM and the non-IEM terms
o]

| do not accept the terms in the license agreement

InstallShield

| < Back | Mext = | | LCancel

IBM HTTP Server 7.0 =

In the “System prerequisites check” screen click Next.

Ice

System Prerequisites Check
A supported operating system was not detected.

Support for your operating system might have been added after the release
of the product. See the WebSphere lication Server detailed system
requirements Web pages for more information about supported operating
systems. You can continue with the installation, but the installation or product
operation might not succeed without applying maintenance. Go to the
product support Web pages to obtain the latest maintenance packages to
apply after installation.

Click. Cancel to stop the installation and install a supported operating system.
Click Next to continue the installation.

InstallShield

< Back Mext = | | LCancel

IBM HTTP Server 7.0 =
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Installation Steps

8. Inthe “Enter the Install location” screen, select a location to install IHS 6.1 by using
the Browse button, then click Next.

Ite

InstallShield

IBM HTTP Server 7.0 — o]

Enter the installation location

Product installation location:
[/opt/IBM/HTTPServer |

Browse. ..

| < Back | Mext = | | LCancel

9. Inthe “Port Values Assignment” screen, enter the ports on which you wish to run IHS.

Then click Next.

Ite

InstallShield

IBM HTTP Server 7.0 I =]

Port Values Assignment

IEM HTTF Server communicates using the port numkbers listed below. If these
ports are already in use by IEM HTTF Server or another application, then
change the port numbers from their default values.

HTTF Port: [go |

HTTF Administration Port: |8008 |

< Back Mext = | | LCancel

Note

We assume throughout this guide that you are using the default ports: 80 and
8008. If you have changed them, replace the values given with the ports you have

selected.
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Installation Steps

10. In the “HTTP Administration Server Authentication” screen:
a. Select Create a user ID for IBM administration server authentication.
b. Fill in the fields:
- User ID: admin
- Password: <enter and confirm>
c. Click Next.

& IBM HTTP Server 7.0 - 0 x

HTTP Administration Server Authentication

Create a user ID and password to authenticate to the IEM HTTF Server
administration server using the WebSphere Application Server administrative
console. The newly-created user ID and password is encrypted and stored
in the conf/admin.passwd file. You can create additional user IDs after the
installation by using the htpasswd utility.
Create a user |D for IBM HTTF Server administration server authentication.
User ID:
[admin |
Password:
|........ |
Confirm Password:
|........ |

InstaliShield

| < Back | Mext = | | LCancel

11. In the “Setup HTTP Administration Server” screen:
a. Select:

- Setup IBM HTTP administration server to administer IBM HTTP
Server

- Create a unique ID and Group for the IBM HTTP Server administration
b. Fill in the fields. For example:

- User ID: ihs7

- Group: ihs7

Note

Record the unique name for the User ID and Group. They are needed to integrate
with WAS. The User ID and Group can be anything you choose; 1hs61 is only an
example.
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c. Click Next.

InstallShield

IBM HTTP Server 7.0 — o]

SECUP T T eV ET TS OO e Ve
FPerform steps to administer IBM HTTFP Server using the IEM HTTF Server
administration server on Linux and UNIX operating systems. When selected,
the installation grants a user |D write access to the necessary IBM HTTP
Server and plug-in configuration files. Optionally, you can complete this step
after installation by running the setupadm script.

Setup IBM HTTF Server administration server to administer IEM HTTFP
Ser\aer
Create a unique user ID and group for IEM HTTFP Server administration
files.

User ID:

The user |D for the administration server cannot
be a root user.

Group:

[«

q] i [ I»]

| < Back | Mext = | | LCancel

Installation Steps

12. In the “IBM HTTP Server Plugin for IBM WebSphere Application Server” screen:
a. Select Install the IBM HTTP Server Plug-in for IBM WebSphere Application

Server.

b. Fill in the fields:
- Web server definition: webserverl
- Host name: Enter the hostname on which the application server is found.

c. Click Next.

InstallShield

IBM HTTP Server 7.0 I =]

IBM HTTP Server Plug-in for IEM WebSphere Application Server

Silently install the plug-in using the remaote installation scenario. The host
name and web server definition are used when creating the default plug-in
configuration file. This file is used to route requests to the Application
Server. If there are multiple Application Servers, then select one of the
servers and specify the machine's host name.

[ Install the IBM HTTP Server Plug-in for [EM WebSphere Application Server

< Back Mext = | | LCancel
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13. In the “Installation summary” screen, click Next.

Ite

InstallShield

IBM HTTP Server 7.0 =

Installation summary

Review the summary for correctness. Click Back to change values on previous
panels. Click Mext to begin the installation.

IEM HTTF Server will be installed to the following location:
Jopt/IBM/HT TPServer
with the following configuration:
HTTP Port: 80
HTTP Administration Port: 8008
User ID for HTTP Administration Server Authentication:

Total size:

158 MB

| < Back | Mext = | | LCancel

Installation Steps

14. Allow the installer to finish.
15. When the installation is complete, click Finish.

Ite

InstaliShield

software

IBM HTTP Server 7.0 =

Success: The following product was successfully installed:

# IBM HTTP Server - fopt/IEM/HTTFServer

For information on configuring and using the IBM HTTFP Server, refer to the
on-line |JEM HTTF Server Information Center.

Click Finish to exit.

Note

Now, you will need to use the update installer to patch IBM HTTP Server to the
same version as WebSphere. Information on using the update installer can be
found on the IBM site when you download updates.You will need to update both
the IHS server and the IHS plugins separately. To do so, you will need the
WebSphere and the plugin fixpacks.
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Installing IHS with WebSphere Application Server
on the Local Server

Note

It is preferable to perform this installation after WebCenter Sites is already
installed. Then the plugin, cfg.xml, is automatically updated to include
WebCenter Sites.

1. Browse to the WAS management console, for example:
http://<DM_host>:<DM_console_port>/ibm/console

where <DM_host> is the host name or IP address of the Deployment Manager host
and <DM_console_port> is the port number on which the Deployment Manager
console is listening for connections.

2. Log in to the Admin Site.
3. Select: Servers > Web Servers.

.3 Close page
web servers ] H [
Field help

il Guided Armivities Web servers
For fiald halp information,

rdil Usa this paga to viaw a list of tha installad wab sarvars, salect a field label or list
& Prafarances marker whan the help cursor
| nagat || New... || Delste || Templates... || Sram || St
Page halp
L=l it More intormation about ths
- Rags
Salect Nama & Wab sarvar Typa © Noda & Hest Nama & Varsion & Status @

Command Assistance
None Vigw ac rrative sori

w administrative scripting
Tatal 0 comimaand for a5t adion

4. Click New.
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5. Tolink IHS to WAS:
a. Fill in the fields:

- Select node: Select the node that you want to federate with (normally this is

the node of the application server or cluster on which WebCenter Sites is
installed).

- Server name: Enter the unique name for this web server, which was entered
when you installed IHS.

- Type: Keep the type as IBM HTTP Server.
b. Click Next.

=1 ] | comtuca 1, Prodlin=Dengr0l Close page

Field help

Far fiald halp informatian,

4 step ;: s ra select a. de for th e erver and P Web tywe l salact a fiald label or kst
or "

Usa this page to aeate a new web server,

3 = Web e Wab markar when tha help curser
Seluct a node that comresponds to the Web server you want to add, it dslad

Select node

@l Clusters
W DataPawer
# Core Groups
3 Applicaninns
31 Joks
v Saraican

& Wuprarcas
(ni Betwmity

4 Enviranmar

n System admialstration
[+ Uners and Gioupe

(1] Manitariag and Tuning.
8 Trauhleshasring

v Barica mtagratien

= uoot

6. Inthe “Select a Web server template” screen click Next.

Whew: | Al tasks Gl | . EeRoL uDmgril Close page
ake Create neve Web server definition e ]
4 Guded Activities
. Flald halp
& Sarvars. use this page to craate a naw wab serder. For fiald halp infarmatian,
Taw server ) - salect a finld label or fist
S Sarvar Typas A A e | masker when the help cursor
Salact the tamplate that carraspends to the sarver that you want te craace. n daplayad:
3
SRS e N oy e e
s IHS System The [HS Web Server Tamplate

‘» Envirenmant

15 Syatam administstion
& Users and Broupa

(5] Manitariag and Tuning
in Treableshasting

v Saricn imtagratin
ER
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Installing IHS with WebSphere Application Server on the Local Server

7. On the “Property Page™:

a. Ensure that all entries are correct. The only entries that typically need to be
changed are the locations for the IHS server and the Plugin Directory.

b. Click Next.

tasks £l | el alhossteliid, Srofile=Omgril Close page
 Croato neve Wab sorverdefintion e
Fleld help
Ui This page 1o creale a new wish server, For field halp mformation,
== i ¥ select 2 held label or list
Enter the properies far the new Wab server l mark:ar whan the halp cursar
[Entter the Wab server properies. = dixphaya,
» Part
[so
» Wab server installabion location
[P0 fsoftware/Apps IBMMHTTPServer

+ Plug-in installation location
fud1/scfewars Aops IBM/WabSphara/Pluging

¥ Care Gresps
n mapping to the Web server
LIS (" ]
b
i Sarvices Enter the [BM Administration Server proparties.
i Renwwrsins  Administration Server Part
¥ Sacuiiey 2003
& Esviranment + Usarnama
¥ Sranem adminisuation admin

b Users and Graups

I Maitaring 4nd Tuting
# Troublashagtng

¥ Barvicn integration

» Passward

E
2
E -

L

70

. | - alhetC allg], Brsfiamiimgr i
Create new Wb server definition T

Use this page to create a new web

Tha follewing Is a summary of your salactions. Chel: tha Frish butten £ complata tha Wab sarver
creaticn, If there ars settings you wish to changs, did: on Pramous button to review the server
settings.

Sumemnary of acticns:

Wl Brvieas
& Ermsarcen

& Saurmy
+ Ervanseat

0 Bpstee sdemiinie s
W naen amd Graaps

& Menhasing aed Turing
4 Trosbtashesting

¥ Burviun integration

W vaor

Clase page

Field help

Far fiald halg imfarmatian,
select a held label or st
miarker when the help cursar
is displayed.
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9. Save the changes as requested.

W | Lagaut

T Close page

E |

— lweb e " Mk ]
- Field help

For figld halp information,

Save your workspacs ehangas te tha masear canfiguratian, selact a fiold labol ar list

Click Sawe to update the master repasitary with your changes. Click Discard to discard your changes and bagin work again using the master martar whan the halp cursor
repostory conhguraton, Chik Cancel to continue worlang with your changes. is daplayad,
& Tatal changed documents: 36 Page help

Mora informaticn about this
ags
¥ Synchromze changes with Nodes

| Save | | Dinzard | | Caneal |

W Appliearions.

 Jnby

+ Semieas

+ Binins

@ Baranny

+ Evvisnmear

4 Syvten sdnilrsises
il Wnes ind Breaps

i Mannasing and Turing
 Trosblashaatieg

4 Barvies iomagration

4 vot

10. You can now start and stop the web server from the WAS console, using the Web
servers selection.
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Chapter 6

Installing Internet Information Services on
wWindows

This chapter explains how to install and test Microsoft’s Internet Information Services
(11S) 7.0/7.5 on Windows 2008 Server.

This chapter contains the following sections:
e Step I. Install IS

e Step Il. Verify the Installation
e Step IlI. Starting and Configuring IIS
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Step I. Install IS

If 1IS is not installed or is only partially installed, follow Microsoft’s instruction for

installing either 11S 7.0 on Windows 2008 Server or 11S 7.5 on Windows 2008 R2 Server.

Here is a summary of the instructions:

1. Select Start > Settings > Control Panel.
2. Select Programs and Features

3. Select Turn Windows features on or off.

17l Programs and Features ] 4
‘G(?}V Control Panel\Programs and Features j m ISEaI':h @]
File Edit View Tools Help
Tasks Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then dick "Uninstall”, "Change”, or "Repair”™,
Get new programs online at
Windows Marketplace . .
@, Turn Windows features on or off Orgarize v {5 Views Igl
Name = | v| Publisher | v| Install... | v| Size | v|
[ 11ava DB 10.3. 1.4 Sun Microsystems, Inc 2/8/2008 25.8 MB
| £+ Java(T™) & Update 4 Sun Microsystems, Inc. 2/8/2008 170 MB
DJava(TM} SE Development Kit 6 Update 4 5un Microsystems, Inc. 2/8f2008 56.5 MB
|£|Java(TM) SE Development Kit 6 Update 4 Sun Microsystems, Inc. 2/8f2008 349 MB
E_’, Microsoft Office 2003 Web Components Microsoft Corporation 2/8/2008 29.0 MB
| Microsoft SQL Server 2005 (54-bit) Microsoft Corporation 2/8/2008 634 MB
[J Microsoft SQL Server 2005 Backward compatibility — Microsoft Corparation 2/8f2008 46.4 MB
|3 Micrasoft SQL Server 2005 Books Online (English) ... Microsoft Carparation 2/8f2008 133 MB
|3 Microsoft SQL Server Mative Client Microsoft Corporation 2/8/2008 5.81MB
| Microsoft SQL Server Setup Support Files (English) ~ Microsoft Corporation 2/8/2008 36.1MB
| Microsoft SQL Server VS5 Writer Microsoft Corporation 2/8f2008 573KB
ﬁMiacso& Visual Studio 2005 Premier Partner Editi... Microsoft Corporation 2/10/2008 134 MB
3 sQLYML4 Microsoft Corporation 2/8/2008 2.23MB
VMware Tools VMware, Inc. 2/8f2008 5.68 MB
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4,
click Add Features.

E_ Server Manager

Fle Acton View Help

Step I. Install IS

In the “Server Manager” window, scroll down to the “Features Summary” section and

=lolx|

Lo A Esll 7!

= Roles

j| Features

Fm Diagnostics
=i} Configuration
{5 storage

Last checked for updates: 2/18/2008 403 PM

Last installed updates: 2/10/2008 3:28 AM

On for Administrators

IE Enhanced Security Configuration
SC): On for Users

“ Roles Summary

»/ Roles: 0 of 17 installed

* Features Summary

~/ Features: 0 of 34installed

~) Resources and Support

£} Last Refresh: 2/18/2008 4:05:17PM Confiqure refresh

O ——

Help make Windows Server better by particpating in the Customer Experience Improvement Program (CEIP)
Report issues to Migosoft and get solutions to common problems by turning on Windows Error Reporting.
Browse technical resources for Windows Server, induding how-to help, guides, web casts, and tools.

Get connected with other Microsoft customers through online community resources.

Send us your feedback, such as bug reports and feature suggestions, to help make Windows better,

G IR R Server Manager (WINDOWS20085012)

a Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

[ Configure IEESC

Roles Summary Help

5 GotoRales
S AddRoles

B2 Remove Roles

ﬂ Add Features

&2 Remove Features

Resources and Support Help

| Participate in CEIP

¥ Turn on Windows Error Reporting
["@ Windows Server TechCenter
["& Windows Server Community Center

€2 send Feedback to Microsoft

L]

5.

Add Features Wizard

Select Features
|
Features Select one or mare features to install on this server.,
Confirmation Features:
Progress
Results [] BitLocker Drive Encryption

[] BITS Server Extensions
D Connection Manager Administration Kit
[ Desktop Experience
[ Group Policy Management
[ Internet Printing Client
[] Internet Storage Name Server
[] LPR Port Monitor
[ Message Queuing
[ Multipath 1/0
] Metwark Load Balandng
[] Peer Mame Resolution Protocol
[ Quality Windows Audio Video Experience
[] Remote Assistance
[] Remote Differential Compression
[] Remote Server Administration Toals
[] Removable Storage Manager
[] RPC aver HTTP Proxy
[] simple TCP/IP Services
[] sMTP Server
] OAn o icnn

More about features

[

< Previgus |

INext > |

x|

Description:

Microsoft .NET Framework 3.0
combines the power of the .NET
Framework 2.0 APIs with new
technologies for building applications
that offer appealing user interfaces,
protect your customers’personal
identity information, enable seamless
and secure communication, and
provide the ability to model arange of
business processes.

Instal | Cancel
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Step I. Install IS

6. Inthe “Add Features Wizard” dialog box, select Add Required Role Services.
=

Add role services and features required for .NET Framework 3.0
—| Features?

You cannot install NET Framework 3.0 Features unless the required role services and features are also

installed
Role Services: Descrption:
= Wieb Server (IS) \lsb Server (IIS) provides a reliable,
5 Web Server mansgeabls, snd scalable Uisb spplication
Application Development e o
Securty

=) Windows Process Adtivation Service
Corfiguration APls
NET Environment
Process Model

Add Required Role Servics | Cancsl |

(i) Why are these role services and features required? L

7. The Web Server (11S) option appears in the “Add Features Wizard.” Click Next.
x

_\Ja Select Features

K Select one or more features to install on this server.
Features: Description:

Role Services Microsoft NET Framework 3.0
. . combines the power of the NET
Confirmation [ Bittacker Drive Encrypton Framework 2.0 APIs vith new
S [] BITS Server Extensions technologies for building applications
b ["] Connection Manager Administration Kit that offer appealing user interfaces,
Results ["] Desktop Experience protectyour customers'personal

[] Group Peliey Management identity information, enable seamless
and secure communication, and

[ termet Printing Ciient provide the ability to model arange of
[[] nternet Storage Name Server business processes.
[] LPR Port Moritor
[_] Message Queuing
[] multipath 7/0
] Network Load Balandng
] Peer Name Resalution Protocol
] Quality Windows Audio Video Experience
[] Remote Assistance
[] Remate Differential Compression
[] remate Server Administration Tools
[] Removable Storage Manager
[] RPC over HTTP Proxy
[] simple TCP/IP Services
[] sMTP Server =l

] cniman Cmrvimne

More about features

< Previous | Next > I Install Cancel
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8. In the “Introduction to Web Server (I1S)” screen, click Next.

x

= Web Server (IIS)
ase

Features Introduction te Web Server (IIS)

Web servers are computers that have spedific software that allows them to accept requests from dient
computers and return responses to those requests. Web servers let you share information over the Internet, or
Role Services through intranets and extranets. The Web Server role indudes Internet Information Services (I15) 7.0, a unified
Web platform that integrates 115 7.0, ASP.NET, and Windows Communication Foundation. TIS 7.0 also features

Confirmation enhanced security, simplified diagnostics, and delegated administration.
Progress

Things to Note
Results

i Using Windows System Resource Manager (W5RM) can help ensure equitable servidng of Web server
traffic espedally when there are multiple roles on this computer,

The default installation for the Web Server (I15) role indudes the installation of role services that enable
you to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (I15]

Overview of Available Role Services in I15 7.0
1IS Cheddists

Common Administrative Tasks in IS
Owerview of WSRM

< Previous | Next > I Install Cancel

9. Inthe “Select Role Services” screen:
a. Select the following:

- Common HTTP Features

- ISAPI Extensions

- ISAPI Filters

- HTTP Logging

- Management Tools

- Any other roles that are required for your installation, such as HTTP
Redirection

b. Click Next.
X
< |

B Select Role Services
ot/

Fers Select the role services to install for Web Server (IIS):
Web Server (I15) Role services: Description:
HTTP Redirection provides supportto
4] HTR Errors A iectuer requests to a spedific
Confirmation 7 destination. Use HTTP redirection
. = [E] Application Development whenever you want customers who
TOQrEss [] asp.NET might use one URL to actually end up
Results [7] .NET Extensibiity at another URL. This is helpful in
7 asp many situations, from simply
renaming your Web site, to
O car . overcoming a domain name that is
[¥] 15AP1 Extensions difficultto spell, orforcing dients to
[¥] 1SAPI Filters use a secure channel.

[] server Side Indudes
= [E Health and Diagnostics
[¥] HTTP Logging
[] Logging Toals
[] Request Monitor
[ Tracing
[] custom Logging
[] oDBC Logging
= [@ security
[] Basic Authentication
[ windows Authentication
Digest Authentication

More about role services

< Previous | Next > I Instal Cancel
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10. In the “Confirm Installation Selections” screen, confirm your choices and click
Install.

o
= |

ugﬂa Confirm Installation Selections

Features
Web Server (II5)
Role Services

Toinstall the following roles, role services, or features, dick Install,

(i) 2informational messages below

Confirmation (i) This server might need to be restarted after the installation completes. —
Progress ~) Web Server (II5)
Results (D Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
€PU usage
Web Server
Common HTTP Features
Static Content
Default Document.
Directory Browsing
HTTP Errors
HTTP Redirection
Application Development
.NET Extensibiity
ISAPI Extensions
1SAPI Filters
Health and Diagnostics
HTTP Logging

Security
Request Filtering
Manansment Tank: =

Print, e-mail, or save this information

<Prewuus| Iext > | Instal I Cancel |

11. Allow the installation to complete, then review the results.
12. Click Close.

x

i{% Installation Results

Features
The following roles, role services, or features were installed successfully:
Web Server (1I5)
Rale Services ~| Web Server (IIS) @ mstallation succeeded =
Confirmation The following role services were installed:
Web Server
Progress

Common HTTP Features
Default Document.
Directory Browsing
HTTP Errors
HTTP Redirection

Application Development
.NET Extensibility
1SAPI Extensions
ISAPI Filters -
Health and Diagnostics
HTTP Logging
Security
Reguest Filtering
Management Tools
IIS Management Console

~/ NET Framework 3.0 Features (@ 1nstallation succeeded R

Print, e-mail, or save the installation report

:?i%uwcuﬁl Next = | Close I Gancel |

13. It is suggested at this point to reboot, but it is not required.
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Chapter 6. Installing Internet Information Services on Windows

Step IlI. Verify the Installation

Step II. Verify the Installation

After installing I1S, you must verify the installation to determine whether it is serving

pages properly. Test the installed 1S from the server that is hosting it as well as from
another browser on the network.

To verify that IS is serving pages
1. Start a browser on the host that 11S is running on.

2. From the browser, go to the following URL: http://localhost/
I1S is installed and running if the browser displays the “I1S7” page.

{7 1157 - Windows Internet Explorer

@@‘ & http:focatnosty =141 [ive scarcn
w & g [ BB @ - e Gk~ ”
¥4 Your current security settings put your computer at risk, Click here to change your security settings. . X

e R e e i

[Rio% - 4
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Step IlI. Starting and Configuring IS

Step lll. Starting and Configuring IS
A. IIS Manager

1. Start the management console, which is required before any other actions are taken.

2. Select: Start > All Programs > Administrative Tools > Internet Information
Services (11S) Manager

3.

When the “Internet Information Services (11S) Manager” loads:

a. Expand the left-hand tree that starts with the current system’s name.
b. In the “Sites Entry” field, select Default Web Site.
1=
@E) [‘\?ﬂ b StartPage }@ B R
File  View Help
I et sm—
P 5= P=o- [ cation Server Manager |
e; WINDOWS20085QL2 (WINDOW:
= Fooe Connect to locahost IS News and Information
1\VINDOWS 20065QL2 locahos: Ex:g z : ::E’--‘ E: mzﬂds
Connect to an ap‘;;l;mﬁon‘ - TechNet
MSDN
ASP.NET News
R 2

IS News Enable IIS News

IIS News is disabled, dick the Enable IIS News link to get the most recent online news,

\Q
4 |

Ready

B. Changing the IIS Port

1. Open the management console and browser to the Default Site
2. Right-click the Default Web Site entry and select Edit Bindings from the menu.
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Step IlI. Starting and Configuring IS

3. Inthe “Site Bindings” dialog box you can add or change the ports and IP address on

which the Server 1S will bind.
2

Type | Host Name | Port | TP Address | E~ Add... |
http 80 *

et top : Edit... |
net.pipe s Remave |
net.m... (=

1 | | 3 Browse |

Close

4. Click Close after all changes have been made.

C. Adding a New ISAPI Filter

1. Open the management console and browser to the Default Site.
2. Inthe center list, click ISAPI Filters and click Add.

" Internet Information Services (IIS) Manager

=10j %]

@‘4 [@ » WINDOWS20085QL2 b Sites b Default Web Site ¥

|8 @ -

Fle View Help

@ L |2 |8 0 ISAPI Filters
-6 Start Page
& 95 WINDOWS 20035012 (WINDOW: | Use 15 feature to configure 1SAPI fiters that process requests made to the Web server.
2} Appiication Pools Group by: No Grouping -
(8] Sites
@ Default Web Site MName = | Executsble | Entry Type I
4 | +| [=]Features view |\ % Content view

Configuration: 'localhost’ applicationHost.config , <location path="Default Web Site™>

Revert To Inherited
View Ordered List...

@ Hep
Online Help

T
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Step IlI. Starting and Configuring IS

3. The “Add ISAPI Filter” dialog box appears.
a. Fillin the fields provided:
- Filter name: Enter a filter name.
- Executable: Enter the location of the Executable.
b. Click OK.

20|
Filter name:

Executable:

| L]

The new filter is added to the “ISAPI Filters” list.

=10l

@_E) [a » WINDOWS20085QL2Z » Sites P DefaultWeb Site »

@ - e

Fie View Help

ISAPI Filters
€- |z |8 “
;&5 Start Page
E “ﬂ WINDOWS2008SQL2 (WINDOW Use this feature to configure ISAPI filters that process requests made to the Web server.
£} Application Pools Group by: No Grouping <
=-[8] Sites
@ Defailt Web Sie Name | Executable | Entry Type |
test C:\Program Files\Javaljdk1.6.0_... Local
J R e T

Configuration: ‘localhost’ applicationHost.config , <lecation path="Default Web Site™>

Add...

Edit...

Rename
K Remove

Revert To Inherited

View Ordered List...
@ rep

Online Help

=0
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Step IlI. Starting and Configuring IS

Proxing Using IS
1. Open the management console and browser to the Default Site.
2. Inthe center list, click HTTP Redirect.

3. Inthe center panel of the “Internet Information Services (11S) Manager”:

a. Select the Redirect requests to this destination option.

b. Enter the location of the remote server in the text field (for WebCenter Sites or

Remote Satellite Server include the context root).
c. Click Apply.

& Internet Information Services (II5) Manager

@G’ [‘5 » WINDOWS20085QL2 P Sites P Default Web Site »

Fle View Help

+ HTTP Redirect
€- i |7 |8 “
85 surtPage this fe les for rech her fi
293 WINDOWs 200850L2 (WIvpawj | Use tis feature to spedify rules for redirecting incoming requests to another file or URL.
i[5} Application Pools C_>
& . o
B8] Sites Redirect requests to this destination:
&0 Default Web Site |
Example: htp: /jwww. contoso.com/sales
Redirect Behavior
I Redirect all requests to exact destination (instead of relative to destination)
[T Only redirect requests to content in this directory {not subdirectories)
Status code:
[Found (302) |
4] | | [E]Features view |\ - content View

Configuration: 'Defauit Web Site' web. config

=18l =]
|68 @ -
= Apply !
=3¢ Cancel
@ Hep
Online Help
T
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Step IlI. Starting and Configuring IS
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Chapter 7
Installing Apache on Solaris and Linux

This chapter describes how to install and configure Apache HTTP Server on Solaris and
Linux systems. As previously mentioned, you can install Apache on the same machine

that will host WebLogic and WebCenter Sites, or you can install and use it on a separate
host.

This chapter contains the following sections:

Step I. Install Apache

Step Il. Document Your Apache Parameters

Step I11. Verify that Apache Contains the Correct Module
Step IV. Verify that Apache Runs Properly

Next Step
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Step I. Install Apache

1. Apache HTTP Server can be pre-installed on Solaris 8, Solaris 9, Linux RedHat, and
Linux SUSE systems. Determine whether Apache is installed on the environment(s) on
which you plan to run it.

2. Do one of the following:

Step 1. Install Apache

- If Apache is already installed, continue with “Step II. Document Your Apache
Parameters,” on page 86.

- If Apache is not already installed, you can do one of the following:
- Install it from your source medium.
- Download it from the Internet.

- Build it from source; that is, select the modules and compile the Apache
executable yourself. If you want to build it from source, refer to the
information that the Apache Foundation makes available at
http://www.apache.org/ and follow their instructions.

Step II. Document Your Apache Parameters

We strongly recommend that you document the details of your Apache installation in
Table 3, “Apache Parameters.”

Table 3: Apache Parameters

Web Server \Version
(WebVersion)

The version of Apache that the
host is running. Note that you
must use a version that
WebCenter Sites supports.

Web Host Name
(WebHost)

The name by which the Apache
host machine is known on the
network.

Web Host IP Address
(WebIP)

The numeric Internet Protocol
address assigned to the Apache
host machine.

Web Server Port
(WebPort)

The port number assigned for
Apache communications. By
default, it has the value 80.

Apache Root Directory
(ApacheRoot)

The top-level directory in
which Apache is installed.
Immediate subdirectories of
ApacheRoot include bin and
conf.
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Step Ill. Verify that Apache Contains the Correct Module

Step lll. Verify that Apache Contains the Correct
Module

Note
This section applies only to Apache version 1.3x.

Apache is modular software, built from a set of modules. WebLogic Server requires that
the mod_so.c module be present on the machine that is hosting the Apache web server.
Please verify that your Apache server contains this module by using the command httpd
with the -1 option and search for mod_so in the output.

For example:

$ ApacheRoot/bin/httpd -1 | grep “mod_so’
mod_so.c

Examine the output and do one of the following:

» If the output from the preceding command contains mod_so. c, then your version of
Apache contains the correct module. Proceed to “Step IV. Verify that Apache Runs
Properly,” on page 87.

» If the output from the preceding command does not contain mod_so. c, you must
rebuild and reinstall Apache. For guidelines, see “Step I. Install Apache,” on page 86.

Step IV. Verify that Apache Runs Properly

In this step, you will start Apache and verify that it is running properly. For verification
instructions, see the Apache web site (given in “Step I. Install Apache,” on page 86).

Next Step

Configure Apache to run with WebLogic and WebCenter Sites. For instructions, refer to
the installation guide for your configuration.
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Next Step
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Part 3

Installing and Configuring an LDAP Server

If you choose to use LDAP, WebCenter Sites must have access to a supported LDAP
server specifically configured for WebCenter Sites. This part describes how to install and
configure a supported LDAP server for integration with WebCenter Sites.

Note

You must set up a supported LDAP server before you run the WebCenter
Sites-LDAP integrator.

If you are integrating with LDAP, but no content management sites exist in
WebCenter Sites, then upon completion of the LDAP integration, refer to
instructions in Oracle WebCenter Sites: Integrating with LDAP (“Step 8. Post
Integration. If Content Management Sites are Not Installed”).

This part contains the following chapters:

Chapter 8, “Installing Active Directory Server 2008”

Chapter 9, “Setting Up IBM Tivoli Directory Server 6.x”

Chapter 10, “Setting Up OpenLDAP 2.3.xX”

Chapter 11, “Setting Up the WebLogic 10.3.5 Embedded LDAP Server”
Chapter 12, “Setting Up MS Active Directory Server 2003”
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Chapter 8

Installing Active Directory Server 2008

This chapter includes the following sections:

Installation Steps

Configuring the Network Settings

Installing Active Directory 2008 Services

Installing Active Directory 2008 Installation Wizard
Checking Group Policies

Changing Group Policies
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Installation Steps

1. Install the Operating System:

a. Install Windows Server 2008 (any Windows server except Web).

Installation Steps

b. When the installation is complete, leave the installation disc in the drive, you will

need it to complete the installation of ADS.
c. Set the Computer’s Name and Suffix.

2. Open the “System Properties” dialog box. Click Start, then right-click the computer

icon.

3. Inthe “System” window select Advanced system settings.

R
<7><7> |;5.3 + Control Panel + System l[_]_']
File Edit VYiew Tools Help

(7]

Tasks
@l Device Manager

View basic information about your computer

Windows edition

@I Remate settings Windows Server® Standard
[t-jl Advanced system settings Copyright © 2007 Microsoft Corporation, Al rights reserved.
Service Pack 1
System
Processor: AMD Athlon{tm)64 %2 Dual Core Processor 4600+ 1.00 GHz
Memary (RAM): 2.00 GB
System type: 64-bit Operating System

Computer name, domain, and workgroup settings

Computer name: windows 2008sg/2005sp2 rQ':lghange settings
Full computer name: windows2008sg|2005sp2
Computer description: windows 2008sg/2005sp2
Workgroup: S1WEST
Windows activation
Windows is activated as_yr[lor —
See also : - K i enumne -
Product ID: 55041-222-0116321-76953 cchange product key gMicrosnn‘
software

Windows Update

Learn more online. ..
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93
Installation Steps

4. Select the Computer Name tab.
a. Click Change.

System Properties il

Computer Name | Hardware I Advanced I Remote I

Windows uses the following information to identify your computer

Iﬁ*ﬁ on the networle.

Computer description: indows 2008s:

For example: "5 Production Server" or

"Accounting Server”.
Full computer name: windows 2008sg|2005sp2
Workgroup: BIWEST
To rename this computer or change its domain or Ch |
workgroup, click Change. e

oK | Camcel | ipl |

5. In the pop-up window that appears, fill in the following fields:

- Computer name: Enter the name you wish to designated for your computer.
(Make a record of this name).

- Member of: Select the Workgroup radio button, then enter a unique workgroup
name. (Make a record of this name).

Computer Name/Domain Changes x|

“You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:
windows 2008sg|2005sp2

Full computer name:

windows2008sq/2005sp2

Member of
" Domain:

|
' Workgroup:
|AD FATWIRE|

oK I Cancel
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Installation Steps

a. Click More...
x|

Primary DNS suffix of this computer:

I\rrn fatwire com
[¥ Change primary DNS suffic when domain membership changes

NetBIOS computer name:
IWI NDOWS20085Q12

This name is used for interoperability with older computers and services.

ok | Cancd |

b. Inthe “DNS Suffix and NetBIOS Computer Name” dialog box, do the following:

- Primary DNS suffix of this computer: Enter the DNS suffix of your
computer (Make a record of this suffix).

- Change Primary DNS Suffix when domain membership changes: If
checkbox is selected, deselect it.

c. Click OK to close the dialog box.
6. Inthe “Computer Name/Domain Changes” dialog box, click OK.
7. In the “System Properties” window click Close.
8. Inthe reboot dialog box click Restart Later.
I
You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Later
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Configuring the Network Settings

Configuring the Network Settings

To configure the network settings:

1. Open “Network Properties.”
a. Select Start > Control Panel.

b. Click the Network and Sharing Center icon.

c. Select the Network Connection to edit (if you have more than one see
ipconfig result, make sure to select the correct one).

EE_ Network and Sharing Center -0l =l
N T =
‘e( )v |.‘. ~ Control Panel ~ Network and Sharing Center - m ISEE" ch lu_hj

File Edit View Tools Help
@-
Tasks Metwork and Sharing Center
View computers and devices View full map
Connect to a network
1l — A
Set up a connection or netwark 'A‘ L. ‘. gl
g™, - S —*— &
Manage network connections . —
WINDOWS200850QL2 Multiple netwarks Internet
Diagnaose and repair (This computer)
_&_' MNetwork (Public netwark) Customize
Access Local anly
Connection Local Area Connection View status
_&_' Unidentified network {(Public network) Customize
Access Local anly
Connection Local Area Connection 2 View status

2% Sharing and Discovery

Network discovery
File sharing
See also Public folder sharing
Internet Options Printer sharing

Windows Firewall password protected sharing

@ Custom

KN KK KN K
l

2. Select View Status, located next to the network connection you have selected.
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Configuring the Network Settings

3. Click Properties.

@ Local Area Connection 2 Status ﬂ
General |
Connection
IPv4 Connectivity: Local
IPvE Connectivity: Limited
Media State: Enabled
Duration: 00:50:41
Speed: 1.0 Gbps

Details. .. |

Activity
Sent —— k!; —— Received
Packets: 264 | 157
@Propertiesl @Disable | Diagnose |
Cloze

4. Select Internet Protocol Version 4 (TCP/Iv4).
x|
Networking |Sharing I

Connect using:
I EIIF‘ Intel(R) PRO/1000 MT Network Connection #2

MAC Address: 00-0C-2¢
gure ..

Thiz connection uses the following tems:

9% Client for Microsoft Networks

3Bl (105 Packet Scheduler

E File and Printer Sharing for Microsoft Netwarks
i Intemet Protocol Version & (TCP/IPvE)
B Intemet Protocol Version 4 (TCP/IPv4)
& |ink-Layer Topology Discovery Mapper /0 Driver
-4 |ink-Layer Topology Discovery Responder

Install... [ rimztall Properties
r~ Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

ok | Cancel |

a. Setthe IP address to an unused, static IP address.
b. Set the preferred DNS server to your computer’s IP address.
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C.

Click Advanced:
2]

'IP Settings DNS |WINS|

DNS server addresses, in order of use:

Pﬂ
3

Add... | Edit... | Remove |

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of ungualified names:

& Append primary and connection spedfic DNS suffixes
¥ Append parent suffixes of the primary DNS suffix
¢~ Append these DNS suffixes (in order):

k1
3

Add.., | Edit, .. Remove |

DMS suffix for this connection: I

¥ Register this connection's addresses in DNS!
™ Use this connection's DNS suffix in DNS registration

o ]

Cancel |

Configuring the Network Settings

- Select the check box Append primary and connection-specific DNS

suffixes.

- Select the check box Append parent suffixes of the primary DNS suffix.
5. Click on until you have exited the properties pane, then click Close.
6. Restart the computer.
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Installing Active Directory 2008 Services

1. Select Start > Server Manger.

2. Inthe “Roles” section click Add Roles.

File

E,, Server Manager

Action  View Help

Installing Active Directory 2008 Services

98

—lo|x|

&= |=H

Diagnostics

Server Manager (e ERE BN Server Manager (WINDOWS20085QL2)

> Roles
Features

a Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

Last i is1aIcy upuaLEs,

IE Enhanced Security Configuration
SC):

‘ Roles Summary
" Roles: 1of 17installed

(i) web Server (II5)

“ Features Summary
“ Features: 3 of 34installed

.NET Framework 3.0 Features
.NET Framework 3.0
XPS Viewer
WCF Activation
HTTP Activation
Non-HTTP Activation

Remote Server Administration Tools

Role Administration Tools
Web Server (IIS) Tools

Windows Process Activation Service

Process Model
NET Environment
Configuration APIs

ey M eun ez A

On for Administrators
on for Users

£ Last Refresh: 2/19/2008 12:14:18 PM  Configure refresh

T2 Remove Roles

Features Summary Help

ﬁ Add Features
ﬁ Remove Features
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Installing Active Directory 2008 Services

3. Inthe “Add Roles Wizard” click Next.

Add Roles Wizard x|

ig}_' Before You Begin

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

want this server to perform, such as sharing documents or hosting a Web site.
Server Roles = ! . .
ForErE Before you continue, verify that:
Progress « The Administrator account has a strong password

= Network settings, such as static IP addresses, are configured

Results = The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

(l Skip this page by default

< Previous | Mext = I Install Cancel

4. Select Active Directory Domain Services and click Next.

Add Roles Wizard x|

Select one or more roles to install on this server.
Roles: Description:

- " - - Active Directory Domain Services (AD
AVE rev:bory erhca Services DS)stores information about objects
ve Directory Domain Services

BEREE } . : on the network and makes this
[ Active Directory Federation Services information available to users and

Frigrss [] Active Directory Lightweight Directory Services network administrators. AD DS uses
Results [] Active Directory Rights Management Services domain controllers to give network
D Application Server users access to permitted resources

anywhere on the network through a

[ pHcp server singlelogon process.

|:| DMNS Server

|:| Fax Server

[] File Services

|:| Hyper-V

[ Metwork Policy and Access Services
|:| Print Services

[ Terminal Services

|:| UDDI Services

Web Sen

[ windows Deployment Services

More about server roles

< Previous | Next > I Install Cancel
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5. Review the list of additional services to be installed along with Active Directory and

click Next.

Add Roles Wizard

Installing Active Directory 2008 Services

EE}J Active Directory Domain Services

Before You Begin Introduction to Active Directory Domain Services
Server Roles Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the

network. AD DS helps administrators securely manage this information and fadlitates resource sharing and

Active Directory Domain Services collaboration between users, AD DS is also required for directory-enabled applications such as Microsoft

Exchange Server and for other Windows Server technologies such as Group Policy.

Confirmation
Progress Things to Note
Results i To help ensure that users can still log on to the network in the case of a server outage, install a minimum of

two domain controllers for a domain.

AD DS requires a DNS server to be installed on the network. If you do not have a DMS server installed, you
will be prompted to install the DNS Server role on this server,

After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller.

Installing AD DS will also install the DFS Mamespaces, DFS Replication, and File Replication services which
are required by Directory Service.

Additional Information
Overview of AD D5

Installing AD DS
Common Configurations for AD DS

< Previous | Next > I Install Cancel

Xl
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Installing Active Directory 2008 Services

6. Click Install to begin installation of “Active Directory 2008.”

Add Roles Wizard x|

ﬁ Confirm Installation Selections

To install the following roles, role services, or features, dick Install.

® 2informational messages below

Confirmation @ This server might need to be restarted after the installation completes.
Progress ~| Active Directory Domain Services
Results

@ After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller,

Print, e-mail, or save this information

< Previous Mext = | Install I Cancel

7. Allow the installation to complete.

Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Roles

Active Directory Domain Services
Active Directory Domain Services

Confirmation

Results

glﬁ

Initializing installation. ..

< Previous IExt = Install Cancel
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Installing Active Directory 2008 Services

8. Review the results of the “Add Roles Wizard” page. Click: Close this wizard and
launch the Active Directory Domain Services Installation Wizard (dcpromo.exe).

Add Roles Wizard x|

ﬁ;g Installation Results

Before You Begin ) . )
he following roles, role services, or features were installed successfully:
Server Roles

R ) ) ® 1informational message below
Active Directory Domain Services

Confirmation ~| Active Directory Domain Services 'ZQ' Installation succeeded
Progress The following role services were installed:
Results Active Directory Domain Controller

(i) Use the Active Directory Domain Services Installation Wizard (depromo.exe) to make the server a
~ fully functional domain controller,
Close this wizard and launch the Active Directory Domain Services Installation Wizard (dopromo.exe).

Print, e-mail, or save the installation report

= Previous Mext = | Close I Caricel
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Installing Active Directory 2008 Installation Wizard

1.

2.

Installing Active Directory 2008 Installation Wizard

In the welcome screen click Next.

@ Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Mext.

[T Use advanced mode installation

Leam more about the additional options that are
available in advanced mode installation.

Mare about Active Directory Domain Services

< Back Mext > Cancel

In the “Operating System Compatibility” screen click Next.

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 affect older versions of
Windows

v Windows Server 2008 domain controllers have a new more secure default for the
security setting named "Allow cryptography algorithms compatible with Windows NT
40" This setting prevents Microsoft Windows and non-Microsoft SMB "clients" from
using weaker NT 4.0 style cryptography algorthms whien establishing securty channel
sessions against Windows Server 2008 domain controllers. As a result of this new
default, operations or applications that require a security channel serviced by
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SME "clients" and network-attached storage (NAS) devices that do not support
stronger cryptography algonthms. Some operations on clients running versions of
Windows earier than Vista with Service Pack 1 are also impacted, including domain
join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 542564
(http://go microsoft.com Awlink/?LinkId=104751).

< Back Next = Cancel
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104
Installing Active Directory 2008 Installation Wizard

3. Inthe “Choose a Deployment Configuration” screen select Create a new Domain in
a forest, then click Next.

@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

‘You can create a domain controller for an existing forest or for a new forest.

" Existing forest

= Add a domain controllen to an existing domain

(= Lreate a nev domain it at existing farest
This server will become the first domait controller in the new damain;

&% Lreate a new domain in a new forest!

Mare about possible deployment configurations

< Back Next > Cancel |

4. Name the “Forest Root Domain”:

a. Enter the name of the new forest, which is the DNS root domain that you created
previously. Click Next.

! Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
The first domain in the forest is the forest root domain. its name is also the name of
the forest.

Type the fully qualfied domain name (FQDM) of the new forest root domain.

FQDN of the forest root domain:
wm fatwire .com

Example: comp contoso.com

< Back Mext = Cancel
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Installing Active Directory 2008 Installation Wizard

b. Allow the check dialog to complete.

Checking whether the new forest name is already
inuse ..

5. Inthe “Set Forest Functional Level” screen, select Windows Server 2008, then click
Next.

@! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Forest functional level:

Detailz:

is forest functional level does not provide any new features over the Windows d
forest funictional level. However, it ensures that any new domains created in
his forest will automatically operate at the Windows Server 2008 domain functional
evel, which does provide unique features.

' You will be able to add only domain cortrollers that are running
- Windows Server 2008 or later to this forest.
More about domain and forest functional levels
< Back MNeat = Cancel
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Installing Active Directory 2008 Installation Wizard

6. Inthe “Additional Domain Controller Options” screen, ensure that DNS Server is
selected, then click Next.

@! Active Directory Domain Services Installation Wizard

Additional Demain Controller Options

Select additional options for this domain controller.
¥ DNS server
¥ Global catalog
™ Fead-only domain contallen [FODE]

Addttional information:

The first domain controller in a forest must be a global catalog server and ;l
cannot be an RODC.

'We recommend that you install the DNS Server service on the first domain
controller.

More about additional domain controller options

< Back Next > Cancel |

If you have a DHCP based adapter you will see the following pop-up message:

x
)
@ e R

This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. You should assign static IP address(es) to all
physical network adapters for reliable Domain Mame System (DNS) operation, for both IPv4
and IPv6 when available. See Help for more information.

Do you want to continue without assigning static IP address(es)?

=» Yes, the computer will use a dy icall i d IP add (not
recommended).

| =» No, Iwill assign static IP addresses to all physical network adapters. |

Select No, I will assign static IP addresses to all physical adapters to continue with

the installation. After the installation completes you can change any DHCP adapter
back.
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7.

Installing Active Directory 2008 Installation Wizard

If the DNS zone you are creating does not have an authoritative parent zone, the

following pop-up message may be displayed:

@! Active Directory Domain Services Installation X

A delegation for this DNS server cannot be created because the
l Y authoritative parent zone cannot be found or it does not run
b " Windows DNS server. If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution
from outside the domain vm.fatwire.com. Otherwise, no action is

required.

Do you want to continue?

Yes | Mo I

Select Yes to continue with the installation.

8. Inthe “Location for Database, Log Files, and SYSVOL” screen select the default in
the Database folder field or change it as required by your system, then click Next.

@ Active Directory Domain Services Installation Wizard

Location for Database. Log Files. and SYSVOL

Specify the folders that will contain the Active Directory domain controller

database, log files, and SYSVOL.

For better performance and recoverability, store the database and log files on separate

volumes.

Database folder:

C:\Windows\NTDS

Log files folder:

Browse...

IC:\Windows\NTDS
SYSVOL folder:

Browse...

IC:\Windows\SYS\u"O L

Mare about placing Active Directory Domain Services files

Browse...

el

< Back

Next > Cancel
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9. Inthe “Directory Services Restore Mode
password and make a record of it.

@ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

Installing Active Directory 2008 Installation Wizard

Administrator Password” screen, enter a

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller iz started in Directory Services Restore Mode. We recommend that you

choose a strong password.

Password: quou.

Confim password:

More about Directory Services Restore Mode password

< Back

Next > Cancel

10. In the “Summary” screen:
a. Review your settings.
b. Export your settings.
c. Click Next.

@ Active Directory Domain Services Installation Wizard

Summary

Review your selections:

[The NetBIOS name of the domain is WM

Forest Functional Level: Windows Server 2008
Domain Functional Level: Windows Server 2008
\Site: Defautt-First-Site-Name

\Additional Options:

To change an option, click Back. To begin the operation, click Mext.

These settings can be exported to an angwer file for use with
other unattended operations.
More about using an answer file

Corfigure this server as the first Active Directory domain controller in a new forest.  «

'The new domain name is vm fatwire.com. This is also the name of the new forest.

]

Bxport settings... |

< Back

MNexd = Cancel
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Installing Active Directory 2008 Installation Wizard

11. Wait for the installation to complete.

Active Directory Domain Services Installation Wizard

The wizard iz configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.

Waiting for DNS installation to finish

[~ Reboot on completion

12. In the Active Directory Domain Services Installation Wizard, click Finish to complete
the installation.

o Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

ive Directory Domain Services is now installed on this;l
omputer for the domain vm fatwire.com.

x|

is Active Directory domain controller is assigned to the
ite Default-First-Site-Name. You can manage sites with
he Active Directory Sites and Services administrative

oal.

To close this wizard, click Finish.

< Back I Finish I Laticel

13. Reboot the System.
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Checking Group Policies

Checking Group Policies

1. Select Start > Run.
a. Enter gpmc.msc in the available field.
b. Click OK.
I B

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

=]

Open: I gpmc.msc j
@ This task will be created with administrative privileges.

0K I Cancel | Browse... |

2. “Group Policy Management” opens.

=0l

zL File Action View Window Help |;|i|£|
&= || a]

2 Group Policy Management
iy, Forest: vm,fatwire,com Conterts |
Name =~ |

Forest: vm fatwire.com
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Checking Group Policies

a. Expand the tree Domains > your domain name, then select Default Domain
Policy, located in the left panel of the “Group Policy Management” screen.

E Group Policy Management

(ol x|
= File Acton View Window Help | =] |
e Hml]

E Group Policy Management Default Domain Fﬂliw
= _ﬁ Forest: vm. fatwire.com Seo
= (5 Domains pe | Deta\lsl Set'hngsl DeJegahonI
[l 5 vm.fatwire.com Links
E?:J_' Defauit Domain Policy Display links in this location
|Z| Domain Controllers
I [ 5} Group Policy Objects The following stes, domains, and OUs are linked to this GPO:
Sl |l [T | Enforced | Link Enabled | Path
" Defait Domain Policy 1 ﬁ wm fatwire com No Yes vm fatwire.com
[ WML
(3] Starter GPOs
7 Sites | | _'I
Group Policy Modeling - - d
|4 Group Policy Results Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Mame = |
82 Authenticated Users
Add... Remove | Froperties |
WMI Filtering
This GPO is linked to the fallowing WMI filter:
Icnuna> j Hpen |
H — [

b. Select the Settings tab.

E Group Policy Management

_=[ Defauit Domain Contre
_=[ Default Domain Policy
[ WMI Filters
[ 5] Starter GPOs
[ Sites
58 Group Policy Modeling
[}# Group Policy Results

[ —

(o] x|
& Fle Acton View Window Help | = |
e 2[md]

I_:E Group Policy Management Default Domain pu“w
=l _ﬁ Forest: vm. fatwire.com o s -

£l (24 Domains Scopel Details ings | Delegation I
EF= 5'&25{‘;:“ o Default Domain Policy =
=) . =4 Data collected on: 2/19/2008 5:25:00 PM chow all
|2 Domain Controllers ) .
Bl [ Group Policy Objects Computer Configuration (Enabled) hide

Windows Settings hide
Security Settings show
User Configuration (Enabled) hide

No settings defined
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Checking Group Policies

c. Expand Security > Account Policy/Password Policy section, by clicking show.

-ioix]
&, File Action View Window Help | = |
L M e

I_% Group Policy Management Default Domain PU“':Y
=l _ﬁ Forest: vm.fatwire.com = " .

=l [ Domains Scopel Details  Settings | Delegation I
B g;ﬂ'im T Default Domain Policy =
- ul ain Poli
=7 Domain Controllers = Data collected on: 2/15/2008 5:25:00 PM show all
= :Tf Group Palicy Objects Computer Configuration (Enabled) hide
'=[ Default Domain Policy ; _ )
7 WM Filters Wi Seftings bide
5] Starter GPOs Security Settings hide
A Sites Account Policies/Password Policy hide
o£i Group Policy Modeling —
4| Group Policy Results Policy Setting
Enforce password history 24 passwords remembered
Maximum password age 42 days [
Minimum password age 1days
Minimum password length 7 characters
Password must meet complexity Enabled
requirements
Store passwords using reversible Disabled
encryption
Account Policies/Account Lockout Policy show
Account Policies/Kerberos Policy show
-
ﬂ I j L ok e e L

3. Review the “Policy” list. The option Password must meet complexity requirements
is set to true by default. Change this option to Disabled (default WebCenter Sites
passwords do not meet these requirements).

Changing Group Policies

1. Select Start > Run.
a. Enter: gpmc.msc in the field provided.
b. Click OK.
CITEE—— x|

=) Type the name of a program, folder, document, or Internet
—_ resource, and Windows will open it for you,

Open: I gpmc.msc j
@ This task will be created with administrative privileges.

oK I Cancel Browse... |
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Checking Group Policies

In the “Group Policy Management” screen, expand the tree Domains > name of your
domain. Select the Default Domain Policy, located on the right of the screen, then

select edit.
-loix]
= File Acton View Window Help |;|i|l|

@2 | #Hm 6 H &

|_.§£ Group Policy Management
= _ﬁ Forest: vm. fatwire.com
B | £5 Domains
=l 3 vm.fatwire.com
(a;/ Defauit Domain Policy
2| Domain Controllers
Bl [ 5 Group Policy Objects

= WMI Fitters
3] Starter GPOs
{3 sites
5t¥ Group Policy Modeling
) Group Policy Results

|5

\=[ Default Domain Contre
'=[ Default Domain Policy

|

Default Domain Policy
Scope | Deta\lsl Set'hngsl DeJegahonI
Links

Diisplay links in this location v fai

The following stes, domains, and OUs are linked to this GPO:

Location = | Enforced | Link Enabled | Path
£ vm fatwire com Mo Yes wm fatwire.com
| | i
|
Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

MName =

82 Authenticated Users

Add... Remove

| Froperties |

WMI Filtering
This GPO is linked to the fallowing WMI filter:

I <nonez

j Open |

The “Group Policy Management Editor” window opens.

File Action View Help

E Group Policy Management Editor

=181 x|

L A EENEN I

JBg Oc fault Domain Palicy ND
= i Computer Configuration
| Policies
~ Preferences
B ®, User Configuration
| Policies
| Preferences

|

Extended

OWSY & pefault Domain Policy [WINDOWS20085QL20055P2.VM.FATWIRE.COM] Policy

Select an item to view its description.
i Computer Configuration
%, User Configuration

MName

Standard /
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Checking Group Policies

In the left hand tree expand: Computer Configuration > Policies > Windows
Settings > Security Settings > Account Settings > Password Policy

File Action View Help

B Group Policy Management Editor

=10l

L A=l 7 Bae

E :ﬂ Account Polides
__EI Password Policy

__EI Account Lockout Pol
__EI Kerberos Policy

;_E Local Policies

;_E EventLog

5 Restricted Groups

5 System Services

& Registry

5 File System

Fof Wired Network (IEEE 80

~| Windows Firewall with A
~| Metwork List Manager P1

Galf Wireless Network (IEEE

~| Public Key Polices

[ [ | Software Restriction Pol

| Network Access Protect

8, 1P Security Policies on A
o)y Policy-based Qos
| Administrative Templates: Policy

“| Preferences -
. s

P

_._j' Default Domain Policy [WINDOWS20085QLZ ~ | | Policy | Policy Setting |
= Computer Configuration || Enforce password history 24 passwords remembered
B P(?Iicies o] Mandmum password age 42 days
'—_ Software Settings 15z Minimum password age 1days
=) [ Windows Settings [#12] Mirimum password length 7 characters
= Scripi.s (Starfjupfshubdown} |s) Password must meet complexity requirements  Enabled
B i Seaurity Settings [1| Store passwords using reversible encryption Disabled

Right-click Password must meet complexity requirements, located on the right
side of the screen, then select Properties.

In the “Password must meet complexity requirements Properties” dialog box
select the radio button Disabled, then click OK.

Password must meet complexity requirements Pro

Security Policy Setting | Explain |

E{E. Password must mest complexity requirements
S8

V¥ Define this policy setting:
{~ Enabled
% Disabled

21x

Cancel Apply
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Connecting to ADS Using an LDAP Browser

d. Close the “Group Policy Management Editor” and “Group Policy Management”

windows.

4. The domain will no longer check for password complexity. WebCenter Sites default

passwords can now be used.

When WebCenter Sites is installed you can reverse step 2 by clicking Enabled to re-

engage the security settings.

Connecting to ADS Using an LDAP Browser

This section shows you how to connect to Active Directory Server using an LDAP

browser.

Note

You cannot add groups, set passwords, or activate accounts using an LDAP browser.

Open the LDAP browser.
Select the Quick Connect tab.

Fill out the following information:

- Host: Tocalhost (if connecting remotely, enter the actual host name)
- Base DN: <DNS_suffix> (the part of the DNS name after the host name)

- Anonymous bind: deselect

- User DN: administrator@<DNS_suffix>

- Append base DN: deselect

- Password: <ADS_password> (you created this password in step 9 on page 108)

4. Click Connect.

x

Hame | Connection rOptiuns |

Host Info

Host: |Iocalhnst

| Port: |389 | Yersion:

Base DN: |DC=\tm,DC=fahMire,DC=c0m

|v|

[]ssL

Fetch Dhs

User Info

[] Anomymous bind

User DN: |Administrator@vm.fahﬁrire.cum

| [] append base DN

Password: |-"""

| save || Cancel |
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Connecting to ADS Using an LDAP Browser

5. Show the default view on the LDAP tree.

LDAP Browser\Editor v2.8.2 - [ldap:/[172.19.5.10/DC=vm,DC=fatwire,DC= =1al=|
File Edit View LDIF Help

BODEBRREEEIR

[C1 DC=vm,DC=fatwire,DC=com Aftribute [value
o= 3 CM=Builtin i

o 3 CM=Computers

o= 3 OU=Domain Controllers

o= [ CN=ForeignSecurityPrincipals
o= 3 CM=Infrastructure

o= 3 CM=LostAndFound

o= [ CH=MNTDS Quotas

o= ] CM=Program Data

o= [ CM=System

o= 3 CM=Users :
o= J DC=ForestDnsZones [ForestDnsZang
& [ DC=DomainDnsZones [DomainDnsZ ©
o= 3 CM=Configuration [vm fatwire.com:38

ey

4] Il | vl
Reatly. 31 entries returned. u
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Chapter 9
Setting Up IBM Tivoli Directory Server 6.x

This chapter contains the following sections:

* IBM Tivoli Directory Server Commands

» Before Installing IBM Tivoli Directory Server

e Installing IBM Tivoli Directory Server

e Configuring Tivoli Directory Server

e Connecting to IBM TDS Using the LDAP Browser

Note
In this guide, Tivoli Directory Server is also referred to as “TDS.”
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IBM Tivoli Directory Server Commands

IBM Tivoli Directory Server Commands

Table 4: IBM Tivoli Directory Server Commands

Starting an instance

<LDAP Install directory>/sbin/idsslapd -1
<instance name>

Stopping an instance

<LDAP Install directory>/bin/ibmdirctl stop -h
localhost -D cn=root -w <password for cn=root>

Checking an instance

<LDAP Install directory>/bin/ibmdirctl status -h
localhost -D cn=root -w <password entered for
cn=root>

Displaying list of instances

<LDAP Install directory>/sbin/idsilist

Loading the instance
administration tool

<LDAP Install directory>/sbhin/idsxinst

Loading the configuration
tool for an instance

<LDAP Install directory>/sbin/idsxcfg -1 <name of
instance>

IBM Tivoli Directory Server, Configuration Tool
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Before Installing IBM Tivoli Directory Server

Before Installing IBM Tivoli Directory Server

Create the following group: idsldap

Create a user for the LDAP instance and write down the password, for example,
Idapdb2. This password will be used in step 7 of “Installing IBM Tivoli Directory

Server.”
Check that pdksh is installed.

Installing IBM Tivoli Directory Server

Download the Tivoli Directory Server from IBM.
Unzip the archive into a temporary directory.

Go to the temporary directory and run:
-/install_ldap_server.

o root@ rhdubasoracle120gr2sjes5:/udl/Downloads
File Edit View Terminal Tabs Help

creating: rspfile/ [+]

inflating: rspfile/amwpmcfg.rsp.template

inflating: rspfile/install amacld.options.template

inflating: rspfile/install_amadk.options.template

inflating: rspfile/install_amjrte.options.template

inflating: rspfile/install ammgr.options.template

inflating: rspfile/install amproxy.options.template

inflating: rspfile/install_amrte.options.template

inflating: rspfile/install_amwpm.optiens.template

inflating: rspfile/install ldap_server.options.template

inflating: rspfile/pdjrtecfg.rsp.template

inflating: rspfile/pdproxycfg.rsp.template

inflating: rspfile/amauditcfg.rsp.template

inflating: am_update_ldap.sh

inflating: tamtblep.ksh

inflating: install ldap_server

inflating: install_ldaps_setup.jar

creating: spd/

inflating: spd/ldaps.spd.template
[root@rh4ubasoraclel?0gr2sjesd Downloads]# ls
am_update_ldap.sh EIC install_ldaps_setup.jar rspfile
CB7BOML . zip help LAP spd
common install ldap server linux_ i386 tamtblep.ksh
[root@rh4ubasoraclel?0grisjesd Downleoads]# ./install_ldap_server I

4. When the installation dialog box appears, select your language and click OK.

Select a language to be used for this wizard.

| English -

| oKk || cancer |
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Installing IBM Tivoli Directory Server

5. Click Next.

IBM Tivoli Directory Server (=)0 ][]

Welcome to the InstallShield Wizard for IBM Tivoli
Directory Server

. | The Instalishield Wizard will install 1BM Tivoli Directory SERver on your cormputer.
To continue, choose Mext.

IBM Tivoli Directory Server

International Business Machines Corporation

whr ibm.cam

InstallShield

ek [ [wess ||| cance
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6. On the “License Agreement” screen select I Accept the terms in this license

Installing IBM Tivoli Directory Server

agreement, then click Next.

Instalizhield

-

F /.

rectory Server

Please read the following license agreement carefulby.

International Program License Agreement
Part 1 - General Tertns

BY DOWMLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE PROGRAM YOU
IAGREE TO THE TERMS OF THIS AGREEMENT. IF ¥OU ARE ACCEPTING THESE TERMS ON
BEHALF OF AMOTHER PERSON OR A COMPARMNT OR OTHER LEGAL ENTITY, YOU REPRESENT
LAMD WARRANT THAT TOU HAVE FULL AUTHORITY TO BIND THAT PERSORN, COMPANY, OR
LECAL ENTITY TO THESE TERMS. IF YOU DO MOT AGREE TO THESE TERMS,

- D0 NOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGRAM, AMD

- PROMPTLY RETURN THE PROGRAM AND PROOF OF ENTITLEMENT TO THE PARTY FROM
WHOM YOU ACQUIRED IT TO OBTAIN A REFUND OF THE AMOUNT YOU PAID. IF v¥OU
DOWHLOADED THE PROGRAM, CONTACT THE PARTY FROM WHOM YOU ACQUIRED IT.

"[BM" s International Business Machines Corparation or one of its subsidiaries

"License Inforrmation” ¢"LI" is a docurment that provides information specific to a Prograrm.
[The Program's Ll is available at http: / fweaew. ibm. comfsoftware fslaf . The LI may also be
ound in afile in the Program's directony, by the use of a system command, or as a booklet
hich accompanies the Program

"Program” is the following, including the original and all whole or partial copies: 1)
machine-readahle instructions and data, 2) components, 2) audio-visual content (such as
images, 1ext, recordings, or pictures), 4 related licensed materials, and 5) license use
documents or Keys, and documentation

L& "Proof of Entitlement” {'PoE" is evidence of Your authorization 10 use a Program at a
specified level. That lewvel may be measured, Tor example, by the nurmber of processars or
users. The PoE is also esidence of Your eligibility for warranty, future upgrade prices, if any,
and potential special or promotional opportunities. IF IBM does not provice You with a Pok,
hen IEM may accept the original paid sales receipt or other sales record from the party

(either IBM or its reseller) from whom You acquired the Program, provided that it specifies

EID

@ | accept the terms in the license agreement

| o not accept the terms in the license agreement

<Bak | [ mewt> | [ cance
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Installing IBM Tivoli Directory Server

7. On the first configuration screen, fill in the fields:

- DB2 administrator ID: Name of the user you created for the LDAP instance.

- DB2 administrator password: Enter the password (Idapdb2) given to the
LDAP instance user in step 2, “Before Installing IBM Tivoli Directory Server.”

- Keep the default values for the other fields.
- Click Next.

InstallShieldt

IBM Tivoli Directory. Server,

IBM Tivoli Directory Server

Tao configure [BM Tivoli Directory Server, specify the following database information.

DBZ administrator ID {also used for the instance name) ~

I]dapdhz

DB2 adrninistrator password *

I ——

Password confirmation *

I Jr——
Craup for the DE2 adrainistrarnr (N
root =z

[ Create the DB2 administrator if it does not already exist

Directory senver database home *

|yhomefmaudb2

DB2 database name *

Iamdh

Encryption seed *

|j0123455755m 2

< Back || Mext = ‘ | LCancel H

Help ‘
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Installing IBM Tivoli Directory Server

8. On the second configuration screen, fill in the fields:

a.

Administrator password: Enter a password and remember it. This password will
re-occur throughout the configuration and will be referred to as sn=root.

User-defined suffix:
dc=<domain>,dc=<ext>

For example, if your domain is fatwire.com, then the User-defined suffix

should read: dc=Fatwire,dc=com.

Confirm that the Local hostname is correct.

Click Next.

InsrallShield

IBM Tivoli Directory. Server,

IBM Tivoli Directory Server

Tao configure [BM Tivoli Directory Server, specify the following database information.
4

Administrator 1D *
len=root

Administrator password *

e

" | Password confirmation *

Tostesdespestedlele
User-defined suffix *
Idc=fatwire,dc=com

Lacal host name =

‘ directoryserver, fatwire.cond

< Back || Mext = ‘ | LCancel H

Help ‘
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Installing IBM Tivoli Directory Server

9. On the third configuration page:
a. Fill in the fields:
- SSL key file password: Enter a password for SSL.

- Non-SSL port: Confirm the Non-SSL port value is set to 389. If the Non-
SSL has been changed, use the new value when installing WebCenter Sites.

b. Click Next.
IBM Tivoli Directory Server E]@@

IBM Tiwali Directory Server

To configure 1BM Tivoli Directory Senver, specify the following database information.

Non-S5L port *

|§389

55l part *

|§535
55L ke file with full path *
I?jopt;‘ibmfldap/\-'E‘O;‘\ib;‘am,key.kdb

Browse

55L key file password *

I —

Fassword confirmation *

I pr—

Certificate label

[popar
| Create S5L key file

_|Enable Federal Information Processing Standards (FIPS)

Installshielo

< Back H Mext = ‘ | Cancel " Help |
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10. Confirm that enough disk space exists for the installation to succeed and click Next.

IBM Tivoli Directory Server

Installing IBM Tivoli Directory Server

This information shows disk space available and space required by the installation

=)

File system Space recuired (KE) Space available (KE)
fhome/ldapdb? (fdewimap... |§1920 8228732
U | fvar (fdev/mapperolGrou... |4 8228728
et {/devimapper/YolGrou. |B G226724
foptfibm/fldap (/dev/mappe... 37118 8228720
Jopt/IEM JIdap Ve, O (fdew/ . |58492 226716
fusrflocalfibm/ask? (fdev/... 12408 8228712
Jopt/IEM fdb2 (fdev/mappe._ (350929 G228712

Component disk space details

IEM DB2
Gpace required (KB): 250925

IEM Clobal Security Kit
Gpace required (KB): 12408

IBM Tivoli Directory Client
Epace required (KB): 58504

IEM Tivoli Directary Server
Space reguired (KB) 97118

Directory server database home

InstallShield

<park | [ mext> | | [  cancel |
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11. Review the summary and click Next.

installation.

Review the configuration options. Go back to change a value or proceed to begin the

Installing IBM Tivoli Directory Server

IEM DB2 = Mot Installed

IBM Clobal Security Kit = Mat Installed

DBZ database name = amdb

Administrator 1D = cn=root
AdMinisFatar passwore = e

Mon-55L port = 28%
S5L port = 636

Create S5L keyfile = Yes
S5L key file passworg = *reeees
Certificate label = PDLDAP

IBM Tiwoli Directory Client = Mot Installed

|IEM Tivoli Directory Server = Mot Installed

Encryption seed = 0123456784012

User-defined suffix = do=Tatwire,dc=com
Local host name = rh4uSasoraclel20gr2 sjess . wn.fatwire.com

DB2 administrator 1D (also used for the instance name) = Idapdb2
DBZ administrator passworg = Treeres

Create the DB2 administrator if it does not already exist = Yes
Group for the DB2 administrator (UNIX) = root
Directory server database home = Jhome/ldapdb2

SSL key file with full path = fopt/ibm fidap 6 o/liojam_key ko

Enable Federal Information Processing Standards (FIPS) = No

Instalizhield
[ <Bak | [mem> | [ cancel | Hew |
12. Wait for the installer to finish.
IBM Tivol rectory Server. E]@@

[ & IBM Tivoli Directory Server

| %, X
Q } B Installing 1BM DB2

I
InstallShield
< Back ” Mext = ‘ | Cancel
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13. Click Finish. The installation is now complete.

.
<
|
% \\
[ &)
Y

Installshield

IBM Tivoli Directory, Server

InstallationfConfiguration has completed successfully.
Status Details:

Installed: |BM License Agreement Files
Installed: [BM DB2

Installed: |BM Global Security Kit
Installed: |BM Tivali Directory Client
Installed: |BM Tivoli Directory Server
Configured: IBM Tivali Directory Server

Configuring Tivoli Directory Server

Note

Only IBM TDS with sha encryption is supported by WebCenter Sites.

1. Inatext editor open:

/home/<ldap user>/idsslapd-<ldap user>/etc/ibmslapd.conf.

2. Search for the ibm-slapdPwEncryption parameter and change the value to sha.

3. Save the change in the text editor.

Completing and Verifying the LDAP Configuration

1. Start the IBM TDS instance:
<LDAP Install directory>/sbin/idsslapd -1 <instance name>
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2. Start the IBM TDS instance configuration tool (your display must be set in order to
continue the configuration process):

<LDAP Install directory>/sbin/idsxcfg -1 <name of instance>

#" IBM Tivoli Directory Server Configuration Tool

PP IP PP IP PP PP OF P P P

Manage suffixes

cn=locahost

4. Make sure the User-defined suffix that was specified during installation appears in the
list, then click OK.
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Importing an LDIF file (LDAP Browser)
1. Start the IDM TDS instance:

Configuring Tivoli Directory Server

<LDAP Install directory>/sbin/idsslapd -1 <instance name>

2. Connect to IBM TDS using the LDAP browser, for instructions see “Connecting to

IBM TDS Using the LDAP Browser,” on page 134.

3. Select: dc=<domain>,dc=<ext>

a. Click the LDIF menu, and select Import.

LDAP Browser\Editor v2.8.2 - [Idap:#/10.120.16.68/dc~fatwire,dc-com] [%|[B] [=][B][X]

File Edit View

KICIEY

LDIF | Help
Export..

| o]o][&] &)

Import...

description
a

[ dec=farwire, dc = torm | Adtribute | valus
' dc FATWIRE
objectClass top
objectClass  dornain

This entry created automatically correspon
fatwire

<]

Il [»

Ready.

4. Click the Add only button.

B LDIF Import

= ==E

LDIF File:| ||

Import method
® Add only
2} Update only
) Update; Add

| Import H Cancel
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5. Browse to the LDIF file <cs_install_dir/ldap>/tivolildap.ldif and click

OK.

B choose file Q=S
ok [ - B ECBE
0y tivulildap.ldiﬂ
File Name:  [thvolildap. dif |
Files of Type: |LDIF files (ldin v

ok || cancel |

6. Click Import.

Note

The root entry will fail to import because it already exists, but all others will
import successfully.

7. Click OK.

® Finished
Read 52 total entries. 51 sucessfuly importe...

Importing an LDIF file (Configuration Tool)

1. Convert the LDIF file to Unix format using the dos2unix utility.

- Linux:
dos2unix <tivolildap.Ildif>

- Solaris:
mv tivolildap.ldif > tivolildap2.Ildif
dos2unix tivoli.ldap2.1dif > tivolildap.ldif

2. Stop the IBM TDS instance:

<LDAP Install directory>/bin/ibmdirctl stop -h localhost -D
ch=root -w <password for cn=root>
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3. Start the IBM TDS instance configuration tool (your display must be set in order to
continue with the import process):

<LDAP Install directory>/sbin/idsxcfg -1 <name of instance>
4. Select Import LDIF data.

o, IBM Tivoli Directory Server Configuration Tool

. =

Use this panel 1o import data from an LDIF file into the database

]
]
]
]
]
]
]
]
]
]
]
]
]
]

5. Click Browse.
6. Browse to the LDIF file you wish to import and click OK.

|—|? tivolilclap. |oif

Oracle WebCenter Sites: Configuring Supporting Software



Chapter 9. Setting Up IBM Tivoli Directory Server 6.x 132
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7. Click Import.

#",IBM Tivoli Directory Server Configuration Tool

(R Fe e M T el T R T

Sufefefeinfic

8. Click OK when the import is complete.

- IBM Tivoli Directory Server Configuration Tool

et e | SR

Ozl gt SRt e a2

5z e fekzie | o e et g et = KRN R ]2

BU{ETGEREE TG

i 11124 104

B Information |L|@|Xl

el Eifiess

| lrrigiziee | g
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Adding Users and ACLs using an LDIF file

1. Create a blank LDIF file (for example, addstuff.1dif).
2. For each user that you wish to add, add the following to the LDIF file:

dn: uid=<User_Name>,cn=users,dc=<domain>,dc=<ext>
userPassword: <password>

uid: <User_Name>

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

sn: <User_Name>

cn: <User_Name>

3. Foreach ACL you wish to add, add the following to the LDIF file:

dn: cn=<ACL Name>,cn=groups,dc=<domain>,dc=<ext>
objectClass: top

objectClass: groupOfNames

member: uid=<User_Name 1>,cn=users,dc=<domain>,dc=<ext>
member: uid=<User_Name 2>,cn=users,dc=<domain>,dc=<ext>

member: uid=<User_Name n>,cn=users,dc=<domain>,dc=<ext>

4. Import the LDIF file by following the steps in the section “Importing an LDIF file
(LDAP Browser),” on page 129 or “Importing an LDIF file (Configuration Tool),” on
page 130.
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Connecting to IBM TDS Using the LDAP Browser

Download and install the LDAP browser.
2. Start the LDAP browser:
./lbe._sh
3. Fillin the required fields:
Host: Enter the IP or hostname of IBM TDS.

Note
The default port which IBM TDS runs on is 389.

- Port: Enter the port on which IBM TDS is running.

- Base DN: Enter the user-defined suffix that was entered during the installation of
IBM TDS (see step 8 on page 123 for more information about the User-defined
suffix).

- Anonymous bind: Deselect the check box
- User DN: Enter cn=root
- Password: Enter the password for cn=root

Edit Session
Name [ Connection | Options

Host Info
Host |10.120.16.68 | port: a9 | versiom: E

™
Base DM: dc=fatwire, dc=com -

Fetch DNs []ssL [ ] Anonymous bind

User Info

User DN: |[n=rnm =] hase DN
Password: |nuun |
4. Click Save.

LDAP Browser\Editar v2.8.2 - [Idap:/10.120.16.6B/dc~fatwire,dc-com] [W][E] (2] (%)
File Edit View LDIF Help

ERNRNBONEERR
[ cic =fatwire,dc=com [ Altribute ['value

o= [ cn=users
o= cn=groups

Ready. 2 entries returned. |U
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Chapter 10
Setting Up OpenLDAP 2.3.x

This chapter explains how to set up OpenLDAP for use with WebCenter Sites.

Note

You must set OpenLDAP before you run the WebCenter Sites-LDAP integrator.

It contains the following sections:

OpenLDAP Commands

Installing OpenLDAP

Configuring OpenLDAP

Adding WebCenter Sites Schema to OpenLDAP
Modifying User Passwords

Oracle WebCenter Sites: Configuring Supporting Software

137



Chapter 10. Setting Up OpenLDAP 2.3.x

OpenLDAP Commands

OpenLDAP Commands

This section contains the most commonly used OpenLDAP commands. Use it as a
reference when configuring OpenLDAP for use with WebCenter Sites.

Starting OpenLDAP

Note

This section assumes that the slapd daemon is located in Zusr/local/libexec.
Depending on your installation, the daemon might be located elsewhere. In such
cases, substitute the correct path in the commands listed in this section.

e To start OpenLDAP normally, use the following command:
/usr/local/libexec/slapd

e To start OpenLDAP with full debugging (useful when diagnosing configuration issues
and installing WebCenter Sites), use the following command:

/usr/local/libexec/slapd -h "ldap:///" -d 0x5001

Searching an OpenLDAP Server

To search an OpenLDAP Server, do the following:
1. Execute the following command:

Idapsearch -x -D "cn=Manager,dc=<domain>,dc=<extension>" -W
-b """ -s base "(objectClass=*)" namingContexts

where <domain> and <extension> are the values you specified in step a on
page 142.

2. When prompted for a password, enter the Root DN user password you specified in
step d on page 143.

A typical response from the Idapsearch command looks as follows:
Enter LDAP Password:
extended LDIF

#
#
# LDAPv3

# base <> with scope baseObject
# Filter: (objectClass=%*)

# requesting: namingContexts

#

#
dn:
namingContexts: dc=fatwire,dc=com
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# search result
search: 2

result: O Success

# numResponses: 2

# numEntries: 1

Adding an LDIF File to an OpenLDAP Server

To add a well-formed LDIF file to your OpenLDAP Server, use the 1dapadd command:

Idapadd -D "cn=Manager,dc=<domain>,dc=<extension>"
-w <root_dn_password> -f <LDIF_file_name>

where:

<domain> and <extension> are the values you specified in step a on page 142.

<root_dn_password> is the Root DN user password you specified in step d on
page 143.

e <LDIF_file_name> is the name of the LDIF file you are adding.
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Installing OpenLDAP

This section explains how to install OpenLDAP.

Note

OpenLDAP is bundled with most Linux distributions. If OpenLDAP is already
installed on your system, skip this section.

To install Open LDAP

1. Download the OpenLDAP tgz archive from the OpenLDAP web site:
http://www.openldap.org/
For example: openldap-stable-20070110.tgz

2. Decompress the archive:
- If you are using GNU, use the following command:

tar-xvzf openldap-stable-20070110.tgz
- If you are not using GNU, use the following command:

gzip -d openldap-stable-20070110.tgz ; tar -xvf openldap-
stable-20070110.tar

Session Edit View Bookmarks Settings Help

egandtBlinux—gandt :~/shared/openldap?> tar -xzf openldap-stable-20070110.tg=z -
egandtflinux—gandt :~/shared/openldap> ls

openldap-2.3.32 openldap-stable-Z0070110.tez

egandtBlinux—gandt :~/shared/openldap? cd openldap-Z.3.32/

egandtBlinux—gandt :~/shared/openldap/openldap-2.3.32> ls

aclocal .m4 CHANGES configure.in doc libraries README
ANMMOUMCEMENT  clients contrib include  LICENSE SETVErsS
build configure  COPYRIGHT IMSTALL Makefile.in tests

egandtBlinux—gandt:~/shared/openldap/openldap-2.3.32> ./configure []

o | - Shell
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3. Change to the directory containing the OpenLDAP source. For example:
cd openldap-2.3.32

Session Edit View Bookmarks Settings Help

egandtBlinux—gandt :~/shared/openldap> ls

openldap-2.3.32 openldap-stable-z0070110 .tz
egandtflinux—gandt : ¥ /shared/openldap? cd openldap-2.3.32/
egandt@linux—gandt :~/shared/openldap/openldap-2.3.32> ls

aclocal .m4 CHANGES configure.in doc libraries README
AMMOUMCEMEMT  clients contrib include  LICEMSE SETVENS
build configure COPYRIGHT IMSTALL Makefile.in tests

egandtElinux—gandt :~/shared/openldap/openldap-2.3.32> ./configure []

egandtBlinux—gandt :“/shared/openldap? tar -xzf openldap-stable-zZ0070110.tgz

=-|| - Shell

4. Configure the OpenLDAP source as follows:
-/configure --enable-crypt --with-tls

Session Edit View Bookmarks Settings Help

conflg.status: creatlng servers/slapd/back-sgql/Makefile
conflg.status: creatlng servers/slapd/shell-backends/Makefile
config.status: creatlng servers/slapd/slapi/Makefile
config.status: creating servers/slapd/overlays/Makefile
config.status: creating servers/slurpd/Makefile
confilg.status: creatlng tests/Makefile
config.status: creatlng tests/run
config.status: creatlng tests/progs/Makefile
config.status: creating includesportable.h
config.status: creating includesldap_features.h
config.status: creating inclode/lber_tupes.h
config.status: executing depfiles commands
config.status: executing default commands
Making serwvers/slapd/backends.c

Add config

Add 1dif

Add bdb

Add hdb

Add monitor

Add relay .
Making serwverssslapdsoverlays/statover.c

Add syncprov ...
Please run "make depend"” to build dependenciles
egandtBlinux—gandt:~/shared/openldapsopenldap-2.3.32> make dep[]

=~|| = Shell

The suggested options are:
- —-enable-crypt — enables password encryption
- —-with-tls —enables TLS/SSL support

Note

If you want to customize OpenLDAP for your system, run
./configure --help for a complete list of configuration options.
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5. Compile OpenLDAP dependencies: make depend
Compile OpenLDAP: make
Install OpenLDAP: make install

Note
By default, OpenLDAP is installed in /usr/local.

Configuring OpenLDAP

This section shows you how to configure your OpenLDAP installation.
1. Edit the Idap.confT file as follows:

Note

If you installed OpenLDAP manually by following the steps in the previous
section, Idap.conf is located in Zusr/local/etc.

a. Specify your Base DN. Locate the following line (or create it if it does not exist):
BASE dc=<domain>,dc=<extension>

where <domain> and <extension> are, respectively, the domain and TLD of
your LDAP server.

The Base DN for OpenLDAP should always be two dc’s in length. For example, if
your full domain is vm. fatwire.com, your Base DN would be fatwire.com,
and your BASE line would look as follows:

BASE dc=fatwire,dc=com
b. Specify your URI(s). Locate the following line (or create it if it does not exist):
URI ldap://<hostanme_or_I1P> ldap://<hostanme_or_I1P>

Enter the host names and/or IP addresses on which on which OpenLDAP is to
listen for connections. Separate the entries with spaces. For example:

URI Idap://127.0.0.1 ldap://localhost ldap://172.19.1.2
2. Edit the sldapd.conf file as follows:

Note

If you installed OpenLDAP manually by following the steps in the previous
section, sldapd.conf is located in Zusr/local/etc.

a. Locate the following section:

access to *
by self write
by users read

and replace it with:
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access to *
by dn="cn=Manager,dc=<domain>,dc=<extension>" write
by self write
by users read
by anonymous auth

where <domain> and <extension> are the values you specified in step 1a.
b. Specify your suffix. Locate the following line (or create it if it does not exist):

suffix dc=<domain>,dc=<extension>

where <domain> and <extension> are the values you specified in step 1a.

c. Specify your Root DN user. (The Root DN user is used to access the LDAP
Server.) Locate the following line (or create it if it does not exist):

rootdn cn=<user_name>,dc=<domain>,dc=<domain>

Enter Manager as the user name and replace <domain> and <extension> with
the values you specified in step la.

d. Specify a password for the Root DN user. Locate the following line (or create it if
it does not exist):

rootpw<password>

Note

The password can be either encrypted or unencrypted. (Encrypted passwords
start with {SSHA}). If you wish to use an encrypted password, do the
following:

1. Generate an encrypted password (hash) using the slappasswd command.
The command generates a valid encrypted password (hash) and prints it to
the terminal.

2. Perform step e below.

e. (Optional) If you chose to use an encrypted password in the previous step, set the
password type to SHA. Locate the following line (or create it if it does not exist):

password-hash {SSHA}

This sets the password type to SHA (the default). You can set other password
types; see the OpenLDAP documentation for more information.

3. Edit the core.schema file as follows:

Note

If you installed OpenLDAP manually by following the steps in the previous
section, core.schema is located in Zusr/local/etc/schema

a. Locate the following section:

objectclass ( 2.5.6.17 NAME “groupOfUniqueNames*®

DESC "RFC2256: a group of unique names (DN and Unique
Identifier)”

SUP top STRUCTURAL
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MAY ( businessCategory $ seeAlso $ owner $ ou $ o
$ description $ uniqueMember)

MUST ( uniqueMember $ cn ))

b. Comment the section out by placing a # character at the beginning of each line.
Then insert the following modified section after it:

objectclass ( 2.5.6.17 NAME "groupOfUniqueNames®

DESC "RFC2256: a group of unique names (DN and Unique
Identifier)”

SUP top STRUCTURAL

MAY ( businessCategory $ seeAlso $ owner $ ou $ o
$ description $ uniqueMember)

MUST ( cn ))

The difference between the original and modified sections is the last line:
MUST ( uniqueMember $ cn ) becomes MUST ( cn )

OpenLDAP is now configured.
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Adding WebCenter Sites Schema to OpenLDAP

This section shows you how to add WebCenter Sites schema to your OpenLDAP server.

Note

If you are copying the contents of the sample LDIF file below, make sure to insert
an empty line between dn sections and at the end of the file.

To configure OpenLDAP for WebCenter Sites

1. Create an LDIF file named pre_cs_openldap. Idif with the following contents:
dn: dc=<domain>,dc=<extension>
objectClass: dcObject
objectClass: organization
dc: fatwire
description: OpenLDAP pre_cs_setup
o: Fatwire Software

# LDAP Manager Role

dn: cn=Manager ,dc=<domain>,dc=<extension>
objectclass: organizationalRole

cn: Manager

# add the organizational Unit People

dn: ou=People,dc=<domain>,dc=<extension>
objectClass: organizationalUnit
objectClass: top

ou: People

# add the organizational Unit Group

dn: ou=Groups,dc=<domain>,dc=<extension>
objectClass: organizationalUnit
objectClass: top

ou: Groups

where <domain> and <extension> are the values you specified in step a on
page 142.

The file will create a new organization (fatwire) containing two sub-organizations
(Groups and People)and the Manager user. The Manager user will be used to
access the LDAP server.

2. Addthe pre_cs_openldap.Idif file to your OpenLDAP server. Execute the
following command:

Idapadd -D "cn=Manager,dc=<domain>,dc=<extension>"
-w <root_dn_password> -f pre_cs_openldap.ldif

where:
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- <domain> and <extension> are the values you specified in step a on page 142.

- <root_dn_password> is the Root DN user password you specified in step d on
page 143.

3. Test your OpenLDAP server. Execute the following command:

lIdapsearch -x -b “ou=Groups,dc=<domain>,dc=<extension>"
"(objectclass=*)"

where <domain> and <extension> are the values you specified in step a on
page 142.
An example response from the Idapsearch command looks as follows:

extended LDIF

#
#
# LDAPvV3

# base <ou=Groups,dc=fatwire,dc=com> with scope subtree
# Filter: (objectclass=%*)

# requesting: ALL

#

# search result
search: 2
result: O Success

# numResponses: 1

If the pre_cs_openldap. Idif file was successfully inserted into the LDAP server,
the result: line indicates success, at which point you are ready to run the
WebCenter Sites LDAP integrator. For instructions, see Oracle WebCenter Sites:
Integrating with LDAP.
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Modifying User Passwords

When you ran the WebCenter Sites LDAP integrator, all WebCenter Sites users (except
fwadmin, ContentServer, and Defaul tReader) were assigned the password which
you entered in the “WebCenter Sites Configuration” screen. For security reasons, you
might want to manually assign unigue passwords to those users.

Note

If you chose to use encrypted passwords when you configured OpenLDAP, you
must change the passwords for all users on your WebCenter Sites system, or your
WebCenter Sites installation will not function properly. This is because the
WebCenter Sites-LDAP integrator writes user passwords into OpenLDAP as
plaintext, but OpenLDAP expects password hashes.

The following table shows the passwords you must assign to your WebCenter Sites users:

Defaul tReader SomeReader

ContentServer The password you supplied during WebCenter Sites
installation

fwadmin The password you supplied during WebCenter Sites
installation

All other users on your The password you supplied during WebCenter Sites-

WebCenter Sites system LDAP integration

This section covers the following methods for changing passwords in OpenLDAP:
* Modifying User Passwords Using an LDAP Browser
e Modifying User Passwords Using the Idapmodify Command

Modifying User Passwords Using an LDAP Browser

This section shows you how to modify user passwords using the free LDAP Browser/
Editor program available at http://www-unix.mcs.anl .gov/~gawor/ldap/.

To modify user passwords in OpenLDAP using an LDAP browser

1. Download and install the LDAP browser.
2. Start the LDAP browser: ./lbe.sh
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3. Click the Quick Connect tab.

', ¢ Connect

Connection
Host Info

[ Session List(|

Quick Connect

Host: |

Base DMN:

| Pun:| | Version: Ez
-

User Info
User DN:
Password:

Fetch DNs []ssL

[¥] Anonymous bind

[] append base DN

| Connect H Cancel

4. Fill out the fields as follows:

Modifying User Passwords

Hostname The host name of your OpenLDAP server.

Port 389

\ersion 3

Base DN The Base DN you specified in step a on page 142.

Anonymous bind

Yes (select check box)

User DN

cn=Manager

Append base DN

Yes (select check box)

Password

page 143.

The Root DN user password you specified in step d on

5. Click Connect.
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6. In the left-hand tree, expand the ou=People node.

Modifying User Passwords

" LDAF Browser\Editor v2.8.2 - [ldap://127.0.0.1/dc=fatwire,dc=com] -2

File Edit Yiew LDIF Help
BREEBRIEERNEE]
[ dc=fatwire,dc=com {| Astriure | *¥alue |
& 3 cn=Manager §§ userP_ass_word BINARY (&8)
¢ = ou=People s|description JBoss Portal ldapuser User for test LD&Y
& |j objectClass top
th=l0apuser §§ abjectClass arganizationalPersan
o £ ou=Graups ‘|objectClass pErsan
“lsn |dapuser
“len Idfapuser
HE I [
Ready. U

Double-click the user whose password you want to change and press Ctrl-E.
The plaintext password written by the WebCenter Sites-LDAP integrator appears in

the userPassword field. Click Set.

ol . Edit - [en=ldapuser, ou=People, dc=fatwire dc=com] -,r:_"l

File Edit

objectClass: |top

objectClass: |organizationalPerson

objectClass: |person

userPassword: |testme || Verify ” Set ” Save as ” Insert from

description: ||Boss Portal Idapuser User for test LDAP integration

sn: |ldapuser

o |ldapuser

9. In the pop-up window, enter the user’s password and click Set.

" Generate Password -0

Enter password: |

The password appears in its encrypted form.
10. Click Apply to save the new password.

_ Edit - [en=ldapuser, ou=People, dc=fatwire,dc=com] -,r:_"l

File Edit

ohjectClass: [top

objectClass: |organizationalPersaon

objectClass: |person

userPassword: |{SHA}Or?xoUzOzSDWzoksngqSthRsl| Verify ” Set ” Save as ” Insert from

description: |JBoss Portal Idapuser User for test LDAP integration

sm: |ldapuser

oh: (ldapuser
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11. Repeat steps 7—10 for each user whose password you want to change. When you are
finished, test your integration by logging in to WebCenter Sites.

Modifying User Passwords Using the Idapmodify Command

The Idapmodify command provides you with an interface in which you can enter valid
LDIF statements to make changes to the configuration of your OpenLDAP server. This
section shows you how to use the Idapmodify and sldappasswd commands to change
the passwords of LDAP users.

To modify user passwords in OpenLDAP using the Idapmodify command

1. Generate an encrypted password for each user. Run the sldappasswd command and
enter the plaintext password which you want to encrypt. The command outputs the
encrypted password (hash) to the terminal. For example:

{SSHA}ydUT5RCpBAUB0OPOPW8gaHNnsmYmL ImULS8

Note

If you are generating hashes for a large number of users, it is a good idea to store
the hashes in a file, so that you can easily retrieve them in step 3. When you finish
this procedure, make sure that you destroy the file in which the hashes are stored.

2. Execute the Idapmodify command as follows:

Idapmodify -D "cn=Manager ,dc=<domain>,dc=<extension>"
-w <root_dn_password>

where:
- <domain> and <extension> are the values you specified in step a on page 142.

- <root_dn_password> is the Root DN user password you specified in step d on
page 143.

When the command returns a blank line, you are ready to input LDIF statements.
3. Change the user’s password. Issue the following commands:
a. dn:cn=<user_name>,ou=People,dc=<domain>,dc=<extension>

where user_name is the user name of the user whose password you want to
change, and <domain> and <extension> are the values you specified in step a
on page 142.

b. changetype:modify
replace:userPassword
d. userpassword:<password_hash>

where <password_hash> is the hash generated by the sldappasswd command
in step 1 of this procedure.

e. Press Ctrl+D.

f. Repeat steps a—e for each user whose password you want to change. When you are
finished, press Ctrl+C to terminate the 1dapmodify command.
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Chapter 11

Setting Up the WebLogic 10.3.5 Embedded
LDAP Server

This chapter provides instructions on setting up the currently supported WebLogic
Embedded LDAP Server for use with WebCenter Sites.

Note

You must set up WebLogic LDAP before you run the WebCenter Sites-LDAP
integrator.

This chapter contains the following sections:
» Enabling the WebLogic Embedded LDAP Server
¢ Modifying User Passwords
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Enabling the WebLogic Embedded LDAP Server

This section explains how to enable the WebLogic Embedded LDAP Server.

To enable the WebLogic Embedded LDAP Server

1. Log in to the WebLogic Server Administration Console.

2. Inthe “Domain Structure” tree at the left, click your WebLogic portal domain.

3. Set the Embedded LDAP password:
a. Inthe workspace, select the Security tab, then select the Embedded LDAP sub-tab.
b. Inthe “Change Center” pane in the upper left, click Lock & Edit.

c. Inthe Credential field, enter the desired Embedded LDAP password. Re-enter
the password in the Confirm Credential field for verification.

d. Click Save.

ORACLE WebLogic Server® Administration Console —

Change Center &} Home LogOut Preferences Record Help Q

View changes and restarts Welcome, weblogic | Connected to: cs8_cluster_hotspot
Configuration editing is enabled. Future Home >csB_cluster_hotspot

changes will automatically be activated as you .

miodify, add or delete items in this domain. D e S S eharcpat

Configuration | Monitoring | Control | Security | Web Service Security | Notes
Domain Structure

cs8_cluster_hotspot General | Filter | UnlockUser | Embedded LDAP | Roles | Policies
-En\n’ ronment
;“--Deplcyrnents Save
-Ser\-rices
;“--Security Realms
- Interoperability This page allows you to configure the embedded LDAP server for this Weblogic Server domain.
-Diagnostics
#F] Credential: cessssassssssentes The credential (usually a password) used to
connect to the embedded LDAP server.  More
Info...
#F Confirm Credential: tessssstssssteanas
How do 1 =) F] Backup Hour: 23 The hour at which the embedded LDAP server

should be backed up. More Info...

= Configure the embedded LDAP server
@g Backup Minute: 5 The minute at which the embedded LDAP

« Configure Authentication and Identity server should be backed up. More Info.

Assertion providers

gﬁ Backup Copies: 7 The maximum number of backup copies that
System Status = should be made for the embedded LDAP

server. More Info...
Health of Running Servers

| Failed (D) @g Cache Enabled Specifies whether a cache is used with the
" embedded LDAP server.  More Info...
| Critical (0)

Overloaded (0) gg Cache Size: 32 The size of the cache (in kilobytes) that is used
| Warning (0) with the embedded LDAP server.  More Info...
B X (1)

A5 Carha TTI: . Tha tima-ta-lius nf tha rarha fin sarnndc) that
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4. Create an Embedded LDAP authentication provider:

a.
b.

In the “Domain Structure” tree, click Security Realms.
In the workspace, click myrealm and select the Providers tab.

ORACLE WeblLogic Server® Administration Console —

Change Center @ Home Log Out Preferences Record Help | Q

View changes and restarts Welcome, weblogic |Ccnnected to: csB_cluster_hotspot
Configuration editing is enabled. Future Home =csB_cluster_hotspot >Summary of Security Realms >myrealm =Providers

changes will automatically be activated as you .

modify, add or delete items in this domain. Settings for myrealm

Domain Structure

csB_cluster_hotspot Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing

-En\ﬂ' ronment
t--Deployments
-Se rvices
t--Security Realms
-[nte roperability
[H-Diagnostics

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Credential Mapping | Certification Path | Keystores

An Authentication provider allows Weblogic Server to establish trust by validating a user. You must have cne
Authentication provider in a security realm, and you can configure multiple Authentication providers in a security realm.
Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You
can alsoe configure a Realm Adapter Authentication provider that allows you to work with users and groups from previous
releases of Weblogic Server.

[ Customize this table

Authentication Providers

How do ... = New | | Delete Reorder Showing 1to 3of 3 Previous | Next
= Configure Authentication and Identity D Name Description Version
Assertion providers
» Configure the Password Validation provider [1 | efaultAuthenticator ‘Weblogic Authentication Provider 1.0
* Manage security providers |:| DefaultIdentityAsserter Weblogic Identity Assertion provider 1.0
* Set the JAAS control flag O | falcon WebLogic Authentication Provider 1.0
* Re-order Authentication providers
New Delete Reorder Showing 1to 3of 3 Previous | Next

System Status

-~ o o o

°|

Click New.

In the Name field, enter a name for the authentication provider.

In the “Type” drop-down list, select DefaultAuthenticator.

Click OK. The new authentication provider appears in the provider list.

5. Inthe “Change Center,” Click Activate Changes.
6. Stop the admin server.
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Modifying User Passwords

This section shows you how to modify user passwords in WebLogic LDAP Server.

To modify user passwords in WebLogic LDAP Server

1. Log in to the WebLogic Server Administration Console.
2. Inthe “Domain Structure” tree, click Security Realms.

3. In the workspace, click myrealm and select the Users and Groups tab.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you

@ Home Log Out Preferences Record Help |

Q

Welcome, weblogic |(onnected to: csB_cluster_hotspot
Home >csB_cluster_hotspot =Summary of Security Realms >myrealm >Providers >Users and Groups

modify, add or delete items in this domain. Settings for myrealm
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Domain Structure
csB_cluster_hotspot Users | Groups
[-Environment
--Deployments
[-Services This page displays information about each user that has been configured in this security realm.
—-Security Realms

[-Interoperability
[F-Diagnostics [ Customize this table

Users

New Delete Showing 1 to 10 of 32 Previous | Mext

1| Name Description Provider &%

|:| OracleSystemUser Oracle application software system user DefaultAuthenticator
How do I... = |:| weblogic This user is the default administrator. DefaultAuthenticator
+ Manage users and groups [ | contentserver DefaultAuthenticator
« Create users |:| DefaultReader DefaultAuthenticator
= Modify users [ | fwadmin DefaultAuthenticator
* Delete users O | conrad DefaultAuthenticator

[ | irstsite DefaultAuthenticator
System Status =

) [ | Mark DefaultAuthenticator

Health of Running Servers

O | Mary DefaultAuthenticator
| Failed (0)
— ) [ | Napoleon DefaultAuthenticator

Overloaded (0) New | | Delete Showing 1 to 10 of 32 Previous | Next

I Warning (0}
[

4. Click the user whose password you want to change.
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The workspace displays the “Settings for user name” screen:

ORACLE wWeblogic Server® Administration Console —

Change Center @ Home Log Out Preferences Record Help Q,

View changes and restarts Welcome, weblogic | Connected to: cs8_cluster_hotspot

Configuration editing is enabled. Future Home =csB_cluster_hotspot >Summary of Security Realms >myrealm >Providers >Users and Groups =firstsite

changes will automatically be activated as you

modify, add or delete items in this domain. LA AL L

General | Passwords | Attributes | Groups

Domain Structure

csB_cluster_hotspot Save

[#-Environment

--Deployments
[#-Services Use this page to change the description for the selected user.
--Security Realms

[#-Interoperability

[*-Diagnostics Name: firstsite The login name of
this user. More
Info...

Description: A short

description of this
user. For example,
the user's full
name. More Info...

How do I... =

Save
= Create users

= Modify users

= Delete users

5. Select the Passwords tab and enter the new password into both fields.

ORACLE WebLogic Server® Administration Console —

Change Center {2} Home LogOut Preferences Record Help | Q

View changes and restarts Welcome, weblogic |Connected to: cs8_cluster_hotspot
Configuration editing is enabled. Future Home =csB_cluster_hotspot >Summary of Security Realms >myrealm =Providers >Users and Groups =firstsite

changes will automatically be activated as you

modify, add or delete items in this domain. Settings for firstsite

General | Passwords | Attributes | Groups
Domain Structure
csB_cluster_hotspot Save

[-Environment —
--Deployments
[#-Services Use this page to change the password for the selected user
--Security Realms
[-Interoperability * Indicates required fields
[#}-Diagnostics

*New Password: PR The new password of this user.  More Info...
*Confirm New Password: cesssmee

Save
How do I... =

* Create users
« Modify users

* Delete users

6. Click Save.
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Modifying User Passwords
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Chapter 12
Setting Up MS Active Directory Server 2003

This chapter provides instructions for setting up the currently supported Microsoft Active
Directory Server (ADS) for use with WebCenter Sites.

Note
You must set up ADS before you run the WebCenter Sites-LDAP integrator.

This chapter contains the following sections:

Installing MS Active Directory Server

Accessing the “Active Directory Users and Computers” Console
Modifying User Passwords

Deleting Users

Configuring ADS Password Security for WebCenter Sites
Connecting to ADS Using an LDAP Browser
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Installing MS Active Directory Server

Installing MS Active Directory Server
This section shows you how to install MS Active Directory Server 2003 for use with
WebCenter Sites.
The procedure consists of the following steps:
A. Install the Operating System
B. Set the Machine’s Name and Suffix
C. Configure the Machine’s Network Settings
D. Install the Local DNS Server
E. Configure the Local DNS Server
F. Install MS Active Directory Server 2003

A. Install the Operating System

On the target machine, install Windows Server 2003 (any type other than Web Edition).

When the installation is complete, leave the installation disc in the drive — you will need it
to complete the installation of ADS.

B. Set the Machine’s Name and Suffix

1. Open the “System Properties” dialog.

This can be done in several ways. The fastest way is to right-click the My Computer
icon on the desktop and select Properties from the context menu.

. Select the Computer Name tab.
3. Click Change.

System Properties 2=l
Advanced | Automatic Updates I Femote I
General Camputer Hame | Hardware
) Windows uses the following information to identify your computer
o on the network.

Computer description:

For example: "115 Production Server'' or
“Accounting Server''.

Full computer name: winZk 3activedir. vm.fatwire. com

‘workgroup: WMEATWIRE

Ta rename this computer or join a domain, click Change.

@ Changes will take effect after you restart this computer.

QK Cancel Lpply
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4. In the pop-up window that appears, do the following:
a. Enter the desired name for this machine. Make a record of this name.

b. Select the Workgroup radio button and enter a unique workgroup name. Make a
record of this name.

Computer Name Changes 2=l

*f'ou can change the name and the membership of this
computer. Changes may affect access to network resources.

LComputer name:

winzk 3activedi

Full computer name:
winzk3activedir. vm. fatwire. com

Member of
" Domain:

& Workgroup:
IVMFATWIF!E

()8 Cancel

Click More.
In the second pop-up window that appears, enter the DNS suffix for this machine.
Make a record of this suffix.

DNs Suffix and NetBIOS Computer Name 2=l

FErimary DMS suffix of this computer:

™ Change primary DNS suffix when domain membership changes

MetBIOS computer name:
IWIN2K3AETIVEDIF|

Thiz name is uzed for interoperability with older computers and services.

)8 | Cancel |

e. Make sure the Change primary DNS suffix when domain membership
changes check box is not checked.

f. Click OK to close the “DNS Suffix and NetBIOS Computer Name” pop-up
window.

Click OK to close the “Computer Name Changes” pop-up window.
In the “System Properties” dialog box, click OK.
Restart the machine.
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C. Configure the Machine’s Network Settings
Configure the machine’s network settings as follows:
1. Setthe IP address to an unused static IP address.
2. Set the preferred DNS server to the machine’s IP address.

3. Make sure that the Append primary and connection-specific DNS suffixes check
box on the Advanced tab under DNS settings in the TCP/IP Protocol properties for
the machine’s network interface is selected.

4. Make sure that Append parent suffixes of the primary DNS suffix check box is
selected.

For instructions on configuring your machine’s network settings, see the Windows Server
2003 documentation.

D. Install the Local DNS Server

1. Open the “Control Panel” and double-click Add and Remove Programs.
2. Click Add/Remove Windows Components.

3. Inthe “Windows Components Wizard” pop-up window, select the Networking
Services item (not its check box) and click Details.

Windows Components Wizard

Windows Components
“Y'ou can add o remove components of ‘Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click

Details.

LComponents:

:Q Internet Explorer Enhanced Security Configuration 0.0ME ;I
O Eﬂ M anagement and Monitoring Tools 8.7 ME

| : 21 Metwarking Services
O Eﬂ Other Netwark File and Print Services 0.1 MB
1 /™ Remate Installatinn Services ANMRE T

Description:  Containg a variety of specialized, network-related services and protocals.

Total disk space required: 11.7 ME
Space available on digk: 21188.3 MB
< Back Mest » Cancel Help
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In the pop-up window that appears, select the check box next to Domain Name
System (DNS) and click OK. The pop-up window closes.

Networking Services =

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking Services:
'™ & Domain Mam erm (D

O Dynamic Host Configuration Protocal [DHCF) 0.0ME
O Intemet Authentication Service 0.0 MB
O Remate Access Quaranting Service 0.1 MB
[ BV RPC aver HTTP Proxy 0.1 MB
O Simple TCPAP Services 0.0ME
O W'indows Internet Mame Service MINS) 1.5ME LI

Description:  Setz up a DMS server that answers query and update requests for DS
names.

Total disk space required: 14.4 ME Dietails... |
Space available on digk: 21188.3 MB
()8 I Cancel |

In the “Windows Component Wizard” screen, click Next.
6. When the installation completes successfully, click Finished.

Windows Components Wizard

Completing the Windows
Components Wizard

Y'ou have successiully completed the Windows
Components YWizard.

To close this wizard, click Finizh.

|

< Back

Help |
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E. Configure the Local DNS Server
1. Inthe “Control Panel,” double-click the Administrative Tools icon.

2. Double-click the DNS icon.

3. Inthe “dnsmgmt console,” select the machine name you entered in step 4 on
page 159.

4. Right-click the machine name and select Configure this DNS Server from the
context menu.

5. Inthe “Configure a DNS Server Wizard” pop-up window that appears, click Next.

Welcome to the Configure a DNS

Server Wizard

This wizard helps you configure a DS server by creating
forward and reverse lookup zones and by specifying root

hints and forwarders,

Before continuing, review the DNS checklists,

Far more information about configuring DNS, click Help,

To continue, click Mext,

< Back | Mext = | Cancel | Help |

6. Inthe “Select Configuration Action” screen, select the Create forward and reverse
lookup zones radio button and click Next.

Configure a DNS Server Wizard =

Select Configuration Action Q
‘fou can choose the lookup zone bypes that are appropriate to your network .

size, Advanced administrators can configure root hints,

Select the action you would like this wizard to perform:

" Create a forward lookup zone (recommended For small networks)
This server is authoritative For the DNS names of local resources but forwards all
other queries ko an ISP or other DNS servers, The wizard will configure the root
hints but not create a reverse lookup zone,

¢ Lreate Forward and reverse lookup zones (recommended For large netwaorks):
This server can be authoritative for forward and reverse lookup zones, It can be
configured to perform recursive resolution, Forward queries o other DNS servers,
or both, The wizard will configure the root hints,

" Configure root hints only (recommended For advanced users only)
The wizard will configure the root hinks only, ou can later configure Forward and
reverse lookup zones and forwarders,

< Back I Mext = I Cancel Help
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7. Inthe “Forward Lookup Zone” screen, select the Yes, create a forward lookup zone
(recommended) radio button and click Next.

Configure a DNS Server Wizard =

Forward Lookup Zone Q
‘fou can create a forward lookup zone now or create one later by running the .
Mew Zone Wizard in the DNS console,

A Forward lookup zone translates DNS names to IP addresses and network services,
This is an essential function for most DS servers,

Do you wantk to create a forward lookup zone now?

¥ ¥es, create a Forward lookup zone now (recommended);

" Mo, don't create a forward lookup zone now

For more information about Forward lookup zones, click Help.

< Back. I Mext = I Cancel | Help |

8. Inthe “Zone Type” screen, select the Primary Zone radio button and click Next.

Zone Type Q
The DNS server supports various bypes of zones and storage, .

Select the bype of zone you want to create:

py of a zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Autharity
(504}, and possibly glue Host (A} records, & server containing a stub zone is not
autharitative for that zone,

™| Stare the zome i Aetive: Directory (avaiatle anly iF BHS server is & domain controller)

< Back I Mext = I Cancel Help
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9. Inthe “Zone Name” screen, enter the name of the zone you are creating. The zone
name is the domain suffix you entered in step d on page 159. Click Next.

Zone Name Q
Wwhat is the name of the new zone? .

The zone name specifies the portion of the DNS namespace For which this server is
authoritative, It might be your organization's domain name {for example, microsoft.com)
or a portion of the domain name {for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

ZONE Narme:

v, Fatwire, com

For more information about zone names, click Help,

< Back. I Mext = I Cancel | Help |

10. In the “Zone File” screen, keep the default zone file name and click Next.

New Zone Wizard =

Zone File Q
‘fou can create a new zone file or use a file copied from another DMNS server, .

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

& Create a new file with this file narne:!

I wn.Fatwire, com,dns

" Use this existing File:

To use this existing file, ensure that it has been copied to the Folder
“eSystemRoot%isystem32idns on this server, and then click Mext,

< Back I Mext = I Cancel Help
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11. In the “Dynamic Update” screen, select the Allow both nonsecure and secure
dynamic updates radio button and click Next.

New Zone Wizard =

Dynamic Update Q
‘fou can specify that this DNS zone accepts secure, nonsecure, of no dynamic .
updates,

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the bype of dynamic updates you want to allow:

€ allovs only secure dynamic updates (recommended For Active Directary )
This option is available only for Active Directory-integrated zones,

o Bllaws bath nansecure and secure dynamic updates:
Drynamic updates of resource records are accepted from any client.,
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

" Do nat allow dynamic updates
Dyynamic updates of resource records are not accepted by this zone, You must update
these records manually,

< Back. I Mext = I Cancel | Help |

12. In the “Reverse Lookup Zone” screen, select the Yes, create reverse lookup zone
now radio button and click Next.

Configure a DNS Server Wizard =

Reverse Lookup Zone Q
‘fou can create a reverse lookup zone now or create one later by running the .

Mew Zone Wizard in the DNS console,

A reverse lookup zone translates IP addresses to DMS names. Reverse lookup zones
are usually necessary only if programs require this information,

Do you wank to create a reverse lookup zone now?

(¥ ¥es, create a reverse lookup zone now

" Mo, don't create a reverse lookup zone now

For more information about reverse lookup zones, click Help,

< Back I Mext = I Cancel Help
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13. In the “Zone Type” screen, select the Primary Zone radio button and click Next.

New Zone Wizard =

Zone Type Q
The DNS server supports various bypes of zones and storage, .

Select the bype of zone you want to create:

of a zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault kolerance.

" Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Autharity
(504}, and possibly glue Host (A} records, & server containing a stub zone is not
autharitative for that zone,

™| Stare the zome i Aetive: Directory (avaiatle anly iF BHS server is & domain controller)

< Back. I Mext = I Cancel | Help |

14. In the “Reverse Lookup Zone Name” screen, select the Network ID radio button and
enter the first three octets of the machine’s IP address (you set this address in step 1 on
page 160), then click Next.

New Zone Wizard =

Reverse Lookup Zone Name Q
A reverse lookup zone translates IP addresses into DNS names, .

Ta identify the reverse lookup zone, type the network ID or the name of the zone.
& Metwork ID:
172 19 3

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order,

IF yvou use a zera in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0, 10.in-addr. arpa.

" Reverse lookup zone name:
3.19.172.in-addr . arpa

For more information on creating a reverse lookup zone, dlick Help,

< Back I Mext = I Cancel Help
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15. In the “Zone File” screen, keep the default zone file name and click Next.

New Zone Wizard =

Zone File Q
‘fou can create a new zone file or use a file copied from another DMNS server, .

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

& Create a new file with this file narne:!

I 3.19.172.in-addr . arpa.dns

" Use this existing File:

To use this existing file, ensure that it has been copied to the Folder
“eSystemRoot%isystem32idns on this server, and then click Mext,

< Back. I Mext = I Cancel | Help |

16. In the “Dynamic Update” screen, select the Allow both nonsecure and secure
dynamic updates radio button and click Next.

New Zone Wizard =

Dynamic Update Q
‘fou can specify that this DNS zone accepts secure, nonsecure, of no dynamic .
updates,

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the bype of dynamic updates you want to allow:

€ allovs only secure dynamic updates (recommended For Active Directary )
This option is available only for Active Directory-integrated zones,

o Bllaws bath nansecure and secure dynamic updates:
Drynamic updates of resource records are accepted from any client.,

& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

" Do nat allow dynamic updates

Dyynamic updates of resource records are not accepted by this zone, You must update
these records manually,

< Back I Mext = I Cancel Help
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17. Inthe “Forwarders” screen, select the No, it should not forward queries radio button
and click Next.

Configure a DNS Server Wizard =

Forwarders Q
Forwarders are DNS servers to which this server sends queries that it cannat .
answer,

Should this DNS server Forward queries?

" ¥es, it should Forward queties ko DNS servers with the following IP addresses:

I - - - {optional)

% o, it should not Forward queries!

If this server is not configured to use Forwarders, it can still resolve names using
rook name servers,

For more information about Forwarders, click Help.

< Back. I Mext = I Cancel | Help |

18. In the “Completing the Configure a DNS Server Wizard” screen, click Finish.

Configure a DNS Server Wizard =

Server Wizard

‘fou have successfully completed the Configure a DS Server
‘Wizard, When you click Finish, the Following settings will be
saved.

% Completing the Configure a DNS

Settings:

DNS server ko configure: WINZK3ACTIVEDIR

Forward lookup zone to create: vm.Fatwire, com
Reverse lookup zone to create: 3,19,172.in-addr. arpa

Configure the hosts that will use this DMS server to point to
this DMS server for name resolution, and then verify name
resolution using nslookup, IF vou added a new primary zone,
add resource records ko it For the hosts whose names need
to be resolved by this DNS server,

Ta close this wizard, click Finish,

Cancel | Help

< Back

19. Close or minimize the DNS server window.
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F. Install MS Active Directory Server 2003

1. Click Start, then Run, and enter dcpromo in the “Run” dialog box.
2. Inthe “Welcome to the Active Directory Installation Wizard” screen, click Next.

Welcome to the Active Directory
Installation Wizard

Thiz wizard helpz pou install Active Directory services on this
server, making the server a domain controller.

If thiz iz the first time you have installed Active Directory, it iz
recommended that you first read the overview in Active
Directory Help.

To continue, click Next.

Cancel |

3. Inthe “Operating System Compatibility” screen, click Next.

Active Directory Installation Wizard =

Operating System Compatibility /
Improved security settings in \Windows Server 2003 affect older versions of
indows.

Domain controllers running 'Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
IECUTE Way.

Some older versions of Windows, including ‘Windows 95 and Windows NT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, some non-windows systems, including
Apple Mac 05 % and SAMBA clients, might not meet these requirements.

Far mare infarmation, see Compatibility Help.

< Back Cancel
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4. Inthe “Domain Controller Type” screen, select the Domain controller for a new
domain radio button and click Next.

Active Directory Installation Wizard =

Domain Controller Type /
Specify the role you want thiz server to have,

Do you want this gerver to become a domain controller for & new domain or an
additional domain controller for an existing domain?

& Diomain controller for & new domairs

Select thiz option ta create a new child domain, new domain tree, or new farest.
This server will become the first domain contraller in the new domain.

" gdditional domain contraller for an existing domain
@ Froceeding with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encypted data, such as EFS-enciypted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

5. “Inthe “Create a New Domain” screen, select the Domain in a new forest radio
button and click Next.

6. Inthe “New Domain Name” screen, enter the DNS name you entered in step 9 on
page 164, then click Next.

Active Directory Installation Wizard =

New Domain Name /
Specify a name for the new domain,

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com).

Full DMS name for new domair:

wn.fabwire. com

< Back I Mest » I Cancel
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7. Inthe “NetBIOS Domain Name” screen, keep the default value and click Next. Make
a record of this value.

Active Directory Installation Wizard =
NetBIOS Domain Mame /
Specify a MetBIOS name for the new domain,

Thiz iz the name that ugers of earlier versions of Windows will uze to identify the new
domain. Click Mext to accept the name shown, or type a new name.

Domain MetBl0S name: W

< Back I Mest » I Cancel |

8. In the “Database and Log Folders” screen, click Next.

Active Directory Installation Wizard =

Database and Log Folders /
Specify the folders to contain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard digks.

‘where do you want to store the Active Directory database?

Databaze folder:

Browse... |

‘where do you want to store the Active Directory log?

Log falder:

CAWINDOWSYNTDS Browse... |

< Back I Mest » I Cancel
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9. Inthe “Shared System Volume” screen, click Next.

Active Directory Installation Wizard =

Shared System Yolume /
Specify the folder to be shared as the system volume,

The 5%SYOL folder stores the server's copy of the domain's public files. The contents
of the SY'SVOL folder are replicated to all domain controllers in the domain.

The 5vSWOL folder must be located on an MTFS wolume.
Enter a location for the SvS%OL folder.

Folder location:

Browse... |

< Back I Mest » I Cancel |

10. In the “Diagnostic Results” screen, make sure that the diagnostic has completed
successfully, then click Next. If the diagnostic fails, correct the indicated problem,
click Back and then Next to rerun the diagnostic.

Active Directory Installation Wizard =
DHS Registration Diagnostics /
Werify DNS support, or install DNS on this computer.

Diagnostic Results

The registration diagnostic has been mn 1 time.

DM registration support for this domain controller has been verified. To continue, click.
Mext.

Details

The primary DMS server tested waz: win2k 3activedir. vm.fatwire.com [172.19.3.4]
The zone was: vm.fatwire. com

The test for dynamic DMS update support returned:
"The operation completed successfully."

< Back I Mest » I Cancel
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11. In the “Permissions” screen, select the Permissions compatible only with Windows
2000 and Windows 2003 operating systems and click Next.

Active Directory Installation Wizard

Installing MS Active Directory Server

Permissions

Select default permissions for uzer and group objects. %

x|

Some server programs, such as Windows NT Remate Access Service, read information
stored on domain controllers.

" Pemissions compatible with pre-wWindows 2000 server operating systems

Select this option if you run server programs on prewindows 2000 server operating
syztems or on ‘Windows 2000 or Windows Server 2003 operating spstems that are
members of preswindows 2000 domains.

@ Anonymous users can read information on thiz domain.

* Permissions compatible anly with Windows 2000 ar Windows Server 2003
inperating systems £
Select this option if you run zerver pragrams only on ‘Windows 2000 or ‘Windows
Server 2003 operating spstems that are members of Active Directory domaing. Only
authenticated users can read information on this domain.

< Back I Mest » I Cancel |

12. In the “Directory Services Restore Mode Administrator Password” screen, enter a
password and click Next. Make a record of this password.

Active Directory Installation Wizard

Di

tory Services Rest Mode Ad P d /
Thiz password iz uzed when you start the computer in Directory Services Restore
Mode.

x|

Type and confirm the password you want to assign to the Administrator account used
when thiz server iz started in Directory Services Restore Mode.

The restare mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, o be sure to remember
bath.

Fiestore Mode Password: quuu

LConfirm pazsword: |"""u|

For mare information about Directory Services Restore Mode, see Active Directory Help.

< Back I Mest » I Cancel
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13. In the “Summary” screen, click Next.

Installing MS Active Directory Server

Active Directory Installation Wizard

Summary
Feview and confirm the options you selected,

rou choze to:
Configure this gerver as the first domain contraller in a new forest of domain trees. ;I

The new domain name is vm.fatwire.com. This is also the name of the new forest.
The MetBIOS name of the domair iz Y

D atabase folder: C:iwINDOWSYNTDS

Log file folder: C:WINDOWSANTDS

SSVOL folder: C:AWINDOWSASYSWOL

The password of the new domain administrator will be the zame az the password of
the administrator of this computer |

E
To change an option, click Back. Tao begin the operation, click Mext.
< Back I Mest » I Cancel |

Active Directory Installation Wizard

%

Completing the Active Directory
Installation Wizard

Wctive Directory iz now installed on this computer for the ;I
dormain v, fatwire. com.

Thiz domain controller iz azsigned to the site
Default-First-Site-Mame. Sites are managed with the
Wctive Directory Sites and Services administrative tool.

To close this wizard, click Finizh.

14. In the “Completing the Active Directory Installation Wizard” screen, click Next.

x|

< Back I Finizh I

Cance! |

Active Directory Installation Wizard =

Windows must be restarted before the changes made by the Active
Diirectory Installation wizard take effect.

Bestart Mow Don't Restart Mow |
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Accessing the “Active Directory Users and
Computers” Console

You use the “Active Directory Users and Computers” console to manage your Active
Directory Server configuration. To access the console, perform the following steps:

1. Click Start, then Run to bring up the “Run” dialog box.
2. Inthe “Run” dialog box, enter dsa.msc.
3. Click OK.

The “Active Directory Users and Computers” console loads.

-.? Active Directory Users and Computers

=]
@ File  Action Yiew ‘Window Help | - |ﬁ'|1|
= . o R I
«= | BE B EFRHNRE 2 eEETLD
@ Active Directory Users and Computer | wm.fatwire.com 5 objects
D Saved Q.ueries Marne | Type | Description |
=9 v Fatwire, com (Buikin builtinDomain
g Buitin [:IComputers Container Default container For upar...
Comp.uters Domain Cont,..  Organizational ... Defaulk container For dom..,
[-{&3] Domain Controllers . . N
H X . DForagnSecur. .. Container Default container For secu, ..
D ForeignSecurityPrincipals DU Contai Default Fainer F
Ce] Users sers ontainer efault container for upar...
KN — 2
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Configuring ADS Password Security for
WebCenter Sites

This section shows you how to configure password security in Active Directory Server to
meet WebCenter Sites’ requirements.

1. Open the “Active Directory Users and Computers” console.

2. Inthe tree on the left, right-click the desired domain and select Properties from the
context menu.

3. Inthe dialog that appears, select the Group Policy tab.

vym.fatwire.com Properties 2=l

Generall Managed By Group Palicy |

i
Current Group Policy Object Links for vm
L—

Group Policy Object Links Mo Overnide | Disabled
=

L=3 D efault Domain Policy

Group Policy Objects higher in the list have the highest priority.
This list obtained from: win2k3activedir. vm. fatwire. com

Mew | agd. | Edt | U

Optiong... | Delete. .. | Froperties | [own |

" Block Policy inheritance

QK I Cancel | Lpply |
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4. The “Group Policy Object Editor” appears, showing the group policy you selected.

"fi Group Policy Object Editor 10l =|

File  Action Yiew Help

o |mER @

It Darmain Poli
Computer Configuration
(2] Software Settings
[ Windows Settings

E@ User Configuration
(] Software Settings
[+ windows Settings

KI I

[-[Z7] Administrative Templates

D Administrative Templates

2

s Default Domain Policy [WINZK3ACTIVEDIR.YM.FATWIRE.COM] Policy

Select an item to view its description,

Mame |
Computer Configuration
@User Configuration

Extended 4 Standard /

5. In the tree on the left, expand Computer Configuration > Windows Settings >
Security Settings > Account Policies and select Password Policy.

6. Inthe main pane, double-click the Minimum password length item.
In the pop-up dialog that appears, enter 4 as the value and click OK.

Minimum password length Properties

Security Policy Setting |

¥ Define thiz policy setting

Password must be at least:

|5 _,::' characters

Minimum pazsword length

2|

QK I Cancel | Apply

8. Double-click the Password must meet complexity requirements item.
9. In the pop-up window that appears, select the Disabled radio button and click OK.
10. From the File menu, select Exit, then click OK.

11. Bring up the “Run” dialog, enter gpudate, and click OK.

Oracle WebCenter Sites: Configuring Supporting Software

177



Chapter 12. Setting Up MS Active Directory Server 2003

Modifying User Passwords

Modifying User Passwords

This section shows you how to modify a user’s password in Active Directory Server.

1.

o~ D

Open the “Active Directory Users and Computers” console.

In the tree on the left, select Users.

In the main pane, select the user whose password you want to modify.

Right-click the desired user name and select Reset Password from the context menu.
In the dialog that appears, enter and re-enter the new password, then click OK.

Deleting Users

This section shows you how to delete a user in Active Directory Server.

1.

o~ D

Open the “Active Directory Users and Computers” console.

In the tree on the left, select Users.

In the main pane, select the user whose password you want to modify.
Right-click the desired user name and select Delete from the context menu.
In the pop-up dialog that appears, click Yes.
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Connecting to ADS Using an LDAP Browser

This section shows you how to connect to Active Directory Server using an LDAP

browser.

Note

You cannot add groups, set passwords, or activate accounts using an LDAP browser.

Open the LDAP browser.

Select the Quick Connect tab.

Fill out the following information:
- Host: localhost (if connecting remotely, enter the actual host name)

- Base DN: <DNS_suffix> (the part of the DNS name after the host name)
- Anonymous bind: deselect
- User DN: administrator@<DNS_suffix>
- Append base DN: deselect
- Password: <ADS_password> (you created this password in step 12 on page 173)

Quick Connect |

[ Connection | Options |

Host Info

Host: |I0calhost|

| Port: |389 | Version: E

-
-

Base DN:

User Info

User DMN: |cn=0rcladmin

Password: | ““““““““

Fetch DNs []ssL [] Anonymous bind
| []append base DN

|
| Connect || Cancel |

4. Click Connect.
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Part 4
Installing and Configuring Authentication

Services

WebCenter Sites can be integrated with supported third-party applications that provide
authentication services and single sign-on.

This part contains the following chapters:

Chapter 13, “Clustering the Central Authentication Service Application”
Chapter 14, “Oracle Access Manager Integration Setup”
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Chapter 13

Clustering the Central Authentication Service
Application

WebCenter Sites uses the Central Authentication Service (CAS) web application for
authentication and single sign-on. CAS can also be clustered to balance the load of user
authentication for WebCenter Sites. The CAS web application is deployed during the
installation of WebCenter Sites. The installation process configures and deploys only the

primary cluster member. Additional cluster members must be configured and deployed
manually.

This chapter contains the following sections:

» Deploying Secondary CAS Cluster Members
¢ Redeploying CAS on a New Server
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Deploying Secondary CAS Cluster Members

The WebCenter Sites installer configures and deploys CAS only on the primary
WebCenter Sites cluster member. If you are clustering CAS to balance the load of user
authentications, you must configure and deploy secondary CAS cluster members
manually.

Before you begin, make sure you have completed the following:
* You have configured your application server to support CAS clustering.

» WebCenter Sites and CAS have been installed successfully on the primary cluster
member.

If either one of these steps have not been completed, refer to the Oracle WebCenter Sites
installation guide for the application server you are using.

To configure and deploy a secondary CAS cluster member

1. Copy the following configuration files from the <cs_install_dir>/bin directory
of the primary member to the <cs_install_dir>/bin of the secondary member:

- cas.properties
- host.properties

- jbossTicketCacheReplicationConfig.xml
2. Update the following property in the host.properties file:

host.name=cas-<host name of server where cluster member will
be deployed>-<cluster member number>

Note

The host name and member number should be unique for each cluster
member. For example, for a primary and secondary member, the property
might differ as follows:

host.name=cas-10.120.12.123-1
host.name=cas-10.120.12.127-2

3. Update the jbossTicketCacheReplicationConfig.xml file as follows:

- Inthe “ClusterName™ attribute, replace TreeCache-Cluster with a unique
name:

<attribute name=“ClusterName”>TreeCache-Cluster
</attribute>

Note

This name must be the same for all cluster members. If you are using
more than one CAS cluster, make sure to use a different name for each
cluster.
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- Inthe “ClusterConTfig” attribute, update the following parameters:

<UDP mcast_addr=“multicast address”
mcast_port=“multicast port”

bind_addr=*“host name of server where cluster member
will be deployed”

ip_ttl=“number of network hops between cluster
members”

. />

Note

The mcast_addr and mcast_port parameters are set to
239.555.0.0 and 48866 by default. Since these values must be the
same for all cluster members, if you change them for one member, be
sure to change them for all other members as well.

The ip_ttl parameter is set to 0 by default. If cluster members are
on the same host, retain this default value. However, if cluster
members are on the same subnet, set ip_ttl to 1, or if cluster
members are on the same site, set ip_ttl to 32.

4. On the application server of the secondary cluster member, add
<cs_install_dir>/bin to the CLASSPATH environment variable. If the class path
is not set properly, CAS will not start.

5. The cas.war file generated for the primary member is the clustered and generic
version of CAS. Deploy this cas.war file on the application server of the secondary
cluster member.

Note

If you are using the WebLogic application server, before deploying the

secondary CAS cluster member, add the following to the <weblogic-

web-app> tag in the weblogic.xml file (located in cas/WEB- INF):
<session-descriptor>

<persistent-store-type>replicated
</persistent-store-type>

<url-rewriting-enabled>true
</url-rewriting-enabled>

</session-descriptor>

Repeat this process for each additional cluster member.

Allow synchronization of CAS tickets between WebCenter Sites members. For each
cluster member, edit the file WEB- INF/classes/cas-cache.xml as follows:

a. Locate the line multicastGroupPort=4666, timeToLive=0

- Ensure the port is unique for each WebCenter Sites cluster (all members must
use the same port).

- Change timeToLive to 1 if the cluster members reside on different physical
servers.
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b. Save the updated file.

Redeploying CAS on a New Server

Note
This section applies to non-clustered CAS or a primary CAS cluster member.

During the installation process, the installer entered your CAS deployment information
into the following files, enabling WebCenter Sites to connect to CAS:

¢ SSOConfig.xml in WEB-INF/classes
¢ Filesin<cs_install_dir>/bin:

- cas.properties
- host.properties

- jbossTicketCacheReplicationConfig.xml

When the installation process is complete and you need to redeploy CAS on a new server,
you must manually reconfigure the above files and CAS, as follows:

1. Remove CAS from the server where it was deployed previously.

2. Deploy cas.war (or cas.ear) on the new server. If you are clustering CAS, the
server is defined as the primary CAS cluster member.

3. Reconfigure WebCenter Sites to detect CAS by updating the casURL property in the
SSOConfig.xml file in the WEB-INF/classes directory of the cs.war file:

- For non-clustered CAS

property name=*“casUrl” value="“http://<CAS host name>:<CAS
port number>/cas”

- For the primary CAS cluster member

property name=“casUrl” value=*http://<load balancer host
name>:<load balancer port number>/cas”

4. Copy the following CAS configuration files from the <cs_install_dir>/bin
directory to a directory on the new server:

- cas.properties
- host.properties
- jbossTicketCacheReplicationConfig.xml
5. Update the CAS configuration files:
- For non-clustered CAS
- Inthe cas.properties file, update the following properties:

cas.securityContext.serviceProperties.service=http://
<CAS host name>:<CAS port number>/cas/services/
J_acegi_cas_security_check
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cas.securityContext.casProcessingFilterEntryPoint.
loginUrl=http://<CAS host name>:<CAS port number>/
cas/login

cas.securityContext.ticketvalidator.casServerUrlPrefix
=http://<CAS host name>:<CAS port number>/cas

- Inthe host.properties file, update the following property:
host.name=cas.<CAS host name>-1

- Inthe jbossTicketCacheReplicationConfig.xml file, do the
following:

- Inthe “ClusterName” attribute, replace TreeCache-Cluster
with a unigue name:

<attribute name=“ClusterName”>TreeCache-Cluster
</attribute>

- Inthe “ClusterConfig” attribute, update the following parameter:

bind_addr=*“host name of server where cluster
member will be deployed”

- For the primary CAS cluster member
Update the host.properties and

jbossTicketCacheReplicationConfig.xml files as described in step 2 and
step 3 on page 184.

6. On the new server, add the directory containing the CAS configuration files to the
CLASSPATH environment variable. If the class path is not set properly, CAS will not
start.
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Chapter 14
Oracle Access Manager Integration Setup

Use this chapter to integrate Oracle Access Manager (OAM) with Oracle WebCenter Sites
installations.

This chapter contains the following sections:
e Overview

¢ OAM Integration Prerequisites
« Integrating OAM with Oracle WebCenter Sites
¢ Integrating OAM with Oracle WebCenter Sites: Satellite Server
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Overview

This section contains the following topics:
* Integration Components

* Flow for Browser Requests

e REST Service Flow

Integration Components

Integration with Oracle Access Manager requires replacement of the Single Sign-On
(SSO) authentication plug-in classes for the WebCenter Sites application, and the addition
of a token authority servlet for REST client authentication. Optionally the WebCenter
Sites challenge (login) page can be deployed.

Note

When integrated with WebCenter Sites systems running in content management
(development) mode, Oracle Access Manager, is used for browser and REST
authentication. On production systems (running in delivery mode), OAM is used
strictly for REST authorization.

Each component is described more fully in the following:

1. SSO authentication plug-in classes are delivered in the wem-sso-api-oam-
1.2_jar thatis included with the WebCenter Sites product. There are three primary
classes included in this JAR that must be configured to load with the Sites application
when it starts.

a. OAMFi lter provides recognition of an authenticated user (either by WebLogic
Server (WLS) perimeter security or REST credential token) before allowing
access to a protected resource.

b. OAMProvider contains the JAVA APl which is used by REST client programs to
obtain an authenticated credential before requesting a resource from the Sites
application. It also contains methods used internally to authenticate REST
credentials by OAMFilter.

c. OAMListener is a session filter that monitors the creation and termination of
HTTP sessions to facilitate cleanup of session related cached information.

2. The token authority servlet is delivered in the oamtoken.war file. It is an OAM
AccessGate that will either authenticate a user against the OAM server or check, upon
request, that an OAM authenticated session is still valid.

3. The WebCenter Sites challenge page is optional and is delivered in the
oamlogin._war file. The servlet within oamlogin._war provides a custom branded
challenge request when OAM must obtain credentials to authenticate a user. It is
included to provide a replacement of the standard WebCenter Sites branded login page
that is installed with the Central Authentication Service (CAS). This page is called
directly by OAM and must be specifically configured within the OAM Authentication
Scheme used to protect WebCenter Sites resources.
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Installation of these components and the configuration of the Oracle Access Manager must
be done to complete an operational OAM integration with WebCenter Sites.

Much of OAM integration regards the configuration of the elements of OAM itself. OAM
configuration is done mainly within the OAM Administrative console, as well as across
several Sites server configuration files, and the Oracle HTTP Server (OHS) configuration
files. The Host Identifiers, URL Resources, Domain policies, and OAM Agents must be
properly configured to achieve proper operation. The WebCenter Sites challenge screen is
supplied as an independent HTTP Servlet. You have the choice to use the WebCenter Sites
challenge screen, the default OAM challenge screen, or a custom challenge screen through
the Authentication Scheme attached to the configured policies.Control over all policies for
authentication and authorization through the OAM Administrator console provides
extensive configuration capabilities.

Flow for Browser Requests

OAM Integration components and process flow for logging in to and out of WebCenter
Sites is shown in Figure 1. The core integration revolves around the OAMFilter and
OAMProvider classes. These classes are injected into the WebCenter Sites Web
application by Spring initialization to replace CAS equivalents which are not necessary
with OAM. There are no internal changes to the Sites application to accommodate this
integration.

Figure 1: OAM Flowchart
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Login Processing

All browser access is directed through the standard OHS WebGate and using perimeter
security provided by the WLS container. The WebGate functions as a reverse proxy,
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checks protection policies through Access Manager. It issues the challenge/login form
when necessary. A request is never passed directly to the WLS container but always
passes through the WebGate to ensure authentication and authorization are satisfied. When
a valid request is received from the WebGate, the WLS container presents an identity
assertion to the OAM filter. This assertion will identify the authenticated user and cause
the information for that user to be fetched from the Sites SystemUsers table. User
information consists of the user ID, name, and ACL needed to prepare the proper internal
assertion for reference within the Sites application. The user name in the Sites
SystemUsers table and in the Oracle Internet Directory (or LDAP directory) must
match exactly for authentication to work properly. Although OAM includes authorization
protection as well as authentication, WebCenter Sites uses only OAM authentication and
does not rely on full OAM authorization.

When the OAMFilter receives control, the request has already been authenticated by the
WebGate and an OAM ldentity Assertion created by WLS perimeter security. This
assertion provides the authenticated user's name which is used to find that user
information in the Sites SystemUsers table. The information thus obtained is used to
create an internal assertion used within the Sites application.

After an OAM ldentity Assertion has been converted into an internal Assertion, the
internal Assertion is added to the HTTP Session object. This allows subsequent requests to
access URLs (resources) directly for the lifetime of the application session. However, the
WebGate provides overriding protection based upon the OAM security policies in effect.
If the OAM user session (different from HTTP session) expires, then the user will be
required to re-authenticate.

SSO and Logoff

The WebGate manages the OAM cookies which govern SSO. This is transparent to the
Sites OAM Filter and provides a seamless integration with other Oracle applications.

When WebCenter Sites logoff is requested, the standard OAM logoff facility is invoked by
the OAM logoff URL which includes an end_URL parameter. The end__URL parameter
establishes the next page that must appear after OAM finishes all logoff activities. OAM
removes the SSO cookies, terminates the OAM session, and calls the registered logout
success URL. The logout success URL is recognized by the OAM Filter to invalidate the
HTTP session. After OAM logout has completed all its work it redirects the browser back
to the WebCenter Sites welcome URL, specified through the end_URL parameter. This
triggers a new challenge for the user to supply login credentials. The Logout URL settings
are defined in the OHS WebGate configuration and the end_URL is defined in the
SSOConfig.xml file.

REST Service Flow

REST processing follows a slightly different flow. This is also illustrated in Figure 1. The
REST client uses the OAM Provider API to obtain a service ticket from the Token
Authority. This ticket is required as a parameter in the REST request to grant access to a
resource on the Sites server. The TokenAuthority functions as an OAM Access Gate. It
will authenticate the user against the policies defined for the REST endpoint URL. When a
proper username and password has passed authentication, the REST client is issued a
service ticket to be used when requesting the resource. The TokenAuthority is an HTTP
Servlet and it is recommended it be secured through SSL. The TokenAuthority performs
three services:
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* Request — Takes a username/password combination and endpoint URL (as the
resource) and authenticate through the OAM SDK. The result is an OAM UserSession
for the request. The associated session token is extracted from the UserSession and
retained in a cache keyed by UUID. The UUID is returned to the requestor to be used
as the service request ticket associated with the OAM Session.

¢ \alidate — Given a request ticket, the associated session token is retrieved from the
cache and the authenticated username is returned. The OAM UserSession is checked
to make sure it remains valid. If the session is no longer valid or indicates that the user
associated with the ticket is no longer logged in then a 'not authorized' 403 status is
returned.

« Invalidate — Given a request ticket, the associated session token is retrieved from the
cache, removed, and then converted into an OAM UserSession object which is
immediately terminated. This invalidates the OAM session and occurs after a request
ticket has been used.

When the OAM Filter receives a REST request it must always be accompanied by a
parameter that supplies a request ticket. This ticket is validated through the OAM Provider
(the SSO Provider calls the Token Authority) before access to the resource is granted. A
normal ticket request is for one time only and its maximum lifetime is dictated by the
OAM session timeout. For a valid ticket, the OAM user session is invalidated immediately
and access to the resource is allowed only once. A multi-ticket is handled in a similar
manner but the ticket is cached locally so it may be reused by the REST client for a finite
amount of time.

The published REST API remains the same. REST client programming is not affected by
this integration and works exactly as it did with the CAS provider. Internally, the API
dynamically instantiates the required classes based on which authentication provider is
being used. Remote REST client programs are written in JAVA and require the wem-sso-
api-oam-1.2.jar for compilation and execution.

The REST client goes directly to the Sites server directly as shown in Figure 1. The client
has the choice of two possible endpoints. It can go directly to the Sites application as
shown in the figure or pass through the OHS WebGate. A policy is defined for the latter
case which allows this endpoint to be used. The decision of which endpoint to use is a
choice dependent upon performance and/or security concerns.

OAM Integration Prerequisites

This section contains the following topics:
e Installing OAM Components
e Preparing OAM for Integration

Installing OAM Components

Before you set up Oracle Access Manager integration, the Oracle components needed to
support the environment must be installed and working properly. If you already have
OAM installed and running at the support level specified in the Oracle WebCenter Sites
Certification Matrix and in this document then you can disregard this section and skip to
“Integrating OAM with Oracle WebCenter Sites,” on page 199. Otherwise, continue with
the steps below.
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Note

Install the system components listed below in the order given. The steps as listed
are not comprehensive steps, and should be treated as guidelines.

Be careful to observe that the proper versions are being used. The Oracle installer
for each package requires that particular versions of related components are
installed on the system. If version requirements are not observed then the installer
will not allow a specific installation to continue. Each listed package includes one
or more links to additional documentation.

All components listed can be downloaded from the Oracle EDelivery site. Though
all these components are installed, OAM integration requires only Oracle Internet
Directory Server, Oracle HTTP Server, and Oracle Access Manager Server to be
operating.

Install the following Oracle components in the order given:

N o o s~ DN R

Oracle Database 11g - Version 11.2.0

Oracle Fusion Middleware Repository Creation Utility 119 (11.1.1.5.x)
Oracle WebLogic Server (10.3.5) Generic and Coherence

Oracle Identity Management 119 (11.1.1.5.x)

Oracle Identity Management and Access Management 11g (11.1.1.5.0)
Oracle Fusion Middleware Web Tier Utilities 11g (11.1.1.2.0)

Oracle Access Manager WebGates (11.1.1.5.x)

Oracle Database 119 - Version 11.2.0

1.

Install Oracle Database 11g - Version 11.2.0.

http://docs.oracle.com/cd/E11882 01/install.112/e24321/
toc.htm

Create and configure an Oracle 119 database. For specific instructions, see Chapter 1,
“Creating and Configuring an Oracle 11g Database.”

Increase the maximum processes and open cursors allowed for the newly created
database by running the following commands in sglplus and restarting the database:

alter system set processes=500 scope=spfile;
alter system set open_cursors=800 scope=both;

Oracle Fusion Middleware Repository Creation Utility 11g
(11.1.1.5.x)

1.

Check that the database to be used satisfies the requirements for the Repository
Creation Utility.

http://docs.oracle.com/html/E18558 01/
fusion_requirements.htm#CHDJGECA

Create Schemas using the Repository Creation Utility.

http://docs.oracle.com/cd/E12839_01/doc.1111/e14259/
rcu.htm#CHDGJCGJ
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Select all components.

Oracle WebLogic Server (10.3.5) Generic and Coherence
Install WebLogic Server.

http://docs.oracle.com/cd/E21764 01/doc.1111/el14142/toc.htm
Do not create a domain as it will be created later.

Oracle Identity Management 11g (11.1.1.5.x)

This requires Oracle Identity Management (11.1.1.2.0) and Oracle Identity Management
11g Patch Set 4 (11.1.1.5.0).

http://docs.oracle.com/cd/E21764 _01/install_.1111/e12002/
instps2.htm#BGBDGICJ

1. Install Oracle Identity Management 119 (11.1.1.2.0).

Select Install Software - Do Not Configure, as configuration must be done after the
patch has been applied.

Install Oracle Identity Management 11g Patch Set 4 (11.1.1.5.0).
3. Configure Oracle Identity Management (11.1.1.5.0).

http://docs.oracle.com/cd/E21764 01/install.1111/e12002/
oid.htm#BABGDJFC

a. Run <ORACLE_HOME>/bin/config.sh

For example:
/u0l/software/Apps/OraMiddleware/Oracle_I1DM1/bin/config.sh

b. On the “Select Domain” screen, select Create New Domain and provide the
configuration data.

c. On the “Specify Schema Database” screen, select Use Existing Schema and enter
a connection string containing the information for the database containing the
schemas created by the Repository Creation Utility.

For example:
localhost:1521:0amdb

Oracle Identity Management and Access Management 11g
(11.1.1.5.0)

1. Install Oracle Identity Management and Access Management 11g.

http://docs.oracle.com/cd/E21764 _01/install_.1111/e10033/
configtwo. htm#CEGFJHDF

Use the exiting schema created by the Repository Creation Utility and the WebL ogic
domain created in step b of the installation of “Oracle Identity Management 11g
(11.1.1.5.x),” on page 195.

2. Extend the existing domain.
a. Run <WL_HOME>/common/bin/config.sh

For example:

/u0l/software/Apps/OraMiddleware/wlserver_10.3/common/bin/
config.sh
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Select Extend and existing WebLogic domain.

Select the domain created in step b of the installation of “Oracle Identity
Management 11g (11.1.1.5.x),” on page 195.

Make sure the following products are selected and click Next:

Basic WebLogic Server Domain — 10.3.4.0 [wlserver_10.3]*

Oracle Enterprise Manager — 11.1.1.0 [oracle_common]

Oracle Access Manager with Database Policy Store — 11.1.1.3.0 [Oracle_IDMZ2]
Oracle Identity Management — 11.1.1.2.0 [Oracle_IDM1]

Oracle JRF - 11.1.1.0 [oracle_common]

Ensure all configurations are complete.

Oracle Fusion Middleware Web Tier Utilities 11g (11.1.1.2.0)

Requires: Oracle Fusion Middleware Web Tier Utilities 11g (11.1.1.2.0) and Oracle
Fusion Middleware Web Tier Utilities Patch Set 4 (11.1.1.5.0).

1. Install Oracle Fusion Middleware Web Tier Utilities 11g (11.1.1.2.0).

http://docs.oracle.com/cd/E12839_01/doc.1111/e14260/
install .htm#CHDHCJEC

Select Install Software - Do Not Configure, as configuration must be done after the
patch has been applied.

Install Oracle Fusion Middleware Web Tier Utilities Patch Set 4 (11.1.1.5.0).
Configure Oracle Fusion Middleware Web Tier Utilities 11g (11.1.1.5.0).

http://docs.oracle.com/cd/E12839 01/doc.1111/e14260/
install _htm#autoldl4

a.

Run <WEB_TIER_ORACLE_HOME>/bin/config-sh
For example:
/u0l/software/Apps/OraMiddleware/Oracle_WT1/bin/config.sh

On the “Configure Components” screen, select Oracle HTTP Server, Oracle
Web Cache, and Associate Selected Components with WebLogic Domain, and
provide the configuration data.

On the “Specify WebLogic Domain” Screen, select the domain created in step b
of the installation of “Oracle Identity Management 11g (11.1.1.5.x),” on page 195.

Oracle Access Manager WebGates (11.1.1.5.x)

The OAM Access Manager WebGates documentation is located at:

http://docs.oracle.com/cd/E21764 01/install.1111/e12002/
webgate.htm

1. Install Third-Party GCC Libraries

a.

For 64-bit systems, the libgcc_s.so.1 and libstdc++.s0.6 version 3.4.6
64-bit libraries need to be in a directory on the system before Oracle Access
Manager WebGates can be installed.

Run the following commands and ensure that their output is always greater than 0:
strings -a libgcc_s.so.1 | grep -c "GCC_3.0"
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strings -a libgcc s.so.1 | grep -v "GCC_3.3.1" | grep -c
"GCC_3.3"

strings -a libgcc _s.so.1 | grep -c "GCC_4.2.0"

file libgcc_s.so.1 | grep "64-bit" | grep -c "x86-64"

file libstdc++.s0.6 | grep "64-bit" | grep -c ''x86-64"

Install Oracle Access Manager WebGates (11.1.1.5.0).

Complete the Post-Installation steps from Section 20.4 of the OAM Access Manager
WebGates documentation:

http://docs.oracle.com/cd/E21764_01/install _1111/e12002/
webgate . htm#autoldll

Note

In this example, the Oracle HTTP Server installed with Oracle Identity
Management is being used with the WebGate.

Example values for the parameters:
<MW_HOME>
/u0l/software/Apps/OracleMiddleware

<Webgate Home> and <Webgate_ Oracle_Home>
/u0l/software/Apps/OraMiddleware/Oracle_OAMWebGatel

<Webgate Instance Directory>
/u0l/software/Apps/OraMiddleware/asinst_1/config/0OHS/ohs1l

<Oracle_Home for Oracle HTTP_Server>
/u0l/software/Apps/OraMiddleware/Oracle_IDM1

Preparing OAM for Integration
1. Start the WebLogic Admin Server.

<domain_home>/bin/startWeblLogic.sh
For example:

/u0l/software/Apps/OraMiddleware/user_projects/domains/
OAMDomain/bin/startWeblLogic.sh

Start the WebLogic Node Manager.
<weblogic_home>/server/bin/startNodeManager .sh
For example:

/u0l/software/Apps/OraMiddleware/wlserver_10.3/server/bin/
startNodeManager .sh

3. View the Enterprise Manager Farm Application.

a. From a browser, go the following URL.:
http://<weblogic_admin_host>:<weblogic_admin_port>/em
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Log in using the WebL ogic server credentials.

Under Farm_<your_domain> expand WebLogic Domain and then
<your_domain>.

You should see the following: AdminServer, oam_serverl, wls_ods1, and
wls_oifl.

This is the WebLogic Admin Server, Oracle Access Manager Server web
application, Oracle Directory Server web application, and Oracle Identity
Federation Server web application.

Expand Identity and Access.

You should see the following: OAM, oid1, and ovdl.

This is the Oracle Access Manager Server, Oracle Internet Directory Server, and
Oracle Virtual Directory Server.

Expand Web Tier.

You should see the following: ohs1, ohs1, and webcachel.

This is the Oracle HTTP Server installed with Web Tier, the Oracle HTTP Server
installed with Identity Management, and the Web Cache Server.

On the right side, under Fusion Middleware, you can view the status for each of
the applications and servers. Currently only the AdminServer should be shown as
running.

El Fusion Middleware v
10%
= B LDE?}wn
LKl
50%
Mame Status  Host CPU Us::ags
= [ WeblLogic Domain
= iijiOAMDomain
&l AdminServer F fwsevm122,us.orad 414
&5 oam_serverl @
&5 wis_ods1 44
&l wls_oif1 3
= [ Identity and Access
& oam 3
oid1 &€& fwsevm 122, us.orad
ovdl @ fwsevm122.us.orad
B £z Web Tier
@ ohsl @ fwsevm122,us.orad
@ ohst e fwsevm122,us.orad
9] webcachel @ fwsevm122,us.orad

4, Start Oracle Access Manager.
a. From the Farm Application:
1) Click oam_serverl under Fusion Middleware.
2) Under oam_serverl, click WebL ogic Server which becomes a drop-down
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3) Hover over Control and click Start Up.

4) After startup has completed, the status arrow will change to green.
b. From the WebLogic Admin Console:

1) Click Servers.

2) Click the Control tab.

3) Select the oam_serverl checkbox and click Start.

4) After startup has completed, click Servers again and the State will show as
RUNNING.

c. Gotothe OAM Console.
1) From a browser, go to:
http://<weblogic_host>:<weblogic_admin_port>/oamconsole
2) Log in using the WebLogic server credentials.
3) Access to the OAM Console is required for integration.

Integrating OAM with Oracle WebCenter Sites

This section includes the following topics:
» Before You Start
¢ Integration Steps

Before You Start

There are some important considerations regarding the integration of WebCenter Sites
with OAM authentication:

« Up to this point, this chapter has described the required software and related
components needed to integrate OAM with Oracle WebCenter Sites. If you have not
reviewed the chapter, and have not ensured that the required components are installed
and properly set up, then review the document.

» WebCenter Sites must be installed and working properly with the default CAS.

Note

If you plan on using an LDAP Server to store roles for WebCenter Sites, this
configuration should be done before OAM Integration.

You may want to use the same LDAP Server for WebCenter Sites and OAM if user
duplication is an issue.

* OAM integration requires that Oracle HTTP Server, Oracle Internet Directory Server,
and Oracle Access Manager Server are running.

* The Oracle Access Manager Administration Console (OAMCONSOLE) application
is required to perform a majority of the setup activities. Ensure you have permission to
use this facility.
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The integration procedure is a set of manual steps to be completed as described in the rest
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of this chapter.

Integration Steps
1. Define Sites users in the OAM User Identity Store.

OAM provides enforcement of authentication and authorization policies. WebCenter
Sites uses only the authentication policies to protect resources. WebCenter Sites uses

Note

OAM is used for authentication only and does not rely on OAM authorization.
While Oracle Internet Directory, Oracle Directory Server, and others can be
used as user identity stores, Oracle WebLogic Embedded LDAP is the default,
and is the user identity store used throughout the rest of this chapter. User
names must match the user names located in the Sites SystemUsers table.

its own authorization policies.

User names in Oracle WebLogic Embedded LDAP must match the user names located
in the WebCenter Sites SystemUsers table. The steps for adding users to WebLogic

Embedded LDAP are as follows:

a.

b
c.
d

Log in to WebLogic Admin Console.
Click Security Realms.

Click myrealm.

Select the Users and Groups tab.

Users | Groups

Settings for myrealm

Configuration | Users and Groups | Roles and Poliies = Credential Mappings | Providers | Migration

Thiz page displays information about each user that has been configured in this security realm.

[ Customize this table

Note: The authentication provider named IAMSuite Agent does not support viewing or managing its users through the WeblLogic console.

Users
Mew Delete Showing 1to 4of 4 Previous | Next
[ | mame & Description Provider
[ | firstsite firstsite WCSites user DefaultAuthenticator
[ | fwadmin fwadmin WCSites user DefaultAuthenticator
[[] | oradesystemuser Oracle application software system user. DefaultAuthenticator
[T | weblogic DefaultAuthenticator
Mew Delete Showing 1to 4of 4 Previous | Next

For each user to be added, complete the following steps:

1) Click New.
2) Enter the user name.
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3) Enter a description for the user.

4) Select DefaultAuthenticator for Provider.
5) Enter a password for the user.

6) Re-enter the password for the user.

7) Click OK.

Create a New User
oK ‘ Cancel

User Properties

The following properties will be used to identify your new User,

* Indicates required fields

What would you like to name your new User?
* Name: fwadmin

How would you like to describe the new User?

Description: fwadmin WCSites user
Please choose a provider for the user,

Provider: DefaultAuthenticator [+ |
The password is associated with the login name for the new User.

* Password:

* Confirm Password: I

OK Cancel

2. Create an OAM WebGate Agent for deployment on OHS.

a. Log into the OAM Console application.
http://<weblogic_host>:<weblogic_admin_port>/oamconsole
Select the System Configuration tab.

Under SSO Agents, click New OAM 11g Webgate.
For Name, enter WCSi tesWebGate and click Apply.
For Preferred Host, enter WCSi tes.

For Logout Callback URL, enter /<sites context root>/
oam_logout_success.

g. For Logout Redirect URL, enter http://
<weblogic_host>:<oam_server_port>/oam/server/logout.

h. Click Apply.

-~ 0o o o o
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Copy the newly created WebGate configuration files (ObAccessClient.xml and
cwallet.sso) into the OHS configuration:

cp <domain_home>/output/WCSitesWebGate/*

<ohs_instance_home>/config/0OHS/ohs1/webgate/config

For example:

cp /u0l/software/Apps/OraMiddleware/user_projects/domains/
OAMDomain/output/WCSitesWebGate/*

/u0l/software/Apps/OraMiddleware/asinst_1/config/OHS/ohs1l/
webgate/config

WCsitesWebGate
Mame WCsitesWebGate Logout Callback URL | fservletfoam_logout_success
Access Client Password Logout Redirect URL | ade, com: 14100 /oam server logout
* Security @ O
el Al SiEﬂT:Te Logout Target URL
™ Cert User Defined Parameters | prowyss| HeaderVar=IS_S5L
* @ URLINUTFSFormat=true
S E.jat';l;e dient_request_retry_attempts=1
"l Disable nachveReconfigPerind=10
* Max Cache Elements 100000 ﬂ
* Cache Timeout (Seconds) 1300 i-l
* o0 =
* Token Validity Period (Seconds) 3600 g Hcealn sU il
e L Cache Pragma Header | no-cache
+ Max Session Time 7600 ﬂ Cache Control Header _n_o -cache
Sy Fy Debug ||
* Failover Threshold 1 EI =
| 1P Validation ||
* A AA Timen : =
AAATIEdIE T estiond Lis Deny On Mot Protected
* preferred Host | WCSites Allow Management Operations [7]
Logout URL
Server Lists
Primary Server List 4‘ R Secondary Server List 4‘ x
 ServerName  |HostName  |HostPort |MaxMNumbei | | ServerMame  |HostName |HostPort Max Numbet)
oam_serverlzl fwsevm122,us.c 5575 14

3. Create an OAM WebGate Agent for deployment on the oamtoken web application.

a.

Log in to the OAM Console application.
http://<weblogic_host>:<weblogic_admin_port>/oamconsole
Click the System Configuration tab.

Under SSO Agents, click New OAM 11g Webgate.

For Name, enter WCSi tes.REST.AccessGate and click Apply.

For Preferred Host, enter WCSites.
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f. For Logout Callback URL, enter /oam_logout_success.

g. For Logout Redirect URL, enter http://
<weblogic_host>:<oam_server_port>/oam/server/logout.

h. Click Apply.

The WebGate configuration file will be copied in step 5.

WCSites.REST.AccessGate

Access Client Password
* Gecurity (@) Open

Name WCSites.REST.AccessGate Logout Callback URL

Logout Redirect URL

Logout Target URL

foam_logout_success

acle.com: 14100 joamzerverlogout

() Simple
™) Cert User Defined Parameters | proposes) Headeryar=I5_55L
* Ciate (@) Enabl URLINUTF8Format=true
Sawe I.ﬂa 3 dient_request_retry_attempts=1
() Disable inartiveReconfigPeriod=10
* Max Cache Elements | 100000 (2]
* Cache Timeout (Seconds) 1800 ﬂ
. a] *gj 60 5
* Token Validity Period (Seconds) 3500 4] Sleep for 60 3]
* Max Connections = Cache Pragma Header | no-cache
*+ Max Session Time 3800 ;‘ Cache Control Header _ED -cache
= Debug 7]
* Failover Threshold 15 R
| 1P Validation ]
5 AR Tt =]
REEAEIB L5 Deny On Not Protected
* Preferred Host | WCSites Allow Management Operations [7]
Logout URL
Server Lists
Primary Server List = R Secondary Server List = R
Server Name |Host Name |Host Port |Max Numbey Server Name |Host Name |Host Port |Max Numbey

. oam_ser\.-'erlzl fivsevm122,us,c 5575

1

4. Create a host identifier for WebCenter Sites.

a. Under Host Identifiers, check for WCSites. If WCSites exists, double-click
W(CSites and go to step e, otherwise go to step b.

Click the Create icon.

-~ 0o o o T

Name.

Click Host Identifiers.

For the Name, enter WCSites.
For the Description, enter "This is the host identifier for WebCenter Sites."
On the operations panel, click the Add (+) icon and enter WCSites for Host

Note

The Host Name specified here must match the Preferred Host specified in

the WebGate.

Oracle WebCenter Sites: Configuring Supporting Software

203



Chapter 14. Oracle Access Manager Integration Setup

g

h.

Integrating OAM with Oracle WebCenter Sites

. Click the Add (+) icon again and enter the hostname for the OHS server for Host

Name and the port for the OHS server for Port.

If you are using multiple hosts in a load balancing arrangement then repeat this
step for each OHS instance.

Click Apply.

|J Host Identifiers:WCSites

Host Identifier

* Mame | WCSites

Description | This is the host identifier for WehCenter Sites,

Operations = 3¢
HostMeme et
WCSites

ohshast 777

5. Deploy the oamtoken .war file:

a. Create a directory where the oamtoken .war file will be deployed from, and

explode the oamtoken.war file into the directory from the wem directory of the
Sites installer.

For example:

mkdir /uOl/software/Apps/Weblogicl035/user_projects/domains/
OAMCSDomain/applications/oamtoken

cd /u0l/software/Apps/Weblogicl035/user_projects/domains/
OAMCSDomain/applications/oamtoken

jar -xvf /u01/CS/installation_files/ContentServer/wem/
oamtoken.war

Copy the WebGate configuration file created in step 2 to the WEB-INF/oblix/

1ib directory of the exploded oamtoken web application. Overwrite any existing

file.
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The WebGate configuration file is located at <domain_home>/output/
WCSites.REST.AccessGate/ObAccessClient.xml on the system where
OAM is deployed.

c. Create a file named tokenauthority.xml in the WEB-INF/classes directory
of the exploded oamtoken web application, using the xml below. Modify the value
of the obl ixPath property to point to the location of the WEB- INF directory of
the exploded oamtoken web application. If the oamtoken web application is to be
deployed to a different location, the obl ixPath property must be modified to
reflect the new location.

For example:

/u0l/software/Apps/Weblogicl035/user_projects/domains/
OAMCSDomain/applications/oamtoken/WEB-INF

tokenauthority.xml:
<?xml version="1.0" encoding=""UTF-8"?>
<beans xsi:schemalLocation="http://www.springframework.org/
schema/beans http://www.springframework.org/schema/beans/
spring-beans-2.0.xsd"™ xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance'™ xmlns="http://www.springframework.org/
schema/beans™>

<bean class="com.fatwire.wem.sso.oam.token.TokenConfig"
id="configuration'>

<property value="{path_to_oamtoken_WEB-INF_directory}"

name=""obl ixPath"/>

</bean>
</beans>

d. Deploy the exploded oamtoken web application.

Note

On WebLogic make the deployment accessible from the current
location.

The servlet contained in the oamwebtoken web application may be
called with visible username and password credentials. It is
recommended to deploy the application as a secured web application
using SSL.

6. Deploy the oamlogin.war file.
This web application contains the WebCenter Sites challenge page.

Note

This step is optional and can be skipped if using the default OAM login form
or another custom login form.

a. Create a directory where the oamlogin.war file will be deployed from, and
explode the oamlogin.war file into the directory from the wem directory of the
Sites installer.
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For example:

mkdir /uOl/software/Apps/Weblogicl035/user_projects/domains/
OAMCSDomain/applications/oamlogin

cd /u0l/software/Apps/Weblogicl035/user_projects/domains/
OAMCSDomain/applications/oamlogin

jJar -xvf /u01/CS/installation_files/ContentServer/wem/
oamlogin._war

Create a file named wemsites_settings.properties in the WEB-INF/
classes directory of the exploded oamlogin web application, using the code
below. Replace the variables, in brackets, with the correct values for your
environment:

oamredirect=http://<weblogic_host>:<oam_server_port>/oam/
server/auth_cred_submit

oamlogout=http://<weblogic_host>:<oam_server_port>/oam/
server/logout

forgotpassword=<email_account>@<email_domain>

Note

If the oamredi rect property is not configured correctly, the username
and password will fail to authenticate.

Deploy the exploded oamlogin web application.

Note
On WebLogic make the deployment accessible from the current location.

7. Create an authentication scheme that redirects to the WebCenter Sites challenge page.

(op

- 0O Qo 0O

o «Q

Note

This step is optional and can be skipped if using the default OAM login form
or another custom login form.

Log in to the OAM Console application.
http://<weblogic_host>:<weblogic_admin_port>/oamconsole
Click Authentication Schemes, and then click Create.

Enter a name for the authentication scheme.

Enter Challenge for WebCenter Sites applications for description.

Enter 2 for Authentication Level.

Select FORM for Challenge Method.

Enter Zoam/server/ for Challenge Redirect URL.

Select LDAP for Authentication Module.
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i. Enter http://<oamlogin_app_server_host>:<oamlogin_port>/
oamlogin/oamsso/oamLoginView. jsp for Challenge URL.

j-  Select external for Context Type.
k. Click Apply.

Authentication Schemes

* Mame | LDAPWemScheme
Description | Challenge for WebCenter Sites applications
* Authentication Level 2 §|
Default
* Challenge Method | FORM |+
Challenge Redirect URL | foam/server/
* Authentication Module | LDAP El
* Challenge URL | samlogin/oamsso foamLoginView, jsp
* Context Type | external [

Challenge Parameters

8. Set up the mod_wl_ohs.conf OHS configuration file.
This file resides in the ohs1 directory of the OHS instance used in previous steps.
For example:

/u0l/software/Apps/OraMiddleware/asinst_1/config/0OHS/ohs1l/
mod_wl_ohs.conf

An additional entry for the /oamlogin context root (required only if using the Sites

challenge page) and the Sites context root should be added to the file as shown below.

The values for WebLogicHost and WebLogicPort are the hostname and port of the

application server where the given web application resides.

# NOTE : This is a template to configure mod_weblogic.
LoadModule weblogic_module  "${ORACLE_HOME}/ohs/modules/
mod_wl_ohs.so"

# This empty block is needed to save mod_wl related
configuration from EM to this file when changes are made at the
Base Virtual Host Level

<IfModule weblogic_module>

# WebLogicHost {WEBLOGIC_HOST}
# WebLogicPort {WEBLOGIC_PORT}
# Debug ON

# WLLogFile /tmp/weblogic.log
# MatchExpression *.jsp

</I1fModule>
<IfModule weblogic_module>
<location /oamlogin>
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SetHandler weblogic-handler
WebLogicHost {name]IP of WebLogic server where Sites is
deployed}
WebLogicPort 7002
</location>
</I1fModule>
<IfModule weblogic_module>
<location /servilet>
SetHandler weblogic-handler
WebLogicHost {hostname]IP of WebLogic server where Sites is
deployed}
WebLogicPort 7001
</location>
</I1fModule>
# <Location /weblogic>
# SetHandler weblogic-handler
# PathTrim /weblogic
# ErrorPage http:/WEBLOGIC_HOME:WEBLOGIC_PORT/
# </Location>

Note

Make sure there is an include statement in the http.conf file for the
mod_wl_ohs.conf file.

For example:
include "/u0l/software/Apps/OraMiddleware/asinst_1/
config/

OHS/ohs1/mod_wl_ohs.conf"

Start the HTTP Server, Internet Directory Server, and Virtual Directory Server.

Note

This is the HTTP Server that is installed with Identity Management, and the
one used throughout this guide.

a. Enter the following commands:

1) export ORACLE_INSTANCE=/uOl1/software/Apps/
OraMiddleware/asinst_1

2) /u0l/software/Apps/OraMiddleware/Oracle_ 1DM1/opmn/
bin/opmnctl startall

b. From the Enterprise Manager Farm Application you should see the following are
now started: Oracle Internet Directory Server (oid1), Oracle Virtual Directory
Server (ovdl), and OHS installed with Identity Management (ohsl).

In this step, you will modify the SSOConFig.xml file of the WebCenter Sites
deployment. This file controls which authentication classes are loaded and the various
properties that are required by those classes.
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a. Back up the SSOConTig.xml file, located in the deployed WEB- INF/
classes directory of the deployed WebCenter Sites application.

For example:

/u0l/software/Apps/Weblogicl035/user_projects/domains/
OAMCSDomain/applications/CS/WEB-INF/classes/SSOConfig.xml

b. Modify SSOConfig.xml to look like the file shown below.

Note

In the file below, you will set the following properties: serviceUrl,
ticketUrl, signoutURL, dbUsername, and dbPassword.

The signoutUr |1 property specifies the URL to be used when
invoking WebCenter Sites logout. It includes the encoded URL where
the browser will return after all logout processing has been completed by
OAM.

For the dbUsername and dbPassword properties, you can enter the
credentials of the WebCenter Sites general administrator (by default,
fwadmin / xceladmin). The values for these properties will be
encrypted on startup of the WebCenter Sites application.

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:context="http://www.springframework.org/schema/
context"
xsi:schemaLocation=""
http://www.springframework.org/schemas/beans http://
www . springframework.org/schema/beans/spring-beans-2.5_xsd
http://www.springframework.org/schema/context http://
www . springframework.org/schema/context/spring-context-2.5_xsd">
<I-- Single Sign On provider -->
<bean i1d="'ssoprovider"
class=""com.fatwire.wem.sso.oam.OAMProvider'>
<property name="'config" ref="ssoconfig" />
</bean>
<I-- Single Sign On filter -->
<bean id="ssofilter"
class=""com.fatwire.wem.sso.oam. filter_OAMFilter'>
<property name="'config" ref="ssoconfig" />
<property name="'provider" ref='"'ssoprovider" />
</bean>
<I-- Single Sign On listener -->
<bean id="ssolistener"
class=""com.fatwire.wem.sso.oam. listener _OAMListener'>
</bean>
<I-- Single Sign On configuration -->
<bean i1d="ssoconfig"
class=""com.fatwire.wem.sso.oam.conf.OAMConFfig'>

<I-- URL prefix for REST service endpoint -->
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<property name="'serviceUrl" value="http://
{OHS_host}:{OHS port}/{Sites_context root}/REST" />

<I-- URL prefix for Token Service servlet -->
<property name="ticketUrl" value="http://
{oamtoken_app_server_host}:{oamtoken_port}/oamtoken"™ />

<I-- URL to be called when WEM logout is required. -->

<property name="'signoutUrl" value="http://
{weblogic_host}:{oam_server_port}/oam/server/
logout?end_url=http%3A%2F%2F{OHS_host}%3A{0OHS_ port}%2F{Sites_co
ntext_root}h2Fwem%2Ffatwire%2rFwem%2Fwelcome />

<I-- Do not proxy tickets, tt"s the last server in the
call chain -->
<property name="'proxyTickets" value="false" />

<I-- Database Credentials needed by user lookup in
OAMFilter -->

<property name="'dbUsername" value="{user with authority to
read the WebCenter Sites SystemUser table}" />

<property name="'dbPassword" value="{above user’s password}"
/>

<I-- Your application protected resources (relative to
applicationurl) -->
<property name="'protectedMappinglncludes'>
<list>
<value>wem/fatwire/**</value>
<value>/faces/jspx/**</value>
<value>/ContentServer?[pagename=0OpenMarket/
Xcelerate/UlFramework/LoginPage|OpenMarket/Xcelerate/
UlFramework/ShowMainFrames]fatwire/getAllUserGroups| fatwire/
getAllSecurityConfigs|rest/asset,#]</value>
<value>Satel lite?[pagename=fatwire/
insitetemplating/request]OpenMarket/Xcelerate/ControlPanel/
Request]OpenMarket/Xcelerate/ControlPanel/EditPanel | Fatwire/
wem/ui/Ping| fatwire/wem/sso/validateMultiticket|OpenMarket/
Xcelerate/UlFramework/ShowPreviewFrames,#]</value>
</list>
</property>
<property name="'protectedMappingStatelessincludes">
<list>
<value>/REST/**</value>
</list>
</property>
<I-- Your application protected resources excludes
(relative to applicationUrl) -->
<property name="'protectedMappingExcludes'>
<list>
<value>/wem/fatwire/wem/ui/SysLocStrSvc</value>
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</list>
</property>
</bean>
</beans>
11. Copy the wem-sso-api-oam-1.2. jar file to the WebCenter Sites deployment.

The file is located in the wem directory of the Sites installer, and needs to be copied to
the WEB- INF/1ib directory of the deployed Sites application.

For example:

cp /u0l/Cs/installation_files/ContentServer/wem/wem-sso-api-
oam-1.2.jar /uOl/software/Apps/Weblogicl035/user_projects/
domains/OAMCSDomain/applications/CS/WEB-INF/1ib

The remaining steps are performed from the Oracle Access Manager Console to complete
the Policy Configuration needed to protect the WebCenter Sites application.

12. Create an application domain for WebCenter Sites.
a. Click Application Domains and click the Create icon.
b. For the Name, enter WebCenterSites.

c. For the Description, enter "This is the application domain for WebCenter Sites. It
is where all resources and policies are kept."

d. Click Apply.

% Application Domains:WebCentersites

Application Domains

* Mame | WebCenterSites

Description | This is the application domain for WebCenter
Sites, Itis where all resources and policies are
kept.

In steps steps 13 — 15, you will be creating authentication policies for the WebCenter Sites
application domain.

The following authentication policies need to be created:
» Protected Resource Policy for Browsers

* Protected Resource Policy for REST Clients

« Unprotected Public Resource Policy

These policies are enforced by the WebGate. The first two policies apply to any resource
that is accessed and must require a challenge if not already authenticated. The third policy
will be applied for all resources that do not require authentication. Although resources
defined in the third policy do not need authentication, they still conform to specific policy
directives. Objects that do not need to be authenticated (for example, graphical images,
animations, publicly viewed pages) are ignored by the WebGate, but still must be declared
so they will function properly with the reverse proxy.
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Note

The authentication policies will be created without resources. The resources will
be added in a later step.

13. Create Protected Resource Policy for Browsers.

a.
b.

C.

Expand the WebCenterSites application domain created in step 12 on page 211.
Click Authentication Policies.

Click the Create icon.

For the Name, enter “Protected Resource Policy for Browsers”.

For the Description, enter "This policy is for all protected URLS that require a
challenge if not authenticated."”

For Authentication Scheme, select LDAPWemScheme if you are using the
WebCenter Sites challenge page, LDAPScheme if you are using the default OAM
login form, or another scheme if using some other custom login form.

The LDAPWemScheme is the authentication scheme that was created in step 7 on
page 206.

Click the Identity Assertion checkbox.

Main

Authentication Policy

* Mame | Protected Resource Policy for Browsers Success URL

Description | This policy is for all protected URLs that require a Failure URL

* puthentication Scheme | LDAPWemScheme -

Resources
Resources

(This Policy does not protect any Resources

challenge if not authenticated. fdentity Assertion [7]

When an Authentication policy is satisfied, it can create responses. The responses
are required by the WebCenter Sites HTTP filter to recognize LDAP attributes
and provide information about the authenticated user. In the steps that follow, you
will add the responses to the Responses tab.

Click the Responses tab.
Click the Add (+) icon.
Enter the Name, Select the Type, and enter the Value.

Repeat steps i and j for the following entries: FATGATE_POLICY and
FATGATE_EMAIL.

Note

Only the FATGATE_POLICY and FATGATE_EMAIL responses are required.
The remaining responses are optional.
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Responses
{,"3 Responses
:.Namé... |Type|'|,.a||_|e
i FATGATE_POLICY Header = protected
: FATGATE_DISPLAYMAME Header E| Suser,attr, displayMName
{| FATGATE_CSTIMEOUT Header [=] Suser.attr, fwcstimeout
| FATGATE_AcL Header = Suser.attr, fwecsad
|| FATGATE_UID Header [=] Suser.attr, fwcsUID
|| FATGATE_DN Header El Suser,attr. distinguishedMame
|| FATGATE_EMAIL Header [=] Suser, attr,mail
|| FATGATE _USER_MNAME Header El Suzer,userid
k. Click Apply.

14. Create Protected Resource Policy for REST Clients.
a. Click Authentication Policies.
b. Click the Create icon.
c. For Name, enter “Protected Resource Policy for REST Clients”.
d

For Description, enter "This policy is specifically for the protected URL used by
the REST client to access resources."

e. For Authentication Scheme, select LDAPWemScheme if you are using the
WebCenter Sites challenge page, LDAPScheme if you are using the default OAM
login form, or another scheme if using some other custom login form.

The LDAPWemScheme is the authentication scheme that was created in step 7 on
page 206.

f.  Select the Identity Assertion checkbox.

Authentication Policy

* Name | Protected Resource Policy for REST Clients Success URL

Description | This policy is spedifically for the for the protected URL Failure URL

used by the REST dlient to access resources. Teeniity Assertion [#]

* Authentication Scheme | LDAPWemScheme EI

Resources
Resources

Main
iThis Policy does not protect any Resaurces

Click the Responses tab.
h. Click the Add (+) icon.
i. Enter the Name, Select the Type, and enter the Value.

Repeat steps h and i for the following entries: FATGATE_REST_USER and
FATGATE_POLICY. Both responses are required.
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Responses
{':3 Responses
‘Name _ |Type - |value
{ FATGATE_REST_USER Header = Suser,userid
|| FATGATE_POLICY Header =] protected
j. Click Apply.

15. Create Unprotected Resource Policy.
a. Click Authentication Policies.
b. Click the Create icon.
c. For the Name, enter “Unprotected Public Resource Policy”.
d

For the Description, enter "This policy is used for all resources that do not require
authentication.”

o

Select AnonymousScheme for Authentication Scheme.
f.  Click the Identity Assertion checkbox.

Authentication Policy

* Name | Unprotected Public Resource Policy Success URL

Description | This palicy is used for all resources that do not require Failure URL

authentication. = &
Identity Assertion [V]

* Authentication Scheme | AnenymousScheme [=]

=
Resources

This Policy does not protect any Resources

g. Click the Responses tab.

h. Click the Add (+) icon.

i. Enter the Name, Select the Type, and enter the Value.

Complete steps h and i for the following entry: FATGATE_POLICY.

Responses
ﬁ; Responses
Name N _::I:\,rpe - v i_}falue
FATGATE_POLICY Header = unprotected

j. Click Apply.
16. Create the authorization policy for the WebCenter Sites application domain.

The authorization policy will be applied to all WebCenter Sites resources as
authorization is done internally by the Sites application based upon its database
settings. However, it is necessary to define an authorization policy using implied
constraints so the WebGate will pass the resource requests on to the Sites application.

a. Click Authorization Policies.
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Click the Create icon.
For the Name, enter “All Resources are Authorized”.

For the Description, enter "This policy allows all resources to be fully authorized
without constraints."

Ensure the Use Implied Constraints checkbox is checked.

Resources

Resources

{Resource URL

Authorization Policy

*Name | All Resources are Authorized Failure URL

Description | This policy allows all resources to be fully authorized Use Implied Constraints [¥]

Success URL

without constraints. Identity Assertion _|

Constraints Responses

(This Policy does not proféct any Resources

f.

Click Apply.

17. Create resource definitions for the WebCenter Sites application domain:

a.

Double-click Resources.

This panel will display only the resources that match the search criteria. Each time
a new resource is added, the Search button must be clicked for the resource to
appear in the Search Results list.

WebCenterSites Resources
~|Search
Resource Type |HTTP E| Query String
Host Identifier Authentication Policy El
Resource URL Authorization Policy El
Search Results
Actions + View - 7 B
_ |ResourceType  |HostIdentifier  [Resource URL |Query string |Authentication Palicy |Authorization Policy
Mo data to display.
b. Click New Resource to open the Create Resource panel.
c. Selecta Type.
All resources are of type HTTP.
d. Select a Host Identifier.
All resources use WCSites for Host Identifier.
e. Enter a Resource URL.
f. Select a Protection Level.
If selecting Excluded, skip steps g and h.
g. Selectan Authentication Policy.
h. Select an Authorization Policy.
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I{:C}}! Resources

* Host Identifier

* Resource URL

* Protection Level

* Type |HTTP

Description

Query Siring

Authentication Policy | Protected Resource Policy for Browsers [=]
Autharization Policy | All Resources are Autharized El

WCSites

fvofvem ffatwire fwemMWelcome

Protected

~]

[«

j. Repeat steps b through i using the list of resources below.

Note

The only Unprotected resource is /.../*
Any resources with a policy are Protected.
The remaining resources are Excluded.

Table 5: Resources

l..I*.jpg Excluded
[..I*.css Excluded
[..I*.png Excluded
[..1*.swf Excluded
[../*.html Excluded
[..I* jar Excluded
[..1*.gif Excluded
[..I*.jsp Excluded
[..I* jspx Excluded
/...Ifaces/jspx/logout.jspx Excluded
/oamlogin/oamsso/* Excluded
/index.html Excluded
/.../nome Excluded
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Table 5: Resources

[..I* Unprotected Public All Allowed
/...lwem/fatwire/wem/Welcome Protected Browser All Allowed
/oamlogin/test Protected Browser All Allowed
[../REST/* Protected REST All Allowed
/...wem/fatwire/* Protected Browser All Allowed
/...[faces/jspx/* Protected Browser All Allowed
/...IContentServer/* Protected Browser All Allowed
/...ISatellite/* Protected Browser All Allowed

k. After you have finished adding all resources, compare your list of defined
resources with Table 5, “Resources” to make sure all policies have been properly
defined. Make sure all leading /.../ contain three periods. Make sure each
Resource URL is entered in the exact case. The Sites application will not work
properly if these policies are not entered correctly.

18. Configuration is now complete and OAM will be used to authenticate users of the
WebCenter Sites content management and development installations.

Stop and then restart all applications, including the OHS server, for all changes to take
effect.

19. This step is optional and can be performed only if you have deployed the
oamlogin.war file.

a. Enter the following URL on any browser:
http(s)://<0HS_host>:<0HS port>/oamlogin/test

If the system is operating properly you should see the WebCenter Sites challenge
form.

ORACLE" WebCenter Sites Version: 11gR1

Access Manager Secure User Login

Username  fyadmin

ORACLE"

Password

Forgot password?
Login

[¥] Remember me
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b. Enter the username and password and then click Login. Remember that the
password is defined in LDAP and not the Sites database.

c. When the system is working properly a test page will appear that displays all the
information provided by the WebGate. This includes the Responses specified in
the policies you have created. Refresh this page and it will redisplay updated
information.

d. Click Logoff on the test form. The standard OAM logoff acknowledgement form
opens.

e. Re-enter the URL to display the custom challenge form.
Carefully review the configuration to ensure the expected results.

Integrating OAM with Oracle WebCenter Sites:
Satellite Server

Configuring a Satellite Server for Oracle Access Manager integration is a simpler
procedure than for WebCenter Sites. The procedure outlined in this section is specific to

configuring a single Satellite Server, but the process is the same for additional Satellite
Servers.

This section includes the following topics:
« Before You Start
¢ Integration Steps

Before You Start

Ensure the following actions are complete before integrating Satellite Server:
e Oracle Access Manager is installed and running.

» WebCenter Sites has been successfully integrated with OAM.

o Satellite Server is installed.

Integration Steps

In these steps, you will modify the SSOConTig.xml file of the WebCenter Sites
deployment. This file controls which authentication classes are loaded and the various
properties that are required by those classes.

1. Back up the SSOConfig.xml file, located in the deployed WEB-INF/classes
directory of the deployed WebCenter Sites application.

For example:

/u0l/software/Apps/Weblogicl035/user_projects/domains/
OAMCSDomain/applications/SS/WEB-INF/classes/SSOConfig.xml

2. Modify SSOConfTig.xml to look like the file shown below.
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Note

In the file below, you will set the following properties: serviceUrl,
ticketUrl, and signoutURL.

The signoutUr 1 property specifies the URL to be used when invoking
WebCenter Sites logout. It includes the encoded URL where the browser
will return after all logout processing has been completed by OAM.

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlIns:context="http://www.springframework.org/schema/
context"
xsi:schemalLocation=""
http://www.springframework.org/schema/beans http://
www . springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/context http://
www . springframework.org/schema/context/spring-context-2.5.xsd">
<I-- Single Sign On provider -->
<bean i1d="'ssoprovider"
class=""com.fatwire.wem.sso.oam.OAMProvider'>
<property name="'config" ref="ssoconfig" />
</bean>
<I-- Single Sign On filter -->
<bean id="ssofilter"
class=""com.fatwire.wem.sso.oam. filter_OAMFilter'>
<property name="'config" ref="ssoconfig" />
<property name="'provider" ref='"ssoprovider" />
</bean>
<I-- Single Sign On listener -->
<bean id="ssolistener"
class=""com.fatwire.wem.sso.oam. listener _OAMListener'>
</bean>
<I-- Single Sign On configuration -->
<bean i1d="'ssoconfig"
class=""com.fatwire.wem.sso.oam.conf.0OAMConfig'>

<I-— URL prefix for REST service endpoint -->
<property name="'serviceUrl" value="http://
{OHS_host}:{OHS port}/{Sites_context root}/REST" />

<I-— URL prefix for Token Service servlet -->
<property name=""ticketUrl" value="http://
{oamtoken_app_server_host}:{oamtoken_port}/oamtoken"™ />

<I-—- URL to be called when WEM logout is required. -->
<property name="'signoutUrl" value="http://
{weblogic_host}:{oam_server_port}/oam/server/
logout?end_url=http%3A%2F%2F{OHS host}%3A{0OHS_ port}%2F{Sites_co
ntext_root}%2Fwem2FFatwire%2Fwem®2Fwelcome />
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<I-- Proxy tickets, tt"s the last server in the
call chain -->
<property name="'proxyTickets" value="true" />

<I-- Your application protected resources (relative to
applicationurl) -->
<I-- For Oracle Access Manager these URLs are not used and
are defined as OAM Authentication Policy resources -->
<property name="'protectedMappinglncludes'>
<list>
</list>
</property>
<property name="'protectedMappingStatelessincludes">
<list>
<value>/REST/**</value>
</list>
</property>
<I-- Your application protected resources excludes
(relative to applicationUrl) -->
<property name="'protectedMappingExcludes'>
<list>
</list>
</property>
</bean>

</beans>

Ensure that the proxyTickets parameter is set to true. This is required so that Satellite
Server will pass authenticated tickets allocated by REST client programs to WebCenter
Sites.

The location of the REST endpoint (defined by the serviceUrl property) depends on the
location of the Satellite Server. When located inside the firewall, it can refer directly to the
WebCenter Sites to achieve the highest performance without compromising security.
When the Satellite Server is located elsewhere, or exposed directly to the Internet, the
endpoint must direct all requests through the OHS to secure and protect WebCenter Sites.

An advanced configuration using OHS in front of Satellite Server is an alternative way of
securing the WebCenter Sites configurations. This configuration would access the
WebCenter Sites.
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